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BBepgeHune

Onnxa MOs 3HaKOMas cpaBHHAA POJb AAMMHHCTPATOPA KOMITBIOTEPHOM CETH B HKH3-
HM OpraHu3allMM ¢ poniblo cromaronora. HecMoTps Ha, Kak mpaBuio, BecbMa
CKpPOMHOE BO3HarpaxkieHuwe (B rocyldapCTBEHHBIX CTPYKTYpax), B COBPEMEHHBIX
KOMMbIOTEPH3UPOBAHHBIX OPraHM3aliAX OH MrPaeT pofib, BAKHOCTH W 3HAYEHHE
KOTOpOH OCO3HAIOTCA PYKOBOIAMTENAMH HACTO JIMLUb MPH BOSHUKHOBEHHH KPH3MC-
HbIX CHTyauUM#, korjia noa yrpo3oi okasbiBaeTcs (HHAHCOBOE MONOKEHHE npen-
MPUATHSA, €r0 UMUK Ha PbIHKE WIH penyTauus pyKOBOAMTE/S B rnaszax 6onee Bbi-
COKOro HauambcTBa. TeM He MeHee CIyuyuCh Takas CHMTYalHs, PYKOBOAMTENb
NOCTapaeTcs YCTAHOBHTL €€ NPHYMHLL, W ecnv OyeT JokasaHa BUHA aAMUHWCTpa-
TOpa ceTH, U Be3 TOro CKPOMHOE BO3HArpaXkaeHWe CTaHeT elue meHbiue. Ho Teop-
YECKH M 3aHHTEePecOBAHHO MoAXoAs K ceoeif pabore, Bbl He Gynere HCMBLITHIBATH
auckompopra v owyiueHus "pasnenus ceepxy”. Cets nomkHa paoTats He noTo-
My, 4TO 3TOro Tpedyer pyKoBOACTBO, a notomy, 4to 3to CETh.

nﬂﬂ KOro n o 4Yem aTa KHura

AZIMHHHCTPATOpP JIOKA/IBHOW CETH — HEe CTONLKO Npodeccusi WAH JIODKHOCTD,
cKkosbKOo 06pas jkM3HH, @ ero KBATH(HKALUA — ITO KHUIHEHHBIH OMbBIT, OMLIT KOJI-
ner, paboTalOIUMX B CETAX, HMCIO KOTOPBIX exeroaHo pacrer. C pocToM uucna
ceTeit yBe/lMUMBAETCA W apMHUA CeTEeBbIX anMHHHcTparopoB. KoMy-To noseser, oH
MONYYUT BO3MOXHOCTb ODYHHTLCA HA CHELHalM3MpOBaHHBIX Kypcax Microsoft,
OPYTWM mpuaercs npuobperars 3HaAHWA W3 KHUI W CBOMX owwuOok. OnbIT Koner,
HECMOTPS Ha MHOXECTBO CaiTOB M OTE/IbHBIX CTpaHULl B ceT UHrepHer, conep-
JKALIKX NOAe3HYI0 HHAOPMALMIO, He Bceraa AoCTyreH. [lenalores ronbITKH cos-
NaTh USHTPbl UHQOPMALMK IS CUCTEMHBIX aJIMUHUCTPATOPOB U MPOCTO MONL30-
sareneii Windows 2000 u Windows 2003. Oaun ¥3 TakuX LEHTPOB, KOTOPbIH
MOHO Halitu mo azapecy http:/www.rwntug.org.ru — "Poccuiickas I'pynna



8 Beenexue

[Mosbzopareneit Windows NT". Koudepenunn v cneunanuampoBattble calitol B
Hurepuere, a Takoke Ueblif psa KHUT colepkaT maccy HH(pOpMaLIWK N0 BONpocam,
cBa3aHHbIM ¢ paboToil cHCcTeMHBIX aaMUHUCTpatopoB. Tem He meHee, UH(pOpMa-
uus ata 1ubo oTpeIBOuHA, G0 MoAaHa Ha YpPOBHE, JOCTYNHOM npodeccHoHanam
U CTIeLHAIUCTaM C AOCTATOUHO ryOOKHMH 3HAHHAMH TEOpHHW Bompoca, b0 u3-
JloYKeHa B JHUHMKIONEAHYeCKOM BHAE, H 100patbes 10 cyTH mnpobieMbl MOXKHO,
NHLIE NEPeSIUCTaB MOYTH BCIO KHUTY, NEepexo/is oT oaHOM craThu k aApyrod. Ho Ha
MOMCK peLieHrs MHOTAA OTBEEHO BEChMa OrpaHHYeHHOe BpeMmsl.

B 5T0# KHHre Bbl MOYTH HE BCTPETHTE TEOPETHUECKUX CBEIGHUH B OCHOBHOM TEK-
CTe, OHA COAEPIKUT MPAKTHUECKHE MPUMEPh! peann3alii pasiuuHbIX 3a/1a4 aJMH-
HWUCTPATOpa NOKAILHON ceTH, B Go/IbIIMHCTBE CBOEM MpejHa3HaueHHbIe 1 pabo-
Tl B cetH ¢ cepepom Windows 2000 Server uan Windows Server 2003. Xots
NpUMEPbl HECIOXKHBIE, NPEANONAraeTCs, YTO HAYMHAIOLMH CUCTEMHBbIN aIMUHHCT-
paTop, s KOTOPOro rfpeAHa3Ha4YeHa KHUra, 9T0 BCe jKe He HAYMHAIOUIMH Mosb30-
Batens K. Jlna peanmnzaunu npuMepoB MOKeT NOTpeGOBaTHCH CO3NAaHUE ClLEeHa-
pues Ha a3bike VBScript, JScript uau HecnoxHbIX nporpamM Ha s3sike Visual
Basic, KOTOpbIH MacTHTBIMH MPOTrpaMMUCTaMH NMOPOH HE NMPH3HAETCH 3a TMOJHO-
LIEHHBIH A3bIK MPOrpaMMHUPOBaHUS, HO NO3BOJISET GbICTPO CO3AABATL NPHIIOMKEHHS,
XOpoLo conpsraioiMecs ¢ npoaykramu Microsoft, a cpeaa aocTynHa v noHsTHa
ans nonesosareneit [K ¢ webonbinum crakem. Onvcanue s3bIKOB MPOrpaMMHpO-
BAHWA B KHUIE HE NPUBOJAMTCA, HO €CJIH Bbl YK€ 3HAKOMBI C OCHOBAMH Tporpam-
muposanus B cpese Visual Basic, noapoGHoCTh onucanus npuMepoB A0CTaTO4HA
JUIA MOBTOPEHMA MX Ha npaktike. Ha ocHOBe npHBeIeHHbIX MPUMEPOB Bbl CMOXKeE-
T€ CO3/1aTh CBOH apceHa CTaHAapTHbLIX CpeacTs /uia paboTsl B Ballei ceTH, KOTO-
PIA NOMOKET BBINOAHATL PYTHHHBIE M JIOCTATOYHO TPYAOEMKHE 4acTo BCTpe-
yatouHecs 3asauyn 6e3 3HauMTeNbHBIX 3aTpaTr BpemeHH. HeBo3MoxkHO onucath B
KHHI€ BbINOJIHEHHE 3a1aY, NOAXOAALIUMX Ui BCEX C/YHaeB JKHU3HHU, HO TBOPYECKHIH
MOAXO/ K KOJUIEKLIMH NPUBEIEHHbIX NMPUMEPOB NMO3BOIHT Ha UX OCHOBe pa3pabo-
TaTh CBOM COOCTBEHHbIE CPECTRA JUIN pelieHns UMeHHO Baluux npobrem. K cos-
JIAHUIO HOBOTO MHCTPYMEHTA MOXKHO NPUHTH, KOMOHHUPYS cTapbie, yiKe W3BecT-
HbIE CPECTBA WM COCTABAIOLIME ITHX Cpe/cTB. bonbluas yacTh npumepos aaHa
B BH/IE OMUCAHHS YiKe C/IEAHHBIX HACTPOEK U HE COAEPIKUT UNIHILIHE MOAPOOHBIX
MHCTPYKUMH THNa "wWenknuTe Ha KHomnke (kuonka 1) B OTKpbIBILEMCH OKHE (OK-
no 1), Buibepure MyHKT MeHIO Takoi-10" win — "Hauuure paborty ¢ 1wenYKka Ha
kHonke Ilyex". [lo MHeHUIO aBTOpA, Takoe 1oApodHOE ONUCAHHE 3aTPYIHAET Npo-
BEICHHE HACTPOEK W UX MOHMMaHHe, a He obneruaer ux. OnUcaHus MPUBOASTCS
C WUTIOCTPAUMAMHM, MO KOTOPbIM ONbITHBIA nons3osatens 1K 6e3 tpyna ux no-
BTOPHT.

B kuure Takke AaHbl OMHCaHUs HEKOTOPLIX MMOJIC3HLIX 113 pSGOThI aaiMHHHCTpa-
TOpa CETH NporpaMm H YTHIHT. 3anauu no AIMHHHCTPHPOBAHHIO CETH OblBalOT
HAacTOJIbKO HCOMKHAAHHBIMH, HTO JNA UX PELUCHHA B apCceHalle HaYMHaKoLIEro an-
MHHHCTpATOpa HE HAXOHTCA CPEACTB.



BsegeHue g9

CyuiecTBeHHOE 3HAYSHHE V1A yCnelHoH paBoTel CeTEBOro aAAMHHHCTPATOPA UME-
€T Npasu/ibHas opraHu3alus csoero pabouero mecta v "cepsepHoii”. Hekotopoe
BHUMaHHUE 9TOMY BONPOCY Y/eJeHO B aHHOH KHure. Ho ata uudopmauns He npe-
TEHAYET Ha NOJIHOTY W JaKe HE HOCHT PEKOMEHIATeJILHOIO XapaKTepa, NOCKOIbKY
"Ha BKYC W UBET ToBapHlueit HeT", B KaX10ii KOHKPeTHOH ceTH CBOH 0COGeHHOCTH
opraHusaluu paboTbl aIMHHMCTpaTOpa, a Yy KakKAOr0 aJMHUHHCTPATOpa MOTYT
ObITH CBOM NMPEANOYTEHUA U MaTepHalibHbie BOIMOKHOCTH. Ho eciiu y Bac eute He
CJIOXKMIIOCH MPeJICTaB/IeHHe O MpaBU/ILHON opraHusalu coeil pabotsl M paGouero
MECTa, TO 3Ta HHPOPMALIMA MOXKET ObITb OYEHb NMONEIHONH HA ITane OpPraHn3aLuKn
paboThl CHCTEMHOrO aIMHHHCTPATOPA.

Kto-10 M3 Gosiee OMbITHBIX AAMHHUCTPATOPOB, MPOHMMTAB 3TY KHHMIY, MOJKET CKa-
3aThb, 4TO B Hell HeT Huuero Hoeoro. Jla, 3to Tak. Benomuure cnosa Exknecuacra:
"Yro B0, TO ¥ GyAET; U YTO AeNanoch, TO W OyaeT aenaThes, HET HHYEro HOBOro
noa conuuem. beisaer HEUTO, o uem rosopar: “cmorpu, Bor 9TO HOBOe”; HO
9TO 6bi110 yike B Bekax, ObIBIIKX 10 Hac". Tem He MEHee, CHCTEMHBIM aAMUHUCT-
patopam 3a4acTtyio rnpuxoaures aubo "uzobperars Benocunen”, aubo "uaru neu-
kom", nmpobupasck CKBO3b TEPHHH CETEBBIX MPobBJeM, HECMOTPS Ha TO, YTO OHM
yike ObUIH pelleHbl ApYruMHU. DTa KHHIra — onbIT paboThl OAHOTO M3 aZIMMHHUCTPA-
TOPOB, MbITAIOILErOCs PEIINTh NPOGIEMbl CETH ¢ MHHUMAJILHBIMMU 3aTpaTamMH, a He
Hay4YHbld TPyA, B KOTOPOM MOXKHO HAWTH ONMCAHHME OTKPBLITHH M W30BpeTeHni.
OTHUM 3aHMMAIOTCA Y4eHble W paspaboTuUMKH, pe3yabTaThl JEATENbHOCTH KOTOPbIX
v npuMenstotes noas3osatesnamu ITK, a Takie cHCTeMHBIMA aIMMHMCTPATOPaAMH.

PaccMOTpEHHBIE NPUMEPBI — 3TO Pe3yibTaThl SKCIEPUMEHTOB, MOUCKA U KPONOT-
nuBoro orbopa CyulecTBYIOWKX CPEACTB, KOTOpLIe He Beerja OecnatHel. [lonbiT-
Ka MpUMEHUTH UL GecriaTHbie NporpaMMHbIE MPOJIYKThl HE MPUBENA K YCrexy.
Ecnu ke Bbl JeransHeli nonbs3oBaTesb onepaunoHHbix cucrem Windows, 1o 3a-
TPaThl HA MUCIOIB3YeMOe KOMMEPUYECKOe NnporpaMmMHoe obecriedeHne He MOKaKyT-
csl BaM 4pe3mMepHbIMH, BO3MOKHO, YTO K MOMEHTY BbIXO/Ia NAHHOI KHHUIH NOABAT-
cs ¥ cBoOOAHO pacnpoCTpaHseMble MPOJYKThI, AHAJIOTHYHBLIE ONMMCAHHLIM KOM-
MEpUYECKHM, W/IH Bbl HaWzaere apyrue cpeacrtsa, Oosee MOAXOAALUME K BalUMM
yenoeusaM. Bo Beakom cnyuae, TBOpuecku Moaxoas K ceoeit pabore, agMHHUCTpa-
TOP JIOJKEH MOCTOAHHO OBITh B KYpCe HOBBIX pelieHHH 1 paspaboTok, Kacaroumx-
cA (PYHKIHOHHPOBAHKSA CETEH.

Hapetocs, 4TO Bpems, NOTPAHEHHOE HA HTEHUE STOH KHUIH M W3YMEHWE TIPHMEPOB,
He Oy/IeT MoTepaHO HAMPACHO, W NPEJUIOKEHHAA KHHIA OKAKETCs Moe3HbIM Noco-
Grem rnpH BHIMOJIHEHHWH BAlUMX €KEAHEBHBIX 3aflay, CBA3AHHLIX C NOANEPKAHHEM
HaJeKHOCTH M paboToCcnocoGHOCTH CeTH, ee pasBUTHEM W COBEpLIEHCTBOBAHUEM,
ocobeHHO B Havasie Bailel paboTsl.

Ecnu cBesieHuit, coepiKallixca B KHUIe, OKaKETCAa HEAOCTATOYHO HIIH BOSHHKHYT
BOMpPOCHI, CBA3AHHLIE C BBLIMNOJTHEHHWEM KOHKPETHBLIX 3aJa4, Bbl MOJKETE MOCETHThH
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NepcoHaNbHYIO CTpaHULly aBTopa no azpecy www.okobox.narod.ru. Tam moxHO
3a[aTh BOJIHYIOUIME Bac BOMpOCkl, 00CYAUTH BO3HMKIUKE TPOGAEMbl, NPHYEM He
TONTLKO C ABTOPOM, HO W KOJUTEKTHBHO. Tam ke Bbl HaldeTe U peanu3aluio HeKo-
TOPbIX NPHMEPOB, KOTOPLIE MOXKHO CKOMHWPOBATL H C MMHHMAJIbHBIMH H3MEHEHHA-
MH HCTOJIL30BaTh B CBOGH NMpakTHKe.

Jna makcumanbHO KoMQopTHON paGoThl ¢ KHUTOMH ClleAyeT 03HAKOMHMTBLCS C MpH-
MEHAEMBbIMH COKpALUEHHAMH M 0003HAYEHUAMH, NOMELICHHBIMU fnanee, MoO3BO-
naowuMH Gonee KOHLEHTPUPOBAHHO M3NIOXKHTL MaTepHall MpUMepa, He OTBJIeKa-
ACh HA Pa3bACHEHHE CYTH NPHUMEPaA B €ro MPOCTPAHHOM ONMUCAHHH.

MpuHaATbIE cOKpaleHns n 06o03HaueHus

,HJIS obecrieyeHHs KOMMAKTHOCTH OMHMCAHHM NpUMEPOB B KHHUIe NMPHMEHEHBbI CO-
KpalleHHble MHCTPYKUMH 10 paboTe ¢ 0OBbeKTamMu OnepalMoOHHONH CHCTEMbI, KOTO-
pbie MOXKHO YBHIETh B pasdnuuHbiX ee okHax. [Ton obwvekramu Gyaem noHumarth
3Ha4ykK aiinios, APABIKM NporpaMM, 3Hauku ciyx0 u csoiicte o0bekToB, CllO-
BOM — Jt00Oble 3Ha4YKH, KOTOpbIE Bbl YBUAWTE B OTKPBITHIX OKHAX OMepaluoOHHOH
cuctemsl U Ha paboyem ctone. [Ipumenens! Takke aGbpesuaTypsl ans obo3Have-
HHS 4acTO BCTPEHAIOUIMXCH HAaMMEHOBaHuil. HecmoTps Ha kakyuiyiocs BHauane
CIIOJKHOCTE 3aMOMHMHAHHMA MPUBEJEHHbIX HWXE COKpaweHHd ¥ 06o3HaYeHUH, Bbl
O4YeHb CKOPO MpPUBBIKHETE K HUM M Oyzere UCMonbL30BaTh B CBOEH MPaKTHKE Mo-
CTOAHHO.

A66peBnarypbl U COKpalieHus
1. AD (Active Directory) — cayx6a katanoros B Microsoft Windows 2000 u
Microsoft Windows 2003.

2. DNS (Domain Name Services) — cnyx6a umen HurepHera, npumensemas
Takke B cuctemax Microsoft Windows 2000 u Microsoft Windows 2003, Jlns
paboTbl cryxObl BbIACAIIOTCA CHELMATbHbIE CEPBEPDI.

3. DHCP (Dynamic Host Configuration Protocol) — aro nporokon TCP/IP, arTo-
maTH3npytoiui npuceoenue IP-anpecos komnbioTepam (xocTam), a Takxke co-
oTBeTcTRylowwas cayxba. Jing paborei ciyxbObl BbIAENSIOTCS CrieLHaNbHBIE cep-
BEpBI.

4, UBI1 — ucrounuk 6ecnepeboifHoro nuranus.
5. JIBC — nokajibHas BeIYHCIUTEIbHAS CETh.

6. MUI (Multilingual User Interface) — mHorossbiuubiii unTepdeiic nons3osa-
TENA.

7. OC — onepauuoHHas cucTema.
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8.

CepBep — B 3aBUCHMOCTH OT KOHTEKCTa, 3TO IJIaBHbII KOMMBIOTEP CETH, T. €.
KOMTILIOTEP, HA KOTOPOM BhbINoJiHAETCA ciny»xba, obecneunsaiomas onpeieneH-
Hy10 (PyHKUHMOHANTLHOCTL B CETH, WK cama ciysxkba, pabortatowias Ha cepeepe.
Hanpuwmep, "Cepsep DHCP" unu "DHCP-cepeep" — 3T0 win KoMnsioTep, Ha
KOTOPOM 3afylleHa COOTBETCTBYIoOWas cny»xba, unm cama ata ciayxba, Koraa
pasroBop HMIET O KOHKPETHOM KommbioTepe-cepeepe. "InasHbiit cepeep” —
KOMMNbIOTEP, BHIMOMHAIOLIMIA QyHKUHH OCHOBHOTO CepBepa ceTH,

BbinonHeHue onepauuii ¢ o6bekramu OC

1.

[ 3%

Haiinure <Mms Oowexra> unu Buigenure <Mmsa O6berTa> — 3T0 3HAYMT,
YTO CAEIYET B YK€ OTKPbITOM OKHE HalTH 3HAYOK YNOMHHAEMOro obbekTa
BBIACNHTE €ro. B 3aBUCHMOCTH OT MHAMBHIYATbHBIX HACTPOEK HHTepdeiica,
BbijI€JIEHHE MOKET ObITh BHIMOIHEHO OAHHAPHBLIM LIEIYKOM MBI Ha oObeKTe
MJIH MPOCTO HAaBEJEHNWEM YKA3aTeNs MBILIM Ha HEro.

Bribepure <IMynkr Menio> — 5T0 3HaYMT, YTO CheAyeT BbiOpaTh MyHKT Me-
HIO, KOTOPOE Y€ OTKPBITO Mepes BaMH, WK IEJKHYTb NpaBod KHOTIKOH MbILUH
Ha oObekTe 1 BbiOpaTh B kKOHTeKCTHOM MeHIO <[TynkT Menio> weukom JieBof
KHOMKKM bk, Hekoropbie koManabl MOryT GbiThb BbI3BaHbI JBOHHBIM HWIIH
OJHHAPHBIM LICTYKOM MBILUH Ha obbeKTe (B 3aBHCHUMOCTH OT HHOAWBHAYAIbHbLIX
HacTpoek uHTepdeiica), NpH 3TOM KOMaH/bl, BbI3bIBAEMbBIE MO YMOJIYAHHIO, MO-
ryT OTAHYaThCS (B 3aBUCHMOCTH OT MHIMBHYANbHLIX HACTPOEK WHTepdelica).
B cBszu ¢ aTUM Mbl He BYAEM NPUMEHATH JIBOHHOH WJIM OJWHAPHBIA LUENYOK
MBILLIH, KpoMe 0c000 OrOBOPEHHBIX C/1yHaes.

. BhINONHUTE <A KomaHms> — 5TO 3HAYUT, 4TO CIAEAYET HAKATL KHONIKY n}'CK,

BbIOpaTh KomaHay BeIDOAHHTL.., HabpaTh B noje BBOAA KOMaHMbl
<Is Komasmer> W HaXaTh kKHONKy OK.

. Paszsepuure <Hms O6bekTa> — B pijie CyyaeB OKOJO HEKOTOPbIX 06LEKTOB

Bbl YBHANTE 3Ha4OK "+". DT0 3HAYMT, YTO BHYTPH AaHHOrO oObekTa coaepxar-
ca Apyrue, fnoauuHeHHble emy obbekrsl. LLlenukoM Mbiluu (HWHOrAA ABOHHBIM)
Ha 3Hauke "+" 3TOT 0OBEKT MOJKHO pa3BEepHYThb, YBHIAEB JIEPEBO NOAYHHEHHBIX
emy obvekToB. MMeHHO 3TO AeHCTBHE M MOTpeOyeTcss BBIMOJIHWTbL, KOT[a Bbl
YBHIHTE JaHHYIO PEKOMEHAALHIO.

. Orkpoiite <IMyts> | <Hmst O6beKkTa> — 3TO 3HAUMT, 4YTO cheayer Bbibparth

MyHKT MeHIO <OTKPBITH> (CM. 1. 2) U TeM CaMbIM OTKPBITH OKHO MPOrpamMMbl
HJTH Cﬂy}Kﬁlﬂ, Haxoasuleecs no OAHOMY H3 C/IEAYIOLIHX ANpecoB:

e Tlaneas Ynpasaennsi — [Tyck | Hacrpotika | [Tanens ynpasnenus;

¢ Ceresble noakmwuenns — [Tyck | Hacrpoiika | [Tanens ynpasnenus | Ce-
TeBbI€ MNOAKIIIOYEHHA,
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o Aamuuucrpupoanme — [Tyck | Hactpoiika | [Tanens ynpasnenus | Aamu-
HUCTPHPOBAHKE;

e IIS — TIlyck | Hacrpoiika | TTanens ynpasienus | AIMUHHCTPHpOBaHHE |
Cnyx0Obt UnTepHeTa;

o Jlokaasnas Ioautuka Besomacmoern — Ilycx | Hacrpoiika | TMauens
ynpasneuus | AaMuHHcTprposatue | JokanbHas nonuThka 6€30nacHOCTH,

o Cuayxbs1 — Iyck | Hactpotika | INanens ynpasnenus | AaMUHUCTpUpOBaA-
uue | Cnyx6br;

e IIpoemorp Cobuirmit — [lyck | Hactpoiika | [Nanens ynpasneuuns | Aamu-
nuctprposanue | [IpoecmoTp cobbiTHii;

e Vnpasiaeune Komnbiorepom (Computer Management) — Ilyck | Ha-
crpoiika | [TaHens ynpasineHus | AiMuHUcTpHpOBanue | YripasjieHHe KOM-
NbIOTEPOM;

e Cucrema — Ilyck | Hacrpotika | ITanens ynpasnenus | Cucrema;

e VYuerusie 3anucu noan3opateneii — [lyck | Hacrpoiika | INanens ynpas-
neuus | YuerHsie 3anucy nojib30BaTeseil.

Ko MHOrHM yrnomMuHaeMblM OKHAM CYLUECTBYIOT M Jpyrue myTH, HO BBHJY TOro,
yro metio Ilyek, a Takke I'iaBHoe MeHIO NONBL30BATENM 4aCTO HACTPAHBAIOT "o
cebs", yKazaHsl MYTH, KOTOPbIE OCTAHYTCS HEM3MEHHBLIMM MPAKTHHECKH MPH JIIO-
Goii nepeHacTpoiike uHTepdeiica.

Ecau nossurcs Heob6X0aAMMOCTb OTKPBITH OKHO, HMSl KOTOPOrO OTCYTCTBYET B MpH-
BE/IEHHOM CIHUCKE, TO Nepeji HMEeHeM ATOro okHa OyJer yka3aH nyTb WIH UMA OK-
Ha, coaeprKallero oaHoMMeHHbli o0bekT. Hanpumep, ans orkpsitua okHa CBoii-
crea: MaTepHeT, KOTOPOro HeT B CMHCKe, MokeT ObiTh ykazano: OTkpoiiTe OKHO
IMauens Ynpasaeuns | Cpoiicrea o6o3pesarenn. /1 OTKpbITHS OKHA, KOTOpOe
He WMEET 3arOTOBJIEHHOr0 COKpallleHHOro obo3Hayenus mytH, OyneT ykasaH nosn-
HbIH MYTh K 00BEKTY, KOTOPbIit TPeOyeTcs OTKPBITE.

B 3agucumoctr ot Bepcuu OC, yCTaHOBAEGHHBIX NakeToB 0OHOBNEHUH, BAPHAHTOR
NOKaNU3aLKH, a TAKKE OT HeKOTOPBIX APYrMX NMPHYHH, WMeHa 0OBEKTOB W Ha3pa-
HUS OKOH MOTYT BCTPEYAThCS M HA PYCCKOM, M Ha aHIIMHCKOM s3bike. B npunoxce-
HWUM [AeTCsd CMUCOK COOTBETCTBMA PYCCKMX M aHIIMHCKMX HAaMMEHOBaHWH, KOTO-
pbie MOryT GBITh NPUBE/IEHb] B OKHAX W MEHIO M0-aHIJIMICKH, HECMOTPS Ha TO, YTO
OC nokanuzopana. B kuure o6bivHO OyeT ykaszaH TONLKO OJMH BapuaHT HauMe-
HOBaHUA, KOTOPBIH NPUCYTCTBYET HAa KOMNBIOTEPAX, MPUMEHSBLINXCS [UIA MOArO-
TOBKH NPHUMEPOB.
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bnarogapHocTu

51 Gnaronapio Beex, KTO COASHCTBOBA HANMUCAHHIO ITOH KHHIH.,

Cnacubo pykOBOJACTBY OpraHM3allMM, B KOTOPOi 5 B HacTosllee spems paboraio.
OHO He NpensTCTBOBAIO TBOPYECKOMY IpOLECCY, HE 3anpeulanc HCnojib3oBaTh
npHHaiexkaulee emy obopynoBaHue s MPOBEACHHS B BIXOAHbIE AHU IKCTICPH-
MEHTOB 110 HACTPOMKE CETERbIX CEPBHCOB M YCTAHOBKE NPOrpamm, MOAXOAAILMX
JUISL MCTTONTB30BAHUS B JIOKAILHON CeTH.

Cnacubo penakropam, MPOBOAMBLIMM KpPONOTAMBYIO paboTy Mo KOPpeKTHPOBKE
TEKCTA, BBIABJICHWIO HeW30exkKHBIX OWHMOOK M YYacTBOBaBLIMM B O(hOPMIIEHHH
KHHTH.

Cniacuto Eprenuio PribakoBy, Ubs HEOLEHHMAS NOAEPIKKA M KOHCYJIbTAlLMK 110~
3BOJIMINA NOABHUTHCH HTOH KHHUIE.

Bonsioe cnacubo moei JKEHE, KOTOpas OTHOCHIACH ¢ NOHUMAHHEM W TEpHcia Moe
OTCYTCTBHE A0Ma 110 BBIXOAHBIM JAHAM. MOKa Lijia p360'1'8 Ha/l KHUIOH.
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MarepuanbHoe
U NpOorpamMMHO-TEXHU4YecKoe
obecneyeHue cetu

MpepBaputenbHbie 3aMmeYvyaHua
M peKoMeHgauum

B nanHoi#i rnaee nouTH He NPUBOAMTCH KOHKPETHBIX MPUMEPOB, KacaloLlMXcs an-
MUHHUCTPHPOBAHMS CETH, HO JaloTcs obluue pekOMeHAAUMH No opraHr3aLmu pabo-
Thl AAMHHHCTPATOPa, NPUMEHEHHIO NMPOrpaMMHBIX M anfapaTHbiX cpencts, Ge3
KOTOpPBIX paboTa ceT n ee aaMHUHUCTpUpoBanue mano adpexrustsl, IloaTomy Ha-
Gepureck TeprneHus W npoutHTe ITY riasy. Bce pekomeHzalMH OCHOBaHbl Ha
NpaKTH4eCKOM OMbiTeé aaAMHHMCTpUpoBaHua ceT. Ilpeanonaraerca, yro uura-
Te/lb — JAOCTATO4HO OonbITHLIH none3oBarensd [1K, 3Hakom ¢ pabotoit komnbioTepa
B CETH M MMEET OCHOBHbIE npejcTaBieHus o pabore camoii ceTu. B 3aBucumocTu
OT Npe/iBAPUTENBHON NOArOTOBKH, MAaTEpHal 3TOH [1aBbl MOXET BOCIIPUHUMATBLCH
Kak O4YeHb MPOCTOH MM Kak J0CTaTouHO cnoskuelit. Ecnu TpeGyercs pononum-
TenbHas WHGOpPMAUMA, MOXKHO MOPEKOMEHI0BaTh KHHMrH Toro ke asropa "Cetsb
ceonmiu pykamu" uin "Cets noa Microsoft Windows", B koTophIX AOCTYNHO OnM-
caHbl OCHOBBI ycTpoHceTea cetd. Tam ke naHbl noapoOHble peKOMEHAauUH no yc-
TAHOBKE ONepaLHOHHBIX CHCTEM.

CeTb, Ha OCHOBE KOTOPOH FOTOBH/KCH NPHUMEPSI, NPHUBEICHHbIE B JaHHON KHHre,
COCTOMT W3 HECKOJIbKMX ASCATKOB KOMMNLIOTEPOB M JBYX cepBepoB. Jlaxe eciv B
HacTOsALEE BPEMA Balla CETh 3HAYMTE/IbHO MEHbLIE, CIIEIYET YIKE TeNnepb AyMaTh O
ee pacuiMperun. To ecTh BCe M3MEHEHHA, KOTOPBIE Bbl JENAETE CeH4ac B CETH,
JIOJPKHBI MPElyCMaTPUBaTh BO3MOXKHOCTE NM0A0GHOro pacumpenns. Mmes B Buay
TAaKyIO MEPCreKTHBY PasBUTHA CeTH, Mbl M Oynem moabGupaTh COOTBETCTBYIOIIHE
CPEACTBA M METO/IbI paboThbl aIMHHHCTPATOPA.

HeBo3morkHO MOCTPOHTE AOM, HE UMEA I 3TOI0 COOTBETCTBYIOUIMX MaTEpHaloOB,
HHCTPYMEHTOB H MEXaHW3IMOB, TPAHCMNOPTHLIX CPEACTB, HE pacnoJjiarad rjiolan-
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KOM, NOArOTOBACHHON 1A CTPOHTEIBLCTBA, HE pa3paboTaB COOTBETCTBYIONMH Npo-
eKT W MJ1aH CTPOHTENbCTBA. EC/in Bbl TONBKO CTPOHTE CBOIO CETb, TO KHHIa MoMo-
KeT u3bexkaTh CEpPbe3HBIX NMPOMaxos B ee ruanupoBanuu. [lna agmuHucTpaTopa
CeTH, OCHOBA KOTOPO# Yke nmoctpoeHa W HeoOXomuMo b obciryRHBaHue, noa-
Aepikanne B UCTIPABHOM COCTOAHWM W, B OTJAENbHBIX CiyuasiX, HEKOTOpas Mojiep-
Huzalug, nonesHoi uudopmauuu Oyner He menslie. PekomeHaaumu, npuseaeH-
Hbl€ B 3TOH riaee, OyayT nosesnbl BO BCEX Ciyyanx.

YTo ke KOHKPETHO HeOOXOAHMO HMETh B CBOEM PacropsiKeHHH aMHHUCTPATOpy
ceru?

Pabo4yee MmecTo agMuHUCTpaTopa NoKasnibHON ceTn

HecmoTps Ha TO, 4TO CETh MOKET OXBaTHLIBATH 3HAYMTENLHYIO TUIOWAAL U BOHTH B
Hee (aBTOPH30BATHCH) MOIKHO € J1I060ro MOAKIIOYEHHOrO K Heill KOMMbloTepa,
nyuiue, ecnu Bawe pabouee mecto GyneT no BO3MOXKHOCTH OnMke K OCHOBHOMY
cepepy cern. bonee Toro, pazmerieHue paboyero mecra B HENOCPEACTBEHHOM
Gnu3ocTH K cepBepy H30aBUT BAC OT HATHLIHEH X0Ab0bI, €CITH HEOOXOAUMO CPOYHO
npeanpuHaThH kakue-1u6o mepel. Kak Ob1 HazeskHo HU Obin0 0bopynoBaHue U npo-
rpammHoe obecneyeHune, HU /Ul KOro He CeKpeT, YTO Becerja BO3MOXKHO "3aBHca-
HHe" cUCTeMbl WK OTACNILHOH nporpaMMel. B 5ToM ciiyuae paske Haauuue crielu-
AIBHBIX CPEACTB YAAIEHHOrO YNPaBieHHA HE NO3BOIMT ONEPATUBHO PELIHTh MPO-
6nemy. Heobxoaumo nniHOE NPUCYTCTBHE aAMHHMCTpaTOpa okosio cepsepa. Ilpu
9TOM Balue paGodee MecTo, TouHee pabouHii KOMNLIOTEP, HE IOKEH COBMAjAaTh ¢
KOMTIBIOTEpOM-CepBepoM. HecmoTps Ha BeiCOKHI yPOBEHb NMOAIOTOBKM, HUKTO He
3actpaxoBaH oT ommbok. A ommbka, aomnynieHHas npu paboTte Ha cepBepe, MOXKET
CTaTh NPUYKWHON MPOCTOSA CETH B TEYEHHE MPOJOIKHTENLHOro BpemeHu. KoHeuHo,
MOJTHOCTBIO HCKITIOUYHTL HEOOXOIMMOCTE BLIKTIOUEHHSA WIH Mepe3arpy3ku cepsepa
HEBO3MOKHO, HO BPEMSA MPOBEACHHUA THX ONepalui M MX KOIUYECTBO JOJKHO
ObITh MUHUMHU3HPOBAHO.

M3 cBoei npakTHKW MOry ckasaTbh, 4TO Gojiee MM MeHee Cepbe3Hble OCTAHOBKH
ceru (Ha 10—30 munyT) TpebytoTcs He Hallle 0IHOrO pasa B CTO JIHEH, a KOPOTKHE
nepepbiBbl B paboTe ceTH, CBA3aHHbIE C NpoBeeHHeM 0OHOBIEHHS TPOrpaMMHOro
obecneyenus, — He vallle OHOrO pa3a B MeECHil, MPUYEM CaM NEpephiB UTUTCA
TpHU-yeThIpe MUHYTHI. EC/IM yuecTsh, YTO A BbINOJIHEHUA TAKHX MMPOUEayp BbiOH-
paetcs Bpems, koraa 6onbmas yacTh rnosis3osareneii ceTn He paboTaer, TO y HHUX
cKiaabIBaeTcs oulylieHue, OyATO ceTb HUKOrAa HE OCTAHABIMBAETCH, a UMEHHO
K 3TOMY M CJIeyeT CTPEMHTHCA.

Takum oGpa3om, Haubonee ya00HbIH BapuaHT pacrionoxkeHns pabovero mecrta —
310 "cepBepHas (OTAe/bHOE NMOMELLIEHHE, [1€ PACTIONIONEH CEPBEP HITH CEPBEPHI ).

Camo coboii pazymeercsi, 4TO OT KOMMbIOTEPOB CETH, KOMMYTATOpPOB, pacrojo-
JKEHHBIX B CETH, OT APYrMX ceTel, BO3MOXKHO, B3aUMONEHCTBYIOLMX C BalleH, K
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CepBEepHOIT MOAXOANT 3HAUMTENbHOE uucio Kabenei. Yacto HaumHalouime aamu-
HUCTPATOPBl CYMTAIOT, YTO KOr/la BO3HHKHET HEOOXOAMMOCTb, MOMKHO W3MEHWTH
MOAKITIOHEHNA, NEPEeNoxHTL Kabenu, 3aMenuTh obopynosanue. Ha camom nene,
€CIIM 3apaHee He MpeayCMOTPETh BO3MOXKHOCTH PACUIMPEHUA CETH, HACTYTIHT MO-
MeHT, koraa oHa Oyaer HepaGorocnocofHa TPOAO/IKHTENLHOE BpPeMs, KOTOpoe
MO2KET COCTABJIATh HE OJIMH JI€HbL: JlaKe 1ocie BoccTaHoBneHus ee paborocnocob-
HOCTH BaMm ellle TIpUWJIeTCS 3aBepilaTth HavuaTbie paboTei He oaHy Henemo. Jlydwe
3apaHee roToBuTses K 6ymyuum npobnemam. EctecTBeHHO, UTO Takas MoAroToBka
noTpebyeT HeKOTOPBIX 3aTpaT, KOTOpbie Ha AaHHbIH MOMeHT "He Tpebytorea", HO
3T 3aTpathl HeoOxoaumbl. Ecim Beienenne cpeicTe Ha TexHuueckoe obecneue-
HHE Balleil CeTH 3aBUCHT OT PYKOBOJICTBA OPraHH3allHK, B KOTOPOi 3KCIUlyaTupy-
eTcs CeTb, mocTapaiiTech /10Ka3aTh, YTO 3aTPaThl HEOOXOAWMbLI UMEHHO TEnepb.
[No3anee 3aTpaThl GYIyT Bbillle, Y4UTLIBAS MOTEPH, K KOTOPbIM MPUBEAET NPOAOI-
JKHTEJIbHBIH MPOCTOH CeTH, a Takke oruiaty 3a pabory, kotopas OyaeT BbINOMHATE-
cs. [puBenem nHeGoNbIOH NpUMEp, KOTOPLIA MOMOXKET W BaM, M BalllemMy pyKo-
BOJICTBY MOHATH HEOOX0AMMOCTD Takux 3aTpar. Ha puc. 1.1 nokasan seoa kabeneii
B CEPBEPHYIO H HUX MOJKIIOYEHHE K KOMMYTHPYIOUIMM YCTPOHCTBAM B HaHMeHee
3aTpaTHOM (Ha MOMEHT NpoBe/ieHHs paboT) BapHaHTe,

(e o

Puc. 1.1. ¥Ynpouwenran kommyTauus kabeneit u pasmeluenmne obopyaosaHma

IMpeacrasste cebe, uto KTO-1MGO 3amen ciyuaito sty "Gopony" u3 kabenei, cro-

TKHYJICS U ToTsaHys kabenu 3a coGoi... Kak HM YJAMBHTENBHO, HO HMEHHO TaKOW

BHJI OpPraHM3alMH (U3HUECKUX MOJKNIOHEHHH NPUMEHSETCS BO MHOTHX JIOKasb-

HBIX CETHX, OCODEHHO B TeX, I/ie aJIMMHUCTPATOP HE MMEET JOCTATOYHOTO OMbITa.

Ilpeanonoxum Tenepsb, 4To notpebosanoch noﬁaama elle JecATOK-IApyroi mnoj-
KJIFOYE€HUI — pe3ysibTaT OYEBH/ICH.
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B nanHom cryvae 3arpathbl Obiin G661 HeBenHKH, a paGoT Mo U3MEHEHHIO NMOAKIIIO-
yeHus 3THX kabenei He NpULIOCH Obl BLINONHATL, ecnii Obl cpa3y Obln NpUMEHEeH
JIpYroit BApMAHT MX OpraHMzaluy NpU BRBOJE B cepeepHyio. Takoif BapuaHT noka-
3aH Ha puc. 1.2.

a
:

Puc. 1.2, HopmansHas koMmmyTaums kabenei un pasmeweHue obopysosaqna

Tenepb HeT HEKPACHBO M OMACHO PACTIONOKEHHBIX kabenei, OHKM akKypaTHO CKpbI-
Tol B KOpo6ax, a UX MOAKIIOHEHHE OCYLUECTBICHO Yepe3 CreuMalnbHo UIs 3TOro
npeaHa3HaueHHble KOMMYTaUMOHHbIE NaHeldd (naTy-naHesnu) ¢ OpraHu3aTopamu
kabens. Yacte akTusHOro o6opynoBaHus octanack 3/1ech JKe B HACTEHHOM KOMMY-
TaudoHHoM wikady (puc. 1.3).

HemanopaxHo, uro wmkad MoxeT 6biTh 3aKphIT Ha 3amoK. [Tpu aTOM 3HAUMTENLHO
YMEHbLUAETCA BEPOATHOCTL ciydaliHOro noctyna k kabensm u obopynoBaHHio,
Haxoaauiemycs B wKkady. Bo3ne Kaka0ro ruessia Ha naTy-naHensxX A0JKHbI ObITh
ITHKETKH C MOANMCAMA O HA3HAYEHWH JavHOro coeanHenus. Hennoxo umers u
CTIMCOK BCEX HE3/l C YKa3aHWeM MX Ha3HAYeHUs.

Koxeuno, camocToaTeNbHO Bbl BPAJ JIM CMOXETE yCTaHOBMTH Takoi wikad. Jins
3TOrO Jiy4ll€ MPUIIACHTh CNEMATHCTOB, KOTOPBIX CMOTYT BaM NOPEKOMEHI0BATh
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Puc. 1.3, KommyTaunorHbli Wkad ¢ oTKPITOR gBepuei

nocrasiiky obopynosanns. Bmecre ¢ kommyTauMoHHbIM 1Kadom noTpebyeTcs
npuobperenne kabenbHOro kaHana — kopoba, B KoTopom OyayT HaxoaMThCs Ka-
6enu. CyuiecTByloT pasinuyHble KOHCTPyKUMM KabOenbHbIX KaHanoB. EcThb Takue
BAPHAHTBI MX KOHCTPYKLWH, KOTOpbIE MPeayCMaTPHBAIOT HE TOJBKO MPOKIAAKY
kabesif, HO M pa3MellicHHe KOMIbIOTEPHBIX PO3ETOK MpsMo Ha ux kopnyce. [Ipu
3TOM K TaKHM PO3ETKAM MOMKHO NOJAKIOUATH HE TOJBKO KOMIbIOTEpHbIH Kabens,
HO ¥ Tenedonubiid. CranaapTHelil TeneGOHHBIH Pa3beM MEHbLIIE KOMIMbIOTEPHOro
(ueTbipe WK NBa KOHTAKTA BMECTO BOCBMH), HO MPEKPACcHO BKIKOYAETCA B MHE3A0
KOMMbIOTEPHO#H pozerkH. Ha puc. 1.4 noka3ansl BKIIOYEHHbIE B OIMHAKOBbIE THE3-
Aa KOMITbIOTEPHOW po3eTkH TeneOHHbIH NPoBOA W KOMMYTALHOHHBIW LUHYP
(naTy4-KOpAa), COEAHHSIOLLIMH C CETHIO KOMIIBIOTEP.

Puc. 1.4. TenedoHHBIA 1 KOMNBLIOTEPHLIA KaGENU NOAKMIOYEHE! B 0AMHAKOBLIE rHes3qa



20 nasa 1

KOHE‘]HO, C BH}’TpeHHEﬁ CTOPOHBI K 3THM THE3IaM MOJIKHLI MOJAXOAHWTL COOTBET-
cTBYyIOLIME KaOenH — 0/IuH Tene(OoHHbIH, JIPYrod KOMIBIOTEPHBbIH.

Ecnu teneon mau KoMnbioTep He MOAKIIOMEHBI K TAKOH po3eTke, TO ee ruesa
3aKphIBAIOTCS MOANPYKHHEHHON 3aCIOHKOH, YTO HCKITIOYAET 3arps3HeHHe H rona-
JIAHHE B HUX MOCTOPOHHMUX rpeamMeToB (puc. 1.5).

Mgl He yKa3bIBa€M 3/1€Chb KOHKPETHBIE THITbI KaOeIbHbIX KAHAIOB H KOMMYTALMOH-
HbIX HIkadoB, Bbl CMOXKeTe BbIOpaTh T, ¥TO Gosblle NOAOHAYT BamM M3 Npewio-
JKEHHBIX TOPryOUUMH NOAOGHBIMH TOBAPAMH OPraHU3aLIMIMH.

Puc. 1.5. MHeaga po3eTok, 3aKpbiThie 3aCnoHKami

Pa6ouuih komnbioTep

OCHOBHOI WHCTPYMEHT aaMHHUCTpPaTOpa — KoMMblOTep. Kakum OH nomxeH
ObiTe? HecmoTps Ha BO3MOXKHBIE MaTepHallbHble TPYAHOCTH, He0OX0AUMO, YTOGk!
3TOT KOMMBIOTEP OblI COBpEMEHHBIM, KeslaTesibHO MOBWIBHbLIM. Eciu 910 06BIu-
Hasi pabouas cTaHLMS, BaM MPUIETCS B Pjie Cay4aes NMepeHOCHTh HH(POPMALIMIO C
O/IHOrO KOMMbLIOTEpA Ha JAPYroH, YCTAHaBIMBATL T€ WM MHbIE MPOrpaMMbl Ha
KOMIBIOTEPHI, HAXOAALIMECH B PasIHUHBLIX TOUKaX ceTd uiu BHe ee. Cornacurecs,
YTO BOIMOXKHOCTh KOHTPOJNIMPOBATE CUTYALMIO B Bawiei ceTn U3 moboii reorpadu-
YECKON TOYKH COBCEM He JIMILHAS, MOOHMIBLHBIH KOMIIBIOTEp MO3BOJISET YPOCTHTD
npouLeaypy NOAKIIOYEHHS K CETH, NMOCKOALKY MOKHO 3apaHee YCTaHOBHThL BCE He-
ob6XonMMBle NMpPOrpamMMbl W BBINOJHUTE COOTBETCTBYIONME HAcTpoiiku. Ecnu Ha
JaHHBIH MOMEHT Bbl He of1ajaere TakUM KOMIBIOTEPOM, NMOCTAPANTECh BKIIOUHTE
ero npuobperenue B Gmwkaiiiuue naansl, yoeaure pailie pyKoBOACTBO B He06X0-
JAUMOCTH 3TOH MOKYNKH. DTO NO3BOMMT BaM BO MHOIMX CIy4asX He BBIEDKATh K
MECTy, TJle HAXOJMTCH Ballla CE€Thb, /UM OMEPaTUBHOro pelneHus npobdiem, Tpe-
Oylomux Baiiero BMemareabcTsa. MokKHO MMETh, KOHEYHO, HACTPOEHHBIH COOT-
BETCTBYIOLIMM 00pazoM KOMMLIOTEP M I0MA, HO TOT/IA BBl B ONIPEENeHHOI cTere-
HH OrpaHuyuTe CBOOOAY paboThl HA HEM.
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KoHkpeTHblii TH KOMIbIOTEpPa yKaszaTh CIOXHO. TexHuka pazsuBaercs, nosBis-
IOTCA HOBBIE MOZIENTH KOMIMbIOTEPOB C HOBBIMHM BO3MOMHOCTAMH, HO BRXKHO, 4TOOBI
Balll MOOWJILHBIH KOMMBIOTEP MOI 3aMEHHTh OOBIYHYIO pabouyio CTaHLHIO, OH
JO/KeH WMeTh BCTpOoeHHbId monem. Kak opuenTup, MOxKHO ykazaTh HOYTOYK
Compaq nx9010 ¢ 512 M6aiiT onepaTHBHON namsTH 1 xkecTkum auckom 30 I'Gakt
(MMeHHO TakKoOW KOMNBLIOTEP NpuMeHseTcs aeTopom). Ha stux xomneroTepax
o6BIYHO yiKe ycraHOBIeHa onepauoHHas cucrtema Windows XP Pro, koropyio
noTpebyerca NHLIL HACTPOUTL noA Bawuu notpeGuocty. Moakmouenne BHelwHeH
KJTABHATYPBl U MBILIH MOBLICHT KOM(OPTHOCTE paboThl Ha BalieMm oObIMHOM pado-
4yem mecre.

O6opynoBaHune cepeepHom

Kpome Bawero pabouero kommneiotepa, B cepBepHOi, sBisiouelics pauum pado-
UMM rioMeleHHeM, Jo/keH OwiTh pacriosniokeH W cam ceppep (BO3MOXKHO, He
OJIMH), MOJEMbl, KOMMYTATOPbI, KOHLEHTpaTOpbl (xabbl), MapLIpyTH3aTOPbI, HC-
Tounuk Gecnepebotinoro nuranus (MUBIT). B 3aBucumocTh ot pasmepos ceTu u ee
Ha3HAa4YeHHs, He BCe MepeyHciieHHble BUBI 000pYyZIOBaHHS MOTYT NMPHMEHATLCS B
Baueii ceTu B gaHHbiii MmoMeHT. Ho Ge3 MBI ceprep noarepiken pucky ObiTh Bbi-
BEJEHHBIM M3 CTPOS MPH cayHaiHbix Opockax HanpsbkeHus nutaroiuei cetn. Kpo-
ME TOro, BO3MOXHBI nepebou B paboTe NOKaNbHOW CETH MpPHU KPATKOBPEMEHHOM
oTKIIOYeHHH Hanpsxkenud. Jlaxke koraa cepBep NOAKIIONEH K OTASNbHOH JIMHHH
"yueToro" NUTAHMA, OCTAETCA PUCK OTKIIIOUEHHUS HATIPAIKEHHA.

Ecnu Ha manHbIi MOMEHT nepeyeHb 060pyA0BAHUS HEBEIIWK W BCE OHO MOMELILAeT-
Cd Ha OAHOM CTONe, TO obs3aTe/bHO MpHAET BpeMsi, KOr'la 3TOT MEpeHeHb YBEITH-
yatea. Ho pake MMes CKPOMHBIM CHHMCOK MPUMEHAEMBIX YCTPOHCTB, Ha CTOlNE
Jydllie MOMECTHTb MOHWTOP, MbIlIL W Kiasuatypy. Bce ocranbHbie yctpoiicTsa
cJie/lyeT pa3sMecTHTh B CrielHansHoit crolike — wkady (puc. 1.6). 1M Bbi "yObe-
Te ABYX 3aiiues": BO-NepBbiX, Bbl 0CBOOOAMTE MPOCTPAHCTBO B CEPBEPHON, a BO-
BTOPbIX, AaAMTE BO3MOKHOCTh CeTH pa3BuBaThes 6e3 numnux npobaem ana cebs.

HMeHHO B TAKOM COCTOSHHH PA3BUTHA ceiiuac HaXOAMTCH CeTh, B KOTOpPOit npume-
HAETCA 3Ta cTolKa. B HWKHEH TpeTH CTOHKH MOXKHO paccMOTpPeTh CBEPHYTHIH neT-
nei TOHKHH ONTOBONOKOHHLIH KaGenb. B paHHbI MOMEHT OXKHIaeTcs yCTaHOBKa
ONTHYECKOro Moaema, a Jpa KaHana ONTOBOJIOKOHHON JIMHWUHK COeIMHEeHB! A npo-
BEPKH Ka4yeCcTBa CBA3H CO CTOPOHBI BHewxel cetn. Kak BHUJIUTE, NMPOMENKYTOHHBIE
COCTOSIHHS KOMIIekTa 00OpylOBaHMS HHKAK HE OTPaKaloTCs Ha WHTEpPbEpE Cep-
BEpHON ¥ He MewaloT paboTe. A npospayHas aBepb likada-cTOHKH 3aLMILAET BCe
obopyaoBaHue oT ClyuaifHoro Bo3/CHCTRHSA MOCETHTENEH CepBEPHO, HO NO3BOS-
eT BUIETh MHAMKATOPLI HAa 060pPYA0BaHHH, KOTOPbIE HECYT BAXKHYIO HH(OPMALIHIO
0 COCTOAHHH CETH.
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Puc. 1.6. KomnsloTepHan croika ¢ obopyaosaHnem

MporpammHoe obecneveHne

O nporpammHom obecrnieweHn cepeepoB ceTH Mel Oy/IeM rOBOPUTH B ClIEYIOLMX
rnasax. A noka pacCMOTPHM Te NPOrpaMMHbIE NPOAYKTEI, KOTOPbIMH HKenaTenbHO
3anacTuch JUIA ycneurHol paboThl Mo aaMHHWUCTPUPOBAHHMIO Ballel CeTH W s
CO3[1aHHA HEKOTOPBIX MOME3HbIX HHCTPYMEHTOB aJIMHHHUCTPATOPA.

Cuavana o6 onepaunonHoii cucreme. IMoxanyii, naubonee pacrnpocTpaHeHHOM
onepalroHHOW CHCTEMOH Ha KOMMbIOTepax nonb3opatenei crana Windows XP.
OC pawero komnbioTepa aomxHa 66Tk He Huxe yem Windows XP Professional.
OTO MO3BONMT BBITIONHATL BCe HEOOXOAMMBIE OMnepaLuy No o0bCIyKHBAHHIO CETH,
MHOTME M3 KOTOpBIX HEJOCTYNHBI /IS ONEpauHOHHBIX cHCTeM Oosiee HM3KOro
yposusa. Kpome Toro, sawa OC jponkHa coaepkaTb, MO BO3MOXKHOCTH, BCE MO-
cnennue obHoenenns. [lpexkae Bcero, 570 Kacaercs OOHOBNEHHI KPUTHHECKHMX,
KoTOpble Koprnopauus Microsoft HacTOATENLHO PEKOMEHAYET YCTaHaBAMBaTh B
nepBylo ouepe/ib. S3bik ONepalMOHHOH CHCTEMBI MOJKET ObITh JIIOOBIM, HO, YYHTbI-
Bas, 4To OOHOBJISHHS BBIXOIAT B NEPBYIO OUEpPeb /1S aHTNOA3BIMHON BEPCHH CHC-
TEMBI, €€ M ClefyeT NpUMeHsTb, d ynobersa paboThl yctaHOBHMB HHTepdeiic
nonk3oBaTens Ha POAHOM s3bike ¢ momouibto nakera MUI (Multilingual User
Interface, MHOros3bMHLIH HHTepdelic nonszoparens). s HaUMOHANBHBIX BEPCHii
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CHCTEM, B TOM YHCIIE W [UIA PYCCKOA3bIYHOM, OOHOBNEHHS BBIXOIAT HA HECKOJNBKO
Hezaenb no3aHee. Tenepb 0 AOMONMHUTENBLHBIX MPHIOKEHHIX H yTHaHTaxX. Crincok
NpPUMEHsAEMbIX aAMUHUCTPATOPOM MPOrpaMMHBIX MPOAYKTOB MOMET GbiTh BechMa
wupok. OaHu OyayT NPUMEHATHCA HACTO, ApPYrHe BOoOLLE MOTYT JIeXkaTh W KIaTh
cilydas Juls CBOEro Mcrojb3oBanus. Hanpumep, cpenctsa ansi BOCCTAHOBIIEHHS
uHpopmaumn ¢ "ynaswero" cepsepa MOryT He NMPUrOAMTLCS HUKOrAa, HO WMETh
MX B CBOEM apceHasie HeoOxoaumo. KoHkpeTHbie MporpaMmel B OCHOBHOM OyayT
paccMaTpMBaThCA MO XOAY M3NOKeHHs M no Mepe HeoOxoaumocTH. Ceivac oTMe-
THUM JIMIIb OCHOBHbIE BHBI MPUIOXKEHWH, KOTOpPbIE HKENaTelbHO MMEeTh Ha Balue
paboueii mawwHe.

1. OcHoBHble oducHbIe npuaokenus, Takue kak MS Word, MS Excel, MS Access.

2. TekcTOBBIH pegakTop, NO3BOASIOLINI PeaaKTHPOBATE JOKYMEHTbI B Pa3iHUYHbIX
KoaupoBKaX. TakuX penakTopoB MOKeT ObIThb HECKONBLKO, NOCKOILKY NpHMe-
HEHWEe TOro MJIW MHOro M3 HHX Hanbonee y100HO B KaX 10/ KOHKpPETHOMH cuTya-
LHH.

3. Pepaxkrop Web-cTpanuu. MoikHO i 3TONH LEAM NPUMEHSTh U OObIMHBINA Tek-
cToBbiit pegakTop "bBrnokHot", BXOAALLIMI B COCTAB ONEPALMOHHOH CHCTEMBI, HO
yacTo yaobHee NpUMEHATh CNELMaIH3NPOBAHHYIO NPOrpammy.

4, daiinosblii MeHemkep. HecMoTps Ha pa3BHTbIE BO3MOMKHOCTH ONEpalMOHHOM
CHCTEMBI, OueHb nosieseH (aitnosblii MeHnepkep FAR, pazpabGorauubiii cneum-
ansHo i OC Windows u npexpacHo pabotarouiuii Bo Bcex ee Bepeuax. Jlo-
nonneuus (plugins), B M3006HIMH MMEIOLLHECH UIA ATOTO (palIoBOro MEHemkKe-
pa, no3BoaAioT PPeKTUBHO UCTIONBL30BATL €rO Ul PELIEHHA CaMbIX pasinuy-
HBIX 3a1ay nipu pabote ¢ haiinamu B ceTH.

5. TlorpebyioTcs HEKOTOpbIE CNeLnann3npOBaHHbIE MPOrpaMMbl, TAKHE Kak CKa-
Hepbl ceT. C HMX MOMOIBIO Bbl BCErja CMOXETE OMpPEAETHTh JOCTYMNHOCTD
KOMMBIOTEPA B CETH, ONPee/IMTh AOCTYNHbIE MOPThl, PEIUTL APYrHe 3anadqu,
CBA3aHHBIE C 0OCY)KHBAHMEM CETH.

6. HecmoTps Ha TO, 4To B OMCHBLIX npuioxeHnax ot Microsoft umelores serpo-
eHHble cpeacTsa s paborsl ¢ A3bIkoM nporpammuposanus Visual Basic for
Application, jkenaresibHO YCTAHOBHTL cpelly pa3paloTKH NporpaMm Ha s3bike
Visual Basic. Asrop npumenser Visual Basic 6, KOTOpbIH MOXKHO HAHTH Kak B
cocrase Visual Studio, Tak u otaensHo.

7. Cpeactsa ypaneHHOro aaMmuHucTpupoBanus. B knure Oyaer paccmoTpeHo
npumeHeHue nporpammbl Radmin, koropas paspaGorasma B Poccun, HO BO3-
MOKHO NMPUMEHEHHE K ApYrux pa3paboTok.

8. B psae cayuaes notpedyrorcs npocToii noutosblii cepsep, Web-ceprep. [pu-
uyem Web-cepBep nospkeH ObiTh peanu3oBaH B NPUMEHAEMOH OnepauMoOHHOH
cucreme (Windows XP, Windows 2000 Server unu Windows Server 2003), a
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B KauecTBE MOYTOROIO CEpBepa MOKET ObITh MCTIONb30BaH BCTpoeHHbIH B Win-
dows Server 2003 uau notpebyercs nporpaMma CTOPOHHHUX pa3paboTUHKOB.

9. TMoutoBslit kKAWeHT. OObIMHLIH NOYTOBBIA KJIWEHT, CKOpPEe BCEero, BAMM JABHO
MPUMEHAETCA, HO TIOHA00MTCA TAKKe KOHCONbHBIA MOYTOBbINH KIMEHT, HaH-
YyWe KOTOpPOro MO3BOJIMT aBTOMATH3MPOBATh LEMbIH PAd 3amay, CBA3BAHHBIX
C aJIMHHUCTPUPOBAHHEM CETH.

10. B ka4ecTBe AOMOMHUTENIBHOIO NMPOrpaMMHOr0 obecneHeHus HEnn0Xo HUMETh
TIPOTPaMMHBIH 3MYNSTOP KoMnbioTepa. C ero noMoubio MOKHO CO3AaTh BUP-
Tya/bHbIH KOMMbIOTEP NPAMO Ha Balled paboueil cTaHUMM W MPOBOAHTEL Lie-
NI psa akenepuMeHToB, GesonacHbix and pameit cetu. [Tocne yaauHoro 3a-
BEPLICHHUA SKCTIEPUMEHTOB C HOBBIMH TMpOrpaMMHBIMH HHCTPYMEHTAMH MO~
HO GyLlET NMPUMEHUTE MX B CETH, HE oOnacasacChb, 4YTO omubku MPUBEAYT K
HEMOMNMpaBsuMbIM MOCNSACTBHAM.

11. Autusupycubli naker. [IpumeneHue Takoro nporpamMMHoro obecnieveHus
obs3aTenbHO.

12. KouconsHsiit apxusatop PKZip. Dt1or apxusarop, pabotaioiimii B KoMaHaHOH
CTpOKe, HeoOXOMM JUTs aBTOMATH3MPOBAHHOIO BBITIOJIHEHHS HEKOTOpLIX 3a-
jnad. Windows XP umMeer BcTpoeHHbIE CpeCTBa IS CO3AaHHUA H PacraKOBKH
Z1P-apxuBOB, HO 10MOJIHUTENBHO MOXKET NOHAA00UTLCs apxuBaTop RAR, BBU-
Jly LIMPOKOTO PacrnpocTpPaHeHks apXHBOB JaHHOTO (hopmara.

13. UucTtpymeHThl aamuHucTpaTopa, exoasiue B coctas OC. Oun obazaTensHo
uMeloTes B rpodeccHoHanbHOW BEPCHU OTiepaluoHHoM cucTemsl. Hekotopsie
JIOTMOMHUTENbHBIE CPEeJCTBA HAXOAATCs HA HHCTAUIAUMOHHOM aucke Windows
XP, n ycranapnuBath MX cieayeT OTAeNbHO (MOCKONbLKY OHM He YCTaHaBJIH-
BAlOTCA B XO/1€ MHCTAUIALIMH CHCTEMBI).

CﬂHCOK I'IOJ'IY'-IH.I'ICH JOCTAaTO4YHO BHytLIHTBJIBHBIM, HO 3HAYUTEIbHAA ero 4acTtb }OKC
€CTh B BallieMm pacnopﬂ'ﬂceuuu, 4 TO, YEro HET, ﬁy,EI'.EM yCTaHaBJTHBaTb no Mepe HeE-
0OXOAMMOCTH.

O nonutuke pacnpepgeneHus
ceTeBblX afpecoB

OcHoBHas rpynrna CeTeBbiX MPOTOKOIOB, MPUMEHAEMBbIX MPH MTOCTPOEHHH JTOKAITb-
HbIX ceTeH, 310 [P-npoToko/ibl, NEpROHAYAIBHO CO3[aHHbIe U1 OPraHu3aUuu CeTH
MuTepHer, 4To WM coxpawuioch B MX HasBanuu — Internet Protocols. Passurme
CETEBBIX TEXHOJIOTHH MPHBEJIO K NMOBCEMECTHOMY MPUMEHEHHIO 3TUX MPOTOKOJIOB
npu opranusauuu cerei moboro macwraba. ITpoToKONEl, NPUMEHABLIKECS B JIO-
KaJlbHBIX CeTAX A0 pacnpocTpaHeHus IP-rexnonoruil, Tenepb nmoutu He BCTpeua-
toTes B HUX, MCK/IOueHHe MOTYyT COCTABMATH OYEHb MalieHbKHe OJHOpPaHroBbIe
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CEeTH, KOTOphie B AAHHOW KHWre He pacCMaTpHBAIOTCH, WM CETH CHELMaIbHOrO
HasHayeHus. Camo coBGoH, n B Baweii cetn npumensiores IP-nporokonsl. s ye-
MEUIHOrO Pacro3HaBaHUA W MACHTH(PHKALMA KOMMBIOTEPOB B CETH KaXKAbIH KOM-
nstotep 00s3aH UMETh yHUKanbHbIH [P-azpec.

YuukaneHoctb [P-aapeca asnsiercsa oqHoH u3 ocHoe GecrniepeGoiinoii paboTsl ceTH.
Tem ne menee konuuectso IP-anpecoB e Gesrpannuno. DTO KacaeTcs Kak CeTH
Mutepuer, Tak W fokanbHO# cetd. [lna obecneuenus kaxaoro pabortarouiero B
CETH KOMMOLIOTEPA YHUKAIbHBIM aAPeCOM MPUMEHAETCA AMHAMWYECKOE MPHUCBOE-
HHE aapeca MpU BXOJE B CETh. ITa TEXHOJIOTHS M03BOASET 0DECNEUNTh YHUKAIb-
HbIM aApPEcOM 3HAYMTENBHO DOJblIee YUCIO KOMMBLIOTEPOB, YE€M HX MOXET OJHO-
BpeMEHHO paboTaTh B CETH, €C/IH NMepuobl UX paboTsl He coBnajator. B nokanb-
HOl ceTH OOBIMHO PacCUMTHLIBAIOT HA TO, HMTO BCE KOMIMBIOTEPbI CETH MOTYT
paGorarh OAHOBPEMEHHO. B CBA3M C 3THM BbIFO/la OT MPUMEHEHHS AMHAMHYECKOro
cnocofa BblJENIEHNS CETeBbIX aJPeCcOB HECKO/bKO yMmeHbiuaercs. Ho opHo ero
NpPeUMyLLECTBO OcTaeTcs. AAMHHUCTpaTOpy He Tpebyercs clieldTh 3a YHHKab-
HOCTBIO a/Ipeca KaKA0ro KOMIbIOTepa CeTH. 3a Hero 3To ieNaeT cepBepHas ornepa-
unoHHas cucrema. K coxanenuto, ator cnocob Buiaenexus [P-aapecoB npumeHum
He Bceraa. He BnaBasce B mOAPOGHOCTH, MOXHO CKa3aTb, YTO €ro NpUMEHeHHE
YCTaHAB/IMBAET HEKOTOpBIE OorpaHuueHus Ans pabouux cranuuii cetu. Ilostomy
Ham npuaercs BecTH "aABoitHyro Oyxrantepuio” — uacth ajzpecos Oyzaer Bbiaa-
BAThCA JTMHAMMYECKH, IPYrre Jke (B TOM YMC/e U Balll Mpu paboTe B ceTH) AOMKHBI
ObITh CTATUYECKUMH. 34 YHUKAJBHOCTBIO ITHX a[pPEecOB NPWIETCA CNEeAWTh BaM.
Hna Toro utofel He 3anyrarbes B 1ol "Oyxrantepuu", BaxKHO C caMOro Hayana
ornpeaenuTs i cebs npasuia, KOTOPLIM JOJKHO MOAYHHATLCS pacripese/ieHue
[P-anpecos Batueit cetd, Ecnn 10 HACTOALIErO BPEMEHH 3TO HE CAENaHO M KOJTHYe-
CTBO KOMIbIOTEPOB CETH HEBESTUKO, HE MOJIEHUTECH ONPE/ICTUTLCA C STUMH NPABH-
JIaMM ¥ BBITIOJIHMTD HeOOX0AMMbIe OnepaliuK s uX cobnioneHus.

Ipexne Bcero cneayer ynenuth BHMmaHue BbiGopy IP-aapeca camoii ceru. Ilo
ymonuaHuio Ha cepsepax Windows 2000 Server u Windows Server 2003 ans JIBC
npeanaraercs aapec 192.168.0.0 ¢ mackoi noacern 255.255.255.0. Coorsercr-
BEHHO A cepsepa npemwtaraercs aapec 192.168.0.1. Jlns cambiX rnpocTbiX 3aMK-
HYTBIX Ha cebe ceTeil aTo xopouuuit BoiGop. Ho ecnu paccunThiBaTh Ha paciuiupe-
HUE CETH ¥ B3AUMOJAEHCTBHE C APYTMMH JIOKATLHBIMHU CeTAMM (MPUMEHsS, HanpH-
Mep, MaplIpyTH3aTOP6l), TO 3TOT BHIGOP nMpuBeaer B AanbHelimem k npobiemam,
KOTOpbIE MOJKHO PEHIMTH JIHUIb JOCTATOMHO TPyJoeMKuM cnocoGom. B kauectse
npuMepa Takoi npobieMbl MOKHO MPHBECTH CIIETYIOLLYIO CHTYALHIO.

Honyctum, TpebyeTca NOAKIOUMTBECA K ApYyroii nokanbho# cetu. Cepsep 3Tolt
nokanbHOM ceTn umeet aapec 192.168.0.20. Baws DNS-cepsep coaepKuT 3anuch ¢
TAKHM ajipecom Ui oHo# u3 pabounx cranumii. Coorsercreenno, DHCP-cepsep
Balleil CeTH BblAal 3TOT azipec paboyeii CTaHLMK U CACNT 33 Ero YHHKaJIbHOCTBIO,
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HO TYT TpebyeTcs HalTH KOMMLIOTEp B APYro# CeTH ¢ aJipecom, KOTOpbIH COOTBET-
cTBYeT oaHOMY K3 aapecos pawed JIBC. [TonsiTka noaKAlOYEHHA K TAKOMY cepBe-
py ofpeueHa Ha Heylauy. Baw cepsep He paspewnTt 310 noakmiovenne. Hu ¢ oa-
HOrO KOMMbIOTEpPA Ballieif ceTH Bbl He CMOXKeTe OOHApY)KMThb TAKOW BHELIHWH
cepsep. KoneuHo, CyUIecTBYIOT MyTH PELEHUs U TakOH npobneMsl, HO OHH Jl0CTa-
TOYHO TPyAOeMKH. Bee pemaercs 3HaYNTETbHO NPOLUE, €CAM CeTH HMEIOT pasiny-
Hble aapeca. HeoOXoaMMOCTb CMeHbI afpeca ceTH MOJXKET MPHBECTH AaXe K KOH-
(GAuKTY Mexay aAMHHWCTPATOpaMH — B KAKOW M3 [IBYX CeTell Clie/lyeT MEeHSTh
anpec? Eciu ke Bbl cpasy, noka CeTh He BEJTHKA, HITH JIaJKe HA CTaJIHM €e NepBoHa-
yanbHOH HacTpolku BeIGepuTe MHON aapec, TO BEPOATHOCTH KOH(DIMKTAa Pe3Ko
cuusutes. Kakoii ke anpec cneayer Beibpars? Orser MoeT GbiTh MOACKA3aH Ha-
MMEHOBaHHEM BAILETO NPeANPUATHA (OHH YacTO COJepIKAT HOMEpA), alPecoM 31a-
HHA, TAe OpPraHW30BaHa CeTh, WIH JAPYrdMH accouuauusmu. Haiinennoe "csoe"
HUCIIO MOXKHO MOMECTHTh B TpeTheM Onoke anpeca. [lpeanonokum, 4TO 3TO
yucno— 115. Agnpec Bauleidf cetH B 3TOM cCliyyae MOJKET BbIMVISAETh Tak:
192.168.115.0. IepBeie aBe TpolkK uucen nyyile He W3MEHATb. [IpHYMHA 3TOTO
3anpera 3aKJloyaeTcs B TOM, YTO BCEe BO3MOMKHbIE ajpeca pacnpeneneHsi no ob-
nacTam MxX npumeHeHus. Onuu Juts HeGObIINX JIOKaNbHBIX CeTel, apyrue — ans
HHurepHera, TpeTbH — JUIA KPYNHBIX CeTEH, HO ele He rnobanbHbIX, HYETBEPTHIE
AN 3KCMEPUMEHTANbHBIX ceTeil, u T. A. Ecan kakas-uubyab cers npucsout cebe
ajipec, KOTOpbIH JNO/HKEH MpPHHALIEKATL APYroH rpyrne ceTei... HU4ero CTpalHo-
ro He npousoiner. Ho Bo3MokHbl NpoGiemMbl NpH KOHTAKTaX ¢ APYrHMH CETAMM.
Jlyuiwe, cobnionas npHHATbIE NpaBuia, NPUCBOUTE ceT anpec 192.168.115.0. Ec-
JIA MPOMUCXOAMT OPraHU30BaHHOE CO3/1aHHE HECKOIbKHX ceTel, Mexay KOTOPbIMH
rnpeanonaraeTcs B3aMMOJACHCTBHE, TO CIIEAYeT cpa3y AOTOBOPHUTHCA O pacnpenene-
Huu [P-aapecos. O6e3onacus cebs Takum 06pasoM OT BO3MOXKHBIX BHELIHMX MPO-
GneM, MOXKHO NPUCTYNHTEL K BHYTPEHHEMY Pacripe/ieNIeHHIO aipecoB.

Heobxoaumo onpenennTses Takoke ¢ AHanasoHamMH aapecoB, KOTopeie Bbl Gyaere
NPUMEHATDL U1a pasinuHbIX ueneii. PaGorocnocobHocTh ceTH He 3aBUCHT OT TOro,
kak OyayT pacripe/iesieHbl ajpeca, €c/iM BCe OHM A0nyCTHMBI Ans 3Toi cetn. Ho,
KaK M B J11000H CHCTEME, CETbIO YNpaBiaTh Mpolle, KOTAa OHa OpraHU30BaHa 1o
npaBunaM. BapuaHT, KOTOpLIH MOXKHO IPeANOIKHTE [T pazdueHus BCEro AoCTyi-
HOrO B CE€TH apeECHOro NPOCTPAHCTBA HA JHana3oHbl, nokaszaH B Tabn. 1.1.

ITpu Takom pazbueHHH aapecoB HAa AMana3oHbl B BaleH cetH "ecth MecTo" anA
170 komnbioTepoB. Copok A€BATb H3 HUX MOCYT HMETh (PUKCHPOBaHHBIE aapeca, a
CTO /ABaALATh OAMH MOTYT nojayuaTtsk azpeca aBTomartuyecku. Ckopee Bcero, Tako-
ro KonuuecTsa pabounx craHuuil (Cepeepbl He BXOAST B 3TO YMCIIO) B HalleH ceTH
MoKa HeT, ¥ cBOOOHBIX A/IPecOB JOCTATOYHO JUIS JaibHeluero ee pa3suTus. [Ipu
HeOOXOAMMOCTH Bbl MOJKETE HECKO/BKO W3MEHHUTh MPEANOKEHHbIH NOPAAOK pac-
npeaenenus aapecoB. Ho ecnn KOMKPETHBIX MJAHOB Pa3BUTHA CETH €IlE HET, TO
Jyullle NMpHMEHUTb TAKOM.
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Tabnuya 1.1. [juanasoHsl a4pecHoro npoctpaHeTea B cet
Yucno
Cumson | AuanasoH agpecoB yeTpoRcTs HasznayeHue auanasoHa
B 192.168.115.0 0 He npumenseTca ans
(begin) YCTPOWCTB CeTu
S 192.168.115.1-192,168.115.15 18 Appeca cylecTByoLIMX
(servers) W npeanonaraemelx
cepBepos
P 192.168.115.16—192.168.115.25 9 Anpeca CywecTBYIOWmMX 1
(printers) npeanonaraemblx NPUHT-
cepeepos
R 192.168.115.26—192.168.115.50 25 Appeca cylecTByoLnx
(routers) 1 npeanonaraembix
YCTPOWCTB, CBA3AHHBIX
C MEXCETEeBbIM B3anuMo-
AeAcTBUEM (MapLupyT13a-
TOPOB, Hanpumep)
F 192.168.115.561—192.168.115.99 49 Agpeca KOMNbIOTEPOB
(fixed) Ballei ceTv ¢ chuKchpo-
BaHHLIMK |P-anpecamu
D 192.168.115.100—192.168.115.220 121 Aapeca KoMNsIOTEPOB
(dynamic) Ballei cetn ¢ agpecamm,
HasHayaembiMU CEPBEPOM
DHCP
X 192.168.115.221—192.168.115.244 24 3apesepBUpOBaHHLIA Ana-
(x) nasoH agpecos
E 192.168.115.255 0 He npumenseTca ans
(end) YCTPOMACTB CeTH

O rnaBHOM cepBepe

B kayectBe TaKOBOro Jydiule NMPWMEHHTh KoMMbiorep noxa ynpasieHuem OC
Windows Server 2000. Xopou10, ec/id 3TOT KOMIBIOTEP HMEET HMEHHO CepBepHYIO
koH(urypaunio. B 3TOM cayuae ero HaAeKHOCTH CYIUIECTBEHHO Bbille, 4YeMm Y
o6biuHOro Kommbiorepa. [IpoKOHCYILTHPOBATHCH OTHOCHTENIBHO JTYULIEro BapHaH-
Ta KOH(UrypaLUy Bbl MOMKETE Y NMpoaaBLa KOMMBIOTEPHOH TexHUKH. B kavectse
OpHEHTHpA Uis noucka Haubonee noaxoasaLIeH KOH(PUIypaLMy MOMKHO YKa3aTh HA
cneayoume ocobeHHocTH cepepa. Jlyuile, eciu 9T0 ABYXNpoUeccopHas MaliHa
C JKECTKHMH [AHCKaMH (He MeHee JBYX), KOTOpPbIe MOXHO MCMOJL30BAThL Ans pabo-
Thl B JIKCKOBOM MACCHBE. DTO OMH W3 CMOCOOOB MOBbILIEHUS HAEIKHOCTH CepBe-
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pa. Mnu aucku nomkHe! pabotate B pekHMe OTPAKEHUS, KOTJAA Ui MOBbIILEHUS
HaJIEXKHOCTH XpaHeHUs MH(opMalHK ona 3anuckiBaeTcs Ha oba aucka. B ciyuae
BO3HUKHOBEHHS NpobaeM ¢ OAHUM W3 BHHYECTEPOB, CEPBEP MOXKET MpPOAONIKATEH
paboTy, a nociie BOCCTAHOB/IEHUs HEHCIIPABHOTO YCTPOHCTBA €ro AMcKu CHora Oy-
Ayt paboTaTh B pexume AyOnupoBanus 3anucu. [lng none3osarens, paboTaromero
C TaKMM CepBepoM, B cHcTeMe OyJleT BHACH ML OAHH aucK. Pacnpocrpanen pe-
#um padorsl B maccuee RAID (Redundant Array of Independent Disks, n36birou-
Hbl MaccHB HEOPOrUX AHCKOB). ECTh HECKONBLKO BapHAHTOB peanu3alHu 1aHHO-
ro pexxuma. Ha crpanuue http://www.ixbt.com/storage/raids.html npusenena
noapoOHas cTaTbi, OMMCHIBAIONIAS BCE BAPHAHTHI peain3alMM PEKUMOB paboTsi
auckos B Maccupe. HacTpoHky Takux pesxumoB paboTel Jiyuilie JOBEPUTH CrielMa-
JIKCTaM OpraHu3aluu, rje Bol 6yaere npuobperars cepeep. Ecnu Bbicoko# Hamex-
HOCTH OT BaIlero cepeepa He TpefyeTcs, TO MOXKHO OOOUTHCH H OOBIYHBIM PEXKH-
MOM paboTbl AMCKOBOM CHCTEMBI, YCTAHOBHB €IMHCTBEHHBIH BUHYECTEP.

Yeranoska OC Ha cepsep /10 Hauasla ero HaCTPOHKH B KauecTBe cepBepa HHYEM He
oTMyaeTcs oT 00bIYHOM YCTAHOBKHM OnepauHoHHO# cuctemsl. Jlanee 3anmyckaercs
MacTep HacTpOHKH cepBepa, OTBETHB HAa BOTIPOCHI KOTOPOTrO Bbl 3aBEpLINTE nep-
BHYHYIO ero HacTpoWKy. Bbl MoxKeTe NOBEPHTH 3Ty NPOLEAYPY CHNELHAIHCTY, M0~
PeKOMEHIOBaHHOMY MpojaBLIOM KoMnbioTepa. Ho noapoGHocTH koH(HUrypauuw
cepBepa, ee HIOAHChl PEKOMEH/1YeTCs BbINONHATE CAMOCTOATENIBLHO.

Cnenyer oDpaTUTh BHUMaHKE Ha TO, YTO NPH NEpPBOHAYNANILHON HACTpoiiKe ceprepa
HeoOX0IMMO NPaBHIIBHO YKasaTk ero poisb B ceTd. He "ynpoluaiire"” cebe sxu3znb, —
He co3jaBaiite cetb ¢ paboueit rpynnoi (uaum rpynnamu). Yrobur sdpdexTHBHO
yNpaBliATh CeTbIO U UMETh BO3MOXKHOCTb JIAJIbHEHILErO €€ pa3sBHTHA, cpasy co3-
naiite someH (06acTh ceTH), a cepBep J0JKeH cTaTh KOHTposiepom aoMeHa. Mms
JOMEHa MOXKeT ObiTb JIOOBIM, HO MOAHMHAIOUIMMCS TPABHIAM CO3JaHUS [IOMEH-
HbIX uMeH. [IpaBuia coBcem HecnoxkHbie, MMs Baluero 1oMeHa JI015KHO COCTOATH
U3 ABYX 4YacTei, pa3aesieHHbIX TOMKOH, i ObITh HANKUCAHO JIATMHCKMMHU CTPOYHBIMH
OykBamu. JleBas 4acTb — 95TO COOCTBEHHO M €CThH MM Balllero J0MeHa, a npa-
Bas — MMS JOMEHa BepxHero ypoBHs. Eciu Obl Mbl CO3/1aBajiM Hall AOMEH Kak
vactb UHTeprera, ciefoano 6b1 ykasath HMA 30HbI, B KOTOPOH 3aperMcTpHpOBaH
Hawl qomeH. Ho Haua ceTb camocTosTe/IbHAS, JOMEH HE 3aperiCTPUpOBaH, Mo3To-
MYy B JIEBOM YaCTH MOXHO YKa3aTh BbIMbILUIJIEHHOE MMS 30HbI, Hanpumep "dom".
ITonHoe ums Hawero aomena Oyaer Buirasaers Tak: mydomain.dom. Bel Moxkere
BbIOpaTh Moboe UMA 30HbI, HO OHO HE /I0JDKHO COBMAJATh C HMEHAMH M3BECTHBIX
3aperucTpHpoOBaHHbIX 30H (ru, com, ua, mil, da, org u ap.). CoBnazsenue ¢ UMeHa-
MH 30H B JIpYTHX CETAX BMOJIHE JOMYCTHMO, HO HMEHA AOMEHOB [OJKHBI OT/H-
yaThCs.

[Tocne TOro Kak OCHOBHbIE HACTPOHKH CepBepa BLITIOJIHEHbI, HEOOXOMMO YCTaHO-
BHTH CyO0y KatanoroB Active Directory. Ycranoeka 1ol cilyxObl npuseser k
3anpelleHuio CO3aHus JTOKAIbHBIX NoNb3oBaTeNnel komnbioTepa-ceppepa. Tosbko
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aJIMHHHCTPaTOp KOMIMBIOTEPa, Mapoib KOTOPOTro OblT HA3HAYEH B NMpPOLIECCE yCTa-
HOBKM CHCTeMbl, OyeT MMeTb BO3MOXKHOCTH BXO/IMTh B CHCTEMY JIOKQIBLHO €O
BCeMH npusuieruamu. Jlanee MoxHO co3aaTh 000e YKCIIO NOMB30BaTENCH C npa-
BAMM a/IMMHHCTPATOPA, €CM 3TO HEOOXO0ANMO, UK BoobLe 663 npas, HO Y4eTHbie
3anuck OyayT cosfasathes B pamkax JoMeHa. Ilpu stom, eciu He ykasaTh B Tipa-
BAX HOBBIX MOML30BATENEH BOIMOXKHOCTE JIOKAJILHOTO BXOJIA B CHCTEMY, OHH 3TOr0
CIENaTh HE CMOTryYT, BCE MX npaBa OyAyT NpUMeHsTHCA s paboTel B ceTH, KOraa
onu OyayT aBTOpH30BATHECH B Hell co cBoel paGoueil cranumu. Komneioreps! noss-
30BaTe/Iel MOIYyT HACTPAMBATHLCH B TAKOM CETH M Kak wieHsl paboueil rpynrbi, U
KaK uneHs! joMeHa. Kax/plii BapHaHT HacTPOHKH UMEET CBOW 0COOEHHOCTH, O KO-
TOpLIX OyfeT paccka3zaHo B COOTBETCTBYIOWMX npumepax. [leproHauansHas Ha-
CTpO#Ka ciy:0bl KaTanoros NMpoM3BOANTCS aBTOMATHYECKH C MOMOLILIO MacTepa
HacTpoliku cepsepa. Eciu Bawn cepsep euie He paGoTaer, # Bbl TOJIBKO HAMEPEHbI
WHCTATMPOBATh €ro, HO HE YBEpEeHbl, YTO y BAC BCE MOMYHYUTCS, TO JIOBEPLTE 3Ty
NPOUEAYpPY CAELNATIUCTAM WITH NPEBAPUTENILHO NPOYTHTE JAPYTYIO TUTEpaTypy Ha
5Ty TeMmy. MOXKHO peKOMEHI0BaTh KHUry sToro e astopa "Cers nox Microsoft
Windows", seiueamyio B uznarenscrse "BXB-IlerepGypr" 8 2003 r. B obuwem
cayydae, Juis GonblIMX cerei ciyiba KaTaqorop MpeicTaBasercs JOBOILHO CI0XK-
HOW CTPYKTYpO#H, O KOTOPOH BBl MOXETe MPOYMTAThH B CIPABOMHOH CHCTeMe
Windows. B Haweit cetu sta ciyxGa Oyzner npeicrasiieHa B CaMOM TPOCTOM CBO-
eM BapHaHTe, MockonbKy OyneT coaepikaTh NHIllb OAWH KOHTPOJIEp A0MEHa U OJ1-
Ha noacers. K unrepdeiicam AD mbi Oynem obpauarbes B npolecce paccMoTpe-
HUS NPUMEPOB aZIMMHHCTPHPOBAHMA B APYrMX raBax KHurd. Ecam Baw cepsep
TONBLKO YTO YCTAHOBJEH, TO OTCYTCTBHE HacTpoek B AD npuseaer auuib K TOMYy,
4Tto OyneT Bcero oiMH 3aperHcTPUPOBAHHBIH NOJIB30BATENh CETH — ee aJIMUHHCT-
patop. B cneayiounx rinasax GyAyT npeiokKeHsl PUMEpPbI, CBA3aHHbIE C YIPaB-
neHrem ciyx6oi KaTaloroB.

Ceiiuac paccmoTpuMm TonbKo ripumep Hactpoiiku DHCP-cepeepa ans oGecnevenus
BO3MOXKHOCTH MpUMEHEHWS TNpeanoKeHHbIX auanazoHoe [P-anpecoe. DHCP-
CEpBEp JIydllie pacriofiarath Ha OCHOBHOM CepBepe BauleH ceTu. TexHWYeckH Bo3-
MOXKHbI W JIpyrHe BapHaHTbl €ro PacronokeHus, Ho B HeOObILIOH CeTH HET CMbIC-
na rnipyodperars s 3TOro oTaenbHbli cepsep. [Ipu onucaHuu sToro npumepa uc-
XOHMM M3 NPEANONOKEHUA, YTO Ha BALIEM CEpPBEPE yIKE€ YCTaHOBJIEHA ONEpPallMOH-
nas cuctema Windows 2000 Server (pycckas Bepcus), a Taioke cepsepbl DNS,
DHCP, WINS.

Hactpoika cepsepa DHCP

B naHHOM npHMepe TokasaH YK€ HACTPOeHHbIH JUld KOHKPETHOH ceTH cepsep
DHCP, Ums ocHOBHOro cepBepa B Balliei ceTu uHoe. MoryT oTin4aTses W apyrue
ONMHCHIBAEMBIC MapaMeTpsl H HacTpoikn. Eciim HeoOX0AMMO H3MEHNTE YTO-1H60 B
HACTpOMHKAX cepsepa, — M3MeHsiiTe, HO oBa3aTenbHO BeauTe 3anmcu 060 Beex
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BHOCHMBIX U3MEHEHHAX, YTOObI MOIKHO ObLIIO BEPHYThCH K HCXOAHOMY COCTOSHUIO
cepBepa B ciy4ae olmnbKH.

Hrax...
Orkpoitte Aamunucrpuposanue | DHSP.

Bel yBuaure okHo DHCP (puc. 1.7), B IeBOi 4acTH KOTOPOro HaXOAWTCA 3HAHOK
BaLlero cepsepa ¢ ykasanuem IP-aapeca. Passepuure o6bekt <HMma Bawero cep-
Bepa>, Bbl yBHaMTe nanky O6JaacTh ¥ 3HAYOK napameTpoB cepeepa. YacTs Heob-
XOMMBIX NapaMeTpoB ¥ 0OBLEKTOB 3TOro OkHa Obina YCTAHOBAEHA NPH MHCTANLIS-
umu cepsepa. Ho Teneps Ham HeoOXOIIMMO HACTPOMTL pacnpeneneHyue aapecoB B
COOTBETCTBHHM C BbIOpaHHOM NoauTHKOM. [Ins aToro passeprure nanky Odaacts 1
Haiinure Tlyn agpecos (puc. 1.8). B npapoii yactu okHa otobpa3zuTcs ananazoH
aJIpecoB IS apeHbl. Alpeca W3 3TOro auanasoHa OyAyT BbLAAaBaThCA CEPBEPOM
DHCP paGounum ctanumam. Jlns u3mMeHeHHs 9Toro auanasoHa cHosa Haiiaure OG-
aacth ¥ B Menio deiicrene okna DHCP geibepute nynkr Croiicrsa.

| cocromsine

J'_loﬁnat'rb[lgz 168.115.0] Cete 192.168,115  ** AxtHero ** |
(2] __] Oﬁmcrb[l% 163 115, B]CaTu 194. 168.115 |, ':Bﬂq:ano'rpbl capEana H
|_jj MapaneTpel cepsapa

Puc. 1.7. OkHo DHCP

Mpumevanne

Hapo ckasate, 4to cogepxaHue meHio [edcTBuMe 3aBUCUT OT TOro, Kakon obbext
B OKHE BblaeneH.

[Tepen Bamu orkpoercs okHo Ceoiicrsa: Obaacts (puc. 1.9). B atom okHe Bbl
MoOJKeTe H3MEHUTh MMs 00/1aCTH, e HavabHblii U KOHeuHbI ajpec, a TakkKe CpoK
apen/bl agpeca. Cpok apen/ibl ONPE/E/SeT BpeMs, B TeHEHHE KOTOPOro 3TOT ajpec
Gyaer "sakperien" 3a pabouei cTaHUuMeH, ecnu oHa JVIMTENLHOE BPEMS HE BXOIAMT
B ceTh. HavanbHelil M KOHeuHblH aapec 0b1acTH MOXKET ObITh OrpaHHUEH HE TONb-
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Puc. 1.9. Okro Ceoiictea: O6nacTe (sknapka O6wue)
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KO Hatum BbIOOPOM, HO U cBOWicTBaMyu camoi obnacru. Ecan, Hanpumep, Bbl X0-
THTE CcO3/1aTh HECKOJbLKO MOACETeH, KaKaas M3 KOTOPbIX WMEET MAacKy MOICEeTH,
otnnunyto ot 255.255.255.0, To HauanbHbIA M KOHe4HbIH anpeca GyayT onpene-
JATHCS COOTBETCTBEHHO Macke. B Haumiem ciyvae MCIOJMb3YETCS MAKCHMANbHO
BO3MOKHBIH AMANa3oH aJpecoB UIA €IHHCTBEHHOW MOJCETH, a HAYANbLHLIA W KO-
HeuHblii aspeca obacTu BLIOUPAIOTCS HAMH MCXO/IS H3 MOCTABJIEHHLIX YCIOBHI,

lMpumevaHune

OnucaHue MacoK, NO3BONSIOWMX CO3/1aTh CETb C HECKOMbKMMWA NOACETSMMW, NpUBO-
AWTCA B NPUNOXEHNN.

ITo HawmmuM ycrnoBusiM AMHAMHYECKH Bbifieisemble ajapeca cetd (cm. Tabn. 1.1) 3a-
HuMaioT auanazod 192.168.115.100—192.168.115.220, rae "192.168.115" coor-
BETCTBYET a/pecy BalleH ceTH.

Pabora DHCP-ceppepa nosonbHo tecHo ceasana ¢ paboroit DNS-cepsepa. [To-
stomy Ha Bknaake Cayxba DNS (puc. 1.10) MOXKHO H3MEHHTH HEKOTOpBIE Napa-
meTphl paboTel cepsepa. Ecnu Bbl He 3amevand Henonajok B paborte ceppepa, TO
Nyuille OCTaBUTh HACTPOHKM TaKUMH, Kak Ha puc. 1.10.

Puc. 1.10. Okro Ceowicrea: O6nacts (Bknaaka Cnyx6a DNS)
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Mocne ycranoskn u nactpoiiku DHCP-cepsep HaumuHaeT Bbiaasarh aapeca KOM-
nbloTEpam CeTH MpH ycnoBuu, 4to B Hactpoikax TCP/IP kaxnoi pabouei crau-
unm ykaszano: IHoaywunre IP-agpec aBromaTmueckn. VYike BbiaHHble aapeca
MOKHO yBHAeTh B okHe DHCP. Jlna storo sbinenure nyHKT ApenaoBannbie aji-
peca B pa3zBepHYTOM zlepeBe 001acTH H NMOCMOTPHTE HA NpaByio HacTh OKHA. Tam
Bbl YBHAWTE NOAPoOHYIO HHGDOPMALMIO O TOM, KOMY, KakoH ajpec M 10 Kakoro
BpeMeHH BbiaH,

F) ap1Snto1.ap1S.dom [192.168.115.15 | M) 192.168.115.145 reservhpiapiSidom  26,11,2004 17:18:19
(] OfinacTs [192.168,115.0] Cetn 1 3192.169.115.114 prog.apls.dom 25,11,2004 16:09:58
{17 Nyn aapecos | 24192.168.115,143  virt98-1,ap15.dem 19.11,2004 9:20:44
{'—@ ApEHAOBSHHEIS A4DeCs : EI‘BZ.IB&.US.H?_ apl15131004 Pa3sepenpoBaHHeE (He aKTHB, .
@ &l Pesepsnposanie |=hi5z.168.115.141  cup.ap1S.dom 25.11,2004 7:51:41
L@ Napanetpel 0Gnacty |=192.168.115.140  15ap020704.ap15.dom  26,11,2004 B:26:42
L NapaneTpol cepoepa =) 192.168,115.139  stroy.ap1S.dom Pe3epeHpOBaNIia (He aKTHS. -

|=4192.166.115.138  amd2500-042004.8p,.. 26.11.2004 12:22:38
[21192,168.115.137  apISO70704,ap15.dom  26.11,2004 8:14:01
i Ql%-lﬁ&ils,lm hp-admin.ap15.dom PesepepoBaHe (SKTHBHOE)

1 2192.168.115.135  bd.ap1S.dom 26.11,2004 17:47:11
192.168.115.19¢  shor.apiS.dom 26.11,2004 9:23:30
| 2192,168.115.133  ol.apiS.dom 26.11,2004 11:53:01
- e - = e A e = - 17 1L,
RS e R e S S T S

Puc. 1.11. Oxvo DHCP (ApenpoBanHkle agpeca)

Ecau cepsep DHCP y:ke paGotan B Baiieif CeTH, W Bbl PELIHIN TOMLKO H3MEHUTS
JiHana3soH BblAaBacMbIX alpECOB, TO MNPEKAE YEM NPOBOANTL Ham‘poi‘my, nocMoT-
puTe Ha apeHoBaHHbIe aapeca. Eciu HeKOTOpbIE M3 HUX BLIXOJAT 3a Mpejie/ibl Bbl-
fpaHHOTO HAMM JIHANA30Ha, TO Bbl MOXKETE NMOHTH ABYMS My TAMM:

O CMeCTHTb JMANa3oH BbIIABAEMBIX CEPBEPOM ANPECOB B CTOPOHY YK€ BbiJaH-
ueiX. [1pn 91OM criemyer BHecTH KOppekTHBbI B Tabn. 1.1.

0O JloxaaTecs MOMeHTa, Korga pabouue CTaHUMM C aZpecamu, BLIXOAALIUMH 3a
npeaenst Auanasoda "D", 3asepmiar paGorty, ¥ yAaTUTh WX M3 HUCAA ApPEeHMO-
BaHHbIX. [Tocae ycTaHOBKH Ha4albHOrO W KOHEYHOrO ajipeca AuarnasoHa cepsep
CHOBA BbIAACT ajipeca pabovnM CTaHLIMAM MPH NEPBOM KX BXOJE B CEThb, HO YKe
W3 YCTAHOBJIGHHOrO JHarna3oHa.

B npaso# yactu okua (puc. 1.11) Bbl MOkeTe yBuaeTh, uto B rpade Mereuenne
cpoKa apeHb! /UId HEKOTOPBIX pabouuX cTaHLMH CTOMT 3HaueHue "PesepBuposa-
HHe" (AKTHBHOE WIIM He akTHBHOE). Takoe pe3epBHpOBAHHE Bbl MOXKETE CO3/1aTh,
ecnn HeobGxoaumo, utobbl pabouvas cTaHLMA MONbL30BaJlach yC/yramu cepsepa

2 3ax. 1131
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DHCP, Ho ee ajpec He W3MeHAICH AaXe NPH JJHTEILHOM OTKIIOYEHHH 3TOH pa-
Ooueit craHuuK oT ceTH. HHbIMK chnoBaMy, Cpok apeHabl aapeca V18 3THX pabounx
CTAHUMH ycTaHaBnMBaJCs HeorpaHuueHHbiM. Jlns npocmoTpa yie 3apesepsHpo-
BaHHbIX aJpecoB BbiAeNMTE TNyHKT PesepBupoBamme B 7€BOH 4acTH OKHa

(puc. 1.12) ¥ MOCMOTPHTE CIIHCOK AJIPEcOB B MPABOH HaCTH OKHA.

,j.n_.;_ E&u i

Croykrypa |

DHCP

{%lap15nt01.ap15.dom [192,168.115.15]

_2(192.168,115,100) NEHPZ

[=14] Ofinacts [192.168.115.0] Cetb 1
{7 Nyn aapecos
(D Apenacearmbie aapeca
25
(i MapameTput obnacTh
(25} NapawaTpel capeepa

-]

CH[192,168,115.101] nomer!
_El[192.168,115.104] big_user.ap15.dom
LE[192.168.115.109] den.ap15.dom
C8i[192.166.115.112) Nariad2
Cal[192.168.115.114] director, ap15.dom

(8[192.168.115.115] otk.ap15.dom

f=192,168.115,.116] nariad. ap1S.dom

(J81[192.168.115.120] ap15121004
[Z81[192.168,115,129] aconam.ap15.dom
(CE[192,168.115.136] HP-admin.ap15.dom
(L8[192,166.115,139] stroy,ap15.dom
(C@[192.168.115.142] ap15131004
(C&[192.168.115.105] PROG.3p15,dom

e e s e e e s

Puc. 1

.12. OkHo DHCP (PesepeupoBanue)

A

admin
115 . dom

dmi ni strators

Puc. 1.13. OKHO KOMaHAHON CTPOKU (Pe3yNbTaT BLINONHEHWUA KOMaHabl ipconfig

/all)




Marepuans+oe u nporpaMmHo-TexHu4eckoe obecne4eHue ceru 35

Jns coznanus HOBoro peszepeupoBaHus BoiGepure B menio leiiersue okna DHCP
nyukr Co3aars HOBoe pesepsuposaunme. [Tepen sroif npoueaypoil nocMoTpute
MAC-anpec Toif paGoueii cTaHUWM, IS KOTOPOH CO3]aeTCs pe3epBHpOBAHHE.
MAC-anpec (MAC-addresses, Media Access Control layer addresses, aapec ypos-
HA JIOCTyTa K cpele rnepeaavu AaHHbIX) — 370 48-OuTHbI aapec, MPUCBOEHHbILI
warotosurenem cereroit kapre. DHCP moseT uenons3opath 3T0T afpec s WieH-
THdUKaUMH MallKHbl, 3anpamBaioweii [P-aapec, npu oTcyTCTBHM ApPYrUX Hau-
Heix. Ero norpedyercs ykasarb 6e3 npobenos v e)ucoB npu co3aHuy pesepBu-
posanns. MAC-aapec MOJKHO y3HaTb, BbITIOSTHUB cmd M B OKHE KOMaH/IHOH CTPOKH
Habpas KOMaHJy ipconfig /all. Ha skpan OyayT BblBe/IeHb! CBEAEHHS O HACTPOH-
kax IP-npotokona (puc. 1.13), a B cTpoke dmsnueckuin ampec ykazaH MAC-aapec
KOMIILIOTEpA.

Y106bI HE 6bINO Npobnem

[pu camom yaauyHom noabope nporpaMMHOro M anmapatHoro obecrieyeHus s
BaLlell CeTH He Npe/CTaBNSeTCs BO3MOKHBIM (PIeKTUBHO HX NPUMEHATD, €CITH He
obecreyeHb! elle HeKoTopble yeaoBus. Tak, g obecnevenus BO3ZMOKHOCTH yja-
NIEHHOrO Yrpas/ieHus BalleH CeTbio HeoOX0AMMO, 4TODB! ceTh umena Bbixoa B Mu-
TepHer Wik Ouia obecneyeHa BO3MOXKHOCTL palboThi C MOMOILBIO CepBepa yaaneH-
HOro JIOCTYMNa, YCTAHOBJIEHHOrO Ha OAHOH M3 MAlIMH ceTH. Jly4imui Bapuant —
9TO NOCTOSAHHOE NoAKMoYeHHe K MHTepHeTy, UMEHHO Takoil BapuanT H Oyaer na-
nee paccmarpusarhes. KoHKpeTHas peainsauus Takoro nojakNOYeHHA 3aBUCUT OT
BalUMX BO3MOJKHOCTEi M HaGopa yciyr, npeiaraemelx nocrasidkamu yenyr HUu-
TepHeTa B BallleM perHoHe. B KHMre paccmMarpuBaeTcs B KauecTBE OCHOBHOrO Ba-
puaHTa noakaroyeHue yepes ADSL-monem, KOTOpOE CTAHOBHTCH OJAHHM M3 CaMBIX
pacnpocTpaHeHHbIX CNOCO0OB NMOAKIIOYEHHA K r10DaNbHONH CETH Jake B JOMalll-
HUX yenoBusx. Eciu y Bac noka He opraHM30BaHO Takoe NOAKIOUEHHE, Bbl MOJKe-
TE€ BOCMOJIb30BATLCH BPEMEHHO M 00bIYHBIM MoaeMoM. Ho kauecTro CBA3M M CKO-
pOCTb Mepefayd AaHHbIX B 3TOM cjydae "OCTaBIAIOT JKenarh Jayuwiero”, aenas
HEBO3MOJKHBIM OPraHM30BaTh MOJHOLIEHHBINH JOCTYN CKOJIBKO-HHOYAb 3HAUMUTE b~
HOTO 4HCNa nonb3opareneii cety k Mureprery. Tem He meHee MOAGMHOE CoeMHe-
HUE MOJKET NMPHUMEHATBCA JUIS CBA3H C Ballel CeThio U3BHE.

HezasucumMo OT TOro, Kak OpraHu3oBaHa MonuTHka pacrpenenenus [P-aapecos B
BallieH CeTH, KOMMBIOTEP aAMUHHCTPATOPA N0JKEeH UMeTh noctosiHHbi [P-anpec.
B cnyuae ¢ ADSL-noak/ioueHHeM 9T0 NO3BOJAHT BaM MMETH MOJHOLIEHHBIH A0C-
Tyn K ceTd UHTepHeT, a TaioKke pelnTh paji ApYrux npobiem.

BonblMHCTBO NoMb30BaTeNiel Ballel ceTH, BKIKYas B Hayane paboTbl KOMIMbIO-
Tep, MPOXOAAT npoueaypy asropusauuu. [1pn 5ToM nonas3osaresib perucTpHpyeTcs
8 ceTH. Bam npuaercs paboTarh He TOJILKO BHYTPH Baluei ceTv, HO B ABTOHOMHOM
pexcume. B 2Tom criyuae Bbi HE CMOXKETE 3aPErUCTPUPOBATLCS B CETH U NONYUHTH
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JOCTYN K ceaHcy ee aAMUHHMCTpaTopa. YTobsl He MPUMEHATE pa3indHbie NPOoLETy-
Pl ABTOPH3AUMK MPH BKJIIOYEHWH KOMNLIOTEPA B Pa3fiMUHbIX CHTyauusx Baieil
paboTsl, Cie/iyeT Beeraa aBTOpH30BaTLeH B KAYECTBE JIOKALHOIO aAMMHHCTpaTopa
komnsiotepa, [Tpu atom onepaunonHas cucrema Windows XP nozgonut Bam 3a-
MycKaTh CETEBbIE NPHUIOKEHHS MU UMETE JO0CTYI K CETEBLIM pecypcam nocie aBto-
pH3aLUMKi B ceTH, ecii 3To Heobxoaumo. Cobnionenue atoro npaeuia obecrieunsa-
€T JIONONHHUTENILHYIO 3ALLUTY CeTH OT HECAHKUHOHHPOBAHHOTO A0CTYNA K KPHTHY-
HbIM CETEBbIM pecypcaM C Ballero KOMIbIOTEpa, KOIa Bbl OTOLIH OT HEro,
OCTABHB BKJIIOMEHHBIM Balll ceaHc. TONBKO B OTAENLHBIX CAy4asX, HAMpUMep, rnpu
YNpaBieHuH KOMNbIOTEPAMH U cepBepoM Bawieit cetu cpeacreamu Windows, mo-
JKET MOTPedoBaTLC PErUcTPaLiHs B KAUECTBE a/IMHHUCTPATOPA JIOMEHa.

Windows XP nossonser, BeiGpas 3amyck 0T HMEHH..., 3aMYCTHUTh (BLITIOIHHUTS)
moByio mporpammy OT HMeHH JII0DOro nojib3oBaTesis CeTH, €C/iM Bam M3BECTEH ero
napons. HezasucuMo o7 TOro, Kak Bbl 3aperHcTpHpPOBaHbl B JAHHBIH MOMEHT B ce-
ance Windows, Bbl MOMkKeTe OTKpBITH OKHO (haiinosoro menekepa FAR ot umenn
aZIMMHUCTPATOPa CepBEPA MM JOMEHA W BBLINOJHUTL OMEpaLuH, JAOCTYIHbIE s
ITHX TI0/Ib30BATEINCH.

Xotenock Gkl npegocTepeub 0T OWMOKH, KOTOPYIO HEPEAKO ANaloT nojib3oBare-
7H, HEYBEPEHHO OPHEHTHPYIOLMEecs B KakoM-Tub0 npuaokeHun. Bmecto ocpoe-
HHA ITOrO NPUIOKEHHA, OHH TILITAIOTCH 3anucaTh 1A cebs TOYHbBIE MOLIATOBBIE
MHCTPYKLHH [UTS BBITIOJIHEHHS TOW WIH MHOI 3aza4ud. B oTaenbHbIX ciydqanx 3To
MoxeT ObiTh onpaeaaHo. Ho, ecnu Bbl petmny (peuMiamucs) aaMHUHUCTPUPOBATS
CeThb, HE HaJleHTeCh Ha TMOIIArOBble HHCTPYKUMH Ha Bee ciyyau xku3uu. [laxke ko-
raa cetb Oyler HacTpoeHa, BaM HEOJHOKPATHO MPHIETCA pPeliaTh HECTAHAAPTHbIE
3a0a4u, /U KOTOPBIX HEBO3MONKHO HANHCATL CTporue MHCTpykuuu. Yto cneayer
Aenatb 0643aTeNbHO, TaK 3TO NPOTOKOAMPOBATL CBOM JASHCTBUA ¢ 0Os3aTeNbHOM
OTMETKOW O He3aBEpPIIEHHOCTH WJIH 3aBEPLUIEHHOCTH NMPOBOAMMbLIX HacTpoek. I'o-
BOPAT, UTO yueba Ha uykux owwubkax manodddexTHBHA, TOALKO CBOM CHHAKH
npubasnsior pasyma. Ho s nmonbitatock Bee ke pacckas’ate 00 OAHOM M3 MOMX
owuboK, KOTOpas 3aCTaBua MOBOMHOBATLCH HE TOJIBKO MEHS!,

Owubka

B 2002 roay B Hawel ceTu NPoM3oLUNO 3HaMeHaTenbHoe cobbIThe — CETb OKOHYa-
TensHo nepewna Ha Windows 2000 Server. Ecnu y4ecTb, YTO 40 3TOrO MOMEHTA
cepeep pabotan He nog Windows, k TOMY e Bbin COBCEM HE HOBbLIM, BO3MOXHOCTH,
NOABUBLUMECA B CETW C NpUODPEeTEHNEM MOLLIHOTO COBPEMEHHOTO CepBepa, Kasanuch
BesrpanndHeiMiA. C OrpoMHbLIM Y0BONLCTBUEM R UCCNEAOBAN Ha NPaKTUKE BO3MOX-
Hoct Windows 2000 Server. OpraHuaauus yqeTHbIX 3anuceit U nonuTuki gocryna
nons3oBarenen K cepsepy, BO3IMOXHOCTE yaaneHHoro ,CI,CIC'IYI"IB Yepe3 Ccepeep Tep-
MWHaNoB, BO3MOXHOCTL OpraHu3auvn obujero gocryna k MHTepHeTy, HaaeXHoCTb W
MHOXecTBO Apyrux ocobeHHOCTelN W CBOWCTB HOBOW cucTembl genanv paboty yene-
KartensHoW. Bein 0AWH HEeNpPUATHBIN MOMEHT, KOTOPBIA OrpaHW4MBAN BO3MOXHOCTH
KOMNEKTUBHOrO MCNONb30BaHWA Bbixoaa B rnobanbHylo ceTb — 370 AocTyn k UuTep-
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HeTy B pexume dial-up. Opranuaauuns |IP-agpecos 8 CeTW He no3Bonsna NPUMEHUTL
npocTtele MeToAbl npegocrtasneHus obliero goctyna k rmobanbHol cetTn Yepes Ho-
Bbi cepeep. M3BecTHbINA e CBOMMU BO3MOXHOCTAMMU N OTHOCUTENLHON CNOXKHOCTLIO
Hactpoek NAT (Network Address Translation, npeoBpa3sosaHue ceTeseix agpecos)
TpeGoBan BbiAENeHUs onpeaeneHHoro nyna aapecos NPoOBaigepoM, YTo Ha TOT MOo-
MeHT Bbino He peanbHbiM Ans Hac. TeM He MeHee A NPOLUEN NPakTUYEecKU Beck NyThb
HacTpoiikn obwero goctyna k MiHtepHeTy Yepes NAT u dial-up. OcTaHoBMBLUKCE Ha
OTCYTCTBUW BblAENEHHbBIX BHELUHMX 8APECOB, A He CTan BO3BpallaTh HacTPOWKK cep-
8epa B UCXOAHOE COCTOSIHWE, NOCKOMbKY OHU HUYEMY He Meluanu, 1 CeTb NPEeKPacHo
paborana.

Wno Bpems, HHCbOpMEILMDHHbIe TeXHONOrMn CoBepLUeHCTBOBANUCEL Kak B LIENOM, Tak
1 B Hallel oTAenNsHO B3ATON ceTu. HecMoTpa Ha OTCYTCTBME MOMNHOLEHHOro AocTyna
8 WMurepHet, notpebosanocs 06bLEAUHUTE CEThb AOCTATOMHO KPYMHOMO yAAneHHoro
otpuca c Hawew. OBnvegrHeHWe NPOBOAWUNU MO BLIGENEHHOW MOABMHOW NUHWK.
C ofeux cTopoH Bbinu nocTasneHsl MapLUpyTU3aTopbl C NOAAEPXKOA HeobxoauMbIx
NPOTOKOIMOB, HO... 0BHapyXuUnock ManeHskoe npensaTcTeue. [pu opraHusauum ceTei
06 vx obbeguHeHU HUKTO He 3aayMbleancs, u B oBenx cetax Bbin npUMeHeH cTan-
AaptHbin ana Windows agpec — 192.168.0.X ¢ mackon noacetu 255.255.255.0.
W Haw cepeep, 1 cepsep yaaneHHoro ocuca Gbiny KOHTPONNepamu CBoMX AOMEHOB.,
OHn BblipaBanu agpeca CBOWM KNMEHTam W MAEHTW(PUUMPOBaNK WX NpW BXode B
ceTb. OBa cepBepa coBeplieHHo 0BOCHOBAHHO OTKA3AaNUCh BUAETL YYKUE KOMMNbIO-
Tepbl, HeobxoauMmo GbINo KOMY-TO peLunTbcs Ha cMmeHy |P-agpecoB B csoeil ceTu.
Cama no cebe npoueaypa CMeHbl 8APecoB He CnoxHa, — ecnu paboune cTaHUMK
HacTpoeHbl Ha UX aBTOMaTUYecKoe nony4vyeHwe, AOCTAaTOMHO U3IMEHUTL agpec certe-
BOro apantepa Ha cepeepe. Bes pabora qomkHa 3aHuMaTth He Gonee NATA MUHYT.

B BeIXOAHOWA A€Hb, Korga B Hawen cetn paboTtany nNuilb HECKONBKO YEnoBek, A pe-
LUMN BLINONHUTE 3Ty HECNOXHYto npoueaypy. Bce pabodue ctaHuuu npegeaputens-
HO BbINu NpoBEpeHsb! Ha NPeaMET aBTOMATUHMECKOro NONYYEHUA agpeca, v HUHTO He
npeaseLLano sosHukHoBeHua npobnem. Ho, He TyT-TO BkINo.

MeHs agpec ceTeBoro agantepa W nNposepslo paboTty cetw, — HK ofHa pabouas
CTaHuMa He MOXET BOWTW B ceTb. BXoxy B HacTpoiiku cepsepa B pa3spen Active
Directory. B Hem gomiHbl HaxoanTbes ceefeHus 060 Beex nonb3aoBarTensax, KOMNbIO-
Tepax W npuHTepax Hawen cetn. O, yxac! Active Directory B AEBCTBEHHO YMCTOM
BUAE, — HU OoAHOI 3anucu! A Ha4WHAaI0 B yMe NpourpeiBaTe CUEHapuii BOCCTaHoBNe-
HUs 3anuceir. Okono copoka nonb3oBaTened, AECATOK KOMMBIOTEPOB C HOBLIMU One-
PALIMOHHBIMW CUCTEMaMKU, HECKONbKO NPUHTEPOB, AOCTYMHLIX ANA Been cetw. MMo-
TpEGYETCFl CHOBA BBOAWTL AaHHbIE O NOMb3OBATENAX, HAa3Ha4yaTe UM naponu, pern-
CTPUpOBaTL KOMNbIOTEPLL.... CkONbKO npuaetca noTpatuTe BpeMmeHu? CKonbko
NPWAETCA BLICNyWaTk "KOMNNMMEHTOB" B CBOW agpec CO CTOPOHEI Nonb3oBatenei u
pykoBoacTea? Bonocel Ha ronose cnerka LWeBenaTcs, Ha ndy BLICTyNaeT XOnoAHbLIA
noT.

HeT, Hago BaaTb cebA B pyku W BHUMATENbLHO NPOAHanU3upoBaTe cuTyaumio. Boa-
BpaLlan npexdui agpec cepeepy, 3armnageieaw B Active Directory — Bce nons3oea-
Tenw Ha ceoux mecrtax!

MosTOpAIO 3ameHy agpeca — Active Directory nyct. Boaspawawo npemHue HacTpon-
KW — BCE Ha CBOWX mecTax. Ky.a,a nponagakT 3anncK, Kak nX BEpHYTL NPW HOBOM
appece cepeepa? lNMepenucran Bce AOCTynHble Matepuans! B GymaxkHom u anek-
TPOHHOM BWae, — OTBETOB HET. 3B0OHIO 3HaKoMoOMy cneuuanucry no ceTtam. LIBDES
4ac OH Yy MeHs B cepBepHoi. Cuaum BMECTe OKONo HOBOFO Cepeepa, MeHsieM U BO3-
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Bpaluaem obpaTHo crapelii agpec. Hukakux waei. BcnoMuHaem npo BTOPOi ceTeBoi
ajanTtep, UMEIWNACA B 9TOM cepseepe, NPUCBauBaeM emy cTapuii agpec, a pabo-
4ell ceTesOl nnare Aaem Hoeblid. 3arnaabisaem B Active Directory — Bce 3anucu Ha
ceounx mectax! Kasanoce Gbl, MOXXHO OCTaBUTL 3TOT BAPWUaHT U AaTb Nnonba3oBaTensm
BO3MOXHOCTL paBoTaTh. Ho BTOpO ceTesoi apantep Moxer notpeboBatbes Ans
PELIEHUA KaKkux-NuBo HoBbIX 3aaay. Hano uekate npuauky npobnemb,

Mpowno oKono YeTkipex Yacos akTUBHOMO noucka NpuYuH Henonaaku. Mpocmotpe-
Hel Bce nor-cpainkl CUCTeMbI M CNyxB, NpoBEpeHbl HACTPOMKW BCeX NPUMEHAEMbLIX B
ceTn cepsucoB. Hanpawwueaercs Brigog, uro Windows nogakvHyna Ham ovepeaHoin
"rniok”, ANA YCTPaHeHWA NocneacTeuid kotoporo noTpebyeTca nonHas nepeycraHoB-
Ka cicTembl Ha cepeepe. O4eHb He XO4BeTCA NpuHUMaTh Takoe peweHne. Tem Bonee
YTO cUCTEMA NWLEH3WOHHaR, a BonbLMHCTBO "rMIoKOB" NPOSBMNAIOTCA BO B3roMaH-
HbIX NUpaTckux Bepcuax. Cama onepaunoHHan cUCTeMa HUKaK He pearupyer Ha He-
UCNPaBHOCTb, HUKaKUX COOBLUEHMIA O KOHMbNUKTYIOWMX cnyxBax unuM nporpammax
HeT. [MpuHMMaeTcs pelueHne, — AONONHUTENbHO NPUBNEYL WHTENNEKTyanbHble pe-
cypcbl. OpraHuayem Hekoe nogobue TenethoHHON KOHEePeHLUK.

MpoXoAuT elue MWHYT COPOK, KOrAa MORBMAETCH npeanonoxeHue of ycTaHoBneH-
HOW, HO He npumensemoi cnyxbe, pabora koTopoi cessaHa ¢ goctynom B MHTep-
HET...

YecTHo ckaxy, 4TO MHe cTano Obl CTbIAHO, ecnu Bkl 8 BCNOMHUN O CBOUX ONbiTax C
NAT. Ho s o Hux 3abein. bonee Toro, B XypHane obcnyXkuBaHus cepeepa sanucei
He Bbino, — A He 3anucblBan Toraa M3MEeHeHWs, KOTOpble He MMenu OTHOLEHMA K
peantHbiM nNpobnemam v He Bbinu ceAsaHbl ¢ HEOBXOAMMBIMK W3MEHEHUAMU Ha-
CTPOEK.

B koHue koHUoB Bbina gewHcTannupoBaHa cryxba maplupyTuaauui 1 yaaneHHoro
AOCTYNa cO BCEMM €€ HacTpolikami U cebinkamu Ha cTapele cetesble agpeca. Mocne
aTOro MOXHO BbINO OTKNKYMTE W BTOPOR ceTeBon agantep, cOpocuB ero HacTPOMKK,
Cet 3apaborana B HOpMansHOM pexume, paboune cTaHuuu nony4yuniu ceou aape-
ca u goctyn k cepeepy, sanucu Active Directory BepHynuce Ha cBow MecTa,

"MoBonkITCTBO — He NopoK...", HO ONNOWHOCTL, AONYLLUEHHAA MHOW BO BPEMA 3KC-
NEpUMEHTOB, NPUBENa K NOTEPE BPEMEHW HECKONbKWX YenoBeK, NoTpauveHHoro Ha
NoWcKn Moei owmnbku.

Cetu Beinu obbeanHeHbl. A crapalock He BcnomuHaTe 06 aToMm cnyyae, NoToMy YTo
MHe cTbigHO. [lonb3oBaTeny He BCMOMUHAIOT, NOTOMY HTO HWYEro W He Y3Hanu o
"BoeBoM" BbIXOAHOM AHE, @ YHaCTHUKW COBLITWIA..., MOXeT BbiTb, U BCIOMUHAIOT, HO
He HanoMWHaKT 06 aTOM MHE, — U3 BEXNUBOCTH.

Hapeloch, 4To MpUBEAEHHBIH NPUMEpP NOMOKeT BaM u3bexars noAobHbIX OnoLI-
HoCTeif, 1 Bbl He Oynere TepsATh Yachl B MOMCKAX HECYLIECTBYIOUIEH Npobaemsl
B onepauuonuoi‘i CHCTEME.

CobniogeHne NUUeH3NOHHOI NONNTUKN

K coxaneHuio, A0 HACTOMILEr0 BPEMEHHM PYKOBOAHTENH MHOIMX MPEeANpUATHIA

(M He TONBKO PYKOBOMMTENIM) HE PasjensioT MHeHHe pa3paboTHHKOB KOMMepue-

CKHMX MPOrpaMMHBIX MPOAYKTOB, YTO 3a NMporpammel Hano mnatuts. CpeacTea Ha
nprobpeTeHHe BCMOMOTATEAbHLIX MMPOrpaMM HacTO MOJYHMHTh CIOXKHEe, HYeM Ha
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npuobpererue obopynosanus. B oTae/IbHBIX CydasX CHTYaUXs yTpOLIAETCs BBH-
ny vannuus OEM'-gepeuii nporpamm, KOTOPbIE NPeayCTAHOBIEHB! HA HOBBIX KOM-
NeiOTEPax (TO OTHOCHTCA M K OMepalHOHHON cucteme). B apyrux ciyyqasx npu-
XOZIUTCHA MCKATh BbIXOJ, M KaK BAPHaHT, MOXKHO NMPUMEHTH YCI0BHO GecrnaTHbie
MM coBceM OecriiaTHbie nporpammbl. Bo3amoskHo, 4TO OHM He 061aAaloT noHo-
TOW (PYHKUMOHANBHOCTH KOMMepPYeCKUX pa3paboTok, ObiBaeT, 4TO OHH HECKONIBKO
"ChIpoBaThl", HO UX NPUMEHEHHE NO3BOSET JOOUTLCA OYeHb CEePhe3HbIX pe3y/bTa-
TOB, €c/IM nepes "MpoMbilIEHHLIM" IPUMEHEHHEM Bbl BHUMATENLHO MPOTECTH-
pyere UX M ornpeJeiuTe TOHKME MecTa H MoABOAHBIE KAMHH, KOTOpbIE ClieayeT 00-
XOAHTb. B oTAeNbHBIX CliyuasX NPUXOAUTCA 3aCY4HTh PyKaBa M CaMOMYy aAMMHMU-
crparopy. CoGeTBeHHO, 3TUM Mbl M OyaeM 3aHUMaTLCA NPH PACCMOTPEHUH MHOTUX
U3 NPUBE/ICHHBIX B KHUI'E€ NPUMEPOB.

Jnsa Gonbmuersa nonpzosareneit IMK 8 CLUIA (4 mHOrux apyrux crpasax) Bo-
npoca: "Kakoit auerpubyrus ucnons3osaTh, oQUUMATLHO MPUOOPETEHHbIH WK
yKpajeHHbIH?",— He cyliecTByeT. 3aKOH 3THX CTpaH OXpaHseT rnpasa aBTOPOB W
npousBoHTeNed nporpaMMmHoro obecrneuenus. ITo pasHbIM MpHUMHAM B Haluei
CTpaHe HeT c¢Tpororo cobI0[eHUs aBTOPCKMX MpaB Ha nporpammuoe obecneve-
HHE. I[ax(e ecnu ceivac Bbl — abCOMIOTHO NeranbHbIi MOML30BATENb BCEX npo-
rpaMMHBIX NMPOAYKTOB, BRKJIKOYAs H OC. YCTAHOBJIEHHYIO Ha BallleM KOMMbIOTEPE,
Or/IAHHTECH B CBOE MNpOLUNIOE: HEYIKE/IHM Bbl HH pasy HE NMPHMEHAIH NporpamMmm,
npuobpeTeHHbIX Ha "nupaTckuX” AMCKax, a MOXeT ObiTh ¥ "B3NOMaHHBIX" caMo-
crosTenbHo? He roBops 0 MOpalibHbIX W IOPUAMYECKUX ACMeKTaX HeseralibHoro
MCIONb30BaHHA NPOrpamMM, ClielyeT ynoMaHyTsb o npobiemax TexHuyeckux, Tak,
HanprUMep, HEKOTOPbIE NMPOrpaMMbl MPH 3aMycKe MPOBEPAIOT Hannuuue paboraio-
wux konuii B cetw. Ecin obHapy:keHa KONUs C TeM JKe PerdcTpalMOHHBIM KJlo-
YoM, TO nporpamma coobuiaer o6 3ToM u He 3anyckaercs. Kpome Toro, cyuiect-
BYKOT CEPBHCHI, AOCTYMHbIE JIETAJIbHLIM MMOJbL30BATEIIAM NporpaMMm H OC. Dro u
TeXHW4eckas moaaepxkka, u GecrinaTHoe nonyueHwe HOBbIX Bepcuil (He Bceraa),
JOCTYNHOCTh HEKOTOphIX yenayr M jaake Oecrmatheix nporpamm. Ha caiire
Microsoft, Hanpumep, MOXHO HaiTH NporpaMmbl, i GecrnaTHOro nojay4yeHus
KOTOPBIX N0CTATOYHO BBECTH peruc*rpaunom—tmﬁ K04 Baluei OneanHOHHOﬁ CHC-
tembl. Hanpumep, no ccbuike http:/www.microsoft.com/windowsxp/using
/digitalphotography/photostory/default.mspx MOKHO 3arpy3uTh TOJE3HYIO A
co3aanua (ortonpeseHTaunii nporpammy. C €€ nomoubiO Bbl CMOJKETE MOArOTO-
BUTB oﬁyqaromne MaTtepHailbl 114 MOJIb30BATENEH U MOMECTHTh UX Ha BHYTPEHHEM
caliTe cBOEil ceTH.

HHorzia BO3MOXKHO NpUMeHeHHe YCI0BHO GecriaTHBIX BEpPCHii Nporpamm, orpaHu-
yeHHEe BpeMeHH Ha GecriaTHOe NMpUMEeHEHHe KOTOPBIX MOXKET COCTaBATh OT 15
1o 45 aHei, vero oBbIMHO JIOCTATOYHO JUIA BBIMOIHEHUA BechMa cepbe3Hoil pabo-

! Original Equipment Manufacturer. — Ped.



40 lnasa 1

Thl, @ TakoKe U OUEHKH HeoOxoaumoctu ux npuobperenus. Hekoropsie npo-
rpaMMbl GecrnyaTHbl TS OT/IENTbHBIX KaTeropui noas3osareneit. Hanpumep, daii-
nosblit menemkep FAR Gecnnaten ans siureneit 6uisiuero CHI

Bo Bcskom cityuae, NpUMEHEHHE JTHLEH3HOHHBIX MPOrPAMMHBIX NMPOAYKTOB M30a-
BHT BAaC OT MHOTMX npoGieM, a MHOrAa M NOMOJKET "MOoJorHaTh" NMporpammy rnoj
cou TpebGopanua, Ha cobeTBenHOM onbiTe 2 yOeanncs, 4To MHOrHe IPOU3BOJITE-
/I NporpaMMHOro obecrieueHus 4Pe3BbIYAIHO BHAMATEILHO OTHOCATCA K CBOWM
NeranbHbIM nonb3osaresaM. Ecnn nporpamma wian yTHIINTa npejHasHaveHa A
BBIMOJIHEHMS HY)KHBIX, HO HEMHOTOMHC/IEHHBIX 3a/1a4, a Bbl, KaK JierajibHbli Mofb-
30BaTe/lb, BHOCHTE KOHCTPYKTHBHBIE MPEMIOKEHUS MO YAYHLIEHHIO (YHKUHO-
HaJTLHOCTH MPOrpaMMsbl, — pa3paboTyuky 00A3aTeNbHO MPUMYT BaliK NpeAnokKe-
Hus. [pu sTom Bbl Gysiere oMM U3 NEPBLIX nonb3oBaTeneil 06HOBIEHHOI Mo Ba-
LIeMy NMpeUIoKeHHIO H HYKHOW BaM MporpamMmmbi.

[TosToMy, npucTynas K MCMONBL3OBAHMIO HOBOH MPOrpaMMbl, BHUMATEIBHO O3Ha-
KOMbTECH C JIMUEH3HOHHbBIM COrflallieHHEM,

PeanbHas ceTtb

IMepen Tem Kak NMPUCTYNHTH K PaCCMOTPEHHIO MPUMEPOB aIMUHUCTPHPOBAHHS Ce-
TH, laBaliTe NO3HAKOMHMCSH C CaMOM CeThbIO, HA OCHOBE KOTOPO# cobupanuch npu-
Mephl.

B navane rnassl Bbl yike Buaenu pororpaguu ¢ pparMeHTamMu cepBepHoOi KOMHa-
Tol. Jlymaio, 4To Her cmbicaa nokasbiBatk hoTorpadun pabouux MecT, MOCKOIbKY
KOMIBIOTEP — BO BCEX CydasX KOMMLIOTep, kakoi Obl Mogenu o Hu Obul, a Ha
KaKoM CTOjIe OH CTOMT, Mano Koro uxrepecyer. [lpyroe seno cTpykrypa ceru.
Cerb co3nasanach He cpa3sy, KOe-uTO B Hell caenano He COBCeM 110 NpaBUiiaM, YTo
G110 BIZBAHO OOCTOATENLCTBAMH €€ paciumupenus. BriosHe BO3MOKHO, 4TO H Y
BAC MOTYT CJIOKMTHCA CHTYaLMH, HE NO3BOJAIOUIHE CTPOrO cOOMIOCTH BCE HOPMBI
npyu opranusaunn pabounx mect B cet. Ha npumepe 9T0i ceTH BLI CMOMKETE YBH-
JIETh, KAKHE PELICHHUA BO3MOJKHbI, @ KAKHE — HeT.

Pacnonoxue pucyHku ¢gparmenTos ceTu (M. puc. 1.14—1.16) B nopsake Bo3pac-
TaHHA HyMEpaLWH, Bbl MOJAYUHTE NPEACTaRICHHE O CTPYKTYpe Beeit ceT. C uenbio
YMEHBIIICHUA Pa3MEPOB PUCYHKOB, Ha HUX H300pakeHbl TOJILKO OCHOBHbIE KOMIIO-
HeHTbl ceTH. HekoTopbie noapoGHOCTH KOHCTPYKTHMBHOIO MCMOJHEHHS, a TakkKe
3HAYMTENbHAA 4acTh paboynx CTaHiMK He nokasanbl. TeM He MeHee Ha pHUCYHKax
JOCTATOYHO MH(OPMALMK NS pacCMOTPEHHs YCTPOHCTBA KOHKpeTHOW paboraro-
e ceT.

Cnenyer oOpaTuTh BHUMaHWE Ha TO, YTO BCE YHACTKH CeTH, TpeOylolHe HaleK-
HOro ()YHKUHOHHPOBAHHS HE3aBMCHMO OT KonebaHMi HanpsKeHus B CETH MHTa-
HHS WIH KPaTKOBPEMEHHBLIX NepepbiBOB B djekTpocHabmenuu, cHabkenst MBI
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B cepeeproit (puc. 1.14) k ucTounnky GecrniepeGoHHOrO MUTAHUA NOAKIIOHNEHDI
abcomoTHO Bee ycrpoiicTsa. Ha npyrux yuactkax GecnepeGoiHbIM MUTaHHeM
obecneyedbl koMMyTaTopsl M pabo4ue CTaHLHUMW, BBINOJHSIOUIME Haubosee Bax-
Hble pyHKUHM, B uaeansHom BapuaHTte, KOHE4HO, criegosanio Obl obecneuunts Gec-
nepeGoiHLIM MUTAHHEM BCe YCTPOHCTBA B CETH, HO MPHXOINTCH BLIGHpATL ONTH-
MaJIbHYIO MPOMOPUMIO MEKIY 3aTparaMu W nortepsmu. Paccmatpusas Heob6xojiu-
mocTh ycraHoBkd MBII, cnepyer yuutbiBath yuiep6, KOTOpbIH MOKET HaHECTH
HEOXHIAHHOE BBIKJIIOYEHHE TOrO WIH HHOrO KoMmMbiotepa. KoHkpeTHoe HazHaue-
Hue pabouMX CTaHLMI HAa pUCYHKAX He YKa3aHO, M Bbl CAMH CMOXKETE OUEHUTH He-
obxoaumocTs Hanuuns MBI va yuacrkax csoeii cetu,

HasaiiTe nposezieM 0630pHYIO IKCKYPCHIO 110 CETH, MOKa3aHHOH Ha PHCYHKaX.

B Bepxue#i wactn puc. 1.14 npencrasnena cepsepHas. Ha pucyHke oTcyTcTBYET
pabouee MECTO aIMHHMCTPATOpa, MOCKOJILKY IS ero MNOAKIIOYEeHHS HET KaKMX-
nn6o ocobbix yenosui, ocobento ecnn 310 HOyTOYK. Ho 3TOT KOMIBIOTEP MOXKHO
OTHECTH K OObLIYHBLIM pabouum CTaHUMAM, HMEKOLINM BbIX0A B MHTepHeT (1ymaio,
Bbl He JiHLIKTE ceba Takoi npueuierun). [nasHbii cepBep ceT — 5TO cepeep Moa
ynpapnenvem Windows 2000 Server (ua puc. |.14 — Cepsep 2000). K cetn oH
MOJAKIIOYEH C NMOMOLLBIO eIWHCTBEHHOroO ceTeBoro ajantepa. Bropo# cepsep noja
ynpasrervem OC Windows Server 2003 (Cepsep 2003) umeer aBa ceTeBbiX aaarn-
Tepa, OJAMH M3 KOTOPBIX MOAKMIOYMEH K ceTH, a aApyroit — k ADSL-mouemy
(Asymmetric Digital Subscriber Line, acummerpuvunas uudposas aboueHTcKas
THHKA), JAIOIIEMY BO3MOKHOCTE TIOJIL30OBATEAM CETH NoaKIo4aTses K MuTepre-
Ty. IP-anpeca cepsepoB BbiOpaHbl M3 S-ananaszona (cm. Tabn. 1.1). O6a cepsepa
HCIONIL3YIOT OJIMH MOHHTOP, OJIHY KJIABHATYPY W OJIHY Mbllilb, KOTOPbIE MOAKIIIO-
YeHbl K CepBepaM Hepe3 KOMMYTATop. DTO No3BOJNSET CIKOHOMHTb He TOJNbKO Ha
npruoOpeTeHUH MOHHMTOPA, HO M MECTO B cepBepHoii. K cepsepHoil npuxoasr nse
TenedoHHbIX TUHUKA. OpHa obkivHaA, K KoTopoii noakmoued moaem ADSL, a apy-
ras BblAE/IEHHaA, — MO Hei OCYLIECTB/IEHA CBA3b ¢ JAPYroH NOKaILHOH ceThio, JT1a
cea3b obecrieunBaeTes OOLIYHBIM AHANOrOBLIM MOJEMOM, KOTOPbIH MOAKIIIOUEH K
MapiipyTH3aTopy, COEJIMHEHHOMY, B CBOIO OYepe/ib, ¢ CEThIO Yepe3 KOMMYTaTop
(KommyTatop 1). K Tomy ke KOMMyTaTopy NMOAKIIOYEHB! U cepBepbl. s yBeau-
YeHHs YMCJIa TOHEK MoAKUToueHns kabenbHbIX JIMHHI TPUMEHeH BTOpPOH KOMMYyTa-
Top. Heo6XxoauMOCTh ero npuMeHeHHs 00yCI0BIeHA TOMBKO KOJHYECTBOM BBIXO-
asMx M3 cepsepHoii kabGeneit. BoamoxkHo, uto BaM pocraTouHo Gyaer ofiHOro
KOMMYTATOpa, a B peaibHO#H CeTH, Ha OCHOBE KOTOPOM JIenasica 3TOT PUCYHOK, CTO-
At Tpu. OT KoMMyTaTOpPOB Kabe/nH pacXoAaaTcs Mo 3TayKaM 31aHHA, a TaKKe B JApy-
rHe CTPOGHHS, YJAleHHbIe Ha 3HAYMTENILHOE paccTosiHue OT cepsephod. Ha
puc. 1.15 oama w3 nuHui noanucaHa kak Jdaunnas aamnsi. D10 kabens, uMelo-
uuii npotsxenHocTs Gonee 100 M. Ha puc. 1.16 MoxkHO yBHAETH, 4TO OH NPUXO-
auT K 06bIYHOMY Xaly, KOTOpbIi BLINOAHAET (hYHKUMIO YCHIIUTENs, a fanee kabenb
MpeooeBaeT elle CTO MeTPOB, H CHOBA YCTaHOBJIEH Xab, K KOTOpoMy NoAKJIoYe-
Hbl HECKOJILKO KOMIbloTEpoB. [lepen Bropeim xabom ecth KabenbHas neris. Oto
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HEKOTOpPbIH 3anac Kabensi, KOTOPbLIH MO3BOMSET 1M0A00paTh €ro AMUHY UIA A0CTH-
JKEHHS HaWIy4dllero Kauecrsa cBa3H. Eciu npu nepeom BKIIOYEHHH KOMMNBIOTEpa
nabnonaoTest npobiembl CO BXOJOM B CeTh, Kabesib MOZKHO NOCTENEeHHO YKopaum-
BaTh (MPUMEPHO MO NATLAECAT CAHTUMETPOB 3a OJIMH pa3), NPoBepss KK/ pa3
ces3b. Ckopee Beero, otpesaB He Gonee 2,5 M, Bbl 100beTECH HOPMATBLHOTO (PyHK-
UHOHUPOBAHHA KOMMbIOTEpa. BaxHo To/bKO, YToObl HA MYTH NPOKIAAKH TAKOro
JUIMHHOTO Kabesist He BCTPeuannuch JIMHWK BBICOKOTO HANPAXKEHUs, HABOAKH OT KO-
TOPBIX HE M03BOJAT paboTarh Ha Takoil inHuK. B GonbluvHCTBE NomMelleHuii certe-
BOH kabenb ynoxkeH B kopob ¢ poserkamu. [Ipu HegocTaTke TOUEK MOAKINOUEHUS
Ha JPYrux STa)kax MOryT YCTAHABIMBATLCS JONOMHHTEIbLHBIE KOMMYTATOpPbI
(KommyTtaTtop 3 Ha puc. 1.15), koTopbie NO3BOJAT BKIIOYMTE B HUX €LILE HECKO/Ib-
KO TUHMI Ha 3Take. Eciu npuMeHstoTes IPUHTEpPLI C TIPHHT-CEPREPOM, OHHU MOJ1-
KJIHOYAlOTCA Kak oObluHBIE KOMITbIOTEpPL! (Ha pucyHkax noanucansi — Ipunrep).
Hpyrux ocobeHHOCTEH, KpOME HATHUMA JJTHHHOHN JTUHEHK, Y 9TOH ceTH net. MoxkHo
ofpaTuTh BHUMaHHE Ha TO, YTO HA3HAYCHUE paboyel CTAHLMK HUKAK HE BIMSICT HaA
ee crnoco® moaKmoyenuns K nokaneHoit cetn. [Toatomy, paccmatpusas aanee pabo-
TY B Ce€TH, Mbl He OyjieM BO3BpallaThCs K €€ YCTPOHCTBY, criocobaM MpoKIaiKu
kabens u noakmoveHnus paboumnx craHumid. Bakro, 4to6bl Bee paboTsl GbiliH Bbi-
MOJTHEHb! KAYECTBEHHO, YTO ODECHEeUHT HAAEKHOCTEL BCeX COeAMHEHHHM M OTCYTCT-
BHE 1MpobJieM, CBA3BAHHBIX C MJIOXHMH KoHTakTamMu. He menee pakno, urobsl npa-
BHIbHO ObUtn BeIOpanbl MecTa npoxnaaku kabens. He BaaBasch B TEXHUUECKHE M
TeOpeTHYECKHE NMOAPOOHOCTH, paccKaky O TOM, KAk MPOK/IAAbIBANACh AJMHHASA
JIMHUA B Haweili ceTH. BoamMoxkHO, 4TO 3TOT pacckas Gyser nonesHuiM npuMepom
JUTS OLIEHKH BO3MOMKHOCTEH paciuMpeHns ceTH.

Anunnas nuHng

Hawa ceTtk pocna He cpasy. [locne nepsbix MOAEPHU3ALMA, CBA3AHHLIX C NoABne-
Huem OC Windows 95, ato Bbin NpocTo KOMNLIOTEPHLIA KNace, B KOTOPOM CTOSNW
Heckonbko KomnbloTepoe Vectra. Kaxabliid AeHb KOMNbIOTEPU3WpOBaHHbIe paboune
MecTa BCTpevani v NpoBOoXanu CBOUX ONepaTopoB, KOTOpbie UMENW [Ae-TO B APYrMx
kabuHeTax ceBon paboyune cronel, 3aBaneHHele Bymaramw, 3acTaBneHHbIe NUCbMEH-
HbIMIU NpUBopaMK, a OKONO CTONOB — KOP3uHbI ANA bymar. Ciofa Xe oHU NpUxoannu

BKYCUTb HECKONbKO MUHYT "Ge3bymaHoit" TexHonoruw, kotopas no3sonsna, sanon-
HUB HECKONbKO 3NeKTPOHHLIX hopm 1 BeIBpaB CBOM "3aBETHLIA" NYHKT MEHI0, ele
HECKONMbKO MWHYT 33BOPOXEHHO CMOTPEThb, Kak MaTPUYHbIA NPUHTEP, NOBU3rMBas,
NOKPAKMBAA W NOCTYKMBARA, aKKYpPaTHO CKNajblBaeT rapMoLLKy W3 HECKONbLKUX MeTpos
BYMaKHOW NEHTLI, 3aN0NHEHHON Lindpamu, chaMunuamu u oTABINBHLIMI 3Hakamu, U3
KOTOpbIX CKNaabiBanuck orpoMHble Tabnuubl. C aTumu Tabnuuamu, damunuamm n
unbpamu onepaTopbl YXOAUNKW U3 KOMNBIOTEPHOTO KNacca, Npespauiasnch B 06bIKHO-
BEHHbIX KOHTOPCKMX paBOTHWKOB, NEpPEenuchLIBaBlUMX C ANMUHHON BYMaxHOR NeHTbl
thamunnm 1 UM pbl B TONCTLIE XyPHANLI UNKM OTYETHI, KOTOPLIE CNeaoBano npeacra-

BWTH K OMpeaeneHHoMy CpoKy pyKOBOACTBY.

Ho Tak npogomkanock Heaonro. MNpuUwno spems, Koraa KOHTopckue paboTHUKK no-
TpeboBanu yCTaHOBWUTL KOMNLIOTEPL! Vectra Ha ux NUcbMeHHbIe cTonkl. [ins aToro
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notpeGoBanock TAHYTL Yepes Kopupopbl W aTaxu K ux kabuHeram kabenu. Yepes
HecKonbKO HeAenb B KNAcce OcTanock TPW KOMNbIOTEPA, KOTOPbLIE He CnoXHo Bsino
Bbl nepeMecTTe B KabuHeTsl KOHTOpPCKNX paboTHukos, HO aTux paboTHukoe Bbino
Gonee pecsATka, U PELNTL, KOMY e U3 HUX Gonblue Hy)KeH komnbioTep Vectra Ha
paBouem cTone, He nNpeacTaBnNANoOCL BOIMOXHBLIM. Mpuwnock npuobpeTaTs HOBLIE
komnbioTepsl. C aTOro MOMEHTa ceTk Hadana paspacTaThCs CO CKOPOCThK Bblaene-
HWA PUHAHCOBbLIX CPEACTB Ha passuTHe WH(OPMAaLMOHHBIX TexHonorui. Mossunuck
3aRBKW OT KOHTOpPCKMX PaBGoTHWKOB, NOCTORHHOE mecTo paboTbl KOTOPLIX HaxoAu-
nock B coceaHem sgaHuun. Nponan paamepeHHbIM Warom OT Cepeepa A0 0AHOro U3
Takux paGounx MecT, Mbl 0BHapYXWUNK, YTO PasMepPeHHbIX LLAroe Nony4unochk oKono
ABYXCOT.

MpumMeHss HaBbIKK, NONYYEHHbIE, BEPOATHO, Ha cBopax ckanonasos, HalW 3NeKTpu-
ki noBonbHO GbicTpo AOTAHYNM kabenb A0 coceaHero saavus. MpukpenneHHas K
NPOBOMIOKE, HATAHYTOW MEXAY 3AaHUAMK, W NOMELLEHHaA B ro)pupoBaHHLIA pyKas,
BO3AYLHARA YacTb NMHUW BbIMMALENa NPeKpPacHo U He Bbi3blIBana COMHEHWIA B CBOEH
paborocnocobHocTn. Ho Beino npoRaeHo NULL NATHaAUaTb-ABaALaTL METPOB....

Ocraeanock npoit ewe Gonee cra NATWAECATH MeTpoB. MNoHATHO Bbino, YTO Ka-
Benb Takon AnNWHLI He cMoXeT obecneynTe HopManksHyl CBR3bL paBoyux cTaHuui
cepeepom. [poiigs no npeanonaraemoid Tpacce kabens, Mbl BeiBpanu mecta ans
ycTaHoBKW AByx xaboe. 3aaHve, noj NoTONKOM KOTOPOro HameveHo Bbino npono-
*uTb kabenb, ObINO ONYTAHO MHOXECTBOM NPOBOAOB pazHOOBpa3HOro HaaHa4YeHus,
HecmoTpsa Ha TO, YTO SNEKTPUKKM CTapaTenkHo NbiTanuck 0BoNTH BCE yyacTKU, Ha Ko-
TOpbIX ceTeBoi kabenks Mor Bl NpoTH PAAOM C CUNOBOW NPOBOAKON, OKasancs Bce-
ro 0AWH TaKoW KOPOTKWA OTPE30K TPacChl, FAe pacnonoxuTe kabenu Ha 4OCTATOMHOM
paccTosHWKM Apyr oT Apyra He yaanoce. MNoakntouns xabbl U pabodylo cTaHUU, Mbl
MoNbLITANUCL 3aperucTpMpoBaTLCs B CeTW. BbiNo caenaHo HecKonbKO MOMbITOK, He-
CKONbKO pa3s NepenpoBepeHbl HACTPOMKKM KOMNbIOTEpa, HO BXOA B CETh He yadancs.
MelTanck NOHATE NPUHMKUHBI HEYAEYW, Mbl PELUUMY NPOBECTM UHCTPYMEHTanbHbIA KOH-
TpPONnk kayecTtea curHana. Hactoswux TeCTepoB ANs KOHTPOMSA kayecTsa CeTeBow
CBA3KM Y Hac He Beino. EauHcTBEHHOE, YTO BbINC B HaLLEM Pacnops)eHun, — 370
KoMmaHpa ping, uHAWKaTopsl Ha xabax n ocuunnorpad), OCTABLLUWIACA C Tex nop, Koraa
KOMMbIOTEPLI eLle MoXKHO Bbino pemoHTUpOBaTL cBOUMKM cunamu, Komawaa ping aa-
Bana BeCbMa HecTabunbHblA pesynbTaT, MHAUKATOP KONNM3UIA Ha NPOMEXYTOYHOM
xabe ropen noyT! NOCTOAHHO, @ Nocre NOAKMNKYeHWs ocuunnorpada k seixoay xaba
Ha akpaHe BbiNu CNNoLUHbIE HABOAKK OT NUTAIOLLEN CeTH, YKpalleHHbIe NOMexamu ot
namn gHeBHOro ceeTa u npovero obopynosaHvusa, paboTtalowero B 3ganuu. MNpurosop
NponoXeHHon nuHuy Bein BbiHeceH. Kabenb Gbin CHAT W NEPENOXEH NO HapPYXHOM
cTeHe 3aaHuA. Ha aTo noTpebosanocs elle asa aHs.

Mocne okoHyaHws paboT no npoknagke kabens Mbl NPOAOIKMNM TECTUPOBaHWE.
MNpoeepka cBA3W Ha npomexyTo4HoMm xabe pana npekpacHbli pesynetat, OT cepse-
pa po artoro xaba Gbino okono cra AecsaTv MeTPOB. BTopoi y4acTok Bbin He HamHoro
kopoue. MNepaan nonsiTka BXOAA B CETh OKalanack HeyaauHon. H He NOMHIo, OTKyAa
A B3AN TOrAa ATy UHMOPMAaUMIO, HO YXKe W NO ONbITYy 3Han, YTo B ANWHHOM kabene
€CTb Pe30HaHCHbIE ABMEHWUA, N Ka4eCTBO CBA3W MOXET 3aBWCeThb OT KPaTHOCTHU ANnu-
Hbl Kabens HekoTopon BenuuuHe. Kabenb ellje He Obin OKOHYATENBHO 3aKpPenneH
okorio BToporo xaba, u ero KoHel wWmen Heckonbko Bonbluylo, Yem Heobxogumo,
aAnuHy. Ykopaduean kabenb no NATLAECAT CaHTMUMETPOB 3a OAWH pa3s W NpoBepssa
peaynbLTar, Ha TPeTUi pa3s Mbl 40BUNUCH ABHOTO yIyYLWEHUA CBA3N,
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dononHuTensHo nepekniouus NOPT KOMMYyTaTopa B CEPBEPHOW HA CKOPOCTb
10 MBur/c, mel nonyuunu abconTHo cTabunsHylo cBass. Bonee Toro, OT BTOPOro
xaba nosgHee Gbin nponoxeH eule oauH kaBens ANUHOM OKONO LWECTUAECATU MET-
poB. KomnbioTep, NOAKNKOYEHHBLIA K CAMOMY yaaneHHOMy y4acTky ceTuw, cpasy sape-
rMCTPUPOBANCH B CETH.

Tenepb Hawa ceTb paapocnack. OpraHn3oBaHbl NUHWKM cBsian, paBoTalowme Ha oc-
HOBE CamblX COBPEMEHHbIX TEXHONOIMIA, BKIMIOYAS ONTOBONOKOHHYI. Ho 3Ta AnuHHan
nunua obien npoTsxeHHocTelo Gonee aByxcoT meTpos paBotaer go cux nop. Ko-
HEMHO, BCN CneaoBaTh BEAHUAM BpeMeHuW, ee cneposano Gkl sameHuTs Ha Gonee
CoBpeMEHHOe onNToBRONOKHO. Ho nonpobByiiTe cpagHWUTS LiHY ABYXCOT METPOB BUTON
napbl v ABYX xaboB C LUeHOoN onTu4eckoro kabens, AByX ONTUHECKMX TPaHCUBEPOB, W
ueHy paboTekl No MoHTaxy obopyaoBaHus. [la U ycTpausaeT noka Bcex aTa ArfvHHanA
NNHWUA,

A koHTOpckue paGoTHWKM Tenepb cTanu HacTosWwMuMKU nonbaosatensmu MK, TexHo-
norua ux pabotel npubnuxaeTca k gencrsurensHo BeabymaxHon. OHu macTepcku
ONEepupyIoT C CETEBLIMW PECYPCAMIN N HE UMEIOT HUKAKoro NpeAcTaBreHnsa O ToM, no
KaKMM NYTAM UX KOMNbIOTEPb! A406KUpaloTCA A0 3TUX pecypcos. Ho UM aTo W He UHTe-
PECHO...

Haunuxas paborty no rnoAroTtoBke cpejcTB aAMHHHCTPHPOBAHHA JOKaNbHOH ceTH,
Cle/lyeT OTMETHTh Uil cebs OCOBEHHOCTH, KOTOPLIMA MOXKHO OXapakTepU30BaTh
cepBep CeTH, W OT/IHuMA cepBepa OoT paboueil CTaHUMH, KOTOpPhie HAKNAIBIBAIOT
HEKOTOpbIe OrpaHHueHus Ha cBo0OAY HALIMX AeHCTBHH npu paboTe ¢ ITUMU KOM-
netorepamu. Crieunduveckue 3agauu ceppepa TpebylOT OT HEro MPaKTHYECKH He-
npepbIBHO#M paboTel. ITO 3HAUMUT, UTO MNepe3arpy3ku U BLIKJIIOYEHHS CepBepa valle
BCEro HeAonyCcTUMbI, TeM He MeHee W3pelKa Takue Npoleayphbl TpedyloTes B npo-
uecce paborbl agMuHUcTpaTopa ceTh. Caeayer ONpeaenuTh HEKOTOphble HeGob-
lLIHe HHTEPBAJIbl BPEMEHH, B TeUeHHEe KOTOPBIX NepepbiBbl B paboTe ceTH HaHecyT
HauMenbLuii yuepd pabore nonp3osareneif, U NPUYPOUUBATL K HUM Tiepesarpys-
Ky Wiy BeiknoueHue cepsepa. Eciiv nons3osareny ceTh B 3T0 Bpems MoryT pabo-
TaTh B CETH, TO OHKM [O/IXKHbI 3HATB, YTO 3TO NIEPHOJL PHCKA NOTEPATH HE COXpaHeH-
Hbie JlaHHbIE WM HEBO3MOXKHOCTH WCMONBL3OBATh HEKOTOPHIE CETEBLIE CEPBUCHI.
Ho nepuo/ibl 9TH A0O/KHBI OBITH MAKCHMANBHO cokpatenbl. Eciu Bata cetsh pabo-
TAeT B OPraHU3auMK, TO JIyylle BCero Takue "HenonyiaspHbie Mepbl” npeanpuHu-
MaTh B BBIXOJHbIE AHHM. TeM He MeHee, AaKe B OTBEIEHHOE A HTHUX Npouesyp
BpeMs, HEOOX0AMMO MPOBEPHTL HAJIMYME B CETH MOJIb30BATENEH H ONOBECTHTHL MX
o0 npeanoaaraeMom nepepsige B pabote cepsepa. Ecau B Bamem pacnops:KeHHu He
OMH CepBep, TO MOXKHO TIOBBICHTL GE30TKA3HOCTb CETH, HACTpouB AybaupoBaHue
HeKOTOpbIX (PyHKUMIT OCHOBHOrO cepeepa. Hanpumep, coBceM HE C0KHO Ha BTO-
pom cepeepe ycTanoBHTh ciaykby DNS, ckonuposas 30HbI MPOCMOTPA ¢ OCHOBHO-
ro cepeepa W HaCTPOMB CHHXPOHHM3aLMIO ¢ HUM. [IpH 3ToM pabouune cTaHUMK MOb-
3oBaTeneil A0MKHBI UMETh BO3MOMKHOCTE 00paTHTBCA K ATOMY CepBepy Npu Heob-
XOAUMOCTH, T. €. OH J0Ji2KeH ObITh YKa3aH B HUX KaK ajlbTepHATHBHbIN.
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Cxoneko-HHOYAb 3HAYMUTENBHLIH ONLIT PaboTel ¢ MOOBIM KOMNBIOTEPOM OOLIMHO
NpUBOANT K YOeKAeHuto, uto cneayet Gonee WM MEHEE PeryispHO COXPaHATb
pe3epBHble KOMUM AaHHbIX. lna paboueit cTaHUMK 9TO Yaule BCEro BhIMOJHACTCA
MPaBUAbHO, — JIAHHbLIE APXUBUPYIOTCA Ha BHEWHHIA HOCHTENb (JIMCKETa MITH JIMCK
CDRW). Koraa neno aoxoaut 0 paboTsl ¢ cepBepoM, TO HEpeaKo ero Hauex-
HOCTb "rMIHOTH3MPYeT" aAMUHMCTpaTOopa. APXHUB JaHHLIX CO3JAETCS Ha CaMOM
cepeepe, Ja elle Ha CUCTeMHOM ancke. HecMOTps Ha 04€Hb BBICOKYIO HAEKHOCTD
cepBepa, BEPOATHOCTb OTKa3a BCerja CYLIECTBYET, JaKe €C/IM peasbHO B Balueii
MPaKkTHKE OTKa3a C MOTepeH AaHHBIX HE MPOHCX0/IU10, BBITH rOTOBBIM K Takoii cH-
TYaUHHu CNENYET NOCTOAHHO.

ABapusa

BbiN yXe no3aHniA Bevep, KorAa MHe MO3BOHUN aAMWHWUCTPATOP OAHOW W3 ceTedn,
¢ paboTon koTopol s Bbin xopowo 3HakoM. Oka3anock, YTO YXKe C CepeuHbl AHA
" nonb3oBaTenii ero CeTtM He MOrMM B Hell 3aperucTpMpoBaThbCH, CEpPBEp OTKasancs
pabotaTe. Mbl nepessaHMBanuch Ha NMPOTAMKEHWW HECKOMNbKWUX Yacoe, A0 Tex nop,
noka pabota ceTn He BoccTaHoBWNAaCh. KOMNLIOTEP, MCNONHAOWMWA ponk cepeepa,
pabotan HopmansHo, HO cuctema Windows 2000 Server 6e3 Buaumebix Ha TOT MO-
MEHT NPUYKH NepecTana sarpyxatbca. AAMUHUCTPaTOp TEpANcs B aoraakax. Mo ero
crosam, B Npouecce 3arpysku cucrema coofulana o paspyweduw katanora Active
Directory. MNonbiTka BOCCTAHOBWTL KaTanor, NpeanoXeHHasi camMoi CUCTEMOW, K yC-
nexy He npusena. Apxuea cucTembl UNn apxueHoro obpasa Avcka He cosgasan...

[Owck atoro cepeepa Bbin pasbuT Ha Tpu pasgena, Ha OAHOM W3 KOTopkix Bbina ycra-
HoBneHa cuctema. 3a nongxs Gopbbkl ¢ NPoBRemoi He YAANOCh HaWTH ee peule-
HWA. Bce Wno K ToMy, 4ToBbl YCTaHOBUTL CMCTEMY 3aHOBO. YXE MoafHO BEYepom
6bina caenaqa nonsITka yCTaHoBUTL BTOPYIO cucTemy Ha ceoBoaHbIi pasaen, YyTobsi
NoNLITATLCA YBUAETL Npobriemy B cUCTEME CEpBepa..,

Mepsoe, 4To Bbino OGHApYXKeHO NPY OCMOTPE M3 BTOPOW CUCTEMbI, — Ha AWUcKe nos-
HOCTbIO OTCyTCTBOBaNo cBoboAHoe mecTo!

ApPXVBLI AaHHLIX, KaK BbIRCHWMOCL, CO3AaBanvWCh HAa CUCTEMHOM pasfene, u OHW
"cvenu" Bce ceoboaHoe mecto. pu 3TOM BOCCTaHOBNEHWE CUCTEMHBIX Bas gaHHbIX,
Takux kak karanor Active Directory, okasanocbk HEBO3MOXHLIM, HECMOTPS Ha MoMkIT-
K1 CUCTEMBI BBINONHUTE 3Ty NPOLEaypy.

[Mpuwinock 3aHOBO BHOCWTL Y4ETHLIE 3anWck NoNb3oBaTenen u onpeaensTe UX npa-
Ba. Ho yTpom BbiSCHUNOCK, YTO He paBoTaloT DNS-cepeep n DHCP-cepeep! TouHee,

OHM paboTaloT HEMPaBUmbLHO, @ NoNb3oBaTENsAM CETH, TEM BpemeHem, Tpebosanock
CPOYHO 3aKOHYMTE HavaTylo pabory.

B koHue koHUOB, K 06eny cneaylollero AHA yaanock 3actaeuTe paboune cTaHuun
NOAKNIOYMTLCR K cepeepy. MoapobHOCTH BCEX NPoBEAEHHBIX MAaHUNYNALWA onucel-
Batk He Byay, NMOCKOMLKY BCE OHW NMO3BOMMINA NULLL HA HEKOTOPOE BPEMA PeLlnTb
npobnemy ans saeeplueHus paboTel nons3osartenen.

Briepeau, Bce xe, Beina nonHas nepeycraHoeka cepeepa...

Bor Tak OTpa3uioCh Ha COCTOAHHUH CETH CO3IaHHE apXHBOB JIAHHBIX Ha CHCTEMHOM
JTHCKE MNPH OTCYTCTBHH KOHTPOJIA HA/l UX pasMEepomM.
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EpwHoBnacTue

"V cemu HaHek auts Oe3 rnasy". Dra crapuHHas 10roBOpKa ONPEAeseT H OCHOB-
HOE NMPaBWIO AJAMHHMCTPUPOBAHMS KOMITBIOTEPHOH ceT, YIpaBisTh CEThIO 10N-
KeH ouH aamunucTparop. Koweuno, MOryt ObiTh NOMOIHMKH, KOTOPLIM AaHbl
npasa Ha yTpaB/leHHE OT/ENbHBIMH 3a/1a4aMH 10 aAMHHHUCTPUPOBAHHIO CETH, HO
3a BCE HECET OTBETCTBEHHOCTh Aamuuuctparop. B cocrae nonszosarened Win-
dows 2000 Server, Hanpumep, 3apaHee BIUTIOYEHbI HECKOILKO Py MoJjb30BaTe-
Aed, HalleNleHHbIX ONpe/eeHHbIMH NpPaBaMH, W TONBKO OAMH AJIMHHUCTPATOp
MMEET HEOTPAHHYEHHBIE MPaBa /LIS YIIPaBJICHUS CEPBEPOM M CETbIO. AJIMHUHHCTpa-
TOp Bripase A00aBUTH 11060 YMCIIO MONL3OBATENEH ¢ MpaBamMKu aIMHHHCTPATOpa,
HO O0LIMHO ATOrO Jenarh He cieayet. [TociecTBUS KOMWIEKTHBHOIO aIMHHHCTPH-
poBaHus MOryT ObITh BeChbMa IIAYEBHBIMH, NOCKOALKY Aa)e MPH BLICOKOH KBaIH-
(uKaMKH MHOFOUHCICHHBLIX aIMHHUCTPATOPOR MX JIEHCTBHMS MOTYT ObITH He co-
rAacoBaHHbIMH M HPOTHBOPEHALLMMH OAHO JApyromy. A oMbk, OT KOTOPLIX HH-
KTO He 3aCTPaxoBaH, MOTYT MPHBECTH K HENONpaBUMbIM cuTyauusm. Ecim cers
pacTeT, H B JIOMEHE TMOABAAIOTCS HECKOIBLKO MOJACETeH, TO Y KaIKI0H NOJACETH 107~
JKeH MOABUTLCA CBOH aAMMHHCTPATOP. AJMHHHCTPATOP /JOMEHa COrIACOBBLIBAET
CBOM JIGHCTBHSI C aMHHHCTPATOPAMH OTHCNIbHBIX cnyk0 u cucrem. Jlo Tex nop,
MoOKa y BAC OJIMH IOMEH W 0JHa HeGOoNblIas CeTh, Bl JOJDKHEI ObITH €1HHCTBEH-
HBIM AJIMMHUCTPATOPOM Bauieit ceth. PaboTel 1o ofc/y/KHBaHHIO CETH M KOMITHIO-
TepoB 00BIMHO HOCAT Oojiee WM MeHee nepHoauueckuil xapakrep. TexHuueckoe
obciyskuBalHe cepBepa U KOMIILIOTEPOB CEeTH, apXWBUPOBAHWE BAXKHBIX NAHHBIX,
Tpebylomux Xpanenns, obcayxuBanue 6asbl Janubix (eciM npuMensercs), yaane-
Hue 1 JobaBneHne yueTHbLIX 3aricel noib3oBaTenei  KOMIBIOTEPOB CETH W apYy-
rue paboTsl 110 0OCTYKMBAHHIO CETH KeJIaTeNbHO MPoToKoMpoBars. [1pobnemsi,
HEOXKH/IAHHO BOZHHKIINE B KAKOH-TO MOMEHT B CETH, MOMKHO PELINTh ONEPATHBHO,
eciau ObICTPO Haiifilen MCTOUHMK MpoOieMbl, @ B 3TOM MOTYT MOMOYb 3anuck 060
BCEX HM3MEHEHHNX, NMPOBOAMMBIX B ceTH. Hanpumep, 3amena cereBoii kaprbl Ha
KJIMEHTCKOM KOMTIbIOTEPE MHOI/IA NPUBOAHT K HapyleHHIo paboTel 6a3bl JaHHBIX
MS Access. Ecin y Bac B XpOHOJIOTHHECKOM TOPSAKE PErHCTPHPYIOTCS M3MeHe-
HUs, NMPOM3OLUEIILIKHE B CETH, TO NpHYHHA npobieMbl MOkKeT ObITh BbISBIAEHA MpPH
aHanu3e ATUX 3anuceil. Bee M3amMeHeHHs, KOTOPLIE BHOCAT NOJIL30BATENH HA CBOMX
KOMTbIOTEpaX (€C/M WM 3TO paspelieHo), JA0LKHbI ObITh COrfiacoBaHbl C aJIMHHH-
CTPATOPOM.

Ynobxee Bcero BecTH 3armcy B CHELMAILHO OTBeIeHHOM skypHase. Ecin ects ab-
COJIKOTHasA YBEPEHHOCTL, UTO BCEra Gy,ae'r JAOCTYNEH KakoH-1160 KOMIIBIOTED s
YTeHHUA DJIEKTPOHHOIO JHEBHHKA, TO ﬁymamnblﬁ KYpHall MOXKHO W HE JEN1aTh. Ho
Kax bl pa3 nocne BHECEHHA 3armcei ClIeIYEeT COXPaHATH HE MEHEE JBYX KOMMi
JHEBHMKA Ha ChEMHBIX HOCHTEJIAX. fl)opma AHEBHHUKA MPH 3TOM J0JIZKHA ObIThL Ta-
KOH, YyTo0B npu He0OXOAMMOCTH MOJKHO Ob1s10 pacneuarars €ro 4actb HJIH BEChH
JAHEBHHK.
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[JHEBHUK agMUHUCT paTopa

@opma JHEeBHUKA MOXeT BbITh npon3sosibHoi. Ho nomkHbl GbITh npesycMoTpeHs
pazzensl no Buaam pabor, a Takoke crpaBoUuHbIi pasjiell ¢ OINHCAHUEM KITMEHTCKMX
pabounx cTaHUMH, annapaTHOroO U NPOrpaMMHOro obecrieveHms ceTH, CXemMoi ceT
¢ ykasaHuem ocobGenHocTel kabenbHOH CHCTEMBbl HA pa3nMUHBLIX yyacTKax. 3aTpa-
Thbl BDEMEHH HA BEJEHHE TAKOro JHEeBHHKA OnpasaaloT cebs Mnpu ycTpaHeHHH ceTe-
BbIX HEMOJNANOK, ocobeHHOo B C/lyvasx, Korja 3aHuMaThbCei 3THM [PUAETCA HOBOMY
aJMUHUCTPATOpPY. A CMEHa PYKOBOJCTBA CETH, KaKk W cMeHa Jiloboro aApyroro py-
KOBOJCTEA, BINOJIHE BO3MOMKHA.

JIHEBHHK MOKET COAEPKaTh CIGAYIOLIME Pasiebl.

1. PaBotsl no obenyxxusanuio cepsepa (nporpammuoe obecrnevuenne u annaparHas
MOAN(pHUKALIUS, U3MEHEHHUs paspeierii) (Tabn. 1.2).

Conepaut 3anucu 000 BeeX W3MEHEHUSX, MPOU3BOAHMBIX Ha cepeepe. B xpo-
HOJIOFHYECKOM TOps/IKe NOMELIEHb) CBEACHH 000 BCeM, YTO BAMH WK C Balue-
ro BejloMa Aenaioch Ha cepsepe.

2. Pabotbl no 06CayKHBAHHIO NPUMEHAEMOr0 NporpaMMHOro Komruiekca (Taba. 1.3).

Copep:kut 3anuck o6 ycTaHOBKE W MOAM(HKALMK NPHKIALHOIO NMPOrPaMMHOro
obecrnieueHus.

3. Paborbl no obcaymmusanuio cetn (kabenbHas cuerema M oBopynosanue)
(tabn. 1.4).

4. TlonbzopaTtenw (3akpenieHue nosb3osartesned 3a komnsiorepamu) (tabn. 1.5).

5. Kowmrnblotepsl cetd (KpaTkas XapakTepucTHKa W CBEAEeHWS O MoaM(UKamu)
(tabn. 1.6).

[TosaHee Mbl PACCMOTPUM BAPHAHT BEAEHUS ITOTO pasfiena, KOTopblii He JocTa-
BHT MHOTO XJIOTOT.

6. Cxema cetu (puc. 1.14—1.16).

PHC)(HOK, ﬂpHBBJIBHHbIﬁ ApH OTMTHCAHHH npumepﬂoﬁ ceTH, MokeT ObiTh OCHO-
BOH [U/18 COCTABIIEHHA CXEeMbl Balleit ceTy.

Tabnuya 1.2. Paborel rio o6cnyxuBaHuio cepeepa

Oata Bpems MpoBnemei Cpenaxo PeaynbTart
19.06.2003 | 12:53 He ucnoneayemeie Ynanes) %

Yy4YeTHbIE 3anucu nonb3oeaTtenu

User1, User2 User3

19.06.2003 | 16:00—16:30 | CGow npu HacTpoir- | lNepeaarpy3ka +

Ke HOBOro npo-

rpammHoro obecne-

YeHua
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Ta6nuya 1.2 (okoHYaHue)

Dara Bpems Mpobnemel CpenaHo PesyneTar
20.06.2003 | 21:00 Mpaga YcraHosneHs! npa- +
nonb3oBarenei sa Ha DIR DOC ans
none3osarenen
User25 u User15
21,06.2003 | 22:15—23:50 | BHennaHoBoe Cepsep 3anyuien =+
OTKINKYEHWE B CBA3N
c nepebosMun anek-
TROCHabXeHWs
21.06.2003 | 23:00 Moaundukauums 3amena CDROM +
(ycTaHoBneH
CDRW)
Tabnuya 1.3. Paborel no o6cayxupaHnio nporpaMmMHoOro KoMmriekca
Oara Bpemsa | MNpobnemsi Cpenaxo PesaynbTaTt
15.06.2003 09:15 | 3ameHa nporpamm- 3ameHeHb! abc.exe Ha g
HbIX MOAYynen Bepcuio ot 10.06.2003
19.06.2003 15:00 | He paboTtaet HacTpoiika napamer- -
abc.exe B pexvme A | pos 3anycka (cBoi def.exe
B pexvme B)
19.06.2003 16:35 | He pabotaet def.exe | Hacrpoika napamer- *
B pexume B poB goctyna
Ta6nuya 1.4. Pabortel no o6cnyxusaHuio cetu
Oara Bpemsa | Npob6nemel CoenaHo PesynbTar
12.06.2003 | 10:15 | He obecneunsaetcs | 3ameHa ycTapeBlUero +
100 MBuT ana Comp | (k3) kabens Ha (k5) 25 m
DEN
19.06.2003 | 15:00 | HoBGasneHue pabo- MoaknioyeHwe +
yen cradumn Comp18
Ta6nuya 1.5. [lonssosatenn U KOMALIOTEPL!
Hara Komnsiotep Monb3oBarens AomkHocTk it
ans sxoga
01.03.2003 | DEN (B otaene N) | Weaxoe MeaH Mporpammuct | Prog
WeaHoeuy (User17)
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Ta6nuya 1.5 (okoHuarue)

Wms
Oarta KomnstoTtep Monb3oBaTens NomkHOCTbL R EXOHR
01.03.2003 | GSM (B otaene L) | Metpos lNetp HavanbHuk PPP
Metpoeud (User14) | otgena

Tabnuua 1.6. Komnsiotepel cetu

Oarta KomnbioTep Cucrema
MopaknioyeH Computer System Win98SE
01.03.2003

Ceepnenus: Maentucbukauma Comp1, Ceresas kapta — (tun 1), Office 2000, IE6
IP cratvueckuia 192.168.0.109

Moaudukaumm
15.05.2003 O6Hoenenne Office 2000
20.06.2003 3ameHa ceTesoit kapTsl (Tun 1 Ha TMN 2)

B no6Goi MOMEHT BpeMeHH, UMes TaKO# JIHEBHWK, Bbl CMOJKETe OLEHHTh CHTYya-
UMIO ¥ OMEPAaTUBHO pa300paThCs B MPHYHHAX HEMOJAN0K, €CliH OHM BbI3BAHbI Ba-
IIHMH JIGHCTBHAMH WJIH COIMIACOBAHHBIMM C BaMM JEHCTBHAMH TNONL3OBATENEH,
@opma jIHEBHHKA MOJKET OTIMYATHCSA OT PacCMOTPEHHOH, BO3MONKHO A00aBieHHe
KakuX-1Mbo pas3fiesios, ecin 310 HEOOXOMMO.

MocnepHaa pekomeHpgauus

Kaxk it koMnbioTep Batlei ceTv B CBOMX YHETHBIX 3aMHCAX MMEET rMoJib30BaTesis
¢ npasamu aamuuucTparopa. Heobxonumo, 4tobbl Bbl, Kak afiMHHUCTPATOP CETH,
Taloke OblUIM aqMHHUCTPATOPOM Kaik0i paGoueit cranumu. [lns storo cienyer
MPOM3BECTH HECIOXKHYIO MPOLEAYpY A00aBIEHHS 1T0IB30BATENs.

1. Boiiaure B cuctemy pabouel craHLdy ee aAMHHHCTPATOPOM.
2. Orkpoiite YueTHbie 3aHCcH Hoab3oBaTexeii (puc. 1.17).

3. Haxmure kHonky Jdobasuts.
4

. B nossuBmemeca okue (puc. 1.18) sBeaure uma yueTHOH 3anmcH aAMUHNCTpA-
TOpA JIOMEHA W UMS IOMEHa.

5. Ecnu Bbl HE MOMHHTE 9TOr0 UMeHH (MK TpeldyeTcs paspelnTs T0CTYN K KOM-
AbIOTEPY [UTst APYrod y4eTHo# 3anucu), Haxkmute kHonky Ob3op.
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YUEeTHBIE 3aIMCK NoNbIoBaTEneR [ 7]
None3osaTent I.quncnmtenwo |

% CReayouli COMCoK MENoNS3YETCA ANA NPEA0CT A8 NEHNA Wi

[lorb30BaTENH 3TOMD KOMNLIOTEpA!

OTKa3a B AOCTYNE K BALEMY KOMABIOTERY, 8 Takke ANA CHEHb|
NAPaNER M MHEIX NapaMeTPoR,

‘[apant nonksceaTena Administrator 3 1

VMR nons3osaTens | fovex | rpynna il
ﬂmm AP1S Administrators; ...
L Siadministrator HP-ADMIN Administrators
ﬁnsmm HP-ADMIN Users
Guast HP-ADMIN Guests; Users
SIUSR_'HP-ADMIN HP-ADMIN Guests
LoBasnTs.., Y AanmTe CeofcTsa [

" Yrofisl cMEHHTE Napons, HaxmrTe knaswe “Ctrl-alt-Del" 1
=3 ebifiepne "Crena napona’ |

Puc. 1.17. YueTHble 3anucu nons3osatenei

RobapaeHie HOBOrO NOAL3OBATEAR [ x|

BeeAMTE AOMEH W HMA NONBI0BATENR, YTolsl paspewnTe
ey paloTaTs Ha STOM KOMMBHITEDS,

(ofsacsarens: I

Aoman! ]

ANA NpoACITHEHHS HaxmkTe KHonky “fanee”,

Puc. 1.18. [lobasnenvwe HOBOro NoNbL30BaTENA
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Boibop: Monv3osarent

BuBeprme mur obsewmar : : _
lﬂona'q'lmn " Troms oBsexror...
| Becssaramor _ - Panmensson...

*e

Baermens ppnerca swrepaant o6 exmos (TRmguerad)

Tiponepirme somua ‘

Puc. 1.19. OkHo Bribop: Nons3osartens

6. B orkpsisiiemes okue (puc. 1.19) Hasmute kHonky Jdonoanurensuo.

7. Tlossurca npurnawenue (puc. 1.20) BBeCTH uMMA W Napojb ajgMHHHCTpaTOpa
JoMeHa (Ha 3TOT pas, €c/ik Bbl 3a0bI/IM UMA W Mapoib, NPUAETCH €ro WCKaTh B
CBOMX CeKpeTHbIX 3anucsax). Dopmar UMEHM MOSL3OBATENS B AaHHOM chyvae
<yuMA_poMeHa>\<UMA_yHeTHON 3anuci>,

BESANTS HMA NONL3I0BATENA W Napone, ofnasaowery
npasamy Ha ap15.dom.

Hanpuhep, User, user@example.microsoft.com wmq
domairiusername

Moge3osaTens: Iﬂ | :_] ,_I

[apone: |

]

Puc. 1.20. Beop ceTtesoro napons

8. B oTkpbiBlIEMCS OKHe BbIOOpA MoOnb30BaTeNs HaKMHTE KHONKy Pasmemenne,
1 B iepeBe 0OBEKTOB HaMAMTE MCKOMOro nosib3oBatens, Wik B none Ums Bee-
auTe nepebie GYKBbI UMEHH YUeTHO 3anucH, u HaxmuTe [ounck.

9. B cnucke y4eTHBIX 3anuceii BbibepHTe HEOOXOANMYIO BaM.
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10. Hammure asa paza OK, 3atem — kHonky daJiee.

11. B okne [loGaB/ienne HOBOro MoJib30BATEIsl BoIOEpHTE €ro npasa ans JAaHHO-
ro KOMIMLIOTEPA,

12, Hamwmure knonky loToso 1 3akpoiite Bce OKna,
Bcee, anmuuucTparop aomMeHa n06aBneH B YHCIO aIMUHMCTPATOPOB KOMMBIOTEPA.

[Tocne pobapneHus aAMHHUCTpATOpa JOMEHA B YMCIO aJAMUHHCTPATOPOB KaXI0i
paboueit cTaHUMK, BO MHOTUX Cydasx He noTpebyeTcs NOAXOANTL K HHM ANS pe-
LWIEHHA TEKYLIUX npobiiem.

"CekpeTHble" agpeca

OpaHaxabl, KOra s rnokasan OJHy W3 CBOMX cTaTeil OUeHb Cephe3HOMY CrhelUanu-
CTY MO CETeBbIM TeXHOJOruAM, MHe ObLIO BLICKA3aHO 3amevaHue, Kacaiouleecs
nybaukauuu peanshbix [P-aapecos cepsepa u pabounx cranuumii. Koraa st cnpocmsn
€ro, Yem K€ 3TO FPO3UT ITOH CeTH, — CMEeLHAIMCT HEHAA0Nro 3aaymMancs M, He-
MHOTO YAHMBHMBLUMCb CBOMM MbICNAM, NpousHec: Huvem, Ha camom nene, u B ¢o-
pymax 8 Mutephere, v B nyOiinKauusx MOYKHO HaiTH Maccy NpUMeposB, KOraa pe-
anbHeIi [P-azipec koMIblOTEpa, HAXOASLIErocs B JIOKaJIbHON CeTH, CKpbIBAIOT (3a-
MasbIBAlOT, WCKaKalOT, MPOCTO He MokasbiBaloT). He 3Hal0, 4YeM 3T0 MOMKHO
0OBACHUTB, HO TO, YTO 3TO HUKAK He MpUOaBIfET 3alMILEHHOCTH ceTsM, abco-
MoTHO TouHo. Tloxkanyi, HOMEpP KBapTHPLL, B KOTOPO#H 5 JKUBY. Ha3BAHHbIA rie-
uubyab 8 Jlowaone, otkpoetr 060 mue Gonbiue undopmauuu, yem [P-aapec moero
KOMMBIOTEPA B JOKATbHOH ceTH, omy6auKoBaHHBIA BO Beex razerax ropoja. Ilo-
cmoTpuTe Ha IP-agpec Baliero KOMNbLIOTEPA, €CIH OH HAXOAMTCA B JIOKANbHOH ce-
T npeanpuaTua. Ckopee Bcero, oH HauuHaercs BbipakeHuem 192.168. C ne-
CKOJIbKO MEHbILIeH BEPOATHOCTEIO MOXKHO YTBepIKAATh, UTO credyiouias uudpa B
atom agpece — 0. Ocraercs onpele/nTh MocneHee YUCI0, BAPUAHTOB KOTOPOTO
ABECTH naATbjecAT yerTbipe. Ckonbko TakMX ceteil B Bawem ropoae? Ho peno we
TOBKO B TOM, YTO 3HA4YWTE/NbHAas 4acTh ceTed Mmeer oauHakosbie [P-anpeca.
[lycts naxce Baiu ceppep umeet [P-aznpec, cMoTpsuMid B Bally CeTh, COBEPIISHHO
HecTanaapTHoro suaa. Ecnu ator agpec He BuaeH u3 MHTepHera, BbI MOXeTe cO-
OGLIHTB €ro KOMY YrojiHO, pU4eM copeplieHHo BezonacHo juts Baiuei cetH. B To
JKe BpeMs, €c/i Bbl TILATENILHO CKPbIBAETE CBOM BHYTPEHHME ajpeca, HO Nochliae-
T€ 3NEKTPOHHbLIE MUCbMA, TO YK€ €CTh BO3MOXKHOCTH OMNPENEeNNTh Ball BHEUIHWH
aznpec, a B jokymentax MS Word M0o3kHO yBHAETH NONL30BATENSl, CO3/1aBLIETO HX,
uMm# Bauiero aomena. Ho 1o cux nop sra uHQopmauus He nomMorana NpoHHKHYTh B
HOPMAJIbHO 3alIMIIEHHYIO CE€Th. A €CJIH Bbl He M03a00THIMCH O 3allMTE CBOEH ce-
TH, TO, MOJYYMB Ballle MUCbMO, KakoW-HMOyAbL Xakep, M HE TONILKO Xakep, a
IIKONbLHUK, YBAEKWIMics MHPOPMATHKON, HE TOJBLKO Yy3HAeT Ballld BHYTPEHHHE
ajgpeca, HO M MPOHHKHET K BaM B CeTh (XOPOIIO, €C/IH TOALKO M3 TI000MNLITCTBA).
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Ho nipu npaBuibHO OpraHM30BaHHON CeTH JAajke Mepeaaya Balllero BHEIIHero aj-
peca BMecTe ¢ BHyTpeHHUMY [P-afpecamu He nosjiever HeraTUBHBIX MOCIEICTBHMA.
Jns GonbIIMHCTBA JIOKANbHBIX CeTe COKpBLITHE OT OKpy»Katowwux csoux [P-aa-
pecos GeccmbicienHo. Jlyuiie nozaboTuTeCs 0 HOPMabHOM 3alliUTe CETH OT He-
CaHKLIMOHMPOBAHHOrO ZIOCTYNa Kak W3HYTPH, Tak U cHapyxu. [pyroe neno, ecau
BCS Ballla CE€Th MMEET 3apericTpupoBanHbie B iHTepHeTe aapeca, u kaxaas pado-
yas CTaHLUMA BMAHA U3 000N TOUKH MHUPA... HO, TAKOH BAPHAHT MOCTPOEHHS CETH
He TOJILKO MaJIOBEPOATEH, HO JOPOT W HE PALMOHANEH.

Ha sTOM 3aBepuium Haliv npeABApHTENbHbIE 3aMe4aHusi M pekomeHaauuu. Mel
MO3HAKOMUJIMCH B OOLIMX YepTax C CeThIO, KOTOpas, BMOJHE BEPOATHO, BO MHOTOM
noxoxa Ha sawy. BosmoskHo, HaoGopoT, — Ballla CeTb B CKOPOM BPEMEHM CTaHeT
noxoseh Ha aty. B cneayiommx riagax Mbl paccMOTpUM paboTy aaMHHHCTpaTOpa
CETH, CBA3AHHYIO ¢ MOAAEPKAHHEM €€ HOpManbHOH paboTel, a Takike crnocobamu
pauHoHaIbHOH OpraHu3aLuH 3ToH paboTsl.
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YnpasneHue cepBepom
W opraHusauusa cepBucoB

Boopy)KuBIUMCE OCHOBHBIMHM NpEACTaBIeHHAMU O paboTe aAMHHHCTpPAaTOpa CETH,
Mbl MOKEM NPUCTYNUTh K PACCMOTPEHHIO COOCTBEHHO NMPUEMOB W METOIOB aAMMH-
HucTpuposanus. B koHue neppoit rraasbl ObUIO PEKOMEHIOBAHO BECTH AHEBHHK
azamuHucTpatopa. B atom aneBHuke OyayT cobuparses ceeHHs 0 CODBITUSX, KO-
TOpbie MpoucxXoaqT no eaweit unuumuatuse. Ho B sawedt npakruke obsszarensHo
BCTPETATCA Clly4aH, KOrja 3THX CBeleHuit OyaeT HeJ0CTaTOuHO /Ul NPUHATHS pe-
IEHUA O AaNbHEHIINX AEHCTBHAX NPH BOZHUKHOBEHWM TOH WK WHON npodiiemMbl.
K cuacthio, cama onepauoHHas cMCTEMa CepBepa pacrojiaraeT CpejICTBaMH Mpo-
TOKONTMPOBAHHS MPAKTHYECKH BCEX NMPOMCXO/ALIMX B HEH cOOBITHH, KOTOpbie MO-
ryT MMETh OTHOIIEHWE K HapylleHHio paboTocnocoOHOCTH cepBepa MIH OTAE/b-
HEIX npuioskeHuit. Jlng sTux uenelt npeaHasHaueHbl CUCTEMHBIE JKYPHATBL DTH
JKYPHAIIbI MOTYT GbITh O4eHb IOJIE3HBIM JOMOJHEHHEM K BallieMy AHEBHUKY, KOraa
norpebyercs JOKONaTLCA 10 CYTH BOSHHKILEH npobiemMsl.

CucTeMHble XypHanbl —
nHcpbopmMauma A4nsa agMUHUCTparopa

Kakneiil cHcTeMHBIM KypHan Hecer B cebe uH(oOpMaLMio 0 ToM BHae coObITHIM,
ANA KOTOPbIX OH npeaHasHatdeH. He scerna 3anucu sTHX JKypHaOB MOYKHO NOHATD
¢ nepsoro pasa. Eciau cobeitue conepkuT MH(popMaluio 06 ownbke, TO And H3-
BECTHBIX OLUMOOK NPUBOJAMTCA KPaTKOe onucanue W uiaeHtudukarop. Ilo waenTtu-
dukaropy MokHO HaiTH Gonee noapobHoe onucanue B Oase 3Haunid Microsoft,
X0Td HaWTH Takoe onucaHue yaaercs He sceraa. Hecmorpsa Ha To, uto Microsoft
akTMBHO cobupaer cpeienus 00 ommbkax OC M nporpamm, npUYMHBL HaCTH M3
HUX OCTAIOTCH HeomnpejeneHHbIMH. DT0 U noHsTHO. EcTh oubku, BeI3bIBaeMbIe
NeHCTBUAMM aAMHHHCTPATOPA, KOTOPLIE HE NMpelycMaTpUBaIUCh paspaboTuukamMu
cuctemsbl. Ho aaske B aTom ciytae, CONOCTABHE 3aMMCH B [IHEBHUKE C 3aHCAMM B
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CHUCTEMHBIX JKYpHANax, Jerdye COPHEHTHPOBATLCA B CHUTYALMUHM W JIOKAIW30BATH
npobiemy.

CucTeMHBle JKYPHAaJbl CYLIECTBYIOT HE TOJILKO B CEpBEpHOI OnepauHOHHOMW CHC-
Teme, HO U BO BCex coBpeMeHHbix nokaabHbIX OC. [lockonbky npobnemsl B CE€TH
MoryT ObITh BbI3BaHBI Npobiemamu Ha pabouel CTaHLMKM, UMEET CMBICI 3aris/ibl-
BATh M CUCTEMHbIE JKYPHAJIbI KOMMLIOTEPOB nonb3oBarenei cetu. Bo Bcex onepa-
udoHHbIX cuctemax Windows, HauuHas ¢ Bepcuu 2000, cucTemMHbIe KypHANbI
MOJKHO NMPOCMOTpeTh, OTKPbIB 3aKkiaaky Event Viewer (TIpocmoTtp cobbiThii).

E) event viewer
Komcone ] gsﬁcrm Bmt ;ngau:a
= m B 3 ol g SRR den L Coe R
j_l]] NpocKoTp cobbiTiit (NoKanksHEIX) | NpoacmaTp cobuTHR (noxxnuuhm)
L_J Application | vima [ Tun | onucanue | Pasuep |
i E‘ﬂ pechity @Appll:n}on WypH... 3anucu ownBok npunoke... 5120 ..
(5] svstem 4] security MypH.. 3Janucu ayaura Besonacko,. 512,0..
Systemn HypH... Janucum cHCTEMHBX owubBok  512,0 ..
2| |2
Puc. 2.1. Mpocmotp coBeiTuil B okHe Event Viewer
Hlvuul Vicwer
_Koncons 4 Aﬂﬂm Bua Crpaska
t*l&[miﬁ'@ﬂaﬁ‘ ¢ AR
il Npocmotp cobisitn {-_ppll:anon 2013 obeiTui
[ Adplication  [Tun -
BJ Security YEEAOMNe 24 112004 5056 )
(4] system @ysenoune.. 24112004 075055  ESENT o
dypeaomne.. 24112004 07:42:13  ESENT o]
Yeeaomne.. 24.11.2004 07:42:13 ESENT ol
0 Ownbica 24.11.2004 073753 AutoEnrollment O
Quwubra 23.11.2004 20:98:23 Application Error o
Ownbxa 23.11.2004 20:38:10 Applicaton Error o
Yeeaomne., 23.11.2004 14:19:22 ESENT (o]}
Ayseaomne., 29112004 141922  ESENT ol
\)YIQ.IUMI!!... 23.11.2004 141422 EENT (o]
{.)!-’nu.omne . 23.1).2004 14:14:22 EBENT QI
Dysesomne.. 23112004 131118 ESENT o]
':_._)Yououne. 2%.11.2004 131118 ESENT (o]
Dyseaomne.. 23112004 130617  ESENT ol
A ypegomne.. 23112004 130617  ESENT ol
| Cwmnbka 23.11.2004 11:56:08 Application Error o
Ownbxa 25112004 11:55.58 Application Error O
XY - e L s PR RS P, -
<| | alad I i

Puc. 2.2. XXypHan npunoxetuit (Application) B okHe Event Viewer
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B OC, npeanaznadeHHbIX Ans pabounx CTAHIUWHA, B aBTOMATHYECKOM peXHMe Be-
Ayres Tpu kypHana (puc. 2.1). 1o sxypHan cuctembl (System), )KypHaia npujioxKe-
uuit (Application) v skypnan nocryna (Security).

JhoGoit skypHan MOXKHO MPOCMOTPETh, Bbiaeans ero. [lpu 31om B npaBoii yacTw
OKHA NMOABHTCA CMIMCOK coobLIeHuit 13 5Toro xxypHana (puc. 2.2).

CoollieHns MMEIOT TPH THIMA: YBEIOMJIeHHs, npeaynpexaeHns u owubku. s
MpocMoTpa Jitoboro coobuienus cieayeT NocMOTPETh €ro croiicTaa (puc. 2.3).

B okHe cBOHCTB COOLITH MOMKHO MPOUYUTATL HMEIOLLYIOCS O HeM MH(OpPMALHIO H,
npi HeoOXOANMOCTH, MO MMEIOLIEHCH B OKHE CChUIKE NOAKIIOMMTLES K Dasde 3Ha-
Huit Microsoft ans nonyyenus 6onee noapobueix ceenennii. C noMoulbio KHONOK
CO CTpeNKaMH MOXHO MEepPexoAHTh OT OAHOrO COOBLIEHHs K ApyromMy B mpejenax
*KypHana.

Ha cepsepe skypnasos Gonbiue. Baxueiimme ana obGecniedenus paboTel ceTH
cIy>KObl UMEIOT CBOH KYpPHAIbl.

Ceokcrea: CoboiTre

c E."' " ‘

Rara: m Hemowmon: AutoEsrollment + 1
Epemx:  07:37:53 Kamepopmr:  Oreyrerayer

Tun  Owfa  Kog(iD) 1S e
 Momsomrem:  H/J B
Kemmprep: HP-ADMIN _I

mem FIORAYA JATENIC HA m;mﬂmrnomm qcm e
camamen ¢ saranorom Active Directory (0x8007054b).
Va3 30Ot ROMEN HE CYLECTIVET 1001 X HEMY HeXOIMONGHO TIOMOnoMITECA,
Tomava 1o sxmomena xe Byner.

{Tlonomarne s xae cxemeaut HaltTH ¥ uENTpe CITp  TIOIGE G, X
| PR ; : : "

Azwmoes: & Bairre Croes

=
i

OK I Orpena l ﬁ;:m\_-ﬂaru’

Puc. 2.3. CeoitcTea coBuiTus
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He cTout nogxoauTtk K cepsepy

Jlns Toro 4roGel MPOCMOTPETH HKYPHAJIBI CODLITUH HA CEpBEPE, MOYKHO NOJOHTH K
HEMY M aHAJIOrHYHO YIKE PacCMOTPEHHOMY Crocody OTKPbITH HYKHBIN HKypHAN.
Ho wawa 3agada — ynpocTuth paboTy aamuuudctTparopa. YiaobHee npocmarpH-
BATb MH(OPMALIKIO B HECKOILKHX OKHAX Ha OJHOM KOMIILIOTEpe, YeM XOAWTb OT
MallWHBl K MallvHe, 3anoMuHas, T, YTO Bbl yBHeaW, Baw komnsiotep (ecau Ha
vem yceradosieda OC Windows XP) nossonser npocMoTpers skypHaisl cobbIThii
na mooom xomnelomepe cemu! Jlng 3Toro Hy:kHO coBceM HemHuoro. Hactpausas
Ui paboThl B CETH KOMMBIOTEP, HEOOXOAMMO B YMCIIO €ro JIOKAJIbHBIX aJAMHHHCT-
PaToOPOB BKJIIOMHTHL aJAMHHHCTpaTOpa Jomena. Kak 910 caenars, Mbl y:Ke pacemor-
pe/id B EPBOH rnaee.

Ortkpoiite Event Viewer (ITpocmoTp coOBITHI) OT MMEHH aAMHHMCTPATOpPa AOME-
Ha. Jlng storo B KOHTEKCTHOM MeHIO GonburuuceTBa spabikoB B Windows XP ectsb

Beibop: Komnerovep

Buepare T oBsaxra:

I HKommmomep T ofisesron. .

B omemponmem macTe:
| Becs xaTamor

O 2ampoct |

Mo !m-nnum:z ﬂ |iP15

O asane ! ]m-mm j I

[T Onmgwesonse yueman Jarmwn

I Nagpeme s o pasirmoain ooy s o

L WERY IR LD ;:\.---, EN TR Ot IRC A T eI ﬁ
QK [ Ormaria |
Hwx(RDN) | Omwasaw | Bramw | e U Ry Wt
=) AP15070704 ap15 dom/Comp,..
=] 4P15121004 apl 5 dom/Comp...
=] AP15131004 apl5 domiomp...
= 4P15-2003 apl 5. dom/Comp...
B 5p1 S admin apl 5 doyiComp..
=] 4\P1S-FEMLI... apl5 domiComp.,..
AP1SNTOL apl5 A

Puc. 2.4. Okrno BuiGop: Komnslotep
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COOTBETCTBYIOWMIA TYHKT. B okHe npocmoTpa cobuituii (em. puc. 2.1) naxmurte
kuoriky /leficteue v pbibepure onumio MoakmounThes K APYroMy KOMObIOTE-
py. OTkpoertcs okHo BeIGOpa komisioTepa (puc. 2.4).

Beens nepebie GyKBbI MMEHH KOMMBIOTEPA, Bbl MOMYYHTE CIHCOK KOMITBIOTEPOB,
B KOTOpPOM HEOBX0AHMO BBIOpaTh HCKOMBIH cepBep (HO MOKHO W IPYroil KOMITBIO-
Tep, ecii HeoOX0AUMO).

Tenepr B TEKyllleM OKHe, F/le NOSBWIOCH MMS BbIOpaHHOro KoMmbioTepa (puc. 2.5),
Haxxmure OK. B crenyromem okxe (puc. 2.6) cHoa HaxkmuTe OK.

Buibop: Komnbrovep EIE3|
Bufieprere Tvar ofisewrra
|I€pmmp Trom oS serros... |
B cremyomen mace:

, Becs varanor Parmenpsate... I

Brezorre smexa subnpasson obsesron (npiotepsr):

égl;HTOH poreprers mea I
ox_|_ommn |

Puc. 2.5. OkHo BiiGop: Komnsiotep nocne sasepuieHna eoibopa

BuiGop KoMnbtoTEpa B l

M’m m‘h lalnuynl_i yrp ITA

- Sra ocmacma woerms e e

" EoyamsGoe YormoTe pOrt, (M, 13 VOTOPOM EATIOMICIETE £ 34 MO HIOM)

% gpyraocwmmpepon: IQPISNTDI
|

oK Ormana

Puc. 2.6. OkHo BeiGop komneloTepa (nocne sasepwexns ssibopa)

Ecnu ums KOMMbIOTEPA H3BECTHO W HET COMHEHMH B ero NpaBUIbHOCTH, TO MOMKHO
Cpa3y BBECTH €ro B COOTBETCTBYIOIIET MOJE OKHA Bblﬁﬂp KOMIbKTEPA.
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Tenepb OTKpOETCH 3HAKOMOE OKHO MPOCMOTPa cOOBITHI, HO MOAKTIOYEHO oHO By-

aer K cepsepy (puc. 2.7).

Bl Event Viewer

| Kowcons  Qeiicreve. Crpasea

- B2

4] Npunoxenne

tﬂ Directory Service

{4 ons Server

{14] Fite Replication Service
{1] Besonacwocts

4] cucrema

1] f= 54

| L] MpocmoTp coBuTHA {ap15nt0].af ,l_npocunrp coberrvin (aplSntd1.3p15.dom)

mEE|

A ITHI'I _].Orlml:l.ﬂue | Paamep !
@ MpUnowerme Wyp... Sanwcu owwbBox npunowe.. 256,0

4| Directory Service Hyp... BJanucw ocoboro xypHana ... 256,0.

1] DNS Server Myp.. Sanwck ocoBorowypHana,.. 5120
File Replication Service Kyp.. 3anucw ocoBoro wypHana... 640KB

H BesonacHoCTy Hyp... Fanuew ayawra Besonacwo.. 5120 .

m CucTema Hyp... 3anAck cucTemHbx owkBox S12,0 .

f ' [

Puc. 2.7. OkHo npocmoTpa cobbiTHit cepeepa

Bbl MOskeTe npocmaTpuBaTe 3anuchk kw3 moboro jkypHana Ha cepsepe (puc. 2.8).

Teneps npeacraBbTe cebe CUTYaLHIO, KOTJIA /Uil pelieHHs Kakoi-nnbo npoGnemsl
B CeTH BaM HEOOXOJMMO MPOCMOTPETH JKYpPHA/Ibl COOBITHI He TONLKO Ha Ceprepe,
HO M Ha HECKOJbKMX paboyHX CTAHLMAX, KOTOPbIE TEPPUTOPHAIILHO YAANeHbl OT
Bac Ha aecaTky MeTpoB. [Toakniouasck K KOMMNBIOTEPaM ONMUCAHHBIM CNIOCOOOM, Bbl
MOXKETE 33 KOPOTKOE BpeMs MOAYHUTH 3HauMTe bHbH 00beM HHoOpMauuH, He
TOJILKO HE MOAXOAs K cepBepy M pabouum CTaHuMsAM, HO U He Becnokos nonbL3osa-
Teneil, NpoJoKAIOILMX B 3TO Bpems paboTaTs B 00BIMHOM pexuMme.

‘] Event Viewer

il MNpocMoTp coburii (ap)Sntd] .3

| File Replication Service 23 cobsmiii

[’i[ Mpunosenmne

[l pirectary Service

|4 ons server

(1] File Replication Service
[4] Bevonacnocrs

GJ Cucrema

2

EAOMME

"»j)l YBeaomne.
o 3

16.10.2004

a

\p)‘auoune.., 16.10.2004 94812 NtFrs
) yvesomne.. 02052004 19.46:39  NiFrs
02052004 19:46:24  Ntfrs

Twn ] fata I' Bpema [ WeTaunmK l Kr:J
"'\i',)!r’luaune . 16102004 10:08112 Ntfrs or
Dysesomne.. 16102004 100757  Nifrs cn_l
M\nNpeaynpe., 16102004 10:08:93  NiFrs o

Puc. 2.8. OkHo npocmoTpa cobbiThii cepsepa ¢ OTKPbITLIM XypHanom cnyxBbel pennukauun taiinos
(File Replication Service)
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N3 komaHaHOWM CTPOKU

Teneps nocmotpure Ha puc. 2.3. B BepxHei TpeTu 3TOrQ OKHA MOXKHO YBHIAETH
Haarues "Tun: Ownbka Koa(ID): 15", Kasnoe coobuienue B :kypHanax cobbiTHii
umeet cBoif Tun 1 koa-uaeHtudukarop (ID). Kaxknomy uaeHtudukaropy coorser-
CTBYET OnpeaeneHHoe onucanue codbitus. [IpocmaTpusas xypHansl coObITHH, Bb
MoJkere oOpaTUTE BHUMAHWE HA MEPHOIHYECKOE MOABJICHHE Kakoi-Tubo omnbKku
WM ipyroro cobbiThsl, KoTopoe Bac 3auHTepecoBano. IlpocmoTpers Bee coobiie-
HUA A@KEe B OQHOM Kyphane — pabota ne ua npuathsix. Konuvectso 3anuceii s
AYpHaJIe JIOCTATOYHO BE/IHKO, M 4TOObI HAMTH 3aMKCH OJIHOTO BHAE, NPHAETCS M0~
TPaTHTb A0CTATOMHO MHOrO Bpemenn. Ho Windows XP couepkut B CBoeM cocTaBe
YTHAUTY, HanucanHyio Ha VBScript, koTopas nossosnser oTguUNILTPOBATL 3aNNUCH
JKYPHAJIOB M0 ONpejeNeHHbIM KPHTEPHSIM, ONpe/e/uB AaTy ¥ BpeMs TNOsABIEHUS
coobuteHus o cobbituu. [Tocsne 3TOro HAMHOrO Jerye HaiiTH BCE HHTEPECYIOLLME
coobLuenus, 4ToObl ONpeseuTh CBA3b MEXIY MX MOABJICHHEM H CODBITHAMK, NPo-
MCXOJALIMMKM B CeTH WM B CHUCTEME KOMMbIOTepa. DTa YTWIHTa HalblBaeTcs
eventquery.vbs. [lns ee 3amycka HeoGXOAMMO BBINIONHUTE cmd, @ 3aT€M B KOMaH/1-
HOH CTPOKE BBECTH ClieayIOLIEe:

cscript c:\windows\system32\ eventquery.vbs /<napameTpst>.
B kauecTee napaMeTpoBR AONMYCTHMbBI CIEAYIOUIHE 3HAUCHWA!

0O /1 <"uma_xKypHana_no_aHrJaMHCKKW"> — Onpeaenser sxKypHal, B KOTOPOM Be-
JETCH MOMUCK;

/s — Bce COO0MIEHHS;

/r N— N nociesHnx coObITHi;

/r -N— N cambIX cTapbiX COObITHI;

/x N-M— coObiTus ot N 1o M;

/fi "id eq XXX" — Bce coobuieHus ¢ naentndgukaropom XXX;

/£i "id ng XXX" — Bce coobuieHHs ¢ uaeHTHpukaropom He pasHom XXX;

5 8 O i = IS B (S

/Ei "id ge XXX"— Bce cooOleHHs ¢ uaAeHTHHUKATOPOM GOMBIINM WM paB-
Hbim XXX

/Ei "id 1t X" — Bce cooluuenns ¢ uaeHtudgukaTopom Merblum XXX

Q

0 B CTPOKE MAPAMETPOB MOXKHO NPUMEHUTH OMEPATOP or — HIH BbIpakeHHe
/fi "id eq YYY or id eg 222" /r 20— Bce coObITHS ¢ HOMepamu YY'Y uiu
ZEr.

TapameTpst, HauHHalOUHECA HA /£i (PUAETPBI), MOXKHO KOMOMHHPOBATS.

Jlna mocTyna k cepsepy M3 CeTH cieayeT 100aBWTL NapamMeTphl /s systemname, /u
username U /p password, I'/lé systemname — HM3J CEpBepa, username — HUMA MOJb-
3oBarens, password — NAapojib 4OCTYyNa.
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Jins seiBosa urdopManuK B aiin ¢ pasgenuTensMu B BHIE 3aNATBIX CleAyeT 10~
6aBuTh napamMerp ffo csv,

Yrobbl nHdopmanis AeHCTBUTE/ILHO BLIBOAMIACE B (haiiil, KAK 0ObIMHO B KOMAaH/I-
HOH CTPOKE CGAYET Mocie KoMaHbl NoCTaBuTs 3Hak ">" u Hanucats uMs Qaiina ¢
yKa3aHHEM MOAHOro mytH k Hemy. Bee umena u nyrtu, copepxaiuve npobesbl,
cie/lyeT 3aK/o4aTh B KaBbIYKH.

Kpome naenrnduxaropa 1D, moxkHO ¢unbTpoBaTh COOOMIEHHS MO j1aTe W Bpeme-
Hu — datetime, TMIY — type, Nnojib30BaTelO — USEr, KOMMbIOTEPY — computer,
MCTOYHHKY COOBIIEHHS — Source, KaTeropuu coobilenus — category.

Ha puc. 2.9 nokasano 0KHO KOMaHIHOH CTPOKH ¢ BLITIOJIHEHHON KOMAHA0H

cscript c:\windows\system32\ eventquery.vbs /1 application /fi "datetime

ge 11/24/04,05:00:00EM"

Ora KOMaHJa BblIBE/a Ha 2KpaH BCC COOﬁl[lCIIHFI JIOKaNbHOTO KYypHana IIPHJ'IO}KL’-
Huii nocne 24 woadps 2004 roga 17 yacor 00 munyr 00 cekyHi Ha MOMEHT Bbl-
nosnueHus, pasasii 24 Honbpga 2004 ropa 20 vacos 15 munyr 00 cexyn.

HobaBue k cTpoKe KOMaH/IbI
/fo csv > gci\err,csv,

Bbl MOAYYMTE PE3yNbTaT BhINOAHEHHMS Komanabl B (paiine err.csv na agucke C:.
Maiin Oyaer 3anucan B DOS-koaupoeke.

WINDOWS\system32\cmd.exe

settings\Admnistrators

Puc. 2.9. OKHO KOMaHAHOR CTPOKW C BLINONHEHHON KOMaHAOK eventquery
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He ovens ynobHO BBOAWTL BPY4HYIO TakHe UIMHHBbIE KoMaHabl. Ho cywecrsyior
naKeTHbIE U KOMaHaHble (aiisibl, B KOTOPbIX 3TH KOMaH/bl MOXKHO 3anucaTh 3apa-
Hee M BLINIONHATE 110 Mepe HeoOXoaumocTH. Ecin komanaa 3anucaHa Henpasuiib-
HO, TO Bbl YBHAWTE Ha sKpaHe coobiuenue 06 ommnbke U, BOZMOKHO, peKOMEH1a-
LMIO, KaK CleayeT HanucaTh Komanay. JlononHurensHyo nHdopmaimio o pabore
YTHIIMT! eventquery.vbs MOXKHO MOYepnHyTh, OTKPHIB STOT (aiin B TEKCTOBOM
pejlakrope 1 MpoaHaNu3InpOBas ero Ko,

He 3Hal0, kak Bam, a MHe 3Ta YTWINTA NOHPABUIIACH YXKE NPU NEPBOM 3HAKOMCTRE
¢ Heil.

Coo6uyeHuns 06 owmnbkax (aBe yTunurbl)

C paznnuubiMi coobuiennamu 06 ommbkax Bbl MOMKETE BCTPETHTLCS HE TONBKO B
JKypHanax coObiTHi. 310 MoryT ObiTh coobuenns OC Bo BpeMs YCTAHOBKHM Npo-
rpamm, coobiuenns, ceasatnbie co cboamu B pabore nporpamm, ownbku gocTyna
K pasnHyHbLIM pecypcam, U T. A. HeBoamoikHO nepeuHciinTh Bee Cliydan BO3ZHMKHO-
Benus coobulenuit 06 owmbrax v mpueecTn ux onucanus. Muoraa coobuenns
CHCTEMbl MOIYT MOCTABHUTH B TYMHK Jake OYeHb ONLITHOro nojiszosarens. JUis
TOro 4roObl pa3obparTbes B CUTYAIMH, MOXKHO NPHMEHUTH YTHINTLI, KOTOPLIE 1O~
sponator "pacungporarts’ HerloHATHbie coobuienns cuctembl. K comaneHuio,
THUX YTHIHT HeT B camoit OC, ux npuperes ckavats U3 Mureprera. Yrunure: Gec-
TIATHBIL.

Exchange Server Error Code Look-up

IlepBasi yrunura paboraer U3 KOMaHaHOI cTPOkK M HasbiBaeTcs Exchange Server
Error Code Look-up (npocmotp koaos ownbok cepsepa Exchange), ums daiina —
err.exe. [TycTh Bac He nyraer, 4TO B Ha3BaHUM YTWIKTHI yrnomuHaerces "Exchange
Server". BepostHo, npu pabote ¢ cepsepoM odmeHa uH(popmauueit HeoGxoau-
MOCTb MOMCKA MCTOMHUKA OIMOKK BeNHKa, a OMpe/lesieHHe 3TOro UCTOYHHKa Be3s
BCIIOMOTaTENbHBIX CPEACTB 3aTPYAHUTEILHO. YTHAHTA paboTaeT W NpocTo B one-
paunontoit cucreme Windows XP/2000/2003. WssectHo, uto coobuienns o6
omubKax, BOZHMKAIOUIMX MPH BbINOJIHEHUH MPOrpamMm, BLIBOAATCA TOALKO MOTO-
MY, YTO NMPOrpPaMMHKCTDI NPEIYCMOTPEIY BbIBOJ TakHX coobutenuit. Ecnu uasecten
Koz owubkM, TO H0/UKHO ObITh M €€ cooTBeTCTBYIOlICe onucanue. [Ipasaa, B pas-
HBIX OMEPALMOHHBIX CHCTEMAX HEKOTOpble OJMHAKOBbIE OWHMOKKH MOryT UMETh
paziauyHble KoAbl. Tak BOT, 4T0Obl UMEHHO B Balliei CHCTEME HANTH BO3MOXKHO
Gonbie HHGOPMALMH O KOHKPETHOH olwHOKe, y100HO NPUMEHHUTL 3TY YTHIIMTY.
Haitti ee MoxHO 1o aapecy B MuTepHeTe:

www.microsoft.com/downloads/details.aspx? familyid=
be596899-7bb8-4208-b7fc-09e02a13696¢c &displaylang=en.

3 3ak. 1131
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Henonbzosanue:

err <3HaueHMe> [3HaueHue] [3HadveHme] ...

rfae <suauesne> AOJDKHO HMETh OIHY W3 ClIeAYyIOLMX (hopMm:

0 wecrnaauartepuutoe (0x54f);

0O HesBHOe wiecTHaAUaTepuuHoe (54f);

O neonxosnauHoe (1359) — nporpamma Gyaet uckathb 3Havenus 0x1359 u 1359;
O Tounas cTpoka coobuienus 06 owmnbKe (=ERROR_INTERNAL ERROR);

0O noncTpoka (: INTERNAL_ERROR).

[Tporpamma uuier Beio uHpopmanuio 06 owmnbke B TaK HA3LIBAEMbIX 3aro/ioBOY-
HbIX (paitnax cuctemsi ¢ pacurupenrem *.h (C:\WINDOWS\system32\).

Jlanee npuBeieH MPUMEp BbINOJIHEHUS err OxS5dec, YTO COOTBETCTBYET MOWUCKY
ownbku ¢ kopom 1500, Ha akpan Gyzer BoiBeaeHa cneayiotas uudopMans:

# for hex Ox5dc / decimal 1500 :

ecScottBriggsMin ec.h

SCEEVENT _INFO BACKUP SECURITY uevents,.mc
# Security configuration was backed up to %1.
ERROR_EVENTLOG FILE CORRUPT winerror.h

# The event log file is corrupted.
# 3 matches found for "Ox5dc"

Ilpumep Gbin BeIOpan ciayuaiinbiv 06pa3om M He CBS3aH C KOHKPETHOI cHTyauuei
B CHCTEME, TEM HE MEHEee BHHO, YTO NOABJEHHE TaKOH OMUOKH MOKET ObIThL BbI-
3BAHO paspylieHueM jor-gaina cobbiTni (The event log file is corrupted),
Hanpumep.

Error Messages for Windows

Dta yTunuTa BoironHseTcs B 0dbiuHom okHe Windows. Haiiti ee MoxkHO o ajape-
cy B Uurepnere:

http://www.gregorybraun.com/MSWinErr.html.

Haunas yrunuta ucnonssyer uHpopmaumio u3 6ubnuoreku Shellapi.dll, uro 3a-
CTaB/SET €€ pa3roBapHBaTh C BaMH Ha s3biKe Bawuei cuctembl. OB 31oi nporpamme
MOJKHO MOYTH HUYEro He PaccKasblBaTh, NOCTATOYHO MOCMOTPETh HA [BA CKPHH-
wota (puc. 2.10, 2.11), u Bam Bce cTaHET MOHATHO.
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A\ Error Ml‘ssuul.":- for Windows __ E
{—""E!';.H—il Evor Coda Lit | zn,bmi Help | About |

Error Coda bow, The error coda you enter will be
ir the test window belaw.

\*";‘ / Q EiorCode [51 S

Qﬁwm HesoamomHo HalmW ceTesol nyTb, =
: [Y6eaurece, yro ceTEBOM NYTL YKASAH
BEPHO, & KOHENHLIA KoMNbIOTER
rmwn W He samHsaT, Ecnd cucrema

@ Snaﬁly an MS Windows eiror code M‘\ba in the

BHOBE HE CMOKET HalTH MyTE,
O6PETUTECE K CETEBOMY :J

; i : et S_mWndow Lucahm on the Bukloo
V' Keep Window Topmost on the Desklop

[oc ] omma | cowm |

Puc. 2.10. OkHo Error Messages for Windows c nidopmaumeil 0 kKoHkpeTHO# owubike

A Error Messages for Windows ﬂ m ]

Lookup Enor Cods List |!::plnm-.| Hdﬂsbmt]

Code | Emor Message al
390 YrasarHpif pasnen karanora e cgu.lmwsr

9302 YkasanHbifl Pa30en KETANOTE WKE CYLIECTBYET.

9903 Compka KaTANOroB He SAPEruCTPMPOBAHA B YKAISHHOM Pa3ene KaTanora
9304 Caywta xaranoros yke 3apericTpUpoBaHA B YKAZAHHOM Pasaene kaTanora.

10004 O nepauus GAoKHPOBAHHA NPepeaHa Bsiaosom WSACanceBlockingCall

10009 [pegocTaBneHHbLIN ABCKPUITOP Galina HepapeH,

110013 Caenana nonbimka QOCTYNE K COKETY METOAOM, JANPELEHHEIM NPABaMM A0CT
10014 Cuctema ofHApYRIANG HEAOMYCTHMBIR Yka3ATE b A0PECA NDU NONBITKE HCNoS
10022 Monyyer HEaDMYCTHMBIA APrYMEHT,

10024 OTKPBITO CAHLIKOM MHOMD COXBTDB.

10035 D repauma Ha HE3ABNOKHPOBAHHOM COKETE HE MOKET BbiTh SaBEPILBHA HEME
10038 CelNac BuiNONHASTCA ONBPaUMS GNOKMPOBKM.

10037 Ha He3alnoKHPOBAHHOM COKETE CABNEHA NONLITKA BEINOAHWTE ONERAUHI0 NP,
10038 Caenana NoMLTKa BENOAHTE ONEPAUMIO Ha OfbeKTE, HE ABNAIDILEMCA COoKe,
10039 B onepausi Ha cokeTs Nponyllen o6aaaTe bHeE! anpec. —
10[)40 CoobiueHWe, OTAPABNEHHOE Ha COKET aaTarpamm, Gbino GoNLIWeE, Yem Jﬁgcpep i
4 »

| o ) onn) el

Puc. 2.11. Okno Error Messages for Windows c nepeuxem onucanuit owmGox,
AOCTYNHLIX B CUCTEME
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YnpasneHune KOMMbOTEpPOM

Hapeioch, uto ynpaeneHue csoeii paboueit cranumeis y Bac npobsiem He BbI3bIBAET,
a ecii OHM BO3ZHMKAIOT, TO PElaloTCs CaMOCTOATENLHO. 3/16Ch Mbl PacCMOTPHM
HEKOTOpbIE CPEACTBA YNpaB/ICHHA YAaNeHHbIMH CHCTEMaMH, K KOTOPbIM TJIaBHLIM
obpazoM oTHOocHUTCS cepBep. Bo3MOMKHO NMpUMEHEHHE ITHX CPEJICTB U 114 YNpaB-
NIeHUs y/1aleHHbIMK pabouuMH CTAHLMAMM.

Berpoennoe B8 OC cpeacrso Computer Management (Ynpasnenue komibiore-
pPOM) [MO3BOJIIET YMPABAATL HE TOALKO JIOKAILHOW MallMHOM, HO W ydaleHHbIM
komnbioTepoM. He Bce BO3MOIKHOCTH JIOKAILHOTO YIIPABACHHA MOKHO NMPHUMEHHTH
B CETH, HO TO, YTO JIOCTYMHO, CO3/laeT 3HAUMTENEHbIC Y100CTBA /U aIMUHHCTPa-
Topa. Jlns Toro 4To6bl BOCNONL30BATLCA ITUMK YA0OCTBAMM, JOCTATOMHO OTKPLITH
Computer Management (YrnpasjleHHE KOMMLIOTEPOM) OT UMEHH aJIMMHUCTPATO-
pa nomeHa, a 3ateMm B MeHto JleiicrBue peibpars onuuio MoakimwunTses K Apy-
romy kKomnblorepy. Eciu npoueaypa nojkmoueHns K ApyroMy KOMIbLIOTepY Bbi-
3bIBAET 3aTPYAHEHUA, TO NPOCMOTPUTE ELIE pa3 ONUCAHHE NMOJAKITIOYEHHS K ¥KypHa-
nam coObITHIl Ha cepsepe B Hayane raasbl. Eciu Bbl BCe aenaere BepHO, a
NOAK/IIOYEHHE HE YJIaeTCH, TO BO3MOXKHO, HTO Bbl HE BXOAWTE B YMCIIO AJIMHHHCT-
paTtopoB yaaneHHOro komnetotepa. Ilpunercs B atom cayuae noiitu no paboueid
CTAHLMH M HACTPOUTL 11 cebs (aaMuHKCTpaTOpa JI0OMEeHa) MNpaBa ee aIMMHUCTpa-
Topa. Eciin Bce nosyumioch, NOCMOTPHM HALKH BO3MOXKHOCTH.

3amevarHue

Ecnn sam He Tpebyetcs ynpasnenue paboveil craHumeir, a Heobxoawm AOCTYN K
cepsepy, TO BCe pasHoO, NpeaBapuTensHo onpobyiiTe 310 CPEACTBO ANS ynpasneHus
paboueii cTaHuvel. 3ayem Bam nuiLHMe npobnemel ¢ cepeepom?

HMrak, orkpeisaem Computer Management (YrnpagieHue KOMObIOTEPOM) OT MUMe-
HW aamuHucTparopa aomeHa. [loakmouaemes K Apyromy KOMMbIOTepy, pa3sBopa-
uMBaEM J1EpeBO OOBEKTOB 3TOr0 KOMMNbIOTEpa B JIEBOH 4acTH OkHa W BhIOHpaem
Cayxbnl (puc. 2.12).

DTOT pasjen ynpabieHHs KOMMBIOTEPOM TpeacTaBiaseT ocolbiit MHTepec s aa-
MHUHHCTpaTOpoB. B KavecTse ¢y 3anyckaloTes MHOPHE MpOrpaMMel, Kak BCTPO-
eHHble B CHCTEMY, TaK M ycTaHaBiuBaeMbie nonssosareiieM. Ho ue Bcerpa ects
CMBICHT JlepkaTh Bee cayxbel 3amyueHnsiMy. Hanpumep, Ha mMoem KoMmbioTepe
ycTaHoBjeHa ciysxkba (pakcoB, HO HCTONL3YETCs OHA TaK PelKo, ModToMYy 00BIYHO
HaXOMTCA B OCTAHOBJIEHHOM COCTOSIHWM, A 3TO 3KOHOMMT pecypchbl KOMMbIOTEPA
npy nosceaHesHol pabore. MHorum M3BecTHa mporpamMma yAaneHHOro aaMuHH-
crpupoBanus Radmin, kotopas toxke paboraer kak cmyxba. AAMHHUCTPATOP MO-
JKET 3arycKaTh 9Ty cy:0y Ha yAalleHHOM KOMIIbIOTEpe TOrAa, KOraa aTo Heobxo-
AMMO, 3KOHOMS pecypchl yaaneHHoH paboveil CTaHLMK W MOBBILIAS €€ 3aliuilleH-
HOCTb OT HECAHKLIHOHHPOBAHHOTO AOCTYTIA.



Ynpagnerue cepBepom 1 opraHu3ala CepBucoB

69

=] l’omputcr M.moqu rm‘nt

5; Korcons

AencTene Bn.a Cucm Cnpm

e ARIFRE @ » u

-r

=) Fnpasntmnt KounOTEpowN GERY [ Mike ) _1 Gnucanie’ | Cocroanme I‘rumanycu 1 Bl
# m CryweGHbie NpOrpammel SRaMicrosaft Pop3Se. CnywBaPO.. Paboraet AsTo i
(-3 3 FanoMUHRIOWME YETPORCTER %Microsoftsmu.., ¥NpaBnaeT ... Epyunyc al
= 'ﬁ Cybe W npunowerna %Nemaetlng Remot... Paspewaer .. OTenK4eHa Ll
8y CnywBin & Plug and Play Mossonaer.. PaBioTaer AsTo n
- ﬁ Yripasnaouwni anement W ﬂ&Ra!r‘r‘":il‘\‘.‘Adl‘l"urllﬂ:r... Providesa.. PafioTaer Anto m
O+ WU SR b - Remote Adg FaBoTaer
) WY Internet Information Servi %Remote Se Paboraer Apto
%Suundm Pabioraer ABTO
%S\ﬁLog it Pafiorasr ABTO ne
W Telner s Bpyunyio !
Shweb Elerne _ne"m"ff__ PafiaTaer Agta i
Swindows A Bee 3agam » [ FaBoraer ArTo M
%wmduws L o e e Bpyuryio I
%Aunmﬂm 3 E_h_”ih = Boyuryw M
%Mamep n m"a BpyuHywo T
%Eecnbmnn; —- Bty Paborvaer AsTD m
% Bparamay:  CNpasKa OTrnIoYEHD Nvie
Tj | >

J

j- -] \ Pacunpenrsii )\ Cranaapmiui /

'Oc'ramm cnywbiet "Remote Administatar Service” Ha "SERVERZ! 1.

g 1

Puc. 2.12. Okdo Computer Management ¢ OTKPLITEIM KOHTEKCTHBIM MEHIO cnywBsl

Kak ¥ B cnyvyae fOKalbHOro [AOCTYra, Bbl MOXKETE 3afyCKAaTh W OCTAHABIIMBATHL
CysKObl, BBIMOMHATL JM00LIE ApyrUe AeHCTBHS C HUMH, JOCTYMHBIC MPH JOKab-
HOM J0CTYTIE.

AHANIOrHYHO MOKHO YIIPaBIsiTh M YHETHBIMH 3aMWCSMH Monb30BaTenel na yaa-
JIEHHOM KOMIblOTepe, ucnonbdya onuuio Cayxebnbie nporpaMmsl B OKHE
Computer Management (Ynpaeineuue komnbiotepom). Ho B Hawe#l ceru no-
KabHblEe MOJb30BATEIH €CTh TONBKO Ha BTOpoM cepeepe. OcHOBHOM cepBep Ha-
CTpPOEH HA npuMeHeHHe ciyxObl katanoros Active Directory. B stom ciyuae we-
BO3MOJKHO MOJIYYHTh JOCTYN K YUETHBIM 3arucsam nonsiosareneit B AD ¢ nokanb-
HOM MaiuHbl 6e3 gononHuTeNnbHbIX cpeacTs. Takue cpeacTsa MOKHO HaHTH Ha
AUCTPHOYTHBHBIX JIMCKAX CEpPBEPHBIX OnepauuoHHbIX cuctem. B karanore i386
aucTpubyTueHoro jaucka Haiaure Qain adminpak.msi u 3anycrure ycTaHOBKY
3TOrO Cpe/cTBa Ha Bawem Kommblotepe. [Tocne ero yeranosku B narnke AaMHuRH-
CTPHPOBAHKE MOSBHTCH HECKOIBLKO HOBbIX SPIBLIKOB, BKaouas Active Directory
Users and Computers (Active Directory — rnonb30BaTe/id 4 KOMITbIOTEPSI).

MoumevyaHue

BamHo y4ecTs, UTO yCTaHoBKa 3TOro cpepcrea Dyner BoamoXHa npy coBnaaeHun
A3blKa Ballleil oNepauvoHHOW CUCTEMB! U CUCTEMBI Ha ANCTPUDYTUBHOM Aucke. Ecnu
Bbl MCMONb3yeTe aHrnuiickylo eepcuio Windows XP, 10 u auctpubyTna cepeepHom
ONepaLnoHHONW CUCTEMbI JOMKEH BbiTe aHrnuitckoin sepcuu. lpu atom Bce Haume-
HoBaHWA 0GbekToB ByAyT aHrIMACKMMM.




70 Mnaea 2

Active Directory — ynaneHHoe ynpaeneHue

K COMXaneHuio, nocie yCTaHOBKHW CPeaAcTs aaAMHUHHCTPHPOBaAHHA CepBEpa OTCYTCT-
BYET BO3MOXKHOCTbL 3allyCKa nporpamMm, BXOAALUHX B 3TOT KOMIUICKT, OT HMEHH
Mo/b30BATENs, HE 3aPErHCTPHPOBAHHOrO B JaHHbIH MOMeHT B cucteme. Bam npu-
JIeTCA BOWTH B CETh NOJA UMEHEM aJAMHHHCTpAaTOpa AoMeHa ans obecneyeHus Bo3-
MOXCHOCTH yNpasieHus 3TuM JloMeHoM. C oaHOH CTOPOHBI, 3TO CO3J4eT HEKOTO-
poie Heya00cTBa Ana Bac, HO C ApYroi, — BaM He Tak Yy Yacto notpedyercs 06-
paileHne K 3TOMY KOMIUIEKTY nporpamm, Kpome Toro, 3aBepiumB HeoOXoaumbie
NeHCTBUA W 3aPErnCTPHPOBABLIMCE ODBIYHBIM Mo/b30BaTeNeM Ha cBoel paboueh
CTaHUMK, Bbl MCKIIOYMTE CliyvalHbIi HECAHKLIMOHMPOBAHHLIM JIOCTYI K HACTPOii-
KaM cepeepa B Ballle OTCYTCTBHE Y KOMITbIOTEpA.

Wrak, BeIXOAUM M3 0OBIYHOrO ceaHca paboThl W perMcTpupyemcs ajMUHHCTPATO-
poM JloMeHa...

Tenepb oTkpbiBaeM Aamuuucrpuposanue | Active Directory Users and Com-
puters (puc. 2.13).

qem trw_ I)ln‘dm‘, ll-u s .-lmhmupulrrﬂ_ : ;
< Kowcoms [eicrove Baa Qwo  Crpsms
* -*Il"— I@J@l’nmh?d T

i Tiwe [ Gescrpbon I
® w DS [Isaved Queries Eolder to store your favor...
ap15.dom [loHen

o T T 1

Puc. 2.13. Okno Active Directory Users and Computers

Ecnu Bel He YBHOCIH 3HAYKA CBOEro aomMeHa B npaaoﬁ 4acTH OKHa, TO caeayer
BbITIOJIHHTD ClIEAYIOLLHE neHcTBuUs:

1. Haxkmute kHonky deficTBHe,

2. Bribepure Connect to Domain ([Toakmounrscs k qomeny).
3. BnuiuuTe Mms Ballero JoMeHa B A0CTYMHOE /718 3TOTO MoJje.
4

. Ormetbre Save this domain setting for the current console (Coxpanurh Ha-
CTPOHKM Ans TeKyLlei KOHCOH).

5. Haxwmure OK.

Ilocne sroro npu BXOAe B KOHCONMb YynpaeheHus ciy:Oo# karanoros Active
Directory noakntoueHue OyaeT ocyLIecTBIATECA ABTOMATHYECKH.
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Connect to Domain E’] [ X I

nm[m ——-ln'“"

¥ Save this domain satting for the cument congols _ :

Puc. 2.14. OkHo Connect to Domain

PaspepHyB 00HLEKT ¢ HMEHEM BalLEro AOMEHA, Bbl MOJYHHUTE JOCTYI KO BCEM MOJI-
pasjiesieHHaM, NOAL3OBATENAM U KOMIBIOTEPaM, 3aperHCTPUPOBAHHBIM B IOMEHE.
Bee peiicTBus, KOTOpBIE AOCTYMHBI MPH JIOKAIBHOM AOCTYME K CepBepy, AOCTYMHbI
U U3 3TOrO OKHa (puc, 2.15).

_,.r Active Directory Uise TS nnd( nnlplih-ﬁ - F

& Kovcors « Qeficene  Bra - Oxno. Cromat s e s St niy !.iﬂj.?i_l
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f¥l-(s2] Domain Controllers {93 1UsR_APISN... Monesosatens Bcfpoemusamm... =

IWAM_APIS,.. MNoneoeaTtens BCTpOeHHan YWETHER 3aM...
krbtgt MonssceaTens YueTHEs sanmce cyibel ..
|| €2 Tsinternetuser Monssoearens 3Ta YNETHAR JANKCE MEN, .,

4 \_’ ForaignSecurityPrincipals
@ (B Navigator and Disr

@ (Z] oTK D
| +f ] ﬂ AamHnCTpa,,,  MonslceaTens BCTpOSHHAR YHETHAR 3aM,
& (] dnexrpre AAMMHMCTDE. ., Security Group ...  HNeHb! MHSHOLINE BAMMHH, .,
.( T S o : (€ AammmcTpa...  Security Group ... HasraueHHBIe SAMHHHCTD, . :_{
Puc. 2,15. OkHo Active Directory Users and Computers
C pa3BepHyTON CTPYKTYpOR AOMEHa
Cepsep DHCP

B 21age 1 Mbi y3ke paccMaTpyBaii HACTPOMKY 3TOrO cepeepa.
3nech ULIL MPUBEAEM B OKHA 3TOrO cepBepa npu A0cTyrie u3 cetd (puc. 2.16).

C NMOMOLLbLIO NAaKeTa MMHHHCTP&THBHI’IX nporpamMm Bbl MOJKETE YNPaBIATh BCEMH
KomrioHeHTamu cnyxObt Kartanoros Active Directory, paGotalouwmu Ha Bailem
cepBepe, He CXO/A cO cBoero pabouero MecTa.
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Puc. 2.16. OkHo DHCP npu poctyne ¢ paGouei cTaHLmm

YnpaesneHue cepeepom U3 KOMaHHOMN CTPOKU

[TonesHbie BO3MOMKHOCTH 1A YAATEHHOTO dIMUHHCTPUPOBAHHA MOIKHO NMONYUHTh
NPHMEHAS CPEeACTBa KoManaHOH cTpokH. [loka, Ha MO# B3rasa, cpeicTBa CTOPOH-
HUX pa3paboTuHKOB ynoOHee, yem BeTpoeHHble B Windows, W NO3BOJSIOT BbINOJ-
HATb Gosibiie onepauuit. OAHHM U3 CAMBIX W3BECTHBIX KOMIUIEKTOB TAKHUX CPEJICTB
spnsercs PsTools Mapka PycunoBuua. Beck maker nporpamMM pacrpocTpaHseTcs
GecrinaTHo M focTyneH no aapecy B UntepHere:

http://'www.sysinternals.com/ntw2k/freeware/pstools.shtml.

[Tporpammel nipegHazHavuens uis paboThl CO BCeMU CEPBEPHLIMH ONEpPallHOHHBIMH
cucremMamu cemeiictea Windows. Pzl yTHIUT KOMaHIHOH CTPOKM COIEPIKMT cama
ornepalMoHHas CHCTEMa.,

Hano ckasats, 4to ¢ nossienuem rpaduueckoro nurepdeiica MHOrHe noib3oBare-
nM ctanu u3beraTh KOMaHIHOH CTPOKH, KaK MEHee MOHATHOIO, YeM MPOrpamMMel C
rpaduueckum uHtepdeiicom, cpeacrsa. I'paduuecknit uurepdeitc yacTo noHATEH
MHTYWTUBHO, Ha3HAYEHWE KHOMOK YKA3aHO SIBHO, M HaAM OCTAETCA BbIOpaTh npei-
ronaraemoe Aedcreue, Ecnu 4ro-nudo HE NMOHATHO, €CTh CPEACTBA CHPABOYHOM
cucrembl Windows, rie vatie BCero MOXKHO Halith noscHenus k paborte ¢ mpo-
rpammamu, Bxoaaummu 8 coctas OC. Komananas crpoka MHOTMX Myraer cBoei
4yepHOTOH K "HeussecTHOCTHIO", Tem He MeHee cpelcTBA KOMAaHIHOW CTPOKH BO
MHOIUX CJly4yasX OKa3blBalOTCA MOJIe3Hee NporpamMm ¢ rpaduyeckum uHTephei-
com. Jlaske npH 0ObIMHOM JIOKAILHON paboTe Ha KOMMBIOTEPE €CTh CHTYALNUH, KO-
ria HUYTO, KPOME KOMAHAHOH CTPOKM, BaM He nomoxer. Tak, Hanpumep, eciiu
Windows He 3arpy;aeTtcs B 00BIYHOM PexKUME, Bbl MOJKETE 3arpy3uThCs B peKHMe
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KOMAHAHOH CTPOKM MM 3alyCTHTh KOHCONb BOccTaHosiaeHus. Ho 310 Kpaiinmii
cnyyai, korja cucrema He paborocnocoOHa. beiBaeT u Tak, uto Bee paboraer, Ho
TpeOyerca BLIMONHMTL AEHCTBHE, KOTOPOE HEBO3MOXCHO BITIOJHHTbL OOLIYHBIMH
cpeacreaMu Windows. Ognaxapl Mos omubka NpUBena K MosBAEHHIO B CHCTEME
6500 konwuii aiinoB ¢ UMEHAMMU, OTIMHAIOLMMHCS OT OPUTHHANIOR CHMBOMaMH (2)
B KOHLE UMeHu. Cuctema npojoJkaia paborarh, HO (haitbl 3aHMMANH O4EHb MHO-
ro MecTa M NpocTO pasfpaxaly CBOUM npucytcTeueM. Pacnonoxkensl oHu Oblin B
pa3s/IMYHBIX KATanorax nosib30Batesed W CHCTeMBI, YTO HE MO3BOMAIO MX OBICTPO
yAanuTe obbIMHBIMK cpecTBaMM. S NOMbITAICA NPUMEHUTL CPEACTBO TNOMCKA
(aiinos, a 3arem yaanutb Qaiinbl npamMo M3 okHa nowucka. OKasanoch, YTO Tak
MOXKHO YAAMUTh MUk Hebonbwoe KoiuyecTBo (Gaiios 3a onun npueM. B moem
cilyyae CHCTeMa He Morfa crnpaBuThCs ¢ 9Toi sapmaveit. Ha nomois npumina
KOMaH/a del M3 KOMaHIHON CTPOKH. YKa3aB COOTBETCTBYIOIIHE MapamMeTpsl ITO#
KOMaH[bl, YAa70Ch 38 HECKOBLKO CEKYH/1 OYHCTHTL CHCTEMY OT Mycopa. Komy uH-
TEPECHO, NPUBOXKY BHI KOMAHbI:

del {8 dgagiyx 2 X

B03MOKHO, 4TO y Bac BO3HHKAA MBICAL: "A 3aueM 3ech HH(pOpMaLMA O NOKajb-
Hoi pabGore B cucreme?" Ha 310 oTBewy crenylouiee: BO3MOXKHOCTH Y/1aJIeHHOIO
aZAMUHHCTPHPOBAHUA NpaKTHYeCKkH OesrpanuuHbl. Jlaske NOKaALHO NPHMEHAEMbIE
KOMaH[b! MOTYT MPUrOAMTLCA, KOFA Bbl MX CMOJKETE MPUMEHUTL HA ydaJIeHHOH
MaiuuHe.

PaccmoTpum HekoTopsie w3 nporpamm kommiekta PsTools u makera Support Tools
(Resource KIT), naxoaswmecs Ha auctpubytuBHbix auckax OC.

Remote.exe (Support Tools)

B nakerax Support Tools cepBepHbIX ONEpaLMOHHBIX CHCTEM €CTh YTHIWTA
remote.exe, KOTopas ro3BOMSET BLITONHUTEL 3a]ady YNpaBleHns W3 KOMaHIHOM
CcTpoKM. Ita yTunura Tpebyer cBoero samycka Ha cepsepe, a 3arteM Ha pabouei
CTaHLIMK, C KOTOpO# mpexanonaraercs ynpapnedue, CKOMMPOBaB remote.exe B Jio-
Goii kaTanor Ha cepBepe, C/IyeT B KOMAHZHOM CTPOKE, BOWIA B KATAJION C YTH/IH-
TOH, HaGpaTb

remote /s "cmd" /v,

rae s — KOMaH/a 3anycka CepBepHOH vacTH remote, "emd" — KOMaHAHAsA CTPOKa,
v — MPOrpamMmMa 3anyckaeTcs B BUANMOM pexHMe,

Ha paGovueii craHunu TpeGyerca B KOMaHAHOI CTPOKE BBECTH

remote /c <4 _cepeepa> /v

[lapameTp /c rOBOPHUT O 3aMycKe K/IMEHTCKOM uacTu nporpaMmsl. Yepes HeCKob-
KO MFHOBEHHH MbI OKKEMCS B KaTajore, W3 KOTOpPOro Ha cepeepe Obina 3anyuieHa
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ytunuta. Ternepb MOMXKHO BbIMOMAHATb MH06bIE KOMAHALI M3 KOMaHAHOW CTPOKH.
MoxHO co3gaBaTh WM yAaISTh KAaTalOrM WM KOMMPOBAThb (aidiibl, BBIMIONHATH
KOMaHIy ipconfig Iis mpocMmoTpa koHurypauuu [P-nporokona Ha cepsepe u
MHOrOe Jpyroe.

EAvHCTBEHHOE, YTO HECKONbKO OMpA4aeT YAOBONBCTBHE OT MPHMEHEHWA 3TOM
YTUIIMTBI, TAK 3TO TO, YTO OHA HE BOCIPOU3BOAMT PYCCKHUX LIPH(TOB, BBIBOAMMBIX
MporpaMMamMH Ha 3KpaH, HO PYCCKUE MMeHa KaTanoros M daiiios noaaepkusaioT-
csl BMOJIHE KOPPEKTHO. BbInoNHEHHWA HEKOTOPbIX KOMaHI Bbl He yBuaute. Hanpu-
Mep, MOMbITKA BBLIBECTH HA JKpaH COAepIKaHus TeKcToBOro (haiina (copy file.txt
con) NPHBEAET K TOMY, 4TO pe3yabTaT Oyner BUAeH Ha CepBepe, a Ha BalueM JKpa-
HE MOABMTCA TOMBKO COOGILEHHE O BbIMOJHEHHOH kKomanae. Ho komanaa type
file.txt Oyaer BLINOJHEHA Kak MONOKEHO, NPH ITOM PYCCKHH TekcT Oyaer 4u-
Tatbes, ecan o B DOS-koauposke. Bee komawnbl, BbiNONHSeMble ¢ paboyeit
CTAHLIMH, HA CepBepe COMpPOBOXKAAIOTCS MOMETKaMH, COOOUIAIOLINMH, C KAKOH pa-
Ooueil ctaHUMM M B Kakoe Bpems Obla BeimonHena komauza. [TonbiTka 3anycka
nporpaMmbl ¢ rpadMueckum HHTep(eHcoOM NMPUBOANT K HEBO3MOXKHOCTH Aasib-
Heifluero BBOJa KOMaH K HEOGXOJIHMOCTH 3aKpBITHA OKHA KOMaHIHOM CTPOKH Ha
cepsepe.

JIna Toro 4Tobbl 3aKpPbITH CEAHC CBA3H C CEPBEPOM B HOPMATLHOM PEXKHME, ClleLy-
eT HabpaTh KOMaHay @K.

Cnosom, yTHIHTa remote.exe BNOJAHE MOXKET CTaTh BalMM MOMOLIHMKOM TNpH ai-
MHUHUCTPUPOBAHHM CepBepa.

PsExec (PsTools)

DTta yTHUIMTA YNOMMHAETCs 3/1eCh, MOCKONbKY, YMTasi €€ OPUTMHAJILHOE OIMca-
HHE, BAM OYeHb 3aXo4eTcs ee Henbitath. Ho pesynbrar MOXeT He onpaBaaTh OKH-
JaHus,

B onucanuu, npunaraeMom K KOMIUIEKTY Nporpamm, ckasaHo, 4to yruaura PsExec
NO3BOJIAET BLINOJAHATE HA YAAJIEHHOM KOMMBIOTEPE NPOrpaMmMbl KOMaHAHOH CTpo-
k. K coxanenuio, MHe He yAanoch BOCMOJL30BaThCs 3TOH mporpammoit, B pe-
3y/bTaTe MOMNbITOK €€ MPUMEHEHHA Ha YIANeHHbIX KOMIbIOTEpax yCTaHaBAHBAIACh
ciyxOa, koTopas ao/mkHa Obuia 06ecreunTs CBA3L ¢ CEPBEPOM YAAIEHHOH Malliu-
Hbl. BepoaTtho, nocneanue o6HoBneHua Gesonacuoctd ans Windows 3anperuin
3TOit ciykbe BbimonHATL cBou (yHkumu. ITpuwnocs BOCMoONB30BaTLCA Nporpam-
MoH srvinstw.exe ans ynaneHus cienoe PsExec Ha cepeepe. Ita yrunura nomora-
€T yAanuTh cnykOy, ecid OHa He HY’KHA, HO BPYHHYIO €€ YAAlNWTh HE YAaeTcA.
Haiitu srvinstw.exe Mmoxkto no aapecy http://www.softodrom.ru/win/p83.shtml.
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Psinfo (PsTools)

Ora yTunuTa nos3sonser cobpatk cBeaeHHA 06 yiianeHHo cucTeme.,

Hcnonwiosanue:

psinfo [\\xomneorep [,xomnewrep [...] | @file [-u wua_nonwzosarens
[-p napone]]] ([-h] [-s] [-d] [-c]

rae:

\\ xomneoTep — WUMSA KOMIBIOTEPA, O KOTOPOM HEOOXOAMMO MOJYYHThH CBEACHHS.
Ecnu yka3aTe \\*, TOra KOMaHja BbINOHACTCA A1 BCEX KOMIMBIOTEPOB B TEKY-
LIeM JOMeHe;

@file — (paiis ¢ nepeuHemM KOMMLIOTEPOR, O KOTOPbIX HEOOXOAUMO MOTYYHTEH CBE-
JIEHWAA]

-1 — ONpeaenAeT UMAa MNnoJb30BaTeNA /18 BXOAa B CHCTEMY Ha y}laﬂeHHhIﬁ KOM-
MbIOTEP,

-p — Onpeaenser napoib 118 HMEHH MOJIb30BATEIs;
~h — 110Ka3aTh YCTAHOBICHHbBIE OGHOBNCHHS;

-5 — M10Ka3aTh YCTAHOBJIEHHOE MporpaMmmHoe obecrnieyenue;
-d — noka3zaTb HH(POPMALIMIO O AHCKAX;

-c — BBIBOAMTL B (opmate CSV (comma-separated value, 3uavenus, pasnense-
Mbl€ 3aMaToM).

PsList (PsTools)

Ora YTHIIATA NO3BOJASCT NOAYHHTh CBEACHHH O Mpoleccax Ha YAaJICHHOM KOMIbIO-
Tepe, HWCMONb30BAaHHHM MAMATH, BbLIBOAS CTATHCTHKY B HENpPEPbIBHOM pekuMe
(MOXKHO YKa3aTh nepHo 0OGHOBAEHUS MH(OPMALMK B CeKyHaaX).

Hcnonsiosatnue:

pslist [=d] [-m] [-x][-t][-s [n] [-r n] [\\xomneoTep

[-u mma_nonbzoparenal [-p napone]] [[-e] uma npouecca | umesHTMduKaTOP
npoueccal

riae:

-d — MNnoKasaTb CTAaTHCTHKY J114 BCEX AKTHBHLIX NMOTOKOB,
L 7 e HH¢0pMauHﬂ 00 HCMoJIb30BaAHHH MaMATH,

-3 — HCMOJNL30BAHHE NMAMATH KaX<IbiM H3 NMPOLECCOB,

-t — 110KAa3aTh 1epeBo MPOLIECCOB;

-5 [n) — BBINOJIHATH NPOrPaAMMY Hepe3 n CEKYHI;
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-r n— BO300HOBUTL paboTy Noc/e OKOHYaHUS;
-u — MM MONIb30BATENS 15 BXOAA B CHCTEMY Ha YANeHHbIH KOMMbIOTEP;

-p — Napojb 1A HMEHH MOJIbL30BATEA.

PsKill (PsTools)

D70 CPeACTBO YHHUTOKEHHA MPOLIECCOB HA YAANCHHON MallinHe.
HMcnons3osanue:

pskill (\\xommeorep [-u MMsa nonezoBaTens] [-p napons]] <ma_npouecca |

MIeHTHOMKATOP Npouscca>

Jns aByX nocneaHuX YTHIMT ecTh noxoskue B cocrase Support Tools, ato Tlist.exe
u kill.exe. Ho 310 He noaxkie aHANOrH, NOCKOALKY paboTaloT TONLKO JIOKAJILHO.

PsLoggedOn (PsTools)

DTa yTWINTA NO3BONAET YBM/JETh UMEHA YHETHBLIX 3anuceil nojwb3oBaresnei, noj-
KJIIOMEHHBIX B IaHHBIH MOMEHT K CepBepy.

HUcnonsiosanue:

psloggedon [-1] [=x] [\\komnewTep]

raoe:

-1 — NMoKa3aTh TOJBKO TIOKAJbHBIX M0 bBOBaTEﬂer{;

=% — HE MNOKA3bIBATE BPEMA MOIAKTIOUCHWA,

MpumevaHune

[na Gonewen komcpopTHOCTU paboTel ¢ KOMAHAHOW CTPOKOW BCE YTUNWTHLI nydlue
NOMECTUTL B OAUH KaTanor. B CBOWCTBaX ApNbika KOMaHAHOW CTPOKW HYXHO ykasaTb
B kayecTtae paboyero kaTanora UMEHHO aTy nanky ¢ NonHLIM NyTem K Hew (none Pa-
Govan nanka Ha Bknaake ApnbIK B OKHE CBOICTE APIbIKa).

Ka4yecTtBo pabotbl ceTu

YTUANTBI, PaCCMOTPEHHBIE BBILIE, MO3BOAKIOT MONY4HTh uH(popmaumio of yna-
JICHHOH MauIMHe W BLINOMHHTL Ha Hel HekoTopbie aeiicTeud. Ho aamunucrpaTtopy
HeoOX0AUMO cienTh 3a KauecTBoM paboTsl cetu B uenom. Kauectro pabots! cetu
onpeaensercs KauecTBOM CBA3M MEXIY KOMMbIOTEpPaMH, a TakiKe OTCYTCTBUEM
JIHLIHUX JOCTYMHBIX pecypcoB B Heil. J[nsa koHTpons Haa paGoTol ceTu Takke cy-
LLECTBYIOT COOTBETCTBYIOLIME NPOrpaMMbl H YTUIHTBI.
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Ping

Onna u3 cambiX NPocThIX B Henonb3osanuu nporpamm — C:\ windows\ system32\
ping.exe. baarogaps pasMeieHnio nporpaMmMbl B CHCTEMHOM nanke, myTh K KOTO-
poit onpenesied B KOHQUIrypaluHu CHCTEMbI, 3aMyCKaTh €e MOYKHO, HaXOJISCh B JIHO-
Gom Katanore KomnbioTepa. ITa KOMaH/Ia NMPUCYTCTBYET BO BCEX ONEPALHOHHBIX
cHeTemax, nojaepxkusaiouiux pabory B cet. OcobeHHOCTH KOMaH/Ibl, CIUCOK ee
napaMeTpoB MOMKET OTINHATLCH OT CHCTEMbl K CHCTEME, HO OCHOBHBIE (hyHKUMH
HensmeHHbl, Hipke npuBesieH pesynbTaT NpUMEHeHWs KOMaHabl ping, KOTOpbIH
MOIKHO YBHJIETH HA KpaHe KOMMbIOTEPA B OKHe KOMauaHoH cTpoku (ceanc DOS)
unu B pexxcume DOS:

Ping 192.198.0.142
Ofimex nakeTamy ¢ 192.168.0.142 no 32 Banr:

Orser or 192.168.0.142: uncno Gainr=32 spema<lOumc TTL=128
Orser o1 192.168.0.142: umcno Gahr=32 egpema<lOumc TTL=128
Orser or 192.168,0,142: uncno Gair=32 mBpema<limc TTI=128
Orper o7 192.168.0.142: umcno Ganr=32 Bpema<lOmc TTL=128

CrarucTuka Ping mna 192.168.0.142:

TlakeToR: nocyaHo = 4, ponydeHo = 4, norepsadHo = 0 (0% noTeps),
[lpubmsuTensHOe BpeMA MNepenauyu M npueMa:

HameHsmee = 0 Mc, Haubomsmee = 0 Mo, cpemHes = 0 MC

Komana nozeossier onpenennTsb CieayioHe napamerpbl ceTi:
0 AOCTYNHOCTH KOMMBIOTEPA B CETH]

O pabotocnocobHocTs KaGenbHOW TUHUHA (TMHUIT) MEAKIY BaLIUM M YAAIEHHLIM
KOMILIOTEPOM;

0 KauyecTBO CBA3M MENKAY KOMITLIOTEpAMH.

[TposioKHB HOBYIO KabenbHYIO JIMHHIO W YBHIEB, 4TO BPeMsi MPOXOKACHHA MaKeTa
Gonee 1 Mc, MOJKHO CclienaTh BLIBOJ O TOM, YTO JIHHMA MposiokeHa rioxo. Bos-
MOXKHO, YTO PANOM OKa3aluch MPOBOJIA BLICOKOrO HANpPsKEHWA WM KaTeropHs
kabens Huwke HeobxoaumoH. 3aMenan o6biunblif Xab (KOHIEHTPATOp) HAa KOMMYTa-
TOp, KOTOPbIH MOMIEPKHBAET CKOPOCTDL nepe/aun aanubix 100 MGuT/c, Bbl MOKe-
Te OBGHAPYKHTH YXYJLIEHWE CBA3ZH MEXK1y KommbioTtepamu. [Tpuunn moxer ObiTh
HECKOMbKO, HO MEPEHACTPOUB MOPTHI KOMMYTATOPA Ha MOHMIKEHHYIO CKOPOCTS, Bbl
BOCCTAHOBUTE HOPMAJLHYIO CBA3b.

Ipconfig

Dra KOMaHAa TOXKE 3anyckaeTcs M3 KoMaHaHoW ctpokn. Ona nossosser onpese-
JHTH CETEBBIE HACTPOHKH KOMIBIOTEPA, HA KOTOPOM OHa 3anyueHa. Huxke npuse-
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AE€H MPHMEP €€ BLINOJHEHHA C NMapaMeTpoM

cucremax Windows:

Ipconfig /all

Hacrpoiika IP mna Windows 98

T'naBHEME KOMABOTER . . « « +
CopBaphl BNE Wi, un b e Bibs
Tty TR DS+ 1 v Vet Tk N 0
Kon oGnactu NetBIOS ID . . .
Nepeagpecatua IF., . . . . . .

Brmowenue WINS Proxy. . . .
Paspewenue NetBIOS uepez DNS

0 Ethernet: nmara :
Cnucanme.. ¢ 5 T il s
dusuuecKkuit ampec. . . . .
Brmderse DHCP., . o ¢ e i
LP-gpamian SR & e
Macka MOOCETH . . « « &« +

1 Ethernet:

CTaHmapTHEDL IUTZ, . . . + + .
CeppeyI BREIPSSECL . o o Sl i
llepeuuHElt cepBep WINS . . .
BropuuHent cepeep WINS .
JocTyrn NOMYHeH. . . . .+ .
Hocryn ucrexkaer . . .

nnara :
ONyCEHNRL e v 5 e e e e

dMaMUeCKMit aupec. . . .« .

Bromnesne BRACEL & . . =0 Gl
I E=aitpac e L e
Macka Nnouce™ . « « +« . s s

CTaROapTHEY WIDS. . « .« . .
Cephep DHEP ™ L . ol RS
llepBuunell cepeep WINS . . . .

BropuuHeit cepeep WINS . . . .
JAQCTyil HORVEEH, . . @ (el
JOCTYII MCTERAET . « « o s & '«

all, JOCTYNMHBIM B OnepalMOHHbLIX

.

Prog.AP15,dom
192.168.0.15
TUOPUIHEDA

Her

¢ Her

..

Ha

PPP Adapter.
44-45-53-54-00~-00

255,255,255, 255

: Compex RE100TX PCI Fast

Ethernet Adapter

: 00-40-95-30-95-64

Ia
192.168.0.101

3 288:2555255,0

192.168.0.15

¢ 182:168.0,15

: 22/06/03 09:27:13

30/06/03 09:27:13

Be3 napameTpoB 3Ta KOMaH/a MOKAKET TONLKO ceeienus o6 IP-anpecax. Tlpu we-
nonajaKax, KOTopblie MOryT GuITh BbI3BaHbLI HENPABWIILHLIMU HACTpOiikamu paGoueii
CTAHLIUM, Bbl MOJYKETE MPOBEPUTh 3TH HACTPOHKH, MONL3YACH OMUCAHHOM KOMaH-
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noi. Umea cpeacTsa 1A BBITIONHEHHA NPOrpaMM KOMaHAHOW CTPOKH Ha yaasieH-
HOM KOMNBLIOTEPE, 3TY KOMauay MOMKHO NPUMEHATH W ANA KOHTPOIA HaCTpPOEK
yaaneHHbIX pabo4HX cTaHUMIA WK cepBepa.

SuperScan — nporpamma ans cKaHUpoBaHuA ceTeil

Bonbuyio nmomouws Moxet okaszath Gecnnarnas yrunuta SuperScan (puc. 2.17),
KOTOPYIO MOYHO HaHTH no aapecy:

http://www.snapfiles.com/get/superscan.html.

OTa yTHIHTa MO3BOJIAET ONPE/ICTHTL AKTHBHbBIE B aHHbI MOMEHT KOMIBIOTEpPLI B
cetn. CeTb CKaHMpyeTCs B 3apaHee 3a/laHHOM /iMAra3oHe anapecos W roptos. [lo-
CKOJIbKY B Ballei cet GONbLIMHCTBO aIpecoB HE BBIXOAMT 3a Mpejielibl 3apaHee
onpeaeneHHbIX 3HAYEHHH, HAHTH aKTHBHbLIE MallMHbLl He cocTaBuT Tpyaa. [lpo-
rpamma mo3sosser onpeneauts [P-anpeca, uMeHa KOMMBIOTEPOB, OTKPLITHIE MOpP-
Thl Ha KKAOH MawinHe. [1pn HEOBXOAHMOCTH OMPEACIUTb AOCTYMHOCTD KOMMbIO-
TEPOB B CETH, Bbl MOMYHHTE MOJIHYID KapTHHY CHTYallHH, 3anyCcTHB 3Ty Mpo-
rpammy.

511 SuperScan 3.00

[192168.115.2

|lm[

e P e meq —————S5can lype ———— -
swlm g 110 | | ¥ Resolve hostnames. '
RO || E e

evc | Newc | 1.254 ifﬁ‘ " Pidgiony l§£1' 115221 I'tl“ i

" Everw port in ist

|
IV lgnore [P zero (1 || G Al selecied ports in st 2168116221 [0 |
¥ Ignors |P 255 i Read | 1€ Ausst ponts fiom [0 [5T5
— Cinn
r xnattonfe | || o0 || | %- Stoy if

) r_ﬁpeed__m SRR I e
Max

SASRSNASNAANSNE

Puc. 2.17. Yrunura SuperScan 3.00

Dra yruinTa yaobHa v npu cGope CTaTHCTHKH O paboTe KOMMNBLIOTEPOB B ceTH. Pe-
synbTarT paboTel MporpaMMbl MoxkeT ObiTh coxpaHeH B (aiine. 3anyckas nporpam-
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MYy B OMpEJeeHHbIE Yachl W COXpaHAs Pe3y/ibTaT CKaHWPOBAHHMA, Bbl MOAYYWTE
NOCTOBEPHBIE CBeieHna 0 paboTe KOMNLIOTEPOB B 5TH vackl. Ha kaskaom komnbio-
Tepe, NPOCKAHWPOBAHHOM MPOrPAMMOIi, MOXKHO ONPEAENHTL OTKPBITEIE TOPTHI,
YTO MOJKET noTpeboBaThCs NpH BbISCHEHHHM NpuunH HepaboTocnocobHocTH Mpo-
rpamm, TpeSyIOIHX 18 HOPMaILHON PaboThl OTKPLITHA KOHKPETHBIX ITOPTOB.

Cyuiecteyer Gosiee HoBast Bepeust 31oit nporpammst (4.0), HO B Hell ouenb MHOIO
oTnnuMii W B WHTepdeiice, 1 B ynoberee paboTbl, MpUuEM, Ha MO B3r/f/, HE B
JyuLryio ctopony. B naiedf cetu npojo/uKaeT pUMEHATLCS BEPCHs. ONUcaHHas
3/1€Ch.

ABTromartusayua obcnyxmnesaHua 6asbl JaHHbIX

DTOT BONPOC B KaXKJ0¥ CETH CTABWTC W peluaerca no-csoemy. Ho, yuntoisas uiu-
pokoe pacnpoctpanenne CYBJ] MS Access paznuunbiX Bepeuii, paccMoTpum pa-
Goty ¢ Takoit 6a30ii B ceTH, I/le HECKOIBLKO MOJIb30BaTEel peryaspHo odpaiaT-
ca k Hell B nporecce pabotsl. [Tpn atom Tpebyercs pewats oObiuHble ceTeBbie 3a-
JlauM: pe3epBHOE KONMpoBaHue 6asbl JaHHbIX, ckaThe 6a3kl naHHBIX, obecneyenme
Ge3onacHocTH gaHHbIX. Boamoykno, 4ro juia pabotsl ¢ gpyrumu GazaMu JaHHBIX
Habop CpeAcTB Ans 0OCHYKHBAHUS AOMKEH ObITH MHBIM, HO OBLIMH NMOAXOM K pe-
LwIeHu1o rpodieMsl cieayeT coxpaHuTh. Tak, B Haulel ceTH NpHMEHseTCs elle
oauH BU CYBJI, HAcTONILKO ManopacnpoCTpaHeHHOW, YTO 3jechk Mbl He Gyaem
paccmarpuBars pabory ¢ Heil. Tem He meHee ofcaykuBanue 31oit 6a3bl oTIMUAET-
ca ot obeayxkusanus CYBJ] MS Access TOJIBKO HHCTPYMEHTAILHBIMHU CPeACTBa-
mu. Jlioboe cereBoe npunoxenue, paoratoniee ¢ 6a3zaMu JaHHBIX, HMEET KIWEHT-
CKYI0 4acTh, C KOTOPO# paboTaloT Nnojib30BaTeNu, i cepeepuyto. B cnyuae ¢ CYBJ]
MSAccess, Ha cepeepe MOKET pacrionaraThes AHiLbL 0a3a AaHHbLIX, HO ans GOlb-
wero yno0cTea ee 00CHY)KHBAHWA HA CepBEpe YCTAHORICHO M CaMO MpHIOKEHHE
MS Access. Bo muorux cersax ne6onbiioro Maciiraba npuMeHseTes HMEHHO TOT
eua CYDBJI, nosponsiomuii Ge3 3HaunTeIbHLIX 3aTpar pazpabaTsiBaTh KIHEHTCKHE
NPUNOKEHHSA U NPH HEOOXOAUMOCTH OBICTPO MOAEPHHIUPOBATL CTPYKTYpY Oashl
nanHbIX. [MTo psaay npuuMH, HECMOTPS HA HAIWYKE JIMLEH3HOHHOrO AMCTPHOYTHRA
MS Office Gonee mosanux BepcHH, wid paboThl B CETH y HAC MpPHUMEHSETCH
MS Access 97.

Ba3bl JaHHBIX B HALLEH CeTH NnpeaHa3HaveHbl A1 pelleHns pasiinuHbIX 3a1a4. Tem
He MEHee M0 HEeKOTOpPLIM BHJaM JAaHHLIX OHM nepecekaiorcs. JLis uckmouenus
ABOHHOrO BBOAA OAHMX M TEX K€ HAHHLIX OCYLIECTBIAETCH MX CHHXPOHM3ALMA.
DTO TOKE OJIHA M3 PYTHHHBIX 3a1a4 aAMHHUCTPHPOBAHHS.

Jas ynpouenns paboTbl aiMHHHCTpATOpa MPAaKTHYECKH BCE 3a1a4u 1o 00ciyKu-
sanuio 0a3 naHHbIX aBTomMaTH3upoBadbl. Mimenno Takoi asromaTuzMpoBaHHbIH
BapuaHT obcay:kuBaHus u GyaeT paccMOTPEH aasee.
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Jlnst HarnsAHOCTH ONMCaHHUA TIPOLIEAYP NO obcayKHBaHHIO Da3bl JaHHBLIX BCe dJie-
MEHTBI CHCTeMbl 06cnyKuBaHns u3o6pazum Ha puc. 2.18.

Bee nannsie (IMepsas 6a3a nanueix W Bropas 6a3za jpanpbix) HaxousTcd Ha
rnasHom cepsepe. PesepBHbie KONMH AaHHBIX CO3/1AI0TCS HA BCHOMOraTe/TbHOM
cepsepe. Jlng GecniepeboiHoro GpyHKUMOHHPOBAHMA BCelt cCHCTEMbI HEODXOAHMO
NPOU3BOANTL OBMEH AaHHBIMK MEKAY ABYMA 6azamu JaHHLIX, & TAKIKE BBITIOIHATD
ckatne 6a3 naHHbIX.

MMaBHbLIA cepBep

.

Qainel
obmeHa
AaHHbIMK

MNeppan
B6a3a gaHHbIX

Bropasn 6a3a
OaHHBIX

Konusa
nepBou
6a3bi gaHHbLIX

Konusa Bropoi
6a3ki AaHHbLIX

Puc. 2.18. Astomatusauun obcnymveanna 623 faHHbIX B CETH
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Bece nmepeuncneHHble 3ajauy BhIMOJHAIOTCS aBToMaruyvecku Oe3 BmeiuaTesnbeTsa
aaAMMHMCTpaTOpa Mo 3apatee cocrasaeHHomy rpaduky. Boinonnenue rpaduka ob-
CIIY/KUBAHWA OCYLLUECTBISETCH CTAHAAPTHBIM MIAHUPOBIUMKOM 3a/laHui, HMelo-
wrmes 8 OC. Bpems ans BLINONHEHHUS OT/Ie/IbHLIX oriepaudii BeiGUpanock Hexons
U3 pexxuma paboTel nonb3opareneit ¢ cueremoid. [Mpouenypa ckarus 6as3bl fanHbBIX
He TpeOyeT exeaHeBHOro BeinonHeHus. Bpems, neobxonumoe Ha ocyluecTsieHre
9TOM Onepauru, HEeBEIWKO, HO MPH aKTHBHOK paboTe nonw3oBareneil Moxer pas-
NpaXkaTtb, €C/iM €e MPOBOAUThL eKEIHERHO, HeODXOANMOCTL OTKIIIOYeHHSA OT Basbi,
KOTOpOe cleayeT BbIMONHUTL N0 TpeboBanuio cuctembl. [ToaTomy Obin BeIOpan
peskuM paboThl NPOUEIYPbI CXKATHA ¢ NPEABAPHTENILHOH NPOBEPKON HATUUMS NOJ-
wiovenuit k Gase pannbix. [Tpoueaypa 3anyckaeTcs OAMH pas B TP JHS, H Bbl-
MOJIHAETCS CiKkaTHe, ec/H HeT noiKknoUeHnit Kk 6ase. PeanbHo 3TO COOTBETCTBYET
NPOBEEHUIO CHKATHS OJIMH pa3 B MECALL, HO TOJIbKO B TO BpeM#, KOrjaa OTCYTCTBYET
aKTHBHOCTB MoJib30oBaTenei. Jpyrue rnpoueaypsl, KOTOpble HEOOXOAMMO BBINOI-
HATH €XKE/|HeBHO, BBIMONHAIOTCS B Yackl, Korja neo6xoaumocTs obpaiteHus Kk 6ase
AaHHBIX MUHMManbHa, CucTema, eciu HeoOXOAMMO, MpeAnaraeT nojib3oBaTeNsm
3aBepluuTh paboTy 4Yepe3 nATh MUHYT, @ 3aTe€M MPOCTO OTK/IIOYAET UX OT Gasbi U
NPOBOAHT HeoOXoauMble npoueaypsl. [TPOMCXOANT 3TO B T€ MOMEHTHI, KOraa Be-
posTHOCTh paboTbl monb3oBatesnel ¢ Ga3ol JaHHbLIX MuUHMManbHa, Kak MOxkHO
YBHJIETL Ha PUCYHKE, BCe orepauuu 1o obenykuBanuio 6a3bi JaHHBIX MPOM3BO-
AATCA BEYEpPOM, HOMbIO WM PaHO YTPOM, Koraa oObiuHbii paGounii feHs Gonb-
LUMHCTBA COTPYAHMKOB OT/JeNa HH(OPMALIMOHHBIX TEXHOIOTHH (MJIH aHANOrHYHO-
ro y Bac) 3aKOHYeH MM ellle He Havamca. 310 0cBOOOYKAACT CHIIBI LTS TBOPYECKO-
ro mpouecca coBepuieHCTBOBaHUA paboTbl cetu, wzbasnss oT HeoOXOAUMOCTH
€)KE/IHEBHOTO BbITOJIHEHHS PYTHHHBIX ONepaLuil BpyyHYIO,

Bmecte ¢ konupoBanuem 0a3sbl AaHHBIX MPOBOJMTCS KOMHPOBAHHE JAOBOJLHO
Oonbuioro uyucna (ainos, nopiekalMx o0a3aTeNnbHOMY PE3EPBHOMY apXHBHPO-
BaHHio. [l1s BuINOMHEHHS ITOH NpoUelypsl YAOOHO NPUMEHATL O0bIYHYIO KOMaH-
ny komupopauus (ainos Xcopy, sxoasuryio B coctas moboii OC Windows,
MHOKeCTBO MapamMeTpoB 3TOH KOMaH/bl MO3BOJAIOT OPraHW30BaTh KOTIMPOBAHHE
thaiiloB MMEHHO B TOM pexumMe, KOTOphli Bac uHTepecyet. Ing cokpaluerus Bpe-
MEHH apXMUBHOTO KOMHMPOBAHHA MOXKHO BbIOpaTh PEIKUM KONMPOBAHUS TONLKO HO-
BbIX (painoB WK ¢ uameHeHusMu Goee NO3NHUMH, YEM Y CKOTTMPOBAHHbLIX paHee
¢aiinos. Bce napameTpbl KOMaHAbl XOpouwio OcBeilleHbl B cripaBke Windows.
Komanaa co Bcemn HeoOXoMMbIMH napameTpamy, nomeniena B bat-ghaiin. 3anmyck
3TOr0 KOMaHAHOro (aiina BKIOMEH B MepeyeHb 3a4a4 MJIaHMPOBLIMKA 3a1ay
Windows.

Cxarune 6a3bl gaHHbIX

Coxatve 6a3bl qaHHbIX MS Access MOMKET BbIMOAHATHCH HECKOJABKUMH cnocobaMu,
HO B Hawed ceT Obi BLIOPaH BApHAHT C NMPUMEHEHHEM MPOTPAMMBbI, HAMHCaAHHON



Ynpasnexue cepeepoM v opraHuzalis cepeucos 83

Ha Visual Basic 6.0. [lna paGotsl nporpamMmbl B aBTOMaTHYECKOM perkHMe He 06s-
3aTeNbHO Hannuue (opmel, noseasiouleiics Ha dkpate. Ho ¢ uensto ynpoueHus
OT/IaJKH BCeit CHCTEMBI, & TAKIKE JUIA TIPEIOCTABNEHNS BO3MOKHOCTH HabI0eHHs
npouecca paboTel nporpammbl 6e3 npHBIEYEHHS JOTONHHTENILHLIX CPEACTB, B
nporpamme npeaycmorpena Gopma. Kpome Gopmbl, npoekT COACPIKHT OAHH MPo-
rpaMmublid Moayne (cM. sueTuHr 2.2). Co3aae HOBbIH 1poekT, cosnaiite dopmy,
COOTBETCTBYIOLLYIO MOKA3aHHOH Ha pHc, 2.19.

Puc. 2.19. dopma 8 npoekre Ha Visual Basic

@aiin GopMbl, OTKPHITLIH B TEKCTOBOM peakTope, OyaeT conepiiars CTPOKH, NpU-
BeneHHble B suctunre 2.1, Copepikanus aroro ¢aiina gocratouHo, 4Tobbl BepHO
MOBTOPUTE JOpMY B BallieM MpoeKTe.

Mpumevanne

Ecnu npueegeHHbIA HWKe MaTtepuan nokaxeTtcA abconiuTHO HeNoHATHLIM, oBpaTu-
Tech k nioBoMy pykoBOACTBY No A3kiky Visual Basic ans 0ceoeHUs OCHOBHBIX NPUH-
LMNOB NPOrpaMMUpOBaHNA Ha 3TOM Aasike. [1pUMep roToBoro NPoeKTa MOXHO HaWTH
Ha JomallHei cTpaHulie asTopa.

Nuctunr 2.1. ®opma Formd frm |
VERSION 5.00
Begin VB.Form Forml
Caption - "CxaTne Gasu DBS"
ClientHeight = 840
Clientleft = 2535
ClientTop = 3360
ClientWidth = 3780
Icon = "Forml.frx": 0000
LinkTopic = "Forml"
MaxButton = 0 'False
MinButton - 0 'False
MouseIcon - "Forml.frx":0442
ScaleHeight = 840

ScaleWidth = 3780
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Begin VB.Timer Timerl

Interval = . 100
Left = 3240
Top = 120
End
Begin VB.TextBox lonel
Height = 375
Left = 240
TabIndex = .0
Top = 120
Width = 2295
End '
Begin VB,Label Label2
Caption = "Label2"
Height = 255
Left = 2760
TabIndex = 2
Top = 600
Width = 855
End
Begin VB.Label Labell
Caption = "[popepka saHaTOCTM Baszu"
Height = 255
Left = 0
TabIndex FEAF )
Top = 600
Width = 2415
End

End

Attribute VB Name = "Forml"
Attribute VB GlobalNameSpace = False
Attribute VB Creatable = False
Attribute VB PredeclaredId = True
Attribute VB Exposed = False

Private Sub Form Activate()
Me.LabelZ2.Caption = Time

Momyns . COmpress

End
End Sub
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Mojayns, BXOAALIMA B cOCTaB NPOEKTa, WMEET ClENyloLee COoAepyKaHue, Mpea-
crasineHHoe B JucTHHre 2.2. B TekeT MOayns, npuBeaeHHbIH B KHUre, 106aBieHbI
KOMMEHTapHH, MOSACHAIOLHE paboTy nporpaMmbl.

Nuctanr 2.2,

Sub' compress ()

Dim dbl As Database

Dim Erl As Label

Dim bll As Label

Dim bl2 As Label

Dim i As Integer

Dim s As Integer

Dim MyChar As String

Dim MyCharl BAs String

Dim MyChar2 As String

Dim MyChar3 As String

Dim j As Integer

Dim k As Integer

Dim 1 As Integer

Dim bl As Boolean

Close #i

Close #j

Close #1

'Close #2 ' MoryT NpUTOmMTLCA MpM OTNafke
'Close #3

'Close #4

'Forml.llonel.Text = "<Jlofre cCHUMBOMED"
' Momo GopMEl MOXHO MNPUCBOUTE BHaueHMe, NpM oOTNalxe, Npu HeolXOmMMOCTTH

' paboTe C pasHenMt Gazamy, NPy HEOOXOIMMOCTM YKAaBaThL MyTh Kk daftnam.
' B naHHCOM BapMaHTe 370 NyCcToe 3HadeHue,

On Error GoTo Erl

' npu mobok oumbke nepexon Ha meTky Erl

bl = True

j = FreeFile

Open Forml.Mone0.Text & "Control.txt" For Cutput As j

! OTKpHT TEeKCTOBEN: fain "Contrel.txt" pns sanucu csemeHuii © NONLZOBATENAX,
' paGoramumx ¢ Daz0f Ha MOMEHT MNONEITKM MNPOBENeHMA CRATUA.

' Nlanee aranmuavpyeTcs bdain, coepxaumil cBelieHMA OO aKTUBHEIX
' nogximuYeHMAX K Baze,

i = FreeFile
Open Forml.lone0.Text & "dbl.ldb" For Binary As i
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Do While Not EOF(i) ' Huxn mo koHua daina.
MyChar = Input (32, #i) ' Huraer 32 cumBona.
k=1
s =1

Do Until s = 0

If MyChar = "" Then Exit Do

If 5 = 0 Then Exit Do

MyCharl = Mid(MyChar, k, 1)

8 = Asc(MyCharl)

k=k+1
1f bl = False Then GoTo bll
If s = 0 Then MyCharl = " (komp) " & Chr(l3) & Chr(10)
If s = 0 Then bl = False

GoTo bl2
bily
If s = 0 Then MyCharl = " (user) " & Chr(13) & Chr(10)
If s = 0 Then bl = True
bl2;
MyChar2 = MyChar2 & MyCharl
Loop
Loop
Print #j, MyChar2 ! sanmuce B "control.txt"
MyChar3 = Left (MyChar2, 1)
Close #i
Close #j

If MyChar3 <> "" Then

' Ecmm conepwaHue daiina He Hyneece, B dain "Compact.txt" sammcrBaercs
'coofiieHre o SanpemeHny NONEITKY CRATMA, HaTa M BpeMa NOMNETKH.
1

1l = FreeFile

Open Forml.llone0.Text & "Compact.txt" For Output As 1
Print #1, "Cxartue He paspemexo! " & Date & " " & Time
Close #1

End If

If MyChar3 = "" Then

' Ecim copepxaHue Qaina HyJnepoe, NpOMSBOIUTCA CXATHE,
' a B gann "Compact.txt" sanucuBaercs
'coofienme © SaBEpUWEHMM CHATMA, laTa ¥ BpeMA CRaTHH.

'crymaem Baza B Gasal,- ynansem BGasa, noroM Oasal B Gasa, ynangem Gaszal
Forml.Labell.Caption = "Mper cxartne - 1"

Forml.Refresh
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DBEngine.CompactDatabase Forml.llone0.Text & "dbl.mdb", _
Forml.llone0.Text & "dbll.mdb"

Forml.Labell.Caption = "Mmer cxatue - 2"
Forml.Refresh

If Dir(Forml.llone0.Text & "dbl.mdb") <> "" Then _
Kill Forml.lone(.Text & "dbl.mdb"

DBEngine.CompactDatabase Forml.llone0.Text & “"dbll.mdb", _
Forml.lone0.Text & "dbl.mdb"

Forml.Labell.Caption = "Cxarue =zasepmeHO"
Forml.Refresh

! [lposepka Hamumsa (aina Baswl DaHHEX M YIANeHMe
' nmpoMexyTodwHOIO daina
If Dir(Forml.llone0.Text & "dbll.mdb") <> "*" Then _
Kill Forml.lone0.Text & "dbll.mdb"

1l = FreefFile
Open Forml.llone0.Text & “Compact.txt" For Output As 1
Print #l1, "CxaTwe npomuszpepnexHco! " & Date & " " & Time
Close #1

End If

'MsgBox "roToso"
Exit Sub

Erl:

1 = FreeFile

Open Forml.llone0.Text & "Compact.txt" For Output As 1
Print #1, "OumGxa ckammua! " & Date & " " & Time
Close #1

MsgBox Err.Description

' B cnyuae oumOKM, He CBASAHHOK C MNOOKMOUeHueM NonkI3oRaTenel x Gase,
' Ha 3KpaHe MoHMTOpa Bac OyIer ®OaTk cooblieHue C ee OnUCAHKEeM

Err.Clear
End Sub

BooOGwe rosops, Takylo nporpaMmy MOXKHO Hanucath M npamo 8 MS Access. Ho
OMBIT NMOKA3a, 4To BenomorarenbHbii ¢aiin *.mdb, B koTopom 6yaer HaxoAUTLCS
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nporpamMma, MoKeT ObITh MOBPEKIEH B Pe3y/IbTaTe MHOTOKPATHLIX 3aMmyCKOB, MpH
3TOM Bbl He cpaly 3amerute npobnemy. [lis ero BoccraHoBneHus norpebyercs
elle oaHa npouenypa, 3armyckaemas M3 oTaenbHoro (aiina Gazbl JaHHBIX WM
BpYuHyl0 u3 npunokenus MS Access. Cosnaunbiii 8 Visual Basic exe-taiin He
NOJIBEP/KEH MOBPEXKAEHUAM OT MHOIOKPATHBIX 3aITyCKOB.

Hactpous nnaHupoBlUMK 3anaHuil HA peryaspusiit 3anyck 3Toi nporpammsbl, Bbi
3abynete o ee paboTe. MOCKOALKY Bawia 6a3a NaHHLIX HUKOrAa He noTpedyeT cia-
THA BPYUHYIO U3-3a nosBiaeHus cboes B ee pabore. AHaNIOrHUHBIA NOAXOA cneayeT
MPUMEHATL M K 00CIYKUBAHHIO JIPYTHX MPOTPaMM, CHCTEM M CepBHCOB, paboTaio-
WX B cetH. Yem Gosiblie npoueayp Bbl CMOMKETE aBTOMATHIUPOBATL, TEM MEHbLIe
cocTosHUe ceTn Oy/er 3aBuceTh OT 3a0bIBYMBOCTH WIIW 3aHATOCTH JAPYFHMH Npo-
BaemaMu aAMMHKUCTPATOPA H Ero NMOMOIIHHKOB,

IMpu Hanmuum noakmovenus Kk MatepHety (M paske 6e3 TAKOro NOAKIOYEHHs) Of1-
HHM H3 CcaMmbiX BOCTpEGOB&HHb[K CEPBHCOB B CETH ABNAETCH JICKTPOHHaA noura.
Hanuuue Z).TICI(TPOHHOﬁ MOYTLI CAYIKHT HE TOJBLKO CpPEeACTBOM 0DlIEHH MONB30Ba-
Tenen MEIIY coboi u Hepes I/IHTCPHCT, HO H HHCTPYMEHTOM IOCTABKH aIAMHHHCT-
paTtopy cooOLIEHHI 0 COCTOAHWH CETH W HAYILMX B HEel MPOLECCOB.

aﬂeKTpOHHaH no4yTa B cetTu

Ho nossnexns onepaunontoi cucremsl Windows Server 2003 opranuzauus non-
HOLEHHOIO MOYTOBOIo CEpBHCa Obljla BO3MOXKHA C MOMOLLBIO nporpamm IOpyrux
paspaboTuukos. Tenepb HacTpoika NOYTOBOro cepsepa B ceTH He TpebyeT noMcka
crneuManbHOH nNporpaMmel — MoYTOBOIO CepBepa.

[louroseie coobuienus, kKak U camo noakoueHne k Mureprery, crasur Gesonac-
HOCTb MH(OPMaLKK B CETH MO yrposy, eC/H He NPeaycMOTPETh OfpeaeieHHbIe
MEpBI W CPEeJCTBA 3allMThl OT BOIMOXKHBIX Npobaem. OfHa U3 Mep, KOTOPYIO Ciie-
AYET MPUHATL NPH OPraHu3alUM MouTel ¥ noakiovenus k Murepuery, ato pas-
MELIEHHE TAKUX CEPBHCOB Ha OTAENLHOM CEpPBEpPE. B nauiem ciy4ae 3TO BCMOMO-
ratenbHbiit cepsep Windows Server 2003,

Komneiotep, paGoraiommii non Windows Server 2003, koTopblii Mbl npUMEHHM
AJ15. OpraHU3aLMH MOYTOBOrO cepBepa — HONOJHHTENBHBIA CepBep, KOTOPbI BXO-
JHMT B JIOMEH, HO HE ABJIAETCA JOMOJHHTE/IbLHBIM KOHTpO/IepoM aAoMeHa. Ha stoi
MaluHe MoryT ObITh CO31aHbI IOKAIbHBIE YUETHBIC 3aMUCH MoJIb30BaTeIei.

[MouroBas cny:xb6a Windows Server 2003 coaepikur SMTP- u POP3-cepeepsi, a
Takke Web-unrepdeiic ana ynpasnenuns POP3-cepeepom. Bee onepauum no ycra-
HOBKE CEpPBHCOB HEOOXOAMMO BBINOAHATH MOJ YYETHOH 3anMChIO aIMMHHCTpaTOpa
komnbiotepa. SMTP-ceprep (Simple Mail Transfer Protocol, npoctoit noutoBbiii
NPOTOKOJI Mepefayn AaHHbIX) BXoauT B coctak ciyxO HMurepnera (1IS), a POP3-
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cepeep (Post Office Protocol v.3, mourossiii nporokon Muteprera) — B cocras
cepeepa npuioxkennit ans Windows Server 2003. PaceMoTpum yike HaCTPOSHHYIO
MOYTOBYIO CITyKOY ¢ HEOOXOANMBIMU KOMMEHTAPUIMH.

Mpumedanne

Cnegyet samMeTuTsb, 4TO OWMBKK, AONYLLEHHLIE NPW HACTPOIKE NOMTOBLIX CEPBUCOB,
vHOraa TPYAHO MCNPaBuTh, U3MEHAA T€ WNKN WHblE napameTpsl. Jlydwe Bcero npu
BO3HUKHOBEHUM HeoDBbACHMMLIX NpoBnem B npouecce HacTPONKK YAANUTL CnyxBebl,
a 3aTeM YCTaHOBWTL WX CHOBa. B ganbHeiwem, Korga novtossili cepeuc aapaboraet
HOpManbHo, uameHeHue pabouux napameTpos cnyxbel Npobrem He Bbi30BET.

Macrep HacTpoiiku cepsepa

Kak o0ObiuHO, B cepepHbix ciuctemax Windows paGoty aywie HauaTh ¢ 3amycka
mactepa HacTpoiiku cepeepa (puc. 2.20). BeiOpas aononuurenshyto poabs — IHou-
ToBklil cepeep (POP3, SMTP), naxumaem OK u BrinofiHsiem yka3saHus macrepa.
Astomaruveckd 6yayt coznansl SMTP- u POP3-ceprepsl. Mactep npemuiomur
yKa3aTb METOA [POBEPKH MOJIMHHOCTH M HMMS [JOMEHA I3JeKTPOHHOH MOYThI

(puc. 2.21).

MacTep HacTPOAKK Cepsepa

Ponk ceppepa
AAHHSIT CEPBEP MOWHO HACTPONTE HA BLINDAHEHHE GAHON MMM HECKOABKHX KOHKDETHEX panef,
Eum TpebyeTca AofiannTe Ha cepaen Gones 0AHOI POMH, MOMHO NOBTOPHO BEINOAHHTE MACTER.

MowHo A05aBAATE HAK YAANATL PONK capeapa, ECNH ponM, KOTopyHo Tpeﬁye'rl:ﬁ ACBEBHTE MM YAANMMTE,
HET B CNMCKE, OTKPOHTE KOMNOHEHT YCTSHOBIK U YASNEHHE NDOCDSMM.

Pone cepeepa - | HacTpoeHs _5 Nouytossid cepaep (POP3I, SMTP)
DaHn-cepeap Aa
Cepeep neqaTH Her Crywfisi POP3 n SMTP ofecnewmearoT Ha
Cepeep nprnoxenii (115, ASP.NET) Aa NONTOBLIK CENBEpEX ADCTABKY
MouToBkw cepsep (POP3, SMTP) Her ANEKTPOHHON NOUTEI M CREACTES COIAAHNA
Cepeen TEPMMHANDS Her M YNPEBNEHNA ANA YYETHBIX 38MMCER
Cepeep YAansHHoro gocTyna vunk VPN-c.., Aa INEKTPHOHHOA NOYTEL,
Koxtponnep aomeHa (Active Directory) Het
DNS-cepsep Aa CEEAGHNA 0 NOYTOBRIX CEDBEDEX
DHCP-cepeep Het
Cepeep NOTOKOB My NbTHMEAWA Her
WINS-cepeep Her

MpocmoTR KYPHANS HACTPOIKN CEBRDA,

Puc. 2.20. Macrep HacTpoiiku cepeepa



Macrep HACTPOWIHW CEpBEpa

HacTpokka caywbel POP3

HeobxoAHMO YKA3ATE, KaK HA cepaspa By ART BEINONHATECA NPOBEDKA NOAMMHHOCTH H HMEHH
AOMEHA INEKTPOHHON NOYTE! ANA KNHEHTOB INSKTHOHHOA NOYTBL

BoibeprTe THN NPOBEDIH NOANKHHOCTH NONL30SaTENA,
MaToA NPOBEPKH NOANMMHHOCTH!
|maﬁn salnbpoBaHHLIX Napanen _:I

BBeAMTE HMA AOMEHS, ANE KOTOPOro AaHHEI cepeep By A48T NOAY4aTH INEKTPOHHYID NOYTY,
MenanksyrTe nonHoe DNS-ima aomena, HanprMep: microsoft.com

AMA AOMEHE 3NEKTPOHHOA NOYTEI

] 15ap,autopark.ru

Puc. 2.21. Hacrpoiika cnyx6e POP3

OTO UM MOXKET He COBMaaaTh ¢ UMEHEM Ballero jomeHa B cetu. [lposepka noa-
JIMHHOCTH MOJKeT ObITh BbIOpaHa uX Tpex BapHAHTOB:

O @aiia 3amudpoBaHHbIX napoJIei.
O Jlokasbublie yuerHbie 3anucn Windows.
0 Hurerpuposan B Active Directory.

Bbibpats HeoOXOAMMBIH BapHaHT MOXKHO PYKOBOACTBYACH CEAYIOWHMMH coobpa-
weHuamH: Qaiin 3amMdpoBaHHLIX raposieil — cambiit npocToil cnocod ayTeHTH-
(ukauuu nonsaosatens, On He TpeGyeT co3naHMs YHETHBIX 3anucel nonb3oeare-
neit Ha cepeepe, a cam (aiin XpaHUTCS B Narnke — MOYTOBOM ALUKE M01b30OBaTeN .
[pu HeoGXOAUMOCTH CO3AAaHMs MOYTOBBIX SUIMKOB JUIA nosb3oBareneil Active
Directory cnenyer BbiOpats TpeTuii BapuanT. B 3Tom ciiyyae npu co3faHuu mnou-
TOBOro siluka HeoOXoauMo BbiGpaTh 3apeructpupoBanHoro B Active Directory
TONL30BATE.

Bropoii BapuanT, KOTOPLIH Mbl IPUMEHNUM B Haliem ciyvae, TpebyeT A8 KaKAOro
NOYTOBOTO ALIAKA CO3/ATh JIOKAIIBHONO MOJb30BATENA KOMMBIOTEPA, NPHYEM YyeT-
HblE 3aMHUCH ¢ COOTBETCTBYIOIMMH MpaBamMM cos3zaioTes aBromaruuecku. o 3a-
BEpLICHHHN paBoThl MACTEPa MOXKHO NPHCTYTNATh K CO3AaHUIO MOYTOBbIX ALLMKOB.
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POP3

B cpesncTeax aaMUHMCTpaTOpa MOABHIACH BO3MOXKHOCTL ynpasiaeHus POP3-cep-
sepom (cayxba POP3). Orkpoiite Aamuuncrpuposanue | Cayxbéa POP3
(puc. 2.22).

Ew Lnymbd P(JP :I

i _g; J Korcone AeFv:Tnue Bm\ gmc Q-umna
e« BRPB 2

% Cnywba POP3

= £J serverz

© L 15ap.autopark.ru

Puc. 2.22. Cnyxba POP3

Ecin BBl peuiHid W3MEHUTh METON MPOBEPKH MOMNMHHOCTH, TO BaM NpPUAETCH
YAAIUTh YK€ CO3aHHbIA MOYTOBLIH JoMeH (puc. 2.23).

Eﬂ Caywba l‘l;l—'i

8 Kowon feierove Ba Qoo Cwea |l
I
Lo R A TR
%1 Cnyw6a POP3
] serverz
+) Hoseii gomen 1) Caywéapora
©) CeoficTes cepsepa
= MMpexae Yem Ao6aBnATE AoMEH,
2) ObnosnTe yBeanTeck, YTo cnyxba POP3 nacTpoena
) HE HEMONBICBAMHE NPABHNBHOrD METOAS
1) Copaska NPOBEPKK NDAMNMHHOCTH, YTobkl BeifpaTte

THI MPOBERKK NOANMHHOCTH, HEKMHTE
rHonKy "CeoncTea cepeapa”,

| % |

Puc. 2.23. [lomeH yaaneH, BO3MOXHO CO3iaHNE HOBOro AOMEHa

[ocne sToro u3MmeHenune GyaeT HOCTYNHO B okHe ceoiicTB camoro POP3-cepeepa
(puc. 2.24).
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[opT cepsepa: | 109

YPOBEHS BEAGHHA WYPHANA:  [MiiiansHbiii -
KopHRBaA NanKa nouTs

[ C:\InetpublmaliractiMailbax 0630p. .,

r’ Tpelrre Ll 3 i LR i I DO

A

f" ;{-‘.f'r,'..’, Lo MLESETE NOTRr0=aT M AN HoBy « N« Tashly Sulvi s

| oK I OTHEHS j { et Te

Puc. 2.24, Ceoiictea noytosoro cepsepa POP3

B 5TOM ke OKHE MOMKHO W3MEHHTh W JIpyrHe CBOMCTBA CepBEpa, Takue Kak nopr
cepBepa, YPOBEHb BEAEHUS JKypHaIa, PacronokeHue KOpPHEBOH nanku noytel. Ec-
v BbIOpaH MeToJ MPOBEpKH MOMANMHHOCTH, OTAMYHBLIA OT 3amudpoBanubiii
daiiit napoast, TO BO3MOKHO IPUMEHEHHE eI IBYX NapamMeTpos:

0O GesonacHas MpoBepKa Naposis A1s KIHEHTCKHX MOAKTIOYEHHHA]
O cosganne y4eTHOR 3anHCH NOJL30BATEN IS HOBBIX NOYTOBBIX SIIWKOB.

[Tpu co3paHum MOMTOBBIX ALIWKOB BAM TMOHAJOOMTCA TOALKO MPHAYMATh NAposib
JUISt KaskJIOTO MoJib30Batens noutsl. Ecnu B nansueiem notpedyercs uameHeHue
naponsi, MOKHO BOCTIONb30BATLCH KOMAHIHONH CTPOKOH, BBeAs CASAYIONLYIO
KOMaHzy:

Winpop chengepwd mua nombzoparTenAlinds HoMeHa HOBEM Napoib

BosmosxkHo uzmenenue napons n uepes Web-untepdeiic cepsepa (puc. 2.25).

Jna aroro, seizeas Web-unrepdeiic ¢ moboro komMnboTepa CETH MKW HA CAMOM
cepsepe W nepeias Ha Briaaky Users, OTMeTbTE HY/KHOIO MOJIBL30BATENSl W Ha-
sxMute kHonky Set a Password. Ha cepsepe »Tor untepdeiic MokHO BLI3BAThL M3
MEHIO aJIMHHHCTpaTopa.
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2} Local Users on Server - Micrasoft Internet Explorer
W k e
‘ Oain  Opamia Bz WsBparece Cepadc | Crpsssa

server2
Status: Normal
Local Users | Local Groups |
Local Users an Server
Select a user, then choose a task. To create 3 new user, choose New...
© search:[Name =] [ [ » a0 | |
™ NHame ' Full Hame Account is disable=] Tasks
[~ admin admin No Fiiew
| @ asu asu No F
- av EV Mo s e
| Set a Password...
I© bodunov bodunoy Mo i L
- Properties...
| I~ braginsky braginsky o i
T Iss Iss Mo
™ otk otk No
CN=Hicrosoft
P 4Ea..,
™ SUPRORT_3888423.. &1 oration L=Redmond.3=Washington C=_. "¢ -
[T Aamusncrpatop Mo -
al =
EXT . ' v
BT i - e e > e e e

Puc. 2.25. Web-uHrepdeiic Ans ynpasneHus nonsaoearenamu

SMTP

Hactpoue POP3-cepsep, Mbl nojsyuuiiH BO3MOMKHOCTb MPUHHMATh 3JIEKTPOHHbIE
MUCbMa, HO JUIS MOJHOUEHHOH paboThi TpebyeTcs W BO3MOMKHOCTE HMX OTMPABKH.
Hns sroro cnenyet Hactpoute SMTP-ceprep (puc. 2.26).

JocTyn K HAacTpoHKaM 3TOro cepeepa MOXHO Moay4uuTh yepesd Jucnetuep caymbd
[IS. Tlocne ycTaHOBKM MOYTOBBIX CYXKO B OKHE AUCrieTHepa MosBUTCHS 00BEKT —
Bupryaiabnbtit SMTP-cepsep. [lo ymonuanuio nomeny Oyaer 1aHO UM KOMITb-
loTepa (MHTepHeT-cepBepa). Bbl Moskere cozaats 1060e HMCI0 JIOMEHOB ¢ UMEHa-
MM, KoTOpble 3apermcTpupoBadbl B DNS rnoGaneHol ceTW wiu B BameH ceTH.
B ceoiicTBax cepeepa MOKHO YKa3aTb Napamerpbl, HA3HAYEHUE KOTOPbIX MOHATHO
W3 MX Ha3BaHWi, HO OOBIYHO MOJKHO TIPUMEHUTH BCE 3HAYEHWS MO YMOJUAHUIO,
O6sa3atenbHO TPeOYIOTCA HACTPOMKH MapamMeTpoB J0CTyNa K CEpBepy M IOMONIHH-
TeNnbHas HacTpoiika nocrarku (puc. 2.27).
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Pwuc. 2.26. OxHo AucneTyep cnyxb IS — ceoiictBa cepeepa SMTP

AononHMTEnLHAR HACTPOKKA AOCTABKM

.Mmcmamﬂoa qMcAD nepmnﬁc : :

P

- Mms nonMEHSIOWEr 0 AOMEHE:
I 15ap.autopark. i
[Monroe AonEHHOS UMs: .

: 'vaaflap‘ls.dorn [posepurs & DNSI
P ol o o pr 5 o

I~ Nonsrrarses STNEERHTE fes Udneas st r_&m'as'r.mzuﬂ-*-n A

[ BinonkeTs Ans BXOARUIAK COOBLIBHIR 06paTHI NoHCK 8 DNS

| oK | OrmeHa J Crpasxa I

Puc. 2.27. [lononHutensHan HacTpoika AocTasku
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Ecau umsi Bailiero uutepHeT-cepsepa He 3aperucTpHpoBaHo B rnobansHo# cetw
”HTEPHCT, a A MOYTOBOro cepeepa MCMoOJb3yeTcs WHOE MMA, TO HCOﬁXOﬂHMO
ykaszath 3T0 UMa B nosie Ums noamensiiomiero jomena. 210 ums Gyner ucnosb-
30BAHO MOYTOBLIM CEpBEpPOM [U1A COO0LIEHHS CBOEIO HUMEHM APYrumM cepeepam
Wureprera. Hanpasnsiowmuii y3en — 310 ¥Ms cepsepa, Ha KOTOpbIH MOryT OT-
npaenaTbes DNS-3anpockl, Korjaa Ball cepsep He CMOXKET MX paspeliuTh camo-
CTOATENBHO,

Mpumeyvyanune

Ecrnv B none Hanpaensowmnii yaen BKNKOYUTE UMS BALLErO Cepeepa, To OTnpaska
nuceM MoXeT BbiTb HapylieHa. flyylle ocTaBuTb None nycTbiM.

Bonee TOHKHE HACTPOHKH Bbl CMOKETE OCYLLIECTBNTL nosauHee. [Tocne 3aseplicHns
GoneIOro yMena HacTpoek, a 0COGEHHO nociie yaaneHus v 100aBIeHUs HOBBIX
JIOMEHOB, Clie[lyeT ocTaHoBUTE ciyxOy 1IS Admin 1 3anycTuth ee 3anoso. MHoraa
3TO HE YJaeTcs, TOrAa CleayeT nepesarpysuts komnsiorep. [MTocne sroro nepexo-
JIATE K HACTPOHKE MOYTOBBIX KIIHEHTOB,

O nonb3oBarenax

Eciu nouToBbii cepeep HACTPOEH, TO OCHOBHAA 3ajava aAMHHHCTPATOPA 3aK/O-
yaercs B NoAJep:KaHUH ero B paboTocnocoGHOM COCTOSHHH M YNpaBlieHHe yuer-
HbIMM 3aMUCAMM NOJNb30BATENCH NOYTOBOro cepeuca. Mbl BeIOpasn BapuaHT Ha-
CTPOWKH CepBepa, KOraa KamaoMy €ro roJib30oBaTe/llo CTABHTCS B COOTBETCTBHE
JIOKanbHas Y4eTHas 3anuch. ITO MO3BOJAET MPH ABTOPH3ALIUK HA MOYTOBOM cep-
Bepe BBOAWTL HHbLIC JaHHbIE, YEM NPH BXO/I€ B CETh, YTO JIONOIHUTENILHO 3allHIla-
€T OTH IaHHbIE OT MONBLITOK MX nepexsara. Ornpaska nouTsl Takke Tpedyer apro-
pU3auUMK, UTO He No3BoAMT ucnonkiopats SMTP-cepeep noctopoHHum (B TOM
yHcIle pacnpocTpaHUTENSM CraMa), eciiy cepsep Beerja noAknoue k Murepuery.

Bce none3osarenu, yueTHble 3aNHCH KOTOPBIX ChOPMHPOBaHBI BO BPEMS CO3aHUA
MoYTOBOrO sunka, Bxoasar B ocobyio rpynny POP3Users, unenst KoTopoit He
HMEIOT BO3MOIKHOCTH BOHTH B CUCTEMY HH JIOKalbHO, HH Yepes cethb. [Tpu Heobxo-
JIMMOCTH, Bbl MOJKETE MOJIb30BATEs MOYThI BKIIOYHTEL B APYTHE IPYNIbl HA cepBe-
pe W jath emy Apyrue npasa.

MpumevaHue

Mocne aBTOMaTUYECKOro CO3AEHUA YYeTHON 3anucu, COOTBETCTBYIOWEN NOYTOBOMY
ALWMKY, HEOBXOAWMO OTKPLITb CBOMCTBA YYETHOR 3anucu M YCTaHOBUTL (hnaxok
Cpok AeWcTBMA Napons He orpaHuyeH, ecnu ato Heobxogwumo. Mo ymonyaHuio
nonuTUKka naponeil HactpoeHa TakuMm oBpasom, 4to Ges aToi onepaLun naponk cTa-
HeT HepelcTeUTENbHbIM Yepe3 14 qHed. MoXHO W3MEHUTL 3Ty NONUTUKY U CPOK
AEWCTBUSA Napons no yMon4yaHui BrnoThk 40 HEOrPaHWYEHHOrO.
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AgMUHUCTPUPOBaHUE CETH
U NOYTOBbIN CepBUC

Hanuuue nouToBoro cepsuca B ceTH MO3BOSET UCMONBLIOBATL €r0 [UIS OTHPABKH
cayxeOHbIX coobLIeHNI aAMUHUCTPATOPY B aBTOMATHYECKOM pexkume. O 4eMm RBhl
XOTHTE MOy4aTh COOOLIEHHA — 3TO €0 BKyca W BooGpamenus. TpyuHo onepa-
THBHO 1POCMOTPETH CIHIIKOM 0OJLILIOE KOMHYECTBO HH(OPMALMK N0 INEKTPOH-
HOH MouTe U NPUHATH COOTBETCTBYIOLIEE CHTYaLMK peweHne. Tem He MeHee JaH-
Hele 00 aBapHHHOM COCTOAHHM CHCTEMBI WIIM COOBLIEHHMS, NOMOTAIOLUIHE OTNAANTE
MpOoLE/ypbl B CETH, a TAKiKE CBEJCHMS O HanboNee BaXKHBIX COOBITHAX B CETH MO-
ryt ObrTh nonezusl. Kpome nonyuenus nudopmalunum o COCTOSHHN CETH, CPe/ICTBA
SNEKTPOHHON MOYTHI MO3BOANIOT AKTHBHO B3aUMOJIEHCTBOBATHL C CETHIO, HAXOAACH
Ha 3HauMTENbHOM yaaleHun. Takoll BapuanT B3AMMOACHCTBHS MHOTAA MOXKET
ObITh PHCKOBAHHBIM, HO OY€Hb NOAE3HbIM. BaXkHO TONBLKO 3apaHee ONPeAeHTDL
KPYr 3a/1a4, KOTOpbIe Bbl NJIAHUPYETE PEUIHTH TAKUM ITyTeM.

“IleHb — gBUrarens nporpecca"

ﬂeCHTKH pas A yﬁema.ncu B BEPHOCTH ITOH NMOrOBOPKH. Mens HEOJAHOKPATHO Bbl-
3bIBAJIK Ha paGOTy MO3AHO BCUEPOM H B BBIXOAHBLIE JIHH. HCKOTprIC [NPOUCCChI,
3aBHUCALIIME OT Ka4yecTBa CBA3H C }‘ﬂaﬂEHHOI':I CETLIO M0 BbIACIEHHON JIMHHH, BpEM3
OT BPEMCHH NPEPBIBAIHCE. anXOIJ.HHOCB HCKATH TMPHYHHBI BO3ZHUKILEH npoﬁne-
Mbl, H HACTO 3TO 3aTATHBAIOCL HALOIIFO. OGHRP)’)KHTI: MNPHYHHLL YIaBa/l0Chk HE
BCEraa (BEPHCB, OHH 3aKnioYaadch BO BPEMCHHOM YXYIUICHHH KadecCTBa CBHSH).
CBiA3b BOCCTAHaAB/IMBANIACH CAMOCTOATCIBLHO, a I'IOTCpS[IIHOI"O apemenu ObIN0 Kanko.
Ouenb X0TEN10Ch NONYHYHTL BOSMOYKHOCTE YAANCHHO KOHTPOIHUPOBATE NapaMeTphbl
MOAKJIOUEHHH, BROAUTL M BBINOJIHUTL HA cepBepe TY WM MHYIO komanuy. Cyie-
CTBYKOT pasiHYHBIE CPEACTBA YAANCHHOIO aAMHHHUCTPHPOBAHKA, O HEKOTOPBLIX Mbl
yke roopuau. Ho ans paborsl ¢ atumu cpencreamu Tpedyercs Gonee niu mexee
MpUIKMYHAsA CBA3L C cepsepoM. Eciu npu noaimovyeHnH K yaaneHHOMY cepBepy
yepes Terminal Service npousoiaer oOpbIB CBA3M, TO CEAHC OCTAHETCS 3anyLIeH-
HBIM Ha CepBepe; MOXKHO HCMOJIB30BATH €LIe OJIMH, HO B KOHLIE KOHLIOB KONIHYECTRO
CeaHcOoB, JA0MYCTUMOE AULIEH3MOHHON noauTukol, Oyaet ucuepnano. [Morpebyercs
MPUCYTCTBHE OMEpaTopa y KOHCOMM cepBepa A OTKIIOUEHHS JIMLIHWUX CEaHCOB.
MeanuTensHOCTb APYTHX CPEACTB Y/AAIEHHOro YrpasieHHs W aJMHHWCTPHpPOBA-
HUSA TIPY TJIOXOH CBA3H CO3/AeT PUCK MOoJa4M 103KHOW KoManbl. Kak BeIACHMIOC,
HE TOJIbKO ¥ MEHs BO3HHMKa/IH TAKHE HpOﬁﬂth[. B pajge ciy4aes, ocobeHHo B OT-
AaJIEHHbLIX OT KPYMNHBIX rOPOA0OB HACCICHHbLIX NMYHKTaX, aAMHHHCTPATOPY [PHXO-
AHTCH oﬁcnyncusa"rb JABE HWITH Bonee CEeTEH, HAXOAMLMXCH HA 3HAUYMUTEILHOM yaa-
neHun apyr ot apyra. Ilpu 2TOM y3HaTh O COCTOAHWHM CepBepa WK BbINOJHHTD
kakue-mubo onepaumMu rno oﬁcnymusaumo CETH MOYKHO, TOJIbKO NPEOI0ISE 3Ha Y H-
TEJIBHOE pacCTOAHHUE,
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Tem He MeHee ecTh crnocod, NO3BOMAIOIKI aAMUHHCTPATOPY BBINOJIHATL HEKOTO-
pbl€ NPOLEAYPhLI, HAXOAACH BHE CBOEH CETH, HO MMES AOCTYI K DNEKTPOHHOM Mnou-
te. Jlng peanuzauuu droro cnocoda Heodbxoaumo obecneunTs BO3ZMOIKHOCTL ABTO-
MaTHYECKOrO MpUeMa M OTHPABKH I104Thl CO CTOPOHBI yjaaneHHoi cetn. Kpome
MOYTOBOrO ceppepa, HamM NOTpeGyeTcs KOHCONbHbIH NoYToBLIN KaueHT. Ha caiite
http://ironfist.at.tut.by/ npeanoien ovexs komnakTHelii (MeHee 50 K6aiiT) u, kak
nokasajla MpakTHKa, HaAeWKHbIH KOHCONbHBLIA nouToBbIH kineHT ZeRAT. Ipume-
HATB ero And paboTbl ¢ 0ObIMHON JEKTPOHHOM MOYTOH NP YCTAHOBIEHHON Ha
pauiem komnbsiorepe OC Windows Gosiblioro cMbicia HET (€C/iH TONLKO Bbl HE M0-
UMTATEb KOMAHIAHOW CTPOKHM), MOCKOJILKY CYLUECTBYIOIUME PacrpocTpaHeHHble
MOYTOBLIC KIHUEHTLI BIOHE YAOBAETBOPAIOT 3anpocam nofisosarenei. Ho sto —
KOHCOJILHbIH MOYTOBLIA KIWEHT, HHTep(eHc w1 paboTbl ¢ HUM — KOMAaHaHas
CTpPOKA.

MGuiz vi.12 Frre M=

Axkaynt Coofuienre Bua HAsex 2
rL ISR = W LN ¢ autodetect (> 3‘";&&’ ia_\{ : s medgnl _'J @

Ot ] Ko Tema [ara Pasmep| =

] ., - Otnpasnena pasw...
EI‘.:-PW:_".I: {asu., oEe. .. NMonyyetisl HOBEIA ...
= 2 Ompasnena pasn
MonyyeHs: Hoese |,
(rnpasnesa p

MoK 15 ap B

pamt B TXT

RETR 5
+0K

ral \inbox\avi200412042013410220_5.enl

s deleted

Hicrosofl Hinc POP3 Service VYersion 1.0 <72832409370server

Puc. 2.28. Npacduyeckan obonoyka GUIz gna noyrosoro knuexta ZeRAT

4 3ax. 1131
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Jna Tex, komy Tpebyerca rpaduueckas obonouka (puc, 2.28), cmoryT ee HaiTH Ha
TOM ke caiite. Ee npumeHenue nacT BOIMOKHOCTL OMEPATHBHO MPOCMATPHBATH
TEKCTbl COOOLUEHHH, MONYYEHHBIX C CEpBeEpa.

C pacnpocrpanennem Windows posb KoMaHaHOK CTPOKH A8 OOBLIYHBIX M01b30BA~
teneit [TK noctenento otoasuraerTcs Ha Bropoi nian. Tem He meHee HOBbIe orie-
PaLMHOHHBIE CHCTEMbI MO3BOJIAIOT BBITIONHATE MHOKECTBO OMepalinii, B TOM Yuche
M CBSI3AHHBIX © AIMWHUCTPUPOBAHHEM CETH U Ceprepa, W3 KomauaHoi cTpoku. [lns
COXpaHeHHs 3aroTOBOK KOMaHI MOXKHO NMpUMeHUTh 00bIMHBIE KOMaHaHble (nakeT-
Hble) (aiinsl ¢ paciupenrem bat uau ecmd.

B uem cocrosT Haubosiee pacnpocTpaHeHHbIC 3aAa4H AAMAHHCTPUPOBAHUS CETH H
cepsepa? HeoOX0AMMO B onpeaeneHHbit MOMEHT BPeMEHH (MM MPH HACTYTUIEHUH
onpesieNeHHbIX YCA0BHIL) nonyunTs HHOPMALMIO O COCTOAHHN CepBepa, CeTH Wi
KakoW-n1ubo nporpamMMbl M, NPHUHSB PelleHHe, BLINIOAHUTL TY MM MHYIO Onepa-
LHI0. 3HaUNWTEIbHAs YacTh TAKMX 3aa4 MOJXKET BbIMOMHATHCA 6e3 yuacTus uenose-
ka. Hanpumep, aHTHBUpYCHBIH MOHMTOpP crnocobeH OOHAPYMKWUTh U YHUUTOXUTH
sapakeHHbli BUpycom (aiin. Ho He Bceraa ynaetcs BO3JIONKHUTH MPUHATHE pelue-
HHA Ha aBTOMAT, UHOTrAA TpebyeTcs UMEHHO Yy4YacTHE YeslOBEeKa WK ero YBeaomie-
HHE O NPOU3BEIEHHOM IEHCTBHM.

PeweHune 3aga4 agMuHucTpupoBaHua no E-mail

Hns nemoucrpauuu pabotsl nporpammbl ZeRAT 1 BO3MOMKHOCTEH aAMHHHCTPH-
posanus no E-mail pewum npocTyio sajaauy: Bbi HAXOAWTECH BHE AAMMHMCTPH-
pyemoii cetH, HeOOXOHUMO NPOBEPHTEL CBSI3bL cepBepa ¢ OAHOH u3 pabounx craH-
uuit, IP-anpec koTopoi Bam uzpecteH. JLis KOHTPOJA Ha/MYMA TAKOH CBA3M MpH-
meHseTcs ofbluHad KOMaHaa ping, HO ee NpUMMEHEHHe BO3MOXKHO, KOrfa ecThb
J0CTYN HEnocpeAcTBeHHO K cepsepy. Ham Tpebyerca nocnats Ha cepsep coobuie-
HHe, coaepiallee Heobxoaumyto komanay. Cepsep, BbITIONHUB KOMaHAY, A0JDKEH
OTIPABHTH Ha AJIPEC AZAMMHHUCTPATOPA PE3Y/IbTAT BbINOJHEHHA KOMAH/IbI.

Ipexcae Bcero, HEOGXOAUMO Ha MOYTOBOM CEpBEpEe BBECTH CIykKeGHYIO yHeTHyIo
3anuchk, Kyaa OyayT npuxoauTh COOOLUEHWs C KOMaHaamu, mycTb 3to Oyaer
admin@popdomayn.

Crienyer ydeeTb, YTO OT Crama He 3aCTPAaxoBaH HWU OAWH NOMTOBLINH aapec. Baw
cepBep He UCKIIOHeHHE, Mo3ToMYy Heodxoaumo obecrneuuTs 06paboTKy TOJNBKO TexX
nucem, KOTopble npuuy ot sac. Kak BapuanT, MOXKHO NpUMEHHUTS IS nepechi-
k1 BnokeHuid ZIP-aiin ¢ onpenenenusim umenem, Hanpumep, admins.zip. Bee
Apyrue BiokeHus OyayT W3BIEKaThCs, HO HHKaKHX ACHCTBUIA C HHMU BBITIONHATS-
csa e Gyaer. CepBepy npuaeTcs co3aBaTh 3TOT (paiii caMOCTOATENLHO MPH MOj1-
rOTOBKE OTBETa, /Ui 3TOr0 MPHMEHHM W3BECTHYIO NPOrpaMmy-apXuBaTtop —
pkzip.exe. Ecnu BBl Mcnone3yere apyroii apxueatop ans paboThl B KOMaHIHOM
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CTPOKE, TO n0Tpe6ye105 CKOPPEKTHPOBATE KOMaHbl, KOTOPLIE NMPHUBEACHLI B JaH-
HOM OINHCAHHH.

Jins wactpoiikin ZeRAT TpeGyiotes Heckosbko KoH(HrypaumoHHbix daitnos. Pac-
CMOTPUM HACTPOHKH NPUMEHHTENLHO K HalleMy ciyyalo. bysem cuntath, UTo Bbl
yeranosunu ZeRAT B karanore C:\zerat\. B nuctuure 2.3 npuseneHo coaepianue
¢aitna Zerat.ini.

f?nﬁdrﬁurz.a.-.mﬁnZarat‘lm:._".'a--',i_-._ AR PSR S e N ,
; SMTP parameters

HELO: smtpdomayn i TNOUTOBEIY HOMEH

SMTPHOST: smtpdomayn i nouToBEN momeH [:25]

SMTPAuth: login i YkasaHue Ha HeoBXOOMMOCTE ayTeHTUMKaLMM
SMTPUSER: admins i MMa ydeTHON Banucy nodThH

SMTPPASS: password ; napons noctyna

ATTACHEN: BASE®4 i METON KONMPOBAHUA BHORSHUI

CHARSET:Windows-1251 ; KOIMDOBKa TexcTa

B nuctuure 2.4 npusesneHo conepxkatue daiyia admins.txt, B KOTOPOM HMeIOTCS
BCE CBEIEHUA, HeOOXOAMMbIE I CO3/1aHUA M OTNPABKH aBTOMATHYECKOro coob-
LLEHHS.

Mpumeyanne

Mporpamma ZeRAT nmeeT BO3ZMOXHOCTL NPAMOIA oTnpasku cooblueHwin 6ea npume-
HeHna SMTP-cepeepa. [ina atoro B ¢havne Zerat.ini cneayeT sce napaMeTpbl, Ha4u-
Halowwmecs ¢ SMTP, octasute Be3 3HaveHwid, Ho fOBaBUTL CTPOKY, COAEPXALLYIO
appec goctynHoro DNS-cepeepa — DNS:<IP-anpec dns-cepeepa>. €M HE MeHee
ANA npMemMa NoYTOBLIX OTNPaBNeHUA, coaepKaliMx KOMaHael ynpasnerus, Heobxo-
AnM nokanbHblii POP3-cepeep.

i ol

Host: smtpdomayn

From:Cepeep adminsfpopdomayn ; ampec oTnpaBuTensa (cepmepa)
To:Bawe uMa <BamW NOYTOBEN agpec>

Type:multipart/mixed

Subject: CooCmeHue cepeepa ;TeMa coobleHns
charset:Windows-1251
Sboun ;HAYAJIO TexKcTa OuckMa

Content-type: text/plain; charset=Windows-1251

310 muckMo otnpasnedHo B ¥Time, %Date B aBTOMATHMECKOM pexime U OTBEYATH
Ha Hero He Hamo.

Sincl admins.zip ; YxasaHue Ha TNpuKDennAemsin dain
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Jns Toro uroGbl cepep mor obpaborarh Balie coobmenne, k Hemy notpedyerca
onucanue ero aercteuii B bat-(haiine. Jlucrunr 2.5 npeacrasnser ¢aiin IN.bat,
KOTOpbIH jlo/keH 3anyckarbes miaHuposiimkom Windows yepes onpeneneHHbie
BamMK WHTepBanbl. Cepeep NPOBEPUT HajlMuMe COOGILIEHHS B MOYTOBOM SILMKE W
JAacT KOMaHy Ha npuem noutsl nporpammoii ZeRAT.

if not exist C:\<nyTs x nouyrToBcoMy sumMKy admins>\*.eml gote d
zerat.exe pop.ini

unzip.bat

:d

Jns Toro urobul cepeep 3Han, oTRyA8 NPUHATE TIOuTY, co3jaanum daiin pop.ini
(auctunr 2.6).

| Muctunr 2.6. ®ain popni : b
EXTRACT: YES ;Yxasanue Ha HeoOXOIMMOCTE: MSBIEYL BJIOKSHME

POP3HOST: pop3 server name:NNNNN i MMA NOYTOBOTO pop-cepBepa|:port]
POP3USER: admins@popdomayn jyHeTHas 3ammck pop3-cepeepa

POP3PASS: password ; pop3-napons

LOCALDIR:C:\zerat\inbox i NyTk K BXOOAUDM COODMEHMAM

MESSAGES:delete ; yoanuTe coofileHMe C cepeepa

POP3Auth: regular ; OBLMHRIA METON ayTeHTHOMKALIM

B ¢aiine in.bat cogepxkunres cebinka Ha (aiin unzip.bat (nuctunr 2.7). dtoT daiin
HeoOXO/IMM JUlsl pacniakOBKH BJIOYKEHHS U BbITNOTHEHHUS JOMONHUTEIBHLIX KOMAHL.

if not exist C:\zerat\inbox\admins.zip goto d
pkzip -extr=up c:\zerat\inbox\admins.zip
copy/y admins.bat C:\zerat\txt)

del c:\zerat\inbox\ admins.zip

admins.bat

[Tpuuss 1 pacnakosas BroxeHuWe, yaanus gaiin apxusa, cepsep BuinoaHUT dann
admins.bat, coaep:kaHue KOTOPOro MOKeT ObITh TaKUM, KaK B TMCTHHre 2.8.

e
o

J'iuc-rm-if' 2.8,

Ping <IP-ampec> > mess.txt
Cut.bat
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Pesynewrar BhinosHeHHs KoMaHae! Oyaer 3anucan B (aiin mess.txt, koTopwlii cep-
Bep ornpasuT BaMm. Komanael 118 OTnpaBki coobuieHns 10/kHbl 61Tk 3aIMcaHbl
B (aiine out.bat, copepikaHHe KOTOPOro NpUBEAEHO B ucTHHTE 2.9.

| Nuctuwr 2.9. Gaiin out.bat R p g

if not exist mess,.txt goto d ;ecnm HeT mess,txt, npexpamaem BHIOIHEHHUE
pkzip -add c:\zerat\admins.zip mess.txt;Apxusupyem danin

zerat.exe admins.txkt ; oTnpaBndgeM apxuMB Ha Ball agpec

del c:\zerat\mess.txt ; ypanqaem Gonee He HymHHE baims

del c:\zerat\admins.zip

Ho |

IMomyuus coobLieHre W NPOYUTAB PE3Y/ILTAT BHITIONHEHHOH KOMaH/bl, Bbl MOXKETe
HanucaTk HOBGIH bat-(aiiyl ¢ APYruMH KOMaHAaMK W OTNIPABUTL ero cepsepy. Bee
cooOLieHus, noay4eHHbie ceppepom, OyayT xpanuTees B Katanore C:\zerat\inbox)\.

Heckonbko moauduumpys onucanusle daiinbl 1 106aBiss HOBbIE, MOYKHO 3acTa-
BUTH CEpPBEp MOCHLIATL MOATBEP/KACHHS O MPHEMe BALINX KOMaH[ WM MPOMEy-
TOYHbIE COODLIEHNS B MPOLECCE BBIMOIHEHHS NPEANHCAHHBIX OlepPaLMi.

Cpeam KomManji KOMAHAHOW CTPOKK B HOBBIX ONEPAUMOHHBIX CHCTEMAaX, HauuHas C
Windows XP, nossunock MHOrO HOBbIX. BO3MOKHOCTH HEKOTOPLIX M3 HUX CpaB-
HHUMBI ¢ BO3MOKHOCTAMH OTAEbHbLIX nporpamm. Hanpumep, nossuncs ueibiii
komruieke komana Netsh (diag). D komauabl noapodHO onucaHsl B CrpaBovHOMN
CHCTEME, a 3/1eCh PACCMOTPUM OJIHY, TIO3BOISIOLLYIO POTECTHPORATH AOCTYHOCTh
Kakoro-nubo koMnuioTepa.

B komananoi CTPOKE MOIKHO HanucaTh CICAYIOLIEE:

netsh diag connect iphost mail.company.com 25

ITO 3HAYMT, YTO MBI NOAKIIOHAEMcH K y3iy mail.company.com no nopry 25 ans
rnpoBepku cBsA3u. Ecnu nepeHanpasuTh pe3ynbTaT BINONHEHUS KoMaHabl B daiin,
TO €ro colepaanue Gyaer Cleayoumnm:

IPHost (mail.company.com)
IPHost = mail.company.com
Port = 25
Cepsep sanyues ¢ nopra [25]

[Tonyuus TakoH TeKCT NO 3NEKTPOHHON novTe, Bl Oy/eTe YBepeHbl, HTO Ball cep-
BEp MMEET BO3MOIKHOCTD NnoAKmoueHns kK SMTP-cepsepy mail.company.com.

Ecnu 3apadee roJroToBuTh HECKOILKO BCriomoraTensHeix bat-aitnos, moxho
YNpOCTUTH HanucaHue komaHa juia cepsepa. JlonycTum, sam uacto Tpedyercs
NPOBEPATH CBA3b CEpBepa ¢ KAKUMH-THOO KOMIMBIOTEPAMH B CETH WM C APYrHMH
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cepsepamu. Bol modkeTe B KauecTpe 3aroTOBKH JUTS KOMAHI HanucaTh Cre/yroun
(aiin ipscan.bat, npeacrasnexnbiit B aucTiHre 2.10, u oTnpasuTh €ro Ha cepsep
(npoueaypy OTNPABKH OMHLLIEM M03]HEE).

Tiugrnr 310, Gann pscanbat

S

netsh diag connect iphost %1% 25
netsh diag connect iphost %1% 110
netsh diag connect iphost %1% 53
netsh diag connect iphost %2% 25
netsh diag connect iphost %2% 110
netsh diag connect iphost %2% 53
netsh diag connect iphost %3% 25
netsh diag connect iphost %3% 110
netsh diag connect iphost %3% 53
netsh diag connect iphost %4% 25
netsh diag connect iphost %4% 110
netsh diag connect iphost %4% 53

B arom dhaiine HeckonbKko pa3 nepeuucriena 0AHA W Ta XKe KOMAHIA, HO C pasiinu-
HeIMH napameTpamu. Ecnu Bel nomecture stor (aiin B karanor C:\zerat\, To ans
BbINOJHEHNS CKAHWPOBAHMA MO HECKOALKMM ajpecam Bam noHagoOutcs daiin
admins.bat, nokasauHslil B aMcTrHre 2.11.

1 i ) e AR e e e - Tt TR B ,’5?;-.;_« AT Sl ey " F haie 1
fucTuHr 2.41. ®aiin admins.bat ¢ NepevHeM U3 VeTuipex anpecos s

R

ipscan 195.34.32.10 212.188.4,10 194.67.18.127 212.48.140.154 >mess.txt
out.pbat

Kak BuaHo, Hanucanue komanaHoro (aina cyuiecTBeHHO ynpocruioch. B orser
Ha CBOe nocjaHue Bbl nosyuure (aiin mess.txt ¢ pesynbTaroM paboThl BalueH
KoMaH bl (JiucTuHr 2.12),

| TIMCTIHF 2.12. @ain mess.txt C eaynLTaToM BLINONHEHAA KOMANAGI

C:\zerat>netsh diag connect iphost 195.34.32.10 25
IPHost (195.34.32,10)

IPHost = 195.34.32.10

Port = 25

Cepeep zanymes ¢ nopra [OrcyTrcreyert]
C:\zerat>netsh diag connect iphost 195.34.32.10 110
IPHost (195.34.32.10)

IPHost = 195.34.32.10
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Port = 110

Ceppep sanywen ¢ nopra [110]
C:\zerat>netsh diag connect iphost 195.34,32.10 53
IPHost (195.34.32,10)

IPHost = 195.34.32.10

Port = 53

Cepeep sanymed ¢ nopra [53]
C:\zerat>netsh diag connect iphost 212.188.4.10 25
IPHost (212.188.4.10)

IPHost = 212.188.4.10

Port = 25

Cepeep zanymeH c nopra [Orcyrcrsyer]
C:\zerat>netsh diag connect iphost 212.188.4.10 110
IPHost (212,188.4.10)

IPHost = 212.188.4.10

Port = 110

Cepeep sanymes c nopra [110]
C:\zerat>netsh diag connect iphost 212.188.4.10 53
IPHost (212.188.4.10)

IPHost = 212,188.4.10

Port = 53

Cepeep =zanyuler c nopra [Orcyrcreyer]
C:\zerat>netsh diag connect iphost 194.67.18.127 25
IPHost (194.67.18.127)

IPHost = 194.67.18.127

Port = 25

Cepsep sanyuwed ¢ nopra [25]
C:\zerat>netsh diag connect iphost 194.67.18.127 110
IPHost (194.67.18.127)

IPHost = 194.67.18.127

Port = 110

Cepeep s3anyues c nopra [110]
C:\zerat>netsh diag connect iphost 194.67.18.127 53
IPHost (194.67.18.127)

IPHost = 194.67.18.127

Port = 53

Cepeep 3amymeHd c nopra [Orcyrcreyer)
C:\zerat>netsh diag connect iphost 212.48.140.154 25
IPHost (212.48.140.154)

IPHost = 212.48.140.154

Port = 25

CepBep zanymeH ¢ nopra [25]
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C:\zerat>netsh diag connect iphost 212.48.140.154 110
IPHost (212.48.140.154)

IPHost = 212.48.140.154

Port = 110

Cepeep sanyumer ¢ nopra [110]
C:\zerat>netsh diag connect iphost 212.48.140.154 53
IPHost (212.48.140.154)

IPHost = 212.48.140.154

Port = 53

Cepeep zanymeH c nopra [Orcyrcreyer]

ITpocmoTpes BHUMATENbHO cofepikanne (aiina, MOIKHO cenaTh BbIBOAbI 0 paGote
NPOCKAHMPOBAHHLIX Y37I0B, NpeAcTaBneHHble B Tabmn. 2.1,

Tabnuya 2.1. ObpaboraHHbiii OTBET cepBepa

IP\ cepauc POP3 (110) SMTP DNS
195.34.32.10 Oa Her Oa

212.188.4.10 Oa Her Her
194.67.18.127 Oa Oa Her
212.48.140.154 fa [da Het

Cpenn KOMAaHA, KOTOPbLIE MOKET BBLINOIHHTL CEPBEP, 10NYCTHMA H TaKas:
shutdown -r -f -m \\MyServer -t 60 -d up:125:1

OTta KomMaH/a NO3BOJISET 3aKpbITh Bee paboTalouine nporpamMmsl U uepes 60 ¢ ne-
pesarpy3utb cepsep. [Ipumennn sty komauay, ciieayer ObiTh yBEPEHHbIM, HTO Ne-
pesarpys3ka B JlaHHbIH MOMEHT NOMycTHMA. YuuTbIBasg, YTO NMOYTOBLINH ajpec ang
yNpaBAeHUA CEPBEPOM MOKET CTaTh M3BECTHBIM, HE MCHOMb3YHTE MpPUBEACHHBIC
umeHa cdaitios admins.zip ¥ admins.bat. Tpuaymaiite wvena, koTopeie HeBo3-
MOXHO MOBTOPHTHL CaydaiHo wiau noaobpars. [posepsiite cozepiumoe nanku
inbox Ha Hanuuue B Hel uyXHUX cooOuiennit. [1pu ynaneHHOM yrnpaBieHny Hensio-
X0 3aCTaBHTb CepBep NOChIIATh MOATBEPIKACHHUA O NojyvyeHuu coobiuenuit. Ecau
Bbl MOMYYHUTE MOATBEPIKACHHE, HO CAMH HE MOCLUIANKH COOOILIeHWI, cheayeT BHU-
MAaTeIbHO MPOCMOTPETH UYIXKHE MOCAAHWA, ONPEACTHB MX HCTOYMHHK. 3anperure
aoctyn k nanke C:\zerat 06b14HBIM N0/1B30BATENIM.

Tenepb paccMOTPUM MPOLEAYPY OTTIPABKHM 3arOTOBIEHHBIX /IS BbINOJHEHHS KO-
maHz. Jlns mepechbuiky A0MONHUTENBHOrO (aiiia ero cieayer ynakoBaTs BMECTE ¢
admins.bat B admins.zip. [locne mony4enus 3TOH MOCLUIKM CEPBEP pacrnakyeT Bce
dainpr B Ci\zerat\. Ecin Bam HeoOX0aMMO cpasy BbINOJAHHTL MOATOTOBIEHHBIE
KOMaH/bl, TO coziepkaHie admins.bat moaoGHo npuseserHomy B nuctunre 2.11.
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Ecau tpebyetcs Tonbko nepecnares hainbl # noayuuTs 00 3T0M yBeAOMIEHHE, TO
taiin admins.bat Mosker GbiTb TakuM, Kak Nokasaxo B suctTunre 2,13,

P 18 DR NATIARERY & RS e RS or am e

dir c:\zerat\txt /on c:\zerat\*.bat >mess.txt
out.bat

[Toayuus orser (incTHHr 2.14), Bol cMozkeTe YOeauTbes, 4TO Bee daidiibl exaT Ha
CBOMX MECTax.

[ Mncraur 244, Qahn messxtc nopowem batpanion |

ToM B ycTponcTBe C He MMEeT MEeTKM.
CepuitHend Homep Toma: 0936-DO8A

Comepmamaoe nanxm c:\zerat\txt

08.06.2004 21:58 <DIR> i

09.06.2004 21:58  <DIR> 3

09.06.2004 22:06 60 admins.bat
1 ¢painos 60 BaiT

ComepxmmMoe nanku C:\zerat

09.06.2004 22:06 60 admins.bat
01.06.2004 09:33 32 IN.bat
05.06.2004 20:18 410 ipscan.bat
01.06.2004 09:05 64 OUT.bat

4 pafinos 566 Gair

0 nanoxk 21 226 254 336 Ganr ceoBomHO

BapuanT npumeHenus koMaHabl dir B JaHHOM ClTyuae NO3BOJISET BBIBECTH TONBKO
MMeHa komanaubix aiinos, Haxoasuuxes B katanorax Ci\zerat\txt\ u C:\zerat\.
Hapetoch, 4T0 npuBEAeHHbIX NPUMEPOB JocTaToOuHO, 4TOOBI npeacTaBuTh cebe
BO3MOJKHOCTH aAMHHHCTPHPOBAHHUS CETH MO 3JIEKTPOHHOMN MOoYTe, HO elle HAa OAHY
TAKyl0 BO3MOXHOCTb clieayeT ykasaTb. [louTtoBbie coobuienns ot cepsepa mMoryT
ObITh OCTATOYHO KPATKMMH, 4TOGBI MCIIO/IL30BATH AJIA YTEHMS... COTOBLIN Tene-
¢on! Tenepb, HacTponB cBOH MOOMIBLHBLIN TeNe(OH Ha NPHEM JIEKTPOHHON MOY-
Thl, Bbl CMOXKETE BCEraa Moiy4aTh CBEAEHUA O COCTOAHUM CepBepa, He3aBMCHMO OT
CBOEr0 MeCTa HaXOXKACHHS.

Pa3 yx HaM yJanoch 3aCTaBUTh CepBep OTBEYUATL HA HALIKM MMCbMA, TO, CKOpee Bee-
ro, Bbl 63 Tpyaa HanMiIeTe HeCKOILKO CTPOK B bat-(haiine ans oTnpasku Bam co-
OBUIEHNs 110 KOMaH/e NNaHUPOBLUMKA 3a/1a4, YTO MO3BOMUT BaM GbITh B Kypce co-
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ObiTHi, npoucxoaaMX Ha cepeepe. Ha puc. 2.27 umento 3To u nokasano. Cepsep
OTNpaBun coobLLUeHHe O BbINONHeHHN onepauuu ¢ daitnamu. To, 0 yem s mewuTtan,
KOrJa MeHs BbI3bIBAIIM MO BLIXOAHLIM, Tenepb pabotaer. Cepsep coobluiaer MHe U
MOeMy MOMOUIHKKY 0 pabote BaskHOro rnpouecca B cetd. Eciiv B ouH U3 aueit He
OKa)KeTCa TakuX COOOLIeHHI 10 OmpeaeieHHOro yaca, — 3TO MOBOJ NS BbisCHe-
HHA CUTYallMK CHavana 1o TeneoHy, a 3aTeM CpeiCTBaMH YAAIEHHOTO aAMUHUCT-
pupoBaHHs. Bo BCAKOM ciyvae, Tenepb Her HeoOXOAMMOCTH, Ha HOYb IJIAAA,
CPOYHO BBIE3KATH MO BLI3OBY K CepBepy.

SMS-coobueHus us cetu

B MurtepHere MOXKHO HaliTH MHOTO MPOrpaMMHBIX CPEACTB, MPeAHAZHAYSHHBIX A5
oTrpasBku sms-cooOuleHuit ¢ komnetoTepa. Hekotopbie M3 HHUX WCMONBL3YIOT He
CTaHJapTH30BAHHBIE CBOMCTBA Mporpamm onepatopos csi3u. [Toatomy HMKTO He
MOKET rapaHTHpoBaTh, YTO 3aBTPa HE MPOU3OHIYT W3MEHEHHS, KOTOpble HE T0-
3BONAT Balieil nmporpamme paboTtath npasuiabHO. [pyrue nporpaMmbl OpHEHTHPY-
IOTCH HA CreUHaIbHO CO30aHHLIE LTIO3bLI B HHTEPH&TB, H HX ]'lOIl,,Ipr)KI{a TpeﬁyeT
CPEACTB, KOTOPbIC NMAATAT NOJIL30BATE/IH, npuoﬁpems rnporpammy. E}IHHCTBEHHMM
HAAEKHbIM M HE3ABHCHMBIM OT CBOHCTB L0308 B HH‘repHeTe CpeacTeOM L8 OT-
npamcu SITIS-COO'SI.I.IEHHﬁ Cc anMEHEHHeM KOMTI blo'repa B HACTOALLEE BpCMSl MOMKHO
CUMTaTh cam MOOHIIBHBIH TeneoH,

Microsoft Gecnatho npeanaraer nporpammy SMS Sender (puc. 2.29), koropas
Mo3BOJSET rOTOBUTH COOOLIEHHE HAa KOMTIbIOTEpe, a 3areM uepe3 uHrepdeiicHblii
kabens RS-232 nepenasats ero Ha MOOMNBHbII Tenedon Ans OTNpaBKy.

[Tporpamma SMS Sender mosker GbiTh HCMONB30BaHA B peXKUME KOMaHIHON CTpO-
k. Jlna sroro weobxoanmo 3anycTuth (paitn smssender.exe ¢ ykazanuem tpedye-
MbIX mapameTpoB. [IporpamMma npUMeHsIeT YCTpPOIHCTBO, KOTOpoe ObUIO MCMoNb30-
BaHO MpH npeaslaylieM 3anycke. JlaHHas BOZMOKHOCTL [103BOJISET ABTOMATH3HPO-
BaTh OTMPaBKY COOOIEHMIT.

Hcnonb3osanue:

smssender,exe [[/i] /p:<renejpou> /m:"<cooBumenme>" [/ul [/1l]] [/?]
rae:

/i — nomep Tenedona B MexxayHapoaHoM opmare;

/p: <menedon> — HOMeEp TejedoHa (TONbKO UHdpbI);

/m: "<cootmerme>" — TEKCT COOOLUEHHA B KABLIMKAX;

/u— koaupoBka coobiuenns B UCS-2 (paciunpennas Tabauua 3Hakos);

MpumevaHune
Mo ymonyanuio Wcnonbayetca cTadAapTHeii andasut GSM.




Ynpasnexne cepeepom u opraHu3aLua cepeucos 107

/1 —3anuch B 3KypHall OTNpaBJI€HHOro COOGHLBHHSI;
/? — BbIBOJ1 CIIPABKH 10 HCIOJIL30BAHHIO,

CoOTBEeTCTBEHHO, KOMaHIa

smssender /p:89leXXXNXXX /m:"Privet ot servera"

MO3BOJIUT BaM MOAY4UTH cooblleHne OT cepeepa, HE3aBUCUMO OT BALLIETO NpUCYT-
CTBHS OKOJIO KOMMbioTepa. BaxkHo nuuib, uroGul MobuabHbii Tenedon 6uin noa-
KJIIOUYEH K KOMIBIOTEpY.

[TporpaMmy MOHO nosyuuTh no aapecy B Murepuere:

http://www.microsoft.com/downloads/details.aspx?FamilyID=06a41997-7{69-
4891-8929-37b9041924a2 &displaylang=ru.

CcblIKH Ha Hee 4acTo BCTPEHaloTes M Ha JIpYruX caiiTax, nocesueHHbix Oecrnat-
HbIM TIPOrpaMmanm.

€' 5MS Sender

Hovep nonyuatens;
|

TercT coobutenma;

2 _osen |

L i = e
Grmsenre | nepamerpe. | maxea |
EF s g ek

Puc. 2.29. OkHo nporpammsl SMS Sender

CripaBei/IMBOCTH Pajii CNEAYET CKa3aTh, YTO HE Bce MOOMIIbHBIC anmiapaTsbl noj-
AePKUBAIOTCS 3TOW MPOrpaMMoif, 1a M mnocieoBaTe/lbHble MOpTLl B nocaeaxHee
BpeMs He BCErja UMEIOTCS Y KOMMBIOTEPOR (MM WX HelocTaTouHo). Eciiv pam He
yAAN0Ch NMPUMEHHTHL MOOHNLHBIH Tenedor Ana otnpasku SMS ¢ cepeepa, TO MOXK-
HO BOCMOJIB30BaThCA yCayroi cepsuca smsmail.ru. Heobxoaumo saperucTpupo-
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BaTbes Ha caiite www.smsmail.ru. [Tocne perucrpauum Bbl nonyuuTe BO3MONK-
HOCTh GecnaTHON OTNpaBKy ABYX coOOMEeHHi uepe3 aNeKTPOHHYIO NOUTY Ha aj-
pec <Homep MobGuiabHOTO Tenedona>@smsmail.ru. CooGuienus OyayT NPUXOANTE
Ha Baul MoGunbHbli Tenedon. Jlia ornpasku Gonbuiero uucaa coobuieHuii Heob-
XOAMMO MEpPeYHCIHTh Ha CYeT, yKa3aHHblii Ha cTpaHMLax caiTa, onnaTty B CyMMme,
coorgeTcTRyiouleit nponseeaeqnio $0,04 * yucno coobennii.

Kak 3acTaButh cepeep OTNPABNATH MIEKTPOHHYIO NOYTY, Mbl YK€ paccMoTpeny
pamee.

MUHTepHeT ana cetun

Mbl yike paccMOTpenu npuMeHeHHe NOYTOBOrO CepBepa B CETH, a TaKiKe CpPeacTsa
OroBeLleHHs aIMHHUCTpaTopa 0 cobuiTuax B cetu. Ho stn cpeacrtea Oyayr we
OueHL MOMe3Hbl, €C/lH ceTh He umeeT Beixona B Murepuer. Obecneunts MoaKIo-
vyenue k MurepHery MOXHO pasnuuubiMu cpeactsamu. Cawmeiii npocto# Ba-
puant — dial-up-noaxmovenue vepes aHanorossiit Mmogem. Ecau yuects, uto B
COBpPEMEHHBLIX ONEpPAaUMOHHLIX CHCTEMAX €CTh Cpe/icTBa KOMAHIHOM CTPOKH s
3anycka Npouelypsl NOAKIOUEHHA YSpPe3 MOJEM, a TaKiKe IS paspbiBa YCTAHOB-
JIGHHOrO NOAKIIOYEHHA, TO MOKET NPUMEHSTLCA TOT BHI CBA3M ¢ raobanbHOl
CeTblo, XOTS J0BOJABHO orpannuerHo, K coxasnenuio, HU3Kas nponyckHas crnocod-
HOCTh TAKOIO KaHANa CBA3H W HE CIHIIKOM BbICOKas HAJENKHOCTh yIepiKaHWi yc-
TAHOBJIEHHOIO COEAMHEHHS HE TIO3RONAIOT UCMOJIL30BATL TAKOE MOJKITIOUeHHE 1S
oGecrnievenus padbotel noutosoro u Web-cepsucos 8 cetu. Eie oaut cyulecTsen-
Hbli HeaocTaTok dial-up-noaKTioueHus — OTCYTCTBHE BO3MOMKHOCTH MCMOMb30-
BaTh nocTosHHbii IP-anpec ans Bbixoga B MuTepHer, uTo He mMO3BOMSET MpH-
MEHATh CEepBHCHI, AOCTYNHbIE M3 WHrepHera Oe3 npuBiEYEHMs ClHEUMANbHBIX
Cpe/CTB, MO3BOJIAIOMIMX TOAYUHTL noctoauublii [P-agpec. Kpome Toro, onnara 3a
HernpepbiBHOE TOAKJIIOYEHHe B TeueHMe MPOAOIKUTENLHOr0 BpeMeHH OKaKeTes
HAaMHOro Bbile cTOMMOCTH mnoctosHHoro ADSL-noakmouenns (Asymmetric
Digital Subscriber Line, acummerpuunas undposas aboHeHTCKas JMHUA) 32 TOT
JKe MepHoL.

anMEM KaK aKCHOMY, YUTO COBpEMEHHAaN CETh NpH HATHYHH TAKOH BO3MOKHOCTH
A0/DKHA MMETh MOCTOfHHOE moakatouenue k MuTepHery, naxe eciin 310 ceTh He-
Gonbias. A CyIsa no Meperrcke ¢ YUTaTejiaMH, BOSMOIKHOCTE TaKafd €CTh JIaKeE B
MecTax, yJaleHHbIX OT KPYMHbIX TOPOJOB HA COTHH KHAOMeTpoB. Jlns Koro-To no-
KAyKETCHA YAMBUTEbHBIM, HO B TaXKHLIX noceskax CHOHpH (DYyHKUMOHMPYIOT CeTH
¢ noakmovenueM k MHrepHery uepes cnyruuk. OkasbiBaeTcs, 4TO €10 He B Mpo-
Gnemax cHaGkeHUS MM YIANCHHOCTH OT LMBWIM3ALIMM, a B MO3MUMHM aJAMHHHCT-
patopoB 3THX certeil. B Hawed cetw npumeneno noakmouenne uepes ADSL-
moznem. HacTpoiiky Takoro noakmoueHus, obecreunBaroutyto npasuibHyto pabo-
TY CETH, Mbi H PACCMOTPUM.
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Opranusauusi NOCTOAHHOrO NoAKMOUeHus K MHuTepHeTy Xapakrepusyercs HaJlM-
uvem oaHoro unu 6onee uncna 1P-anpecos, KOTopbie BblleNIeHbl Ballel ceTH s
opranuzauMu wmosa. B GonbuimHeTee ciyvaes noakatouenue tpedyer Hannuus
nuue opHoro peanbHoro IP-aupeca, koropslii Oyaer npuceoeH cetesomy ajarnre-
py, "cmoTpauemy Hapyxy". Kpome coGcTBenHO aapeca, ceTeBOMY ajantepy npH-
CBaMBAETCA HEKaA MOJACETH C MACKOH, OTAHYAIOIIEHCH OT APYrHX MacoK BO MHOKe-
crBe aApyrux noacereil. KoukpeTHsli afpec CeTH BXOAWT B AHaNa3’oH aj[pecos, Bbl-
Jeasembix nposakaepom. B npejenax sToro Auanazona ajipecos co3ialorcs
MOJICETH, B KOTOPBIE MOXKET BXOJAMTL OAWH Win OGonbwe [P-agpecos, kotopbie
MOYKHO WCTIONL30BATE NS MAEHTH(UKALMH KOMNLIOTEpa uiK cepeepa B MnTephe-
Te. B paccmarpuBaeMom BapuaHTe BCs [OACETH COAEPIKUT veTbipe aapeca. [Tepsbiit
M [OCAEAHWIH ajipeca He MOryT ObITh MCMOAL30BAHbI YCTPOHCTBAMH, aHANOIHYHO
NnepBoMy M TMOC/HeIHeMY ajpecaM Balleil BHyTpeHHeH ceru (Hanpumep,
192.168.115.0 u 192.168.115.255). JIna paccmaTpuBaeMoi TOACETH ITO MOIyT
GoiTh agpeca X.X.X.156 n X.X.X.159. Onun anpec tpebyercas ADSL-moznemy, a
JUIA MCTNIOJIb30BAHWA BHELIHUM a/1anTepPOM CETH OCTAETCA OAMH aJipec.

Tabnuya 2.2. BHeluHWi agpec Balleii cetu

Macka nogcetn 255.255.255.252 /30
(11111111.11111111.11111111.11111100)
64 nogcetv

HaumeHbwwun IP Haubonbwui IP
x.x.x.0 X.X.X.3

X.X.X.4 XXXT

x.X.x.156 X.X.X.159

X.X.X.252 X.X.X.255

B Tabn. 2.2 nokaszan ¢parmenT nepeuHs nojceredi ¢ mackod 255.255.255.252,
pacimpennem 30 M ¢ ykazaHHEM HA4aJIbHOIO U KOHEHYHOrO aJPecoB Kay1o0i noj-
cetd. Pacumpenne 30 nokassigaer YMC/I0 €IHHKUI B JIBOMYHOMN 3aMTACH MACKH MOA-
ceTd. TonbKO nociejiHKuii OKTET MAacku (BOCEMb 3HAKOMECT B [IBOMHYHOW 3arucH)
COAEPKHT HYNH, MECTO KOTOPBIX AOJLKHBI 3aHATH UM(PbI W3 pealbHOro ajapeca.
B paccmarpusaemom npumepe aapeca X.X.X.157 u X. X X.158 coorsercrayior B
asonunoi sanven X.X.X.10011101 » X.X.X.10011110. Tonbko aBa nocneaHux
JHAKOMECTA MOTYT COZIep/KaTh NPOW3BOJIbHLIE 3HAHEHHSA, U3 KOTOPLIX HCKIIOYEHBI
00 u 11. Takux NMPOX3BO/BLHBIX 3HA4YeHUH ocTaercs aAsa. Eciu no pauiemy goroso-
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py ¢ npoBaiiepom sam OyeT BbiaeneHo Gonbine aPecos, TO U Macka M0ACeTH, H
ee pactuupenne Oyayt vubimu. C nonwoil Tabnuueil noacereil MOKHO O3HAKO-
MUTbCA B npunoscenuu. Ho B Hawem cayyae BHeIHEMY ajanTepy MoxeT ObiTh
npucsoet aapec X.X.X.158, a X.X.X.157 naznauen ADSL-moznemy.

Mpumevanue

PacnpocTpaHeHbl W Apyrie BapwuaHTbl NOAKNIOYEHWA KOMNBIOTEPOB K WHTEpHeTy,
Hanpumep, Yepea AOMOBbLIE UMK rOPOACKUe ceTy, B aTom cnyvae KamMnsloTepy, noa-
KMIOYEHHOMY K 3TOW BHELUHEeR CeTW, NPUCBauBaeTCA OAWH W3 afpecoB aTOW CeTu.
[nA noaknioYeHns nokansHoW ceTu K MHTepHeTy Takon BapuaHT He noaxoawT. Bl
HEe CMOXETe 3apernCTpUpoBaTh AOMEH BTOPOro Uk TPETLErD YPOBHA, CEPBEPOM KO-
Toporo ByaeT Baw KomMnbioTep.

Wrak, mei umeem BHewwHuit anpec X.X.X.158, npucBoeHHbIil BHEIIHEMY CeTeBOMY
ajlanTepy BTOPOro cepsepa, KOTOpbIi W Gyaer urpaTe ponb uuiiosa B Mureprere
Jns Bee ceTH. 3asava — WCMoab30BaTh 3TOT ajapec A1 NOAKAIOUEHHS M0b30Ba-
Teneit cetn K Muteprery. EcTh HECKONBKO BApHAHTOB peLUeHWA 3TOH 3aja4yH, HO
Mbl PACCMOTPHUM ABa M3 HHUX. [TepBbiii — noaktouenue ¢ ucnonbzosanuem NAT, a
BTOPOH, KaK [OMOJAHWTE/IbHBIN, — NOJKIIOYEHHE Yepe3 MpPOKCH-cepBep (proxy
server).

MNopknioueHue K UHTEpHETY € NpMMeHeHneMm
npeo6pasoBannsa ceteBbix agpecos (NAT)

[epsriii cnoco® noakmoueHns Haubonee yaoben W NOIBONAET, HE MPUMEHS HU-
KaKoro JI0MOJHUTENLHOrO NporpaMMHOro obecneueHus, NpeocTaBuTL NOJIb30Ba-
TENAM CETH NPAKTHUECKH BCe BO3MOMHOCTH MuTepHera. Eanncreentoe, yero He
noJiyyar roJib30Baresnu cetu, — 370 ceoero IP-aapeca npu noakmovenun Kk Uu-
tepHery. [Ipu aTom GyayT HenOCTYNHLI CEPBUCHI, VIS KOTOPBIX HEOOXoANM miep-
conanbHbiid [P-agpec. JloctaTroMHo ynomsHyTh BO3MOXKHOCTL OecrnyiaTHOH OTnpas-
ku SMS-coobuennii co cneuuansbHo cospanHelX ans aroro Web-crpanuu. Bo
MHOTHMX C/Ty4afX Ha HMX [JeHCTBYET OrpaHHuYeHue Ha KOJMYeCTBO cOOGLUEeHH C
oaHoro IP-anpeca. CooTBeTcTBEHHO, Takoe orpaHuyerne GyeT pacrnpocTpaHsIThes
Ha BCIO ceTh. Be3 crneuuansHOro CornacoBaHus ¢ BaMH MONb30BATENH HE CMOTYT
MOAK/IIOYATLCH K CBOUM pabouuM KomnbioTepam u3 Aoma. Ho 310 orpaHusdeHme,
KaK TOJIbKO 4TO GbINO CKa3aHO, 3aBHCUT OT COTJIACOBAHUS C BAMH, U MOXKET ObITb
obowaeHo. Bbl MOXKeTE, HACTPOHB COOTBETCTBYIOWMM 00pa3om cepsep, NMpeaocTa-
BHTL TAKyIO BO3MOXHOCTb, €C/IH 3T0 Heobxoaumo. Ho camoe rnasHoe, 4TO Takyio
BO3MOJKHOCTb, KOTOpAs MO3BOJIMT YMPaB/sTh HE TONLKO pabouUM KOMMLIOTEpPOM,
HO W CepBepaMH CeTH, Bbl MOXKETE NpeaocTaBuThb cebe.

Jlna ynobGerBa WM3NOKEHMS, BCroMorartenbHblii cepsep ¢ ycranoraenHod OC
Windows Server 2003, ofo3HauMM Kak uHTepHer-cepiep. OTMETHM, YTO HA MH-
TepHeT-cepBepe M0/DKHO ObITh YCTAHOBNEHO [Ba CETEBBLIX ajanTepa: OQMH JUIA
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NOAKITIOMGHUA K JIOKANbHOM ceTH, Apyrod — ans noakmovenus k ADSL-monemy.
(B 2nase 1 310 oTMeueHo Ha cxeme ceru.) I'oBops o noakmoueHuu k Murepuery,
pPacCMOTPHM M HEKOTOPbIE BONPOCH MapLUPYTH3ALIMKM, MOCKOJILKY BhICOKOCKOPO-
CTHOE MOAKIIOUeHHe K rnobaibLHON CeTH MOo3BONSET WCMOJIb30BATL €€ HE TONLKO
ans nporyaok no MurepHery, Ho u ans goctyna K ¢Boel cOGCTBEHHON ceTH M3
Web.

Hacrpours NAT (Network AddressTranslation, npeoGpa3oranue cetesuix aape-
COB) MOHO C MOMOIIBIO MacTepa HACTPOHKH MapIupyTH3aUMK W YAANeHHOTOo A0C-
tyna. Ho Hukakue macrepa He moryTt obecneynts HacTpoiky BCeX HeoDXOAWMBIX
napameTpoB. Bosiee TOro, BO3MOKHO, YTO Ha BallleM KOMMBIOTEPE Yie HACTPOEHa
MaplupyTH3auus AN Kakux-to ueneii. [loatomMy paccmMOTpuM yike BbITIOTHEHHbIE
HACTPOIKH, OTMeuas HeoOxomumble 1na noctyna B MutepHer v ang obecnevenus
aoctyna uasHe. JUig Toro 4robbl jierye OpUEHTHPOBATHCS B CBOMCTBAX HHTEpdeii-
COB, CNEYET 3apaHee 1aTh UM MOHATHbIE HMEHA, DTO CleNaTh COBCEM HECOXKHO.
Boinure B Ianens ynpasiaenus, otkpolite CereBbie NOAKIIOYEHHE H nepe-
MMeHy#iTe MMEIOLLIHECs ajlanTepbl, HanpuMep, Kak Ha puc. 2.30.

Otbar ~ 5 - ¥ Jhowex . ®

! Mpe& IQ CaTesnia nomnmueJ nmm |

NBC uiv BHICOKOCKOPOCTHOA MMTepreT &

e Mo noKansHoR ceTh
* @ Ly
kR |

I'_‘lqillll

P =—y

CocronaHme

penpaenTe
Ma —

Hm:'rpoﬁm MOCTS 1
b Co3aate gpbik KAtoueHi =
- Yadnime ;I

e

iy PO F

Puc. 2,30. OkHo CeTeBkle NOAKNIOYEHUA (NEPpEUMEHOBAHWE)

Onun apnanrep nasosem Murepner, a apyroit — Ilo nokansnoii cern. [Tocmor-
puTe Tereph cofepkumMoe okHa MapmipyTHIANMS M YAAJEHHbLIE JocTyn
(puc. 2.31). [lepenyrath unTepdeiicst ceTu npu AanbHEHILIMX ManUnyasuuax Oy-
JIET HEBO3MOXKHO.

BriosiHe BeposTHO, 4To B KosoHke Cocrosinue noaksouenns (uereepras no cue-
TY HA PHCYHKE) Bbl YBHIHMTE HHYIO WHPOPMALMIO, €CNH OAMH U3 HHTepdeiicos
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(1m 06a) He NOAKIOUYEHB! K CeTH. DTO HHCKOBLKO HE NoMeluaeT A0BeCTH BCe Ha-
CTPOHKH /IO KOHUA, @ TONLKO NOTOM TIOAKMOUMTECS K ceth. Uurepdeiics 3ambi-
Kkanue Ha ce6n ¥ BuyTpennmnii co3ganbl caMMM KOMIBIOTEPOM, W HACTPOIKA MX B
nauiem cinyuae ne Tpedyercs. [lepeiinem no aepesy odbexros MapmipyTusanus u
yaajennbtii goetyn k nozuuun IP-mapmpyrusamus | O6mue (puc. 2.32).

& Mapupy ris auss u v.u.am:numr- aocTyn

ISﬁhtoﬂb Aanc'rm Bra ;rma«a

(o - EIEE! IE»J%U?

E ﬂapuapwmaw Wy AaneHHbIn a0cTyn Hﬂ'rep&ﬁm cam
CoLTOAHME CepBepa W ECBL NG . | Tnn ! COCTi.. l CoCTO... { Ams yETpa
2 7%
.);E;xp‘e (ma‘""::_:“ Mo nokanoHoicetn  ButenekMbsi  Paspe... Moakn.. RealtekRT
Tepdeice .
‘L‘F,*'Mmrmet BriaensmHHes Paspe... MNoakn... IntelR) PR
E _-_Ii IP-Maplupy THIALMA =10
-.E 5 -.;iaammnne Ha cefin  Iampikamve H... Paspe,.. Moakn,..
:‘5_. Cia e HaplpY Tl =, BHyTPEHHW BHy Tpesrin Paxpe... [oakn..
=1 IGmp

:ﬁ: NAT[MpocTon Bpanamaysp
\5_,? MonrTHIEE YAaNeHHOro AocTyna
|| BrasHHe MypHana yAaNeHHOTO A0CTYNE

< ]l ] |

Puc. 2.31. OkHo MapwpyTusaums v yaaneHHslii goctyn (MHTepdence! cetu)

5'4 Mapmpy‘rnaauua " yn mummn-i AocTyn

chonb Ae»:c'rnne Bia  Cnpaexa

@--* .EEI x;ﬁ‘.%t@

2l MapUpy THISWMA 1 Y AGNEHHBIN AOCTYN | Obwme
I’ :f:‘j COCTORKWE CEDBEDA M v Thn 1P Coc
il EEP.VER? (mk-dm“u] 0 H € BetaenerrisiA
-.% mﬁx&m & ireprer Bolgenereni 81,195, m 133 Paf
E Ofuwe I??MHma Ha cebia Samsicarme 1., 127.0.0.1 Pab
Z Cravnscrom WSpWpyYTE! By rpemn By TpeHHHA HeaocTynHo Her
é 1GMP
2 NATMpocTon Bpananaysp
S Nomimiea yaanestore AocTyna
] Beasrme wypHana yASNEHHOrO AOCTYNE
<] 12114 | |

— T sl ot gl g e N N

Puc. 2.32, OxHo MapuwpyTu3sauus v yaaneHHbiin gocryn (IP-mapwpytusayus | O6wwe)

B cBoiicTBax uHTepdeicos, KacaloMXCs MaplupyTH3aunH, Buaum 1P-aapeca, ko-
TOpble HEOOXOAMMO NMPUCBOWTL CETEBbLIM ananTtepam, PaccMoTpuM CBOHCTBA MH-
Tepeiicos. B cpoiictBax untepdeiica Mo mokaabnoii cetu Ha sknaake Obmmne
(puc. 2.33) nomken ObiTh BhicTaBneH (paakok Brawouants aucnerdep IP-mapm-
pyruzaumun, Tor ke (paakok AoskeH ObITh YCTAHORNAEGH M B CBOMCTBAX BTOPOro
uHTepgeiica.
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Euuﬁl:rua:l]n AOKAALHOH CETH . EIE3
[ piaHMiLbl MHOTDAABECEHON ndnac-iu | Nunse roreanpecHon paccsingd I

Dbwpe Kongurypatus

ﬂﬁ IP-urreppedic

¥ Binosms gmumpiﬁﬂWu{
[ Bragurs GEABNEHHS 0OHAPYHEHHS MAPWPYTHAZTOpa

PAARILE ATTES (0= E DY [peicin

PN CIh ) ke 1 T [t L

PUneTpsl Buoga | PUNETPB BEIHOAS J

™ BrnuiTs NpoBepky pparteHTalg

l OK ] Orrena _I Mg averims

Puc. 2.33. OkHo Ceoictea: lNo nokanbHoOW cetu, Bknagka O6wwe

MMepeiinem na Bknaaky Koudurypauus (puc. 2.34). Umenno na 310l Briaake
MOYKHO Ha3HauuTh [P-aapec unrepdeiicy, eciiu OH ele He HazHAYEH WK HAZHAUEH
uHoit. [Ina nurepdeiica Io sokanbHoil ceTn nomked 6biTh Ha3HAYEH anpec, J1o-
NyCTUMbIA B Ballleld JoKanbHOH ceTH. B otinume oT NpocThix CpeaCTB opraHusa-
unu obuiero poctyna k Murepuery, npu ucnonb3osaun NAT Mbl HEe orpaHHyeHbl
anpecom 192.168.0.1 u moskem npumenuTs moboii qonycTumslii B ceru aapec. Ho
Aydile, €ciy 9TOT ajipec BXOAMT B JAHANA30H aJpecoB, KOTOPbIH Bbl ONPEAETHIH
A8 cepepoB. Macka noAceTH yCTaHaB/IWBAETCH COOTBETCTBYIOIIEH Macke, MpH-
MeHAeMOi B Ballel cet. MapupyTuzatop (OCHOBHOH IJ1103) HE YKa3bIBaeM, 1o-
CKOJbKY W3 CeTH MOAKIIOYEHHE OCYLIECTBAACTCS HEMOCPEACTBEHHO K ITOMY WH-
Tepeiicy.

Jas untepdeiica Mnrepuer Heodxoaumo ykasars [P-aspec, koropeiii 6yaer su-
neH w3 Untepnera (puc. 2.35). B nannom cnyuae on pasen 81.195.117.138. npu
aTOM Macka noacet — 255.255.255.252. B none Mapmipyruzarop (ocHOBHOI
mt03) ykazsisaem aapec ADSL-monema, nocxonbky HMeHHO uepe3 Hero Gyaer
ocywecTsiieH Bbixoa B MnTepHer.

TMepefiaem k creayiolemy oObeKTy Aepesa B JIEBOH HacTH okHa MapmpyTuiauug
u yaajdennsiii goeryn — CraTuueckue Mmapuipytsi (puc. 2.36).
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Mpariiust MHOrDAADACHOA OERSCTH | Myse MAOrOBAPECHER PACCEINKK [
Qtuwme K oHgurypaume

|P-sapec 408 700 CETERON NAATE! MOKET BuTh AETOMAETHHECKM
Haanaved DHCP-cepeeport, Ecoid 8 cemu ver DHCP-cepeepa, nonyuire.
|P'-43pac | CATEBOMO AAMHHMETNATOPS W BESAITE Ero BRYUHY,

™ [onyums (P-aapec asTomatiriecki
@ Wenaneacsars cneagouiu (F-adpec]

IP-agpec: [182 768 715 2
Macxa naaceri: [255.2'55.255. 0
Mapwoyrsarop [ocrosson wnosy | - !

JdonograrensHe.,.

I. 0K I UTMOHG_I Priggerrs I

Puc, 2.34. Oxno Ceoicraa: Mo nokansHoi cety, aknagka Kondurypauws

Fp e craaipeert e sl Ty MHOr canpecHol pacteimm |/
Dfiuue Kospurypauna

IP-&apec AnA 3TOM CATEBOM MNATE! MOMAT BbiTh ABTOMATHYECKI
rasHayen DHCP-cepsepom. Ecni B ceti wer DHCP-cepsepa, nonyure
IP-aapac y caTABOMD AQMEHCTRATORA W BEAIHTE B0 BRYHUD,

© Jonyuas IP-anpec aeTamarisec
o Wlenone soears eneayoulie IP-anpec]
P-agpec: Bl 185.117.138
. Macka noacerie 4 Ix _|:ess.2ss.z~ss.2sz
Mapwpyrusarop (geHosHoR wmsa} |81 195, 117 137

HonoprurensHo. . |

oK ] Orrena | iL’.'iu_--u:mI

Puc. 2.35. OkHo Ceoicrea: MuTepHeT, Bknaaka KoHdurypauus
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2 Mapwpy THIMEMR ¥ YASNERIbIT A0CTYR

| Kowore gefcrewe Bra Croaska R e 3R i

s O@BPBIR

(& MapUmy TvOaLHA 1y Aanere A0CTYN [ Cratyecine napupyTel
R e [Hasaurve [ Macxsnogcery [ Uin: [nrepperc
= e NOK MO
F bR A teT EU.D.D.G 285,256,2565.252 81.195.117.138 Mo noxanbHoH ¢
= IP-MADWIPYTHIAUMA
s Ofwre
CTATHUELNE HAPWDY Th!
1GMP
_ NAT/MpocTod Gpananaysp
47 NonwTiia yaanerworo AocTyna
" [C) Beaswie sypHana yAaneHHOrD AOCTYNE

«1 il ! <

e = {

Puc. 2.36. OkHo MapwpyTuaauus v yaaneHHsii goctyn (Cratuyeckue mapupyrsi)

Eciu MaplupyThl He HazHaueHbl WKW Ha3HAYeHbl Jpyrie MapuipyThbl, BbI3bIBAEM W3
KOHTEKCTHOrO MeHio o0bekta nyHkt Hosbiii craTmvweckuii mapuwpyr. B no-
spuBLUeMcs okne (pue. 2.37) suiGupaenm B none Hurepdeiic onuuio Ilo Jokain-
HOW ceTH, B KavyecTBe aiapeca HaszHaueHus ykasviBaem 0.0.0.0, macka noacetu
255.255.255.252, a mmo3 — aapec uHtepdeiica Murepuer. To 3HAYMT, YTO BCE
nakertsl, nojy4deHHsie w3 Mutepuera, Gyayt nocrynuel Beem IP-azpecam pauieit
CETH, @ MPOXOANTb OHK A0MKHBI Yepes uHrepdeiic Murepuer. Merpuka yxe yc-
TaHoB/neHa — "1", W MEHATL 3TO 3HAYEHHE HET HEOOXOAUMOCTH.

[ TATHYECIMH MapLIPYT
Wrreppeic: | Mo nokansmof cemu =
Hasnavenme: IR AR g

.Maén_umceru: |255.255.255_252
W ] 81 .195,117.138
Merpurar |1I 3

I' L‘,(FIGI’H:‘."JB':"E:-’:TJY TADQAULAT T DCEUOMINENHE T PeConisg

I DK I Ortera

Puc. 2.37. OkHo CtaTtMyecKuii MapupyT

Cneayrowmii o6sext — IGMP (Internet Group Management Protocol, nporokon
ynpasnenus rpynnamu MarepHera). B atoM o6bexTe A0/mikKHbI 6bITH yKasaHbl poiu
uuTepdeiicos (puc. 2.38). Hurepdeiic Unrepuer HaAXOANTCA B POJIM MapLIpyTH3a-
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topa, a unrepdeitc Mo aokaaLuoil ceTH — B poiM JIOBEpeHHOro untepdedica

(Ipoxcen).

2 Mapupy Tvseua v y Aaenbii Aot
| Koscore  Jdevictene  Bra  Crpaska
v OEXERR @

|21 Mapuwpy THISUHA 1 ¥ ASNSHHEI A0CTYN

4 CocToarme capeepa
i[5y SERVERZ (nokansHo)
W] Murepdedics ceth
— 2} IP-HSpUpy THISUHS
o2 Ofuve
E CTaTHYECKIE MEPLIPY TEI
= IGMP
& NAT/MpocToi GpaHaMaysp
Q NommTHiEs Y ASNEHHOrD AGCTYNA
) Beasrne wypHana yABNEHHOTD ADCTYNE

‘E'f.‘-'HprHer

L - 12l

B3

e

Puc. 2.38. OxHo MapiwpyTr3auwa v yoanenHsiit aoctyn (IGMP)

Eciin 970 He Tak, oTKpo¥iTe ceoiicTa MATEepdercos B 3TOM 00BEKTE H YCTAHOBHTE

Heobxoaumoe (puc. 2.39 u 2.40).

CeoAcTea: Mo NOKANLHOA caTH

e |

{08 | Mapupyrisatos |
a& IGMP4yHrepeenc

V¥ Pagpeuss IGMP anastoro unreppeiics
i S e e =]

€ IGMP-MapwpyTH3aTop
& IGMP-pporcy

Bepous nporokona IGMP:

| 2

Ortaena | ip-'_'_q-.'.-.--r-i

Puc. 2.39. YcraHoska ceoicte IGMP & okHe CeolicTBa: Mo nokansHOW ceTu Ha Bknagke OGume
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CeodcTRa: MnTepHeT

O6ume | Mapupgruampl

B meorone

W Pagpeune IGMF anas1oro wirepvelicd

¥ pe'm___. BPEELESOL Daaa—am— e bt it S

& |GMP-mapwpyrHsaTop
 IGMP-pporcH

' Bepcua npotorkona IGMP:
IBepcm 3 :_]

oK I Orrena J !1-.!"1{5'-_‘.r:r.'.ﬂ'=r._

Puc. 2.40. Oxxo Ceovictea: MHtepHer, sknagka Obwue

Jlna oboux unTepdeiicos gomken ObITh ycTanosaeHn (raxok Paspewmmrs IGMP
st 3toro uaTepdeiica, 113 Kakaoro uHTepdeiica HeOOXOAUMO YCTAHOBUTHL CO-
OTBETCTBYIOLMH PEXCHM.

Bepcuio npotokosia IGMP MOKHO OCTaBHThL 10 YMOJIYAHHIO.

Ha sknagke Mapmpyrusarop ans unrepdeiica Murepuner (puc. 2.41) no ymon-
YaHMIO YCTAHABIMBAIOTCS eille HecKoIbKO napameTpoB. bea neobxomumocTu ux
M3MEHATH HE CIIEJIYeT.

1 nakoneu, Hactpoum o6sekT NAT/IIpocroii Gpanamaysp (puc. 2.42). B ornu-
yue ot Windows 2000 Server, 3aece Mbl MOMKEM 3aUIMTUThL HAILE TMOAKIIOYEHHE
CpeAcTBaMHK ONMepalMOHHON CHCTEMBI.

B ceoiicTBax nHtepdeiica o Jokaabnoli cerd HeoOXOAUMO yKa3aTh THN MHTEp-
eiica — YacTubiii nurepdeiic noagkaoyen k yacruoii cern (puc. 2.43).

Ina unrepdeiica Muteprer (puc. 2.44) 10/kHbl GbITh YCTAHOBEHBI ClIEYyIOLIHE
OMUHH:

0 O6wwmii uurepdeiic moakmouen k Murepuery
O Brmounth NAT na gannom nurepdeiice
O BriounTh 0CHOBHOI GpanamMaysp aas sroro nurepdeiica
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Cooscvaa: Muy

=

Déuve Mapupyrioarop |

MepemeHHan HALEHHECTH
Urrepean meway sanpacamm (cex)
~ Wgrepsan memay oTeeTamM HA sanpocel (osx):

VIHTepean 1Mexay Sanpocami NOCABAREND YHaCTHHKA (meex): |1DUD 3

| [ BhMMONsSIe SHAYEHIA N0 YMOASHW0 ——— -

MrTepean mesay 3anpaca

| Cuerime 32npocos NpM SAMYCKA.

| Cuemwec sanpocos nocneanera gacTrea

ﬂmp;m MPUHAL M KHOCTH K. r'pm [k}

WHTEpean NPOBEDKM NPUCYTCTEWA APYCHK ONDOCHMKOR:

|2 - I
! [ Baspewnrs aeTobaTHIBciil MEpecusT UmonaHi

ripH 3 .,'_— (B cory-nak) l El
.|

[—
IE‘T.-

| 0K I Ormena |,ﬂpu-“-e.-r.m|

Puc. 2.41. OkHo Ceoicrea: MHTepHer, seknagka MapwpyTtuaarop

tlSuH:cnb deiicTene  Bng Q‘pmm

e» on|FRB @

[} M\)pmuywmunn H YA M AocTyn

E M3pWpy THIBUMA M Y ASNEHHEIA 40CTYN
£ Cocrommme ceppepa
(=] [s) SERVER2 (nokansHo)
}_-}_ WHTepdeRtsl caTh
& E IP-HaDLIPY TH3AUNA
Ofuine
CTAaTHHECKNE MEPWDPY Tl
s IGMP
NAT/MpocToi Gpananaysp
MonWTHKa Y 4ansHioro 4oCTyna

<

__| Begerme m»ana YASNEHHOMD ACCTYNE

]

4]

| NATIMpocTol Gpananaysp
S rapuer 248 504 0
Doy rpersmi o o 0

B

[

Puc. 2.42. OkHo MapuipyTuzauus u ynanenHisld goctyn (NAT/Mpocron 6panamayap)

Ha pknaake Cay#6b1 u nopth! (puc. 2.45) HeoOxoaMMO BRIOpaTE MM A00aBHTHL
MOPThI, KOTOPbIE JA0DKHBI ObITh OTKPBITHI CO cTOpoHbl MHTEpHETa B Bally CeTb.

Coser

He oTkpeiBaiiTe NUWHWX, HE NPUMEHAEMBbIX NO HeoBxoaWMOCTH, NopToB. Kauablii oT-

KPbITIA MOPT — 3TO OKHO B Bally ceTb. Yepea 8T NOPThl B CETb MOTYT MPOXOAWUT
nakeTbl, HE 3anpalMBagmMeie N3 Hee.
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Cooncrea: Mo s NHHOW CETH

HﬂTunpumMnl

Tmmmﬁna:

 Déuiun mrawtﬁc OAKAIGHEH & Hmepmy
| Brmiis HAT B nbeeige smer dnsa s

HAT No3BOASET KAHEHTANM AAHHON CETH NOCHINATE H NOAYHATE
AaHHLIA W3 VHTEEHETS 4BDES AanHLM UHTEDPelC:

T Hrndadd conbessf Gommn o D olIs a7 O W Essisa

Dmmpmmmﬂma.
TONBKO BCAH O BiH SSNDOWEHS! CETHI0

" TonbKa npoctod Gosnamawp

- PuUbTPbI CTET

PUST P! CTATHISCKMK NAKETOD DrPSHHNHBIICT TR,
OCHOBBBAACE H& TAKMA ATRUGYTax NaweT o Kax |P-aupec W
NPATOROA,

PuneTpel m’ PUnsTpel e;peoﬂ.al

R o e

| oK l Ormena I ':f.n-_\n-_-.n-.m.l

Puc. 2.43. Okro Ceoicraa: Mo nokansHoi cetu, eknagka NAT u npoctoit Gpasamayap

NAT u npocTon Sparamaysp | Nyn aapacos | Couwber i nopret | ICMP |

Tin uHTepdeiica:
Fgmmmwmxmwu

F" Bmpm M_AT Ha faseiom WHTEpPeACE
NAT NOIBONAET KAMEHT M GAHHOA CETU NOCEUTATE M NONYATE.
Asnreie Ws MHTepHeTa Yepes aam il UHTEpPeiS,

IV Braguurs otHosHon dpammgsp AAASTOND UHTEPPEACS

- Ocrioanon Sparamaysp nps Aarineie 13 W
TOMSKO BCAW DY Bbinid 3aNDoLLIeHE! CETEIO

N Tonsro NpOCTON Spanamayp

I~ PUneTRLI CTATUNECKHK NakeToB ———— ———-|

PUALTPE! CTATHYSCKUX NAKATOE OFPAHHIHBAICT TDAPUK,
OCHOBRIBAACE MA TAKUK ATPUAYTaK NaKeTOB KAk, |P-aipec i |
npofomn. J

! Punerpel oana | Punsrpe spaas I

ficie.

,TI Ormena l ﬁuwmi

Puc. 2.44, OkHo CeoiicTea: MHTepHer, eknaska NAT u npocToi Bpadamayap
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Ceokcraa: inTepner

NAT w npocroi eparamauap | Myn adpecos  Cawidel u nopTsl ] IcMp |

BhiapuTe cApnel ASHHOH CETH ANA AOSTUNS NONLI0BAT BAER Yepas
WrrepHet, Ha ochose gaHHOr0 ssiopa GyayT COBAAHE| MCKMDYEHHA ANA
: pps. b
Cruxer
[ IP-6esonackocrs (IKE) -]
[} IP-esonackocTs [npochemusanie IKE NAT)
: Mparokan Post-Oifice Prolocol, sepous 3 (POP3]
[ Ducranumonrioe ynpasnersie patou cronam ;
5 Besonachui seb-cepeep (HTTPS) i
| [ Telnet-cepsep
O VPN-waos (LZTRAPSEC - sanywen ra aakHom cepsepe)
O vPN-wmos (FPTP)
[ Bet-cepsep HTTF)
[ RADMIN -
i 15
LoBaeurs... | Hametsirs... Eikanip J

[0k ] onvews | mpuserses |

Puc. 2.45. Oxro Ceoicraa: MHTepHer, Bknagka Cnyx6ki U nopTel

[Moprel MOHO 100aBATh M M3MeHATH (puc. 2.46). M3BecTHOE cpencTBO yaaneH-
HOrO aAMHHUCTPUPOBAHUA — YTHIKTY Radmin — MOXKHO NpUMEHMTD A58 yripas-
neuus Bawei cersio u3BHe. lpu sToM HeobGxoauMo obecneuyuTs HOCTATOUHBIH
YPOBEHb 3aLIHTbI, YCTAHOBMB TPYAHO PacKpbiBaeMble NAPOIH U ayTEHTH(PHKALINIO
NTFS. Bxoasuuit 1 ucxonsiuii noprsl MOXKHO YCTAHOBHTH NPOU3BONLHO. Bax-
HO, 4TOOBLI WCXOAAUIMHA MOPT COOTBETCTBOBAJI MPUMEHNEMOMY B Balied CeTH.
[P-azipec 10/1keH COOTBETCTBOBATL AAPECY TOTO KOMMBLIOTEPA, HA KOTOPOM YyCTa-
HosneH Radmin-cepaep, u npu 3ToM He 06A3aTe/bHO COBNAAATH C aAPEcOM UHTEp-
HeT-cepBepa.

BHumaHune!

MpuMeHeHWe asTopu3auWi NO NPOCTOMY MapOM0 MOXET NPUBECTH K HECaHKUNOHM-
pPOBaHHOMY NPOHUKHOBEHWIO B CETh.

Hekoropbie cnyx0bl 3apaHee HACTPOEHbI W MX HEOOXOAMMO TONBLKO BKIIOYHTH,
ykaszaB koHeuHblit [P-aapec. Ha puc. 2.47 nokaszaHo OKHO HAcTpOMKH CI1yKObI
Juctannuonnoe ynpasjienune pabouum crosiom. DTOT MOPT NPUMEHNETC A
paboThl yepe3 cepsep TePMHMHA/IOB B CEPBEPHLIX ONEPALIMOHHBIX CHCTEMaxX W JUis
yaaneHHoro aocryna k pabouemy crony B8 Windows XP.,
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Mamenurs cayuby - - 4 %] l

HasHausTe nopT K A1PeC, HA KOTODBIA BYIYT NOCEIMATECH NaKeTh),
MPHC ASHHEE Ha ocofbiil NOPT 3TOMD MHTEPSERCE WM ADYroro 3 NEMeHTa
nyns aapecoe.

Onvcanure coymtis

[RsDMiN

i--nmuﬁ.mec- e

| pastor WrTepeeice

| € oo pavee s T YR i

f_ﬂmmn SssmreitenaL o = s e
|| % yonero TCP " rongro UDP :
R A TS R ke SRSy I e U

! Byoaauui nopr' |4339
 Anpec s uscrisiceny [ 152168 115 2
Uowassusinopr:  [4898
| oK ] Dtmm_l

Puc. 2.46. OxHo UamenuTs cnyx6y (RADMIN)
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AHaOrMYHO MOXKHO YCTAHOBHMTL JOCTYN K noutoBomy cepsepy, Web-cepsepy u
ApYruM ciiyxbam, KOTOpbIe Bbl HAMEpPeHbl NMPUMEHHTL B Bawel cet. [lpu Tom
AnA AocTyna K CBOEMY NMOYTOBOMY CEPBEPY Bbl CMOXKETE HMCIOJAL30BATH BHELLUHHH
ajgpec Bawei cetd, 4to ocobenHo yn00HO, Korja B BauleM PacnopskeHuH ecTh
'HOyTOYK, Ha KOTOPOM Bl pafoTaeTe Kak BHYTPH Balliel CETH, TaK U U3 10Ma Yepes
dial-up, Hanpumep. Becbma nonesHo oTkpsiTe nopt 123 ans obecneveHus CHH-
XPOHW3aLIMK CHCTEMHOrO BpeMEHH B BalleH ceTH ¢ KakuM-1ubo cepBepom TOUHOrO
BPeMEHH.

HeCMUTpﬂ Ha TO, 4TO Mbl HACTPOHJIH AOCTYIlT H3BHC H BO3MOXKHOCTbL MOAKAIOYEHHA
k UnTeprery u3 nokankHo# ceTH, B CBOMCTBAX cepBepa YCTAHOBJIEHbI JIWLIL ONMLUKH
MAPHIPYTH3ATOP U TOJABKO JIOKAALHONH cern. U1 KOHTpOAs MOCMOTpHUTE Ha
CBOWCTBA MHTEPHET-CepBEpa, BbI3BAB COOTBETCTBYIOLIEE OKHO W3 KOHTEKCTHOrO
MeHIO 00beKTa, COOTBETCTBYIOLIErO BalieMy cepeepy (puc. 2.48).
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Puc. 2.48. OkHo CBoicTea: [MMA cepeepa] (nokansbHO)

Ecnu Tenepb BbI3BATH MacTep HACTPOHKH CepBEpa U MOCMOTPETh €ro yiKe CyIecT-
Bytoiune ponu (puc. 2.49), To yBMAHM, 4TO cepsep HactpoeH B ponau Cepsepa
yaaaennoro goeryna. CobeTBeHHO, ¢ 3TOro MOXKHO GblIO HAa4aTh, M MacTep ycra-
HoBH/I Obl HauaJibHbIE HAcTpoOiKM camocTosTenbHO. Ho yTouHenne nactpoek He-
00X0AMMO MPOBECTH BPYUHYIO.



YnpasneHwe cepsepom u opraHuzayus cepsucos

MACTEp HACTPORKK CEpRepa

Ponk cepeepa

HET B EMHCKE, OTKDOTS KOMMOHEHT

; ggpgnpa S ek | HacTodeno.
[7!? .............. it} |
Capuep na-a'm Heat
Cepsep npunowesi (11S, ASPNET) Het
NouTosei cepeep (POPI, SMTR) Hat
Cepeep TepHiHANCE Het

Cepeep yAANEHHOro 40cTyna nam VPN-c... da
KoHTponnep aoMenra (Active Directory) Her

ASHHEIN CEDBED HOMMO HECTROWTE HA BRINOAMEHHE DAHON HAF HACKGNBKMK KOHKPATHLI Pane,
Ecm Tpefiyetcn aobapnTe Ha cepesp Eonee n.nuou mm MOMHO r\omopno umnmn» Mmep.

MosHo A0BSBNATE MAK YASNATE PONK CAPBEPA, ECNM ponM, KOTOPYH TpelyeTca A0BAEHTE HIH ¥ AANHTE,
YETSHOBICA W Y AaneHing NEOrDan,

DNS-cepeep As
DHCP-ceppep Het
Cepeap NOTOKOR My NETHMA AN Het
WINS-cepsep Het
MpOCHOTP MYOHANA HACTOORKN Copaepa,
<Haxaa danes > | OTmena |

Puc. 2.49. OxHo MacTep HacTpoWku cepeepa (Ponk cepeepa)

C nomoliblo TOro ke Macrtepa MOMKHO NaThb €lle OHY ponb cepsepy — DNS-
cepep. D10 He 00s3aTeNbHO, HO €CNTH, HATIPUMEP, MOYTOBLIE CiYXKObLI yCTaHOBNE-
Hbl HA APYroM cepeepe, TO s paspewienus [P-aapecos uepes DNS npu ornpaske
nouTLI 3TOMY cepBepy norpedyerca obpawmarses k BuewHum DNS-cepsepam. s
TOro 4tobbl 510 ObiNI0 BOIMONKHO, HEOOXOAMMO MHTEPHET-CEPBEP HACTPOMTHL Ha

nepecoiiky DNS-3anpocos (puc. 2.50).
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[Tpu 5TOM He HaZO cO3AABATH HHKAKHX 30H NPAMOro WK 06paTHOro MPOCMOTpa, a
Ha ocuosHom DNS-cepBepe cetu crezyer ykasaTh aapec HHTCPHET-CEpPBEpA, Kak
cepsepa nepecsiik (puc. 2.51). B aureparype no nactpoiike NAT Bbl MoxkeTe
BCTPETUThL PeKOMEHAaLMIO: "HacTpouTh BHyTpeHHnH DNS-cepsep ¢ coorserct-
BYIOIIMMH KOpHeBbIMH mofickazkamu”, [Monwitka nobasurs nojckaszku B DNS-
cepBep OCHOBHOIO CepBepa CETH NPUBEAET K COOOLUEHHIO, YTO KOPHEBBLIE CChLTKH
He Tpebyiores (okHo csoifcts cepsepa DNS, knaaka Kopuesbie cestaxn). Tem
HE MeHee MX BCe JKe MOKHO 100aBuTh, yiaaus 30Hy "." U3 CrMCKa 301 NPAMOro
npocmoTpa. Ota 30Ha Obila aBToMaTHUECKH A00aBieHa cepBepoM, KOria OH nony-
4MJI POJib OCHOBHOrO cepmepa cet. Teneps, npu obpautenun B Muteprer, ero
ponk noauuHenHas. [Ipu 3tom crefyer He 100aBIATH KOPHEBbIE CCbLIKH, a paspe-
IIWTE NepechiiKy. B 3TOM ciiyuae KOpHEBble CCbUTKH CepBep Haiijer camocTos-
TenbHo. [Tpu 0BbIUHBIX NOAKIIOYeHUAX K MHTepHeTY 3Ta onepauus ToXKe YCKOPUT
paspelleHre WMeH, MPUYEM B HACTPOHKAX JOKATBHBIX KOMMBIOTEPOB AOCTATOYHO
Oyner yxasatb DNS-cepsep certu, a kak pesepshblii — DNS-cepsep untepHer-
cepeepa.

Camo coboit pasymeercs, UTo Ha KOMMbIOTepax, noakmoyaommxes kK Murepuery,
B KauecTse 1111034 JomkeH ObITh yKa3aH agpec HHTepHET-cepBepa.

Puc. 2.51, OkHo [uma cepsepa] — ceoicTBa
(AoBaenenue agpecos DNS-cepsepoB nepecbinki AnA ocHoeHoro DNS-cepeepa)
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bonee noapofuo o Hactpoiikax cmyx6ui DNS mosxkuo npouwrars B crathe "Ha-
crpoiika cayxObst DNS ana noawmouenus k Mureprery va kommslotepe noj
ynpasiediem Windows 2000" 8 Baze snanmii Microsoft no aapecy:

http://support.microsoft.com/default.aspx?scid=kb;ru;300202& FR=1&PA=
1&SD=HSCH.

MopknioyeHue Yepes Npokcu-cepeep

IToaxmouenue k UurepHery ¢ ucnonszosatnem NAT no3RosseT A0CTATOMHO THB-
KO HacTpauBaTh CBOMCTBA 5TOr0 noakmodenns. Ho wHoraa srnonHe npuemiiemMo
Gonee npocroe peenne, HO Tpedyrolee NPUMEHEHNS JOMONHWUTEIBHBIX PO~
rpamm. OnHa M3 Takux nporpamm — SmallProxy, kotopyio MoxkHo OecnnatHo
sarpysuth ¢ caiita http://www.smallproxy.narod.ru. AsTop npeanaraer ee, Kak
CPEeJICTBO NI SKOHOMMHM Tpaduka M yckopenus paborsl HMureprera. Ona moxer
ObITh NPUMEHEHA Ha JIOKATLHOM KOMIbLIOTEpE, noikmouenHoM k Murepuery, Ho
BO3MOKHOCTHU €€ CyllecTBeHHO wupe. 310 Hacroawmid HTTP npokeu-cepsep. Ye-
PE3 HEro He yacTes OTNPABIATL U NPUHUMATE INEKTPOHHYIO NOYTY WK paboTaThb
no 3awMileHHbIM npotokonaM. Ho B nokaneHo# ceru yacto tpebyercs Jinilib
obeiunbii goctyn k Web-crpannuam. Kpome Toro, mpefocraBHe BO3MOIKHOCTh
joctyna K MHTepHeTy uepe3 omMCBIBAEMbIH NMPOKCH-CcEpBEp, Bbl MOJkeTe De3 nuil-
HHX CJIOKHOCTEH KOHTPONMPOBATL TPAapMK, MCIONb3YEMbIH KaXAbIM MOAKIIIOYE-
HUEM, 3a/1aBaTh JMMUT TpaduKa, pazpeliaTh W 3anpeLaTh NOAKIIONEHHE IS Bbl-
OpanHbIX nonb3oBatencit. B oObMHOM COCTOSHHHM OKHO MpPOrpamMMbl CBEPHYTO B
CHCTEMHOM JIOTKE M MpPH NOAKIIOYeHWH nojb3oBaress k MurepHery Bkmovaercs
aHumauug ee 3nauka. Kowupys DNS, nporpaMma nozgonsier yCKOpUTh J0CTYN K
yiKe MOCeleHHbIM paHee y3/1am U CHU3WTDL Tpauk 3a cyeT UCKMOueHus Heobxo-
aumoctH obpattenus k DNS-cepsepam. [Iporpamma coxpaHseT yzke MpoCMOTpPEH-
Hble CTPAHMLIBI B CBOEM Kalle, YTO CHWKAeT TpauK npu nosBTOPHOM NpocMoTpe
CTpaHuL ApyruMu rnoskiosaresamu. Kpome Toro, Bbl MOXKETE 3aMpeTHTHL Mocelle-
HHE onpezieneHbix pecypcoB Murephera, orpaHuuuTh rnokas 6aHHepos, YTO Tak-
K€ Pe3KOo YBeNMUYUT IKOHOMHIO Tpaduka.

ITpenocraBnenue nocryna k Murephery uepes npokcu-cepsep He Tpedyer HasHa-
ueHus ¢ukcupoBanHoro IP-agpeca paGouum cranHumsaM. DTO MO3BOASET YMEHb-
LATH YHUCI0 KOMIILIOTEPOB B CETH, 3a Ha3HA4YEHUEM H COOMIOACHUEM YHUKAIILHO-
ctu IP-anpecoB KOTOpBIX BaM NPUETCS CIEAHTL CAMOCTOATENLHO.

Onucannble Boitie HacTpoilku NAT He TepsioT cBoeH LeHHOCTH W HeoOXoauMo-
CTH, MOCKOJIBLKY MOAKJIIOYEHUE Yepes MpOKCH-CEpBeEp CIIeYeT paccMaTpHBaTh Kak
AOMNONHUTENILHYIO BO3MOKHOCTL., Tem He MeHee, eciu HeoOX0AHUMO OUYEHb orepa-
TUBHO MPENOCTABHTL TMOJB30BATENAM CETH JocTyn k BecemHpHOW nayruhe, a Ha-
ctpoiiki NAT eute He BbinonHeHsl, To SmallProxy no3sonur pewuTe 3Ty 3anaqy
3a HeckosIbko MUHYT. Ha puc, 2.52 nokasaHo 0KHO HaCTpPOEK NMporpamMmmal.
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Puc. 2.52, OkHo HacTpoitku nporpammel SmallProxy

Ycranoska M HacTpo#Kka aTol nporpammbl upessbivaino npocrta. Ilpu nonsirke
MOAKJIIOMEHHA K HHTepHC‘I‘Y HOBOIr'O MOJIb30BATENA €ro YHETHas 3anuchb CO30aeTCH
aBTOMATHYECKH, HO NOAKIIOYECHHE 118 HEro 3anpeLieHo. Bam ocranercs paspe-
LWHTb WK HE Pa3speLlinTh TO/b30BATEMO TOAKIIOHEHHE U HACTPOUTH MpH Heobxo-
JAMMOCTH JTUMUT Tpauka.

EcTb BO3MOKHOCTS H He3aBucHMO oT [P-asipeca HazHauaTh HMEHA W MAPOJH MOJIb-
soareisiM. [lpy 3TOM HeoOXOAMMO YCTAHOBMTH TpeGoBaHWE ABTOPH3ALMM A
Bcex. Bo3moxkHo, 4TO Bbl HalileTe HEOCTATKH B 9TOH ApOrpaMme, HO OHa pasBH-
BAETCH, PEryJspHO MOABAAIOTCSH HOBble BEpPCHH, a GecnaaTHOM anbTepHaTHBBI MHE
00HapYIKUTHL HE YIaN0Ch.

Mul paccMOTpend OCHOBHBIE BO3MOYKHOCTH YTPAaBJCHHA CEPBEPOM M CepBHCAMH,
NpeAoCcTaBAsEMbIMUY NONB30BATE/IAM JOKaNbHOH ceTH. OTae/bHbIE BO3MOKHOCTH
cepsepa OyayT npeicTasiensl B Apyrux rnasax. Tak nanpumep, Web-cepsep, ko-
TOpbIH MOXKET ObITh OJHUM M3 CEPBHUCOB, B TO XK€ BpeMs SBISETCH OJHUM W3 pe-
CYPCOB CE€TH, AOCTYIl K KOTOpOMY Ho/ukeH ObiTh ynpasnsembiM. On Gyaer pac-
CMOTpEH B 2iage 4.
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YnpaBneHue dpaiifioBoii cUCTeMoli
1 YYE€THbIMU 3anNUCcCAMM B CETH

Onux 13 cnocoGoB ynpaeieHus KOMINbIOTEPAMH CETH COCTOHT B TOM, YTOOBI MOJ-
KIHOUYHTHCA K yJAJIEHHOMY KOMMbIOTEPY uepes koucons Computer Management
(Ynpasnenue koMnbiotepom). Ecii nossosiAloT MOJMTHKM JIOCTYNa K pecypcam
KOMMBIOTEPOB B BallleH CETH, Bbl MOXKETE C MOMOLUBIO ITOrO CPE/CTBA BLIMOTHATH
MHOTHE onepauuu ¢ daiinamu ¥ nankamu. Ewe oaHO cpeacTeo ana Henocpenct-
BEHHOIO BBLINOTHEHWs onepauuid ¢ (aiinamu — 3710 nporokon Telnet. [Ins Toro
yroObl pabota yepes Telnet Gpina BO3MOXKHA, HA KOMIIBIOTEPAX, K KOTOPbIM NIpe-
nosnaraercs noakAloyenne, Heobxoaumo samnycturs cayxdy Telnet. Kpome Toro,
AJ1A YAANEHHOTO NOAKIIOHEHHS K KOMIBIOTEPY HEOOXO0AUMO ObITh YNEHOM IpyIibl
nons3osaresieii Telnet Ha 5TOM KOMIIbIOTEpE, a /U1 HEOrPAHHUEHHOrO A0CTYNa K
¢aiinam ¥ nankam — ero aagmuuucTparopom. Camelit npoctoit nyTe s obecne-
YEHHUA ITHX YCJIOBHH — Ha KaKIOH JIOKANbHOH MallnHe BKAIOYHTH B rpynmy aa-
MHMHHCTPaTOPOB KOMIbIOTEPA aAMUHHCTpaTOpa AoMeHa, OOBIYHO ITO MPOHCXOANT
aBTOMATHYECKH B MOMEHT MOJAKIOYEHHs Komnbiorepa K aomeny, [Moaxonsr u
obbiynble cpeacTsa paboTel ¢ (aiinaMu, eciu Bbl HMEETe COOTBETCTBYIOLLHE pa3-
peliexus Ha AocTyn K (aiinam ¥ nankam yJaneHHoro KoMmnbioTepa no cetu. Tak-
K€ BO3IMOXKHO MPHMEHEHHUE CLIeHapUEeB M MPOorpamm, MOAroTOBJIEHHBIX aJIMHHHCT-
paTopoM Ui OCyILEeCTBAeHHs HeoOXoumbIX rpoueayp. PaccmMoTpum npumeps
BBIMOJHEHHA OMepaiuii Ha KOMIBLIOTEpPAX CeTH C UCMOJb30BAHHEM Ppa3IMYHbIX
CpPeACTB, MPUMEHeHHe KOTOpLIX MOXeT ObiTh Gosee Mau MeHee yA00HBIM B 3aBH-
CHMMOCTH OT KOHKpeTHOH cuTyaunu. [Ipu onucaHun npumepoB Ham npuaercs ob-
pawarecs cpasy K HeCKOJILKHM MHCTPYMEHTam, Kak OObIUHO M NPOHUCXOAHT B pe-
anbHOH paBore aamuuucTpartopa. Tak, paccmaTpusas cpeicTea mnowcka aiinos,
Hanpumep, Heobxoanmo Oyaer obcyIMTh W NpoUeAypY CO3aHHs 0DLIMX pecypcoB
Ha yaanenHol mawnne. Ecny ana atoli "nononnurenbioi” npoueaypsi notpedy-
erca Gonee geranbHOE paceMOTpeHHe, OHO GyleT NPOBeNeHO B COOTBETCTBYIOUIMX
rjaaBax KHWrH.
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Pab6ora c chaitnoBoit cucremon

OnHa 13 pacnpocTpaHeHHbIX 3a1a4 aAMHHHCTpATOpPa ceTH — ynpasiexue daitna-
MH Ha pabounx cTaHuuax u cepsepe. Bosuukaer ona B cBsizn ¢ obcmyxHBaHUEM
KOMIBIOTEPOB, YCTAHOBKOH HIIH YIaleHUEM NPOrpaMM, OKA3aHHEM MOMOILKN MOMNb-
30BATE/IAM M BO MHOPHX ApYTHX ciyuasX. BbInosHATECH Takas 3aj1aua MOJKET Kak
JIOKaNbLHO, TaK U € JOCTYIIOM K KOMIIBIOTEPY H3 CETH.

Mouck cpannos

He nano oObacHsTS, 3aueM Hy)KHA Takas onepauus. Ciyvai peakHid, HO Koraa He-
00X0AuMO HaiiTH (aiin, pacnonomeHH sl Ha OHOM H3 KOMIBIOTEPOB CETH, MOXKET
norpebosarbes 04eHb npoaoiukuTenbHoe spems. [Tposoas nouck co ceoero pabo-
Yero MeCTa, aAMMHHCTPATOP MOKET COKPATHTL 3TO BPeM#, IPUYEM AOBOBLHO CY-
wecTBeHHO. OCYIIECTBAAT NOHCK MOAKHO Pa3/IMUHLIMM CPEACTBAMH, AOCTYITHBIMH
B onepaunoHHoi cucteme. C nouckom (aitioB Ha JIOKATbHONH MAallMHE 3HAKOMBI
Bee. Te ke cpesicTBa MOMKHO NMPUMEHWTHL A noucka (ainoB B ceTH, Ha APYrux
KOMMBIOTEPAX, HO [UlA 9TOro HeoOX0IMMO UMEThL Npasa Ui NOAKIOYEHHS K KOM-
nblOTEPY Yepes ceth. Co croelt pabodel cTaHUKM CllejlyeT 3aperucTpHpOBATLES B
CETH ¢ npaBaMH aAMHHHCTPATOPa A0OMEHa. DTO MMO3BOINT, NOAKIIOYHUBILHKCH K Y1a-
JIEHHOMY KOMIBIOTEpY, cO3/1aTh Ha Hem obLue pecypesl, B KOTOPLIX MOXKHO Gyzer
OCYLUECTB/ATE MOMCK, MOAKIIOUUB 9TH PECYPChl K CBOEMY KOMIILIOTEPY Kak ceTe-
BbIE JIUCKH.

[MocnenoBarensHOCTh AGHCTBUIH JUid noucka (aiioB Ha yJaleHHOH MalluMHE CO-
CTOMT U3 CNEeAYIOUIHX LIAaros:

1. OrkpoiiTe ocHacTKy Y npasJjienne KOMIIbIOTEPOM.

2. B nossuswemcs oxHe Computer Management 8 nyHkre mento [eiicreue
ebiGepuTe IOAKIIOUHTHCH K APYroMy KOMILIOTEPY.

3. B okxe Bepibop kommbloTepa Mo:kHO BBecTH IP-agpec KoMmblOTEpPa MK C MO-
Moulkio kKHonkH OBG30p oTKpbITH OkHO Buibop: Komnsiorep u Haiitu Tpebye-
MYIO MaLIWHY.

4. Haxares OK B 3TOM M cneayioLem okHe.

5. B oxie Beifop KoMnbloTEepa Moc/ie MoMcKa KOMMLIOTEpPa MOABUTCS €ro noj-
Hoe ums, Haxkmute OK, ecnu BoiGop BepeH.

Tenepy B8 okHe Computer Management Bbl YBHIMTE KOHCONL YNpaBleHHs
YIAIeHHBIM KOMIMBIOTEPOM, WM KOTOPOro YKA3aHO PSAOM CO 3HAYKOM KOMIlb-
I0Tepa B JIeBOH 4acTu okHa (puc. 3.1).

6. Lllenknure Ha nanke OBume pecypebl B IEBOM YacTH OKHA, B NPaBOH YacTH Bbl
YBUJIUTE CITHCOK OOLUMX pecypcos.
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Puc. 3.1. Okvo Computer Management

7. Ulenknure npasoii kHONKO# Mbitin Ha nanke Obuue pecypesl B IO HacTH
okua. Buibepure Hosuiii oGmmit pecype. B orkpuiBuiemcs okve Cozganmne
obueii HANKA BBEJMTE MM Narlkv, B KOTOPOH Bbl HAMEpEHb! OCYLLECTBHTHL
nouck (puc. 3.2). Ecnu Bbl He nomMHuTe MMs, TO ¢ NOMONILIO KHonku O630p
BbibepuTe B IepeBe nanok Heobxoaumoe U Haskmute OK.

8. BeenuTe ums 0blUero pecypea U ero onucaHue, HakmuTe kHonky Jdanee.
9. B crnenyoem okHe suibepuTe HeoGXoauMBIi THT focTyna u Haxvute [lanee.
10. Ecau He Tpebyercs ete oauH 061N pecype, OTKAKHTECH OT €ro CO3AaHuA.

Ha cnenyroweM pucynke (puc. 3.3) MOXKHO BHIETh TOJIBKO YTO CO3JaHHbIN 0B1MA
pecype ducrpubyrnBor va komnsiotepe Server2. AP15.DOM. Eciu Bbl ycTaHo-
BMJIM MIPABA HA ITOT pPecype TOALKO AMS aMHHHUCTPATOpa, TO B AajbHellueM ero
MOJKHO HCMOJb30BaTh IMOBTOPHO, HE OMNacasch HECaHKUMOHHPOBAHHOIO A0CTYNA.
Ecnu 10MycTHMO, TO MOJKHO YCTAHOBMTH HEOOXOJIMMBIE MpaBa Ha 3TOT pecype H
JUTS JIPYTHX NO/b30BaATENeH.

Tenepb AOCTATOMHO HAWHTH 3TOT pecypc B CETEBOM OKPYKEHHH M MOAKNOYHTL HA
CBOEM KOMIBIOTEpPE B KayecTBe ceTeBoro aucka., C 310ro Mmomenta nouck (hainos
Ha HeM Bo3MosKeH 0ObiuHbIMK cpeacTBamu Windows. Tlpu neobxoaumocT MOXKHO

5 3axr. 1131
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co3nath obuue pecypchl, AOCTYMNHbIE aAMHHHUCTPATOPY Ha BCEX MallMHaX CETH H
OCYUIECTB/IATE B HUX MOUCK.

Coapamme ol namws
S Kownsgrep: . [SERVERZAPTE.OOM
| -O.ﬁ..ul‘;!umq; c Gt 1
Qoo peaypos:|
tdesw | Darses | Orwews

Puc. 3.2. Oxno Coapnanue obwei nanku

E Computer Management
t e = s
Bolle BRONN TR R s Gt e I R S ey
|BJ Vrpasnerine comneroTepon (SERVER2.AP15,D0M) o | obuwinye . | Tun | =
& iy Covwebroie nporpanme: C:\WINDOWS Windows 0
& {il NpocroTp cobertind Cilarchive Windows 0
£ QS tae LS ci Windors 1
g % C: ‘WM'“ B D\ Windaws ]
B E: Ct\Documents and ...  Windows 0
Lo m Oripérgs ; Windows 1
846 NoxansHele NONBIOBATEM 1t rDYTING| .
#- AyDHANE A O g TENBHOCTH —- '\aOﬁ“ Windows a
- 1B\ Ducnetuep yerpolicTs Jucrpubyrism  Ci\distrb Windows o
= 5 3anommaowne yerpoficrsa 2
i 3 Coatrsie 3Y
- Y DedparmerTawin ancxa
£y Ynpasnerie gnodami
= ja Caywibl 1 MPHACKERIA
b Crywfel
|4 YrDesnmoule snemeHt WML
o] Cnyxfia mHaexOpPosaHuA
B Internet Information Senvices
« | *

Puc. 3.3. OkHo Computer Management ¢ co3aaHHbiM HOBbIM 0BLLUMM pecypcom

Oxno Computer Management (YnpaBneHue KOMILIOTEPOM), KOTOPOE Mbl MpH-
MEHWJIM 1N noucka (ainos, MOKET HCNONB30BATLCS B CAMBIX PA3IMUMHBIX 3a1a4ax
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AIMHHUCTPUPOBaHUs. Yoke ceiiuac, roToes miauaap™ Ans noucka ¢aitios. Hamu
Obi1 co3nan obLIMit pecype, a 3TO TOXKE OJHA W3 3a]ad, YacTo BCTpeuaioulascs B
NpaKTHKe aAMHHUCTpATOpA.

Mu! ewte He pa3 obpaTuMcs K 3TOMY CPe/ICTBY, a Tenepb PaccMOTPUM €LLE OINH
nyTh noucka aiinos e ceru — Telnet.

Telnet

Ecnin Bbl He yBepeHb!, UTO Ha yaaleHHOH MaluuHe 3anyuieHa cayxk6a Telnet u yc-
TaHOBJICHbI COOTBETCTBYIOLUME MpaBa /I BAaC, MOYKHO BOCIO/Ib30BATLCS Y/KE 3HA-
kombiM Ham cpeacteoMm Computer Management (VripasieHue KOMILIOTEPOM)
A5 3anycKa 3To#H cnyk6bl Ha yAaleHHO MaluHe. B OTKPBITOM M MOAK/IIOYEHHOM
Kk BbiOpanHoMy KomnbloTepy okHe Computer Management passepuute Ciayxoni
H NPHJIOKEHHS B JIEBOH 4acTH okHa u Beiaenute Cayxbbl. B npasoit yactd okHa
Bbl YBMAMTE cnvcok cnyxOb, naitaure cpean uux cnyxby Telnet u 3anycrure
ee. IlpearapurenbHo HEOOXOAMMO BHECTH CBOIO YHETHYIO 3anuch B Ipynmy
TelnetClients (B Tom e okhe Jlokaabnble noab3osarenn u rpynusi | Ipyn-
nsl | TelnetClients).

E! C umnutt r Management

'g'm Qedictene wgmn Crpasica

e : e e e e

..-_*lﬁl{ilﬁ'@lﬂiﬁf Yoo

E Ynpasnene konnesoTepon (SERVERZ)
= ﬁ Coymetivie npor pareie)

MpocroTp cobemuit
Ofwme nankm
g mn.“’m‘ Paﬁo‘rae‘r
1) Ceancel
L5 Ompeimse G i+ Provides a,,, ﬁ:::
1 ¥ NokansHeie ronkosarent 1 rpynnsi :
&) WypHans! 4 ONOBELLEHHA MPOHIBOANTANBHOCTH EEORAng 5\ m""
i TABT

-~ A8 AncreTuep yCTRORCTE
i (%8 3anomrmaowme yoTpoRcTea
=1 88 Crywbisl 1 npHAoKEHna
5§ Telephony
|~ &) Ynpagnarowm snement WML :
[+ BB Cnywba wiasrcHposanma AeTonaTHECKO8 0., 7 A
- )Y Internet Information Services L ifdg _.l »

\Bﬁw } C'rmw /
S P |

PafioTaer

Puc. 3.4. OkHo Computer Management cnyxGa Telnet

Tenepb Bbl UMeeTe BOIMOXKHOCTB MoAKIioueHus K cepeepy Telnet, paGoTatoiemy
Ha yzaanedHoi mawmHe. [Ipu 3TOM Bbl MOXKETe BBINOJHATH NMPAKTUYECKH JIIOObIE
KOMAHJIbl H3 KOMaHIHOH CTPOKH, B TOM YUC/iE W KOMaHAYy Find [ns noucka (aii-
nos. [pumenenue Telnet He TpeOyeT opranusaunu obuiero nocryna K ¢ainam u
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rnankam, MocKOJbKY INMOHCK HIET Ha JIOKaNnbHOH MauMHHe ¢ TOYKH 3peHUA CeEpBEpa
Telnet, K KOTOPOMY Bbl NOAKITHOYACTECH.

Jns noucka (ainoB Ha yAaleHHOI MallWHe criedyeT NpoJenaTh Caeayloulee:

1.
2

BeinonHuTE Telnet.
Beejgure B OTKphIBIIEMES OkHe kiveHTa Telnet komanay
Open <ymMa xomnsBTepa wm IP-anpec>

Ecnu Bbl BOLLUIK B CHCTEMY MO/ YHETHO# 3aNHCLIO aIMUHHCTPATOPA AOMEHA, TO
Bbl Cpa3y okakerech B KopHe aucka C:\ wa ynanennoi mawvne. Muave no-
ABMTCA NpPUIIALEHHe Ui BBOAA HMEHH nosb3osartes (Login:), BBEAWTE WMS
YUETHOIT 3aNHCH aAMWHHCTPATOPA YAaNeHHOH MALUHHDI.

[MosBuTCA npurialuedne U1 BBoAa napons (Password:), BBEAWTE napojib aji-
MUHUCTPATOpPa yJaneHHoi mawuHbl. B komaHaHo#l cTpoke nmaponb oTobpa-
katbes He Oyaer. [Tocne ymawHoro BBOAa YHETHBIX JAHHBIX BbI OKayKeTeCh
B KaTajore aMMHUCTPATOpa yAaleHHOH MalllHHBbI.

. Tenepb 10CTATOMHO BBECTH KOMAHAY Find C napameTpamu, Harpumep, Tak:

Find "*" <uacTe mumenu daina*.txt>

(=" obosHayaer, uTo B (haitne moxker ObiTh M100as cTpoka) M HaxaTs <Enter>.

G: \avdlU'-.w:.!-'g.r.xc

CanAR410MNSCFGLTHRT
Y"sewvice configuration' ciNardlli». txt

CiNARM1ONAISCFGLTRT |

Puc. 3.5. OkHo Telnet (BoinonHexnne komarasl Find)

Ha skpane nosBuTca cnucok (paitnos, y10BNETBOPSIOIIMX YC/IOBHAM norcka. Ecnu
3TO TeKCTOBbIH (haiin ¢ koauposkoi DOS, MoxkHO HanewaTaTh KOMaHy:

Copy <nyTe Mma Gaitna> con

AJiA NpocMOTpa ero CoOaepKUMOoro.
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[lo 3asepurennn paboTel B ceance BBEANTE KOMAHLY Exit NS BBIXOJA M3 pexkuma
KOMAHIAHOM CTPOKH, & 3aTeM Quit Jns 3aepiueHus cearca Telnet. K coxanenmio,
13 okna Telnet Henb3a MCNONBL30BaTH NPOrpaMMbl H YTHINTDI, HMEIOLIKE Tpadu-
veckuil unrepdeiic. axe tekcrossrii penakrop Edit, ocrasumiics B cocrape one-
pauroHHbix cuctem Windows co spemen DOS, paborats He Gyzer, a Bce aeicTBus
¢ (ainamu HEOOXOAMMO BHITIONHATL H3 KOMaHAHOM CTPOKM 63 MCnonb3oBaHUsA
(aiinoBeIX MEeHeKepOoB.

MpumMmeHeHue cueHapues

JlBa cieayroummx BapManTa BLITIOAHEHUS MOUCKA (haiIoB HE CNMIIKOM YA00HbI s
PErYASPHOTO NPUMEHEHHS, HO MO3BOJAOT WX MCNOJNL30BATL MPH ABTOMATH3ALHUH
npouecca noucka'. i MOArOTOBKH ONUCLIBAEMBIX HUXKE cpeacTs paBoTsl ¢ (aii-
naMH HeoBX0MMO HEKOTOPOE 3HAKOMCTBO CO CLeHapHsiMK Ha s3bike JScript.

PerynspHbie Bbipa)xeHus

B omuchiBaeMOM HWXKE CLEHAPHH TIPUMEHSAIOTCS PeryispHbie BbIPAKEHHs, KOTO-
pble TO3BOJIAIOT ONUCATh MACKM WMeH (ailioB s MOKMCKa, YTO, B CBOIO OUEpelb,
AaeT BO3MOKHOCTH FMOKO YNpaBisTh KpUTEpHAMH roucka. KpaTkoe onucanue He-
KOTOPBIX Pery/sipHbIX BbIPakKeHUH NpUBEaCHO HiKe B Tabn. 3.1.

Tabnuuya 3.1. PerynapHble BeipaxeHus

253:;2::: OnucaHue
ToBoi oTaensHLIA cumson
* MoeTopexne nwboro cumeona B NBOM KONMYECTBE UMW HET CMMBOIOB
+ Mo kpanHen mepe oauH unu Bonee npeglecTsylowmMx cumeonos. Ha-
npumep, ba+c COOTBETCTBYET bac, baac, baaac, HO He bc
o Hauano crpokn
|_- S Konew cTpoku

[] TMioboi 13 cuMBONOB, copgepXalimxca B ckobkax, unv niobom n3 guana-
3oHa cumeonos ASCI, otaeneHHbix aegpucom. Hanpumep, b [aeioul d
COOTBETCTBYET bad, bed, bid, bod ¥ bud, U £ [eo] +d— red, rod,reed
W rood, HO HEe reod UnNKW roed. x [0-9] cooTBeTCTRYET %0, X1, X2 U T. A.
Ecnu nepsblid cumeon B ckoBkax " ~ ", TO perynsipHoe BbipaXeHue co-
OTBETCTBYET NIOBbIM CUMBONAM, KPOME TEX, YTO B CKOBKax

"Mut yike pacemarpuBaiM antoMaTHIalmo ofenykusains Ga3kl AaHHBIX M ABTOMATH3HPOBAHHYIO
OTHPABKY MOMTOBLIX cOOGuICeHNH. ABTOMAaTH3AIHA MOOKIX APYIHX NPOLELYP MOXET noTpedosars-
CH NPH PEIICHHE TEX WK HILIX 34124, BOSHUKAIONMX NEPEl aZlM HHUCTPATOPOM CETH.
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Tabnuya 3.1 (okoH4aHue)

PerynspHoe
BLIpaXeHMe OnucaHue
g INioBoit cumeon kpome Tex, YTo nocne cumsona " ~ " B ckobkax, unu
BXoAsWmx B auanaod cumeonoe ASCI, otaeneHHsix peducom. Ha-
npumep, x [~0-9] COOTBETCTBYET xa, kb, xc U T. ., HO He x0, x1, x2
uT. 4.
\ OTMmeHseT AeicTBue chneuuanbHbiX CUMBONOB, NEPEYUCNEHHBIX BbIlLE.
Hanpumep, 100§ cooteetcTayer 100 B KOHUE CTPOKM, HO 100\$ COOT-
setcTeyeT Habopy cumeonos 100$ B niobom MecTe cTpoku

B cuenapuu (nucTuur 3.1) MCNONBL30BAHO BbIpAKEHHE "~ (M) .*(t]\.doc$","i",
KOTOpOe cooTBeTCTBYeT MMeHu doc-thaitna, Hauunalowemycs Ha "I1" M okaH4M-
Batouiemycs Gyksoii "t".

._,.‘..'m. e .'""l'.‘"?f:’”"é"'ﬁ ....... A L R

£ 3.1. Cuenapuit FindFls.js

/'l'*****t*t******t*****ttt*t*i*t***t***r**t***i*)‘

/* Mma: FindFls.ijs *7
/* fzuk: JScript a5y
/* Onucaume: Touck daitnos *f

/*l‘**i'ﬁ*&*t*&**********t****i****i******tt*****/

// OBLABnNAeM NepeMeHH:He
var WshShell, FSO,Folder,ColFind, RegExp, SFileNames;

// GyHrUMA WA noucka (QaiyioB B 3alaHHOM KaTanore
function FindFiles(Fold,RegEx) {
var Files,SName; // OfnapnseM nepemeHHse
ColFind=0; // CueTumMx HalOeHHuX (aninoB
SFileNames=""; // Crpoka c ymMeHamy Gainos
// CoapaeM konnexumo ¢ainoB B karajore Fold
Files=new Enumerator (Fold.Files):
// lukn no Bcem Qaiinam B KOMNEXLMH
while (!Files.atEnd()) {
// Bupensem uma (anna
SName=Files,item() .Name;
// TlpoBepsem, COOTEBETCTBYET JM MMA (Qaina perysiapHoMy
// BHpameHvO
if (RegEx.test (SName)) {
ColFind++; // YeenuuupBaem cCUETUMK HaWIeHHEX (ainos
// Hobapnsem yMa daina k nepemenHolt SFileNames
SFileNames+=SName+"\n";
b
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Files.moveNext(): // lepexomm x chemyioueMmy bdainy
}
SIteg="Hanneno daimon: "+ColFind;
// BuBOmM Ha SKpPaH MMEHa M KOJMUECTRO HalileHHHX (alinos
WScript.Echo (SFileNames+SItog);
}

/****t************ti Hauano **i*itttii*t*****O*wt***i**t*r*tt*/

// Cospaem ofwexr WshShell

WshShell=WScript.CreateObject ("WScript.Shell");

// Cospaem ofrexr FileSystemObject

FSO=WScript.CreateObject ("Scripting.FileSystemObject") ;

// Cozspaem ofwexT Folder mns mocTyna K nopxaranory Homas nanka

// mexymero karanora

Folder = FSO.GetFolder (WshShell.CurrentDirectory+"\\Horan nanxa");
// Cospaem perynspHoe BupaxeHue

RegExp=new RegExp ("“[m].*[t]\.doc$","i");

// Vwewm panne ¢ pacumperveM .doc, MMeHa KOTOphX HauuHaworca xa "n"
// w sakaHumuBanTca Ha "t"

// B karanore Folder\Homasa nanka

// onar "i" — nouck Ges yyeTa perucrpa

FindFiles (Folder, RegExp) !

/‘*tf*t*t***it KOHEH I**t*t*t*tbtitiwﬁ**tt*t*rrww*ww*rt*t*t**rrwtw,

Pesynbrar Bbinonnenus cuenapus Oyner nokaszan ua skpane. Dais cueHapus
nonxeH ObITb NOMeLUeH BHE Nanku noucka. JlaHubiit cuenapuit 6e3 u3MeHeHHiH

MOKET ObITh HCIIOIB30BaH TOILKO HA JIOKABHOM KOMIOBIOTEPE.

CueHapwuii oto6paxeHus Bcex cpaitnos B nanke

B nuctunre 3.2 npuBeneH cuexapuit ang Beioaa Beex ¢aiios, copepikalluxcs B

nanke.

TR 372 Crpwy FiaAIje

/****ﬁ*k**‘*i*t*i***‘b******I“'*!**f*******i**I‘**ﬁt***ﬁ**i*t***i******'/

/* Vam: FlsAll.js */
/* Aswmx: JScript
/* Ormmucaume: [lomyyeHue cnMckKa BCcex (QaNMNICE 3aNaHHOIO Karasnora

/*rttw*it*****t*ﬁ**&r*t*i*ﬁt****t*t**i****iwtiiti*t*i******i***it**t/

// OBbABNAEM NEpeMeHHLIe
var FSO,F,Files,WshShell,Pathlist, s;
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// Cozpaem ofwekT FileSystemObject

FSO=WScript.CreateObject ("Scripting.FileSystemObject");

// Cozpaem oGwexT WshShell

WshShell=WScript.CreateCbject ("Wscript.Shell");

// Onpenensiem nmyTe K nanxke "Hoeaa nankxa"

PathList = FSO.GetFolder (WshShell.CurrentDirectory+"\\Horaa nanka")+ "\\"
// Cospaem obrexr Folder (F) mns nanxu "Hopas nanka"

F=FS0,GetFolder (PathList) ;

// CospaeM xomnexumo (aince karanora "Hopas nanxa"

Files=new Enumerator (F.Files);

s = "Qalum u3 karanora "+PathList+"\r"+"\n";
// Umkn no scemM odaknam
for (; !Files.atEnd(); Files.moveNext())

// IoBaBnaeM CTPOKY C MMeHeMm danna

s+=Files.item() .Name+"\z"+"\n";
// BeIBOmMM NONYYEHHHE CTPOKM Ha 3KpaH
WScript.Echo(s);
// Cozpaem log-gain B nanke "Mou noOkyMeHTH"
WshShell=WScript.CreateCbject ("Wscript.Shell");
WshFldrs=WshShell.SpecialFolders;
PathListDoc=WshFldrs. item ("MyDocuments")+"\\";
flog=FS0O.0OpenTextFile (PathListDoc+"FlsAll.txt", 2, true)

flog.WriteLine(s);
/****ti—*l\'***ii’ KOHELT. \k*\l‘****ik*\l‘*\k**i*i***i\r**il‘*i*ﬁi—****\ki—ii*t***/

Pesynbrar pabotst 31oro ckpunra OyseT nokasaH Ha 3KpaHe W BbiBeJleH B (haiin
Mou nokymentsi \ FlsAllLtxt. ®aiin ckpunta ponken GbiTh NOMELLEH BHE Nanku
NOMCKa.

Bbl MokeTe MOAM(UUMPOBATL 3TH CLIEHAPHH, HCTIONBL3YS HEKOTOPBIE 0COGEHHOCTH
kaxcaoro u3 Hux. Tak, B nocjaeatem npumensercs oobekt SpecialFoders, nosso-
AsomMni obpaTuThea K crieunanbHbiM nankaM Windows M He ykaseiBaTh MyTH K
tum. Kpome Toro, B nocneanem cueHapuu HH(GpopMauus BbIBOAWTCS HE TOIBKO Ha
sKkpaH, Ho W B daitn. [pu panbueled MoAUPUKALMY 10NYCKAETCS BLIBOJUTE WH-
GopMaLMIO B MEepeMeHHYI0 WIH B MAacCHB, CONEPKAHHE KOTOPOro MOXKET GbITh
NpoaHaIM3UPOBAHO, a MH(OPMaLA O pe3y/ibTaTe aHAIW3a WCMOIL3OBAHA IS re-
HepaLMK CHrHajla aAMUHHMCTPATOpY, APYroMy cueHapuio uiau nporpamme. Takoi
cueHapuit MokeT ObITh 3anyllled Ha yAaleHHOH MallliHe, a pe3ynbTaT ero paboTsl
MCTNONb30BaH B MPOrpaMMHBIX cpejacTBax asTomaTusaumu. Ilocrenento, paccmar-
pHBas HOBBIE TIPUMEPbI, Mbl OyAeM YCIOKHATL 3a7a4uu, 100aBNss HOBBIE BO3MOXK-
HOCTH.

Janee paccmotpum paboty kak ¢ thainamu, Tak ¥ ¢ KaTasorami. AAMHHHCTPHPO-
BaHHE CeTH Hepeiko Tpebyer co3nanus, yaaneHus, W3MeHeHus atpubyToB He
TONBKO (paiiIOB, HO W KATaJIOrOB, COAEPKALINX ITH (aibL.
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CospaHue, ypaneHue
n uameHeHune chailnos u Karanoros

Taxue 3azaun MOryT BO3HHMKATh B CaMblX pasdiMuHbIX cHTyauusix. OnHa u3 vacro
BCTPEUAIOLIMXCS 32124 — 3TO CO3/laHue pasnuuHbiX daiinos otyeros u log-daii-
JI0B, Pa3MECTHTh KOTOpbIE JKEaTe/IbHO B OT/E/NbHOM KaTajlore, a nocsie uX HaKor-
neuus xorenocek Ovl ynanuts ycrapesiuue. BapuauT cozganus nor-caiina nocpen-
CTBOM CLIEHapHs Mbl Y)ke 0O6CYAWNH B Mpelbiiyllem npuMepe, Mo3ToMy KOpPOTKO
paccMOTpHM BapHaHThl BbLINOJIHEHHA 3aJa4d W JONOJIHHM €€ APYrHMMH CI'JYI{K-
LUHAMM,

CospaHue daiinos

HauGonee wacto BeTpeyaercs 3ajava cosiatus TeKeToBbiX haiios. o aubo nor-
(aitnbl, 1ubo uuble HHGOpMaUHOHHBIE Daiiiibl, HEOBXOAMMbIE CAMOMY AAMMHMCT-

paropy.

Bapnaur 1

Ecnu ectb HeoOXOAMMOCTL CO31aTh TEKCTOBLIH (haiin HA yaaneHHON MalluuHe, a
CO/IepiKaHWEe BHECTH BPYUYHYIO, TO MOKHO BOCIOJIL30BATHCA MOAKIIOYEHHBIM ceTe-
BbIM AMcKoM. TTpu 3Tom daiin cozpaercs obbiunbiMu cpeacteamu Windows.

Bapwanr 2

Ecnu no xakum-nuGo npuuuHam AMCK MOAKIIOUATH HE ciieayeT, TO (aia MoxeT
ObiTh co3aan uepes Telnet. [ToakmounBLIMCH K yAaNeHHOH MallnHe W nepeias B
TpeGyemblii KaTasor KOMaHAoH CD, AOCTATOYHO BBECTH CACAYIOULYIO CTPOKY:

COPY CON <MMA_OAMNA>
u naxats Knasuumy <Enter>. TTocne sToro MoskHo HaGupaTh TpeGyemblil TEKCT M,

3aKoH4YMB Habop TekcTa, HaxaTe kiasuiny <F6>. Tekcr, HaGpanHblii Ha dKkpate
BalIero KoMmrmbioTepa, 6yner coxpaner B (akiie Ha yaaneHHOH MatnuHe.

Bapunanr 3

Cuosa obparumcs k JScript. B atom cuenapuu (auctunr 3.3) npusesen ceTeBoi
nyTh K (aitny. [Tpu HanuunKu COOTBETCTBYIOLINX paspelieHHil CKpHIT MOXKET ObiTh
BLIMOJIHEH HA BalleH JIOKaIbHOH MawuHe, HO daiin Gyaer cospan Ha yAaleHHOM
KOMMBIOTEPE.

TWMCTMHE 3.3, Cosnatme (aina, 3anuce W wrenwe wndopmaunn |

grasee=teend

/iti-**itii**it****i‘**iti*t**ii*i*i—ii—i-*i—&i-&ir-l-\l‘-l--l--i-t-bii***i*i’***i*i\itt/

/* Mag: TextFile.js 47
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/* flsum: JScript 4t/
/* Omucanme: PaGoTa C TEKCTOBEM (afinom
/* (coapanue daina, Sanuce ¥ YTeHMEe MHPOPMALYM) =y

/*wit**r*t*****t**************it***it*i**&*******i**r*******i*i**t**/

var FSO,F,s,adr,strl,str2,str3; // O6wABnaeM nepeMeHHHE
var ForReading = 1; // MHuumanusmupyem KOHCTaHTH

// 3BHaueHye cremywiled NepeMeHHON MBMEHWTEe COIVIaCHO Napamerpam
// ceoeit samaun — \\\\<mma_xomneprepa>\\<mocrynuuit_pecypc>\\<uma_baina>
adr="\\\\AP15NTO1\\ASU15\\TestFile. txt"

stri=""

str2="nepsas crpoxa"

str3="Crpoxa N3"

// Cozpaem ofmexr FileSystemObject
FSO=WScript.CreateObject ("Scripting.FileSystemCbject");
// Cospaem Ha mucke C: TexkcToBwit dakn TestFile.txt
F=FS0.CreateTextFile (adr, true);

// Banucumaem B Qain NMepByl CTPOKY

F.Write("2r0o ")

F.WriteLine(str2);

// BanucuBaem B ainm nycTyo CTRORY
F.WriteBlankLines(1);

// BanucesaeMm B (Qaia TPeTh CTPOKY

F.WriteLine (str3);

// BaxpuBaem dain

F.Closel():

// OrxpuBaem dafn ona 4TeHUA

F=FS0.0OpenTextFile (adr, ForReading);

// TiponyckaeM B daityie OBEe NepBHE CTPOKM

F.SkipLine() ;

F.SkipLine();

s="TpeTef CTpOKa W3 ¢awma" + adr + "\n";

// CuurnBaem u3 Qaina TPeTEO CTROKY

s+=F.ReadlLine() ;

// BeBommi uHGOPMALMID Ha 3KpPaH

WScript.Echo(s);

/tii**tii**i*i KOHeu ******&*ii**i*##**ii+**+¢i***t***i***i#*t*i**/

BapwnaHnrt 4

INpuBeaem eue OAMH cueHapuit (aucTuur 3.4). Anpeca nokasbHble, HO, KaK Mbl
yIKe BHIE/H, MX MOMKHO 3aMEHUTDb Ha CETeBbIe.
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/i****t*i**i***t****i********i*f*********k****ﬂ***u*tt*****wr**!****/

/* Mmsa: WriteTextFile.js */
/* fAzmmk: JScript */
/* Crumcanme: 3anucs CTPOK B TEKCTOB:ET daitn ¥ uTeHue M3 Hero =

/****t*******iﬁi+*t*t+t**i**r***ttii*****4t**t**t*ik*t*w*i**tt*itt*t/
var FSO,F,TextStream,s; // OOwaABnfeM nepeMeHHke

// VnuuparmsupyeM KOHCTAHTE

var FileMame = "testl.,txt"

// Cozpaem ofmexr FileSystemObject
FSO=WScript.CreateObject ("Scripting.FileSystemObject");
// Cozpaem B Texkymem karanore gann FileName
FS0.CreateTextFile (FileName);

// Coznaem ofwexr File mna ¢akna FileName
F=FS0.GetFile (FileName) ;

// Cospaem obwerr TextStream (dain orTxkpeBaeTCA mJa 3anmMcu)
TextStream=F.OpenAsTextStream(2, -2):

// Banvcueaem B daitn cTpoxry

TextStream,Writeline ("37ro nepsas cTpoxa"):

// Baxpemaem tain

TextStream.Close();

// OrxpeBaem ain ous uTeHUS
TextStream=F.COpenAsTextStream(l, -2);

// CunTeBaeM CTpoxky W3 dakna

s=TextStream.ReadLine();

// SaxpuBaen danin

TextStream.Close() ;

// OrofpaxaeM CTDOKy Ha SKpaHe

WScript.Echo ("lepsaa crpoka M3 daina " + FileName + ":\n\n",s):
}iiii*iiti*ii* Konen tﬁ*tiii**ii**i*iti**&Qh*******iii*ik*i****ti*!

K coxanennio, HeBO3MOXKHO nepebpaTh Bce BapHaHTbl paloThl C TEKCTOBLIMM
(aiinamu, HO y)Ke M3 TeX NPUMEPOB, KOTOpble ObUIH PACCMOTPEHDLI, A0CTATOUHO
NPOCTO CKOMOMHUPOBATHL BAPHAHT, KOTOPLIHA HeoOxoauM Bam.

Co3apanue n yganeHue Karanoros
BapuanT 1

Ecau ecth HeoGXOAMMOCTb CO3ATL/YAANIHTh KaTANOr Ha yAaJeHHOH MaulWHe, TO
MOMHO BOCHONB30BATLCH NOAKMHOYEHHBIM CCTEBBIM JHCKOM, KAK 3TO paccma"rpu-
panoch bie. [lpu 3ToM Kartanor cosjaerca/yaanserca oObIMHBIMK CPeACTBAMM
Windows.
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Bapuanr 2

Ecnu no KaKHM—ﬂHﬁD NpUYHHaAM OHCK NMOAKIIOHMaTh HE CICAYET, TO KaTaJlor MOKET
ObiTe cosnan vepes Telnet. [Toaxmounsinncs K yaaneHHoH MauHe u nepeias B
TpeGyemblit kaTanor KOMaHAaMH CD, IOCTATOUHO BBECTH CIIEAYIOLLYIO CTPOKY:

MD <MMs_KATATIOTA>
¥ HakaTh Knasuwy <Enter>.
Jns ynaneHus katanora MOXHO NMPHMEHUTL KOMaHAY RD.

Bapnaunr 3

Ewe oauu cuenapuit JScript (iuctunr 3.5). B atom cuenapuu s co3panus Kata-
nora NpUBEJIEH JOKaAbHBIH MyTe (kopHesoii kartanor aucka C:\), HO ero MOKHO
H3MEHHUTH Ha CETEBOH NYyTh.,

g o Ty I e et oot e g gty . oy
}:f.-"_'GT“H"#' CospnaHue HOBoro Katanora o 3 : jLeale e
/*****i**i*t*****i*k*******t**k**t****t*i**t+***b*****#***tﬁt*i*ii**z
/* Vhast: MKFld.5s */
/* Aspx: JScript */
/* Onucanme: CozmaHMe HOBOI'O KaTanora *if

/*t**ii(ir**i*'i-'irl‘\."****i*i**i******i**ii*****#***#********t*i**i—*fi-i—i—*/

// OBbABNASM NepeMeHHHEe
var FS80, F, Folder;

// Cosnaem oBwexr FileSystemObject

FSO=WScript.CreateObject ("Scripting.FileSystemCbject") ;

// Cozpaem obsexr Folder mma KOpHEBOTO KaTanora mmcka C:l\
F=FS0.GetFolder ("C:\\");

// Co3naem KONNeKLMoO NOAKATANOroB karanora C:\Program Files -
Folder=F.SubFolders;

// Cospaem raranor C:\Hopas nanxa

Folder.Add ("Hosas nanka");

f*i**i++***+t+ KDHeu t**t*********t*******++i++i++++*&*f++++wt*+ti/

Cnenyrouuii cuetapuii (MMCTHHE 3.6) npeaHa3Hayen Juis yaaneHns KaTtaioros.,

 Nuctunr 3.6. Yaanenue katanora

/i*******i*t*ii*************i*i****tt*i**%w**«*k**#tk**v******}i&t*i/

/* ¥Vma: DelFld.js .
/* Asux: JScript */
/* Onucanue: YpajneHue xaTanora *

/**i'i-"**l'i******t*ii*iti****i*iiﬁii*****ii*ii***t-&r*ti‘i*i’i—**rt**i*W*/
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/[ OBeABNAeM NEepeMeHHEHE

var FSO, Folder, adr;

// YxasciBaeM KATanoT LA YOANSHMA

adr="C:\\Hoeaa nanxa"

// Cospaem ofwexr FileSystemObject
FSO=WScript.CreateCbject ("Scripting.FileSystemObject");
// Coapnaem ofeexr Folder

Folder=F30.GetFolder (adr) ;

// Ypoansem gartanor

Folder.Delete()

/***i—*iﬁ***i—j—* KOHE]_T, kbt hkbhdd b ardhdbbdddrbddddedidr **i-}-ﬁfiit*i/

IlpeacTapnser uATEpec COBMECTHOE npHMeHeHHe cueHapues W Telnet. Ecam 8
CLIEHAPHH TMPUBEACH JIOKAJTLHBIK NMyTh W OTCYTCTBYIOT 3JIEMEHTHI BH3YalbHOTO
oopmnenns ero paboTsl (Ananorossie ¥ HHGOPMAUUOHHEIEC OKHA), TO €r0 MOKHO
BBINIOJIHATH, HCTIONL3YA KOMAHAY cscript <maa_cxpunra>. [IpH 3TOM BBINOAHATLCA
OH OyIeT TOALKO B KOMaHIHOH CTPOKe, a 3arnyck ero MOJKHO OCYUIECTBHTL 4epes
Telnet! Baxkno nuib NOMECTUTH €ro B Kakoi-nub0 kaTajior yaaneHHOro KOMIbio-
Tepa. Iloakniounsiinces K yaaneHHoMy koMneiotepy uepes Telnet, komanaamu cp
nepexoanm B TpeOyembil Kataor W HabMpaem cscript <wmas_cxpunra>. [locne
Hakatus knasuwu <Enter> ckpunt Gyaer Buinosnex. s Ge3onacHoro akcnepu-
MEHTa MOJKETEe MCMOMb30BaTh [BA clUeHapHs, npuseaeHHbie Boiie: MKFId.js, a 3a-
tem DelFld.js.

N3meHeHue atpubyros chaiinos n Katanoros

OOBIMHO HEYACTO MPHUXOAMTCS HAMEHATH aTpuOyThl (aiiioB, HO WHOTAA 3TO OKa-
3blBaeTcs HeobXxouumo. Hanpumep, B kakoi-1ubo karajor sanuceiBaloTes (haisl-
otuetsl. PerynsapHo tpebyercsa orOupate HOBbie aiinel 3 3TOro Karamora s
M3yueHHs WK nepenauun noib3osarenio. B sTom cnyuae ynobHee Bcero cosmec-
TWTE TIPOLIEYPY KOTIMPOBaHHUA W uameHenus atpubyta "A" daiina (rotos ans ap-
XMBHPOBaHHA), KOMHS KOTOPOro y:ke caenana. [lpu ciieayioliemM KONUPOBaHHH
BynyT orbupaTbca Tosbko "cBexkue” (Qaiinbl. [Ing sTHX uened B nakeTHsA daiin
MOYKHO BKJIKOYHTB CTPOKY CIIEIYIOLIEro CONepKaHus:

¥copy \\<iMma cepeepa>\<mocTynHedi xaranor>\L *.ext c:\<Wua xaranora>\ /M
/d:06-05-2004

Beck TekeT nuieTes B OAHY CTPOKY.
Xcopy — KOMaH/Ja KOTIMpOBaHHs (haiilioB ¢ paclliMpPEHHBIMU BO3MOIKHOCTAMM.

L_*.ext — uma (aila ¢ yKasaHHWeM 4acTH UMEHH W pacliHpeHus ulsl ciyvas, Ko-
ra NpUMeHseTCA HEKOTOpas CTAHAAPTU3ALMA HMEH daiinoB-0T4eTOoB.

/M— TapameTp, OMNpeAenslOuiMi, YTO KOMUPOBATHCH MOJIKHBI TOJNbKO (haiibl
¢ atpubyToM "A", @ nocie KONUPOBaHUs 3TOT aTpHOyT CHHMAETCH.
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/d:06-05-2004 — YCTAHOBKA HauaibHOW AaThl co3aanus Qaiinos, ¢ koTopo# ko-
MHpOBaHUE HAYHHAETCH I'I'BPBblﬁ pas.

Jlns nusmenerus arpubyToB BaiisioB MOKHO MPUMEHUTL KOMAHIY attrib:

attrib [(+r|-r}] [{+al-a}] [{+sl-s}] [{+h|-h}] [[mmck:] [nyre] oaa_gainal
[/s[/d]]

INapameTpbl KOMaHIbL:

+r — ycraHoBka atpubyra "Tonbko urenune".
-r — cHaTHe atpubyra "Tonbko yrenne".

+a — ycraHoBKa atpubyTa "ApXuBHbii".

-a — cHATHe aTpubyTa "ApXxuBHbIH",

+s — ycTaHoBKa arpubyra "Cucremusiit”.

-s — cHaThe atpubyra "Cucremusiii".

+h — ycraHoBka atpuOyTa "CkpbIThiit".

-h — cHaTHe aTpubyTra "CkpoiTbiit",

(mex: ] (nyre] [mvs_daiina) — 3a/1aHHE MECTOHAXOXKAGHHWS W MMEHM KaTasjora,
atina nam nabopa ¢aiinos, arpubyTsl KOTOpLIX TpeByeTcs NPOCMOTPETh WAH H3-
menuts, Jlna oGpaGoTku rpynnbl (aiiioB aornyckaeTcs NpUMEHEHUE MOACTAHO-
BOYHBIX 3HAKOB ("?" W "*") B MapaMeTpe uma_daina,

/s — BBITIOJIHEHHE KOMaH/bl attrib ¥ BCEX MapaMEeTPOB KOMAHAHOH CTPOKM s
COOTBETCTBYIOLIMX (paliyioB B TEKYLIEM KaTajore v BCEX €ro nojkarajiorax.

/d — BBIMOTHEHHE KOMaH/bl attrib W BCEX napaMeTpos KOMaHﬂHOﬁ CTPOKH AJA
KaTajaoros.

Hns pabotsl ¢ daiinamMu U KaTanorami Ha yAaneHHOH MallMHe MOXKHO MCMONb30-
Batb Telnet. Komanaa moxer ObiThb BK/IIOYEHA B nakeTHolH (ain U BbINOAHEHA
TaKkKe Ha yaNeHHON Mall1He.

BcnomMmorarenbHble cpeacrea

Bbi yoxe o6paTiiv BHUMaHHe Ha TO, YTO cleHapuH B 6onblueil cTeneHu rnoxXoxu Ha
nporpaMmel, 4YeM Ha makeTHbie (aiiel. IloaTomy oTkpoto Hebonbiuoit cexper. Hns
CO3/1aHWA CLEHAPHEB CYLUECTBYIOT cpeibl pa3paboTkH, Kak W Ui CO3JaHUA npo-
rpamm. B npakTuke aaMHHHCTpaTOpa, KOrAa MOKeT norpeboBarses co3aHue cLe-
HApHEB HA PalIMYHBIX A3bIKAX, JKEIATE/IbHO MMETh MO/ PYKOH yHHBEpcalbHOE
cpencTBo pazpaboTku. Takoe CpeacTBo CYWECTBYET, U €ro MOXHO HalTH no aape-
cy http:// www.sapien.com/default.asp. KoxeuHo, 310 He eMHCTBEHHOE CpeAcT-
BO, HO, Ha MO#H B3rnsaja, camoe ynobuoe. Kak u B cpene Visual Basic, B cpene
PrimalScript, — Tax Ha3biBaeTcs 3Ta nporpamMma, — CYILUECTBYET CBOHCTBO 3a-
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BEPLUEHHA CTPOK, KOr/la nocjie BBoaa MMEHH o0'beKTa MosBJIAETES CIMCOK CBOMHCTR
H METOL0B, AOCTYNHBLIX LIS HEro.

Ha MomeHT Hanucanus KHMrd Obuta focTynsa Bepews 3.1, Ha npumepe KOTOpO#
nokakem pafoty ¢ KOHKpeTHbIM cuenapuem. Kpome cpeab! [ co3ganus cleHa-
pHEB, MOXHO NMPUMEHHTL OTAAAYHK CLEHApHEB, KOTOpbI BXOAMT B coctaB Win-
dows 2000 Server u Windows Server 2003. On pacnonoxex no azapecy http://
www.microsoft.com/downloads. [lpu 3arpyske ornamunka obparure BHHMaHWE
Ha ero BepcHio, somikHa 6b1Th Bepens Script Debugger for Windows NT 4.0, 2000,
and XP.

Ecnu Bbl yxke ycranosuin PrimalScript, nonpoGyem nopaGoTaTh ¢ 0iHMM H3 roTO-
BbIX CLIEHapHER B 3TOM cpene.

Lllenkuys npaeoit kHonkoii Ha (aiine cuenapus FIsAlljs, BoiGepem 8 KOHTEKCTHOM
mento Edit With PrimalScript. Otkpoercs okHo, nokazaHHoe Ha puc. 3.6.

& primalscript - [C:\Docu

82) D L6 Yw Prowet fenpt Toos Macw Wimkow linly

13- 00 08B TN ADB® aC w2 e
(iR mrm mWeBDE HesD

and Sett :-.=.allm srs Documents', admi ¥ heriphs\FlsAlLjs *]

¢ M/ Cosgaem ofivext Folder gar mamex "Hopax manra
! F=F30.GetFolder (Pacthlisc):
i AfCovgaem rormextes $adzor Kavaxcra "Hosas manxa"
Files=pey Enumerator(F.Files); =
2 ="daimt pn xavamora "+PathlLisc+*\rY+'\n"; ’
Slnnn mo poam Padaam
for (; (Files.atEnd(): Files.moveNext())
21 SAlonanzeam cTpoRy © Mwekenm parna
22| s+=Filen,.tvem() .Name+" \re'+'\n";

b
<
i
]

== b
| 11 ] paas] P
@ ZIHTA ! N oo =
t# L) HTML 2. /% Mner: FlsAll.js . =
4 =) Java 3 /v gwum: JSerapt o/
4L JavaSeript 4l /4 Onwcamee: {Tomywexwe CONCEE BCAR Safmom FAZAMAOTS KaTarcra .
152 J5enpt E  féarssiaseddednsnnsndrasasedpasansebedadddinsaia it
; 51 @il 4 6 S/00anrran meyanaiie
i ] dowhis I 7 war FS0,F,Files,WshShell,PathList,s,ss, £n, £log: o
% (5] Drogein scvighy | B S/Cosgasm ofzerr FileSystemibject
p m fou E! F30=VScripe.CreateCkject ("Soripting.FileSystemDljeot” ) ¢
m urction 10 //Coxxaen ofitert NakShell
= 11’ UshShell=WScript.Createlbject (*Weeript.Shell®);
. 5] lelee ' 12 //Ompesansade myrs x namxe “Hopaa namra’ *
¥ m Reglece Al 13; PachList = FS0O,GecFolder (UshShell.CurrentDirectory+"\\Hosas namma*)+ *\\"*
14
15
16
17
18
15
20

e e B o m-: panay ; e _’_!:‘_'j
e S T e
AP Bt (S A S NN ke 8 a6 .& \g’

Puc. 3.6. OkHo Primalscript c oTkpbiTeIM thainom cleHapus

UYrobbl coOXpaHuTh MCXOAHBI (aitn HenoBpexkaeHHbIM, co3/1aliTe Ha aucke (aiin ¢
umenem FlsAll2.js, nepenmenoBaB HOBbIH TeKCTOBLIH (aitn, Hanpumep, U coxpa-
HuTe OTKPLITHIN (hait, BeiGpas B Mewio File | Save As..., u BBens ums Hosoro ¢aii-
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na. Tenepb Hakmute Knapuuty <F7>, Cuenapuii OyaeT BLINOAHEH, OTKPOETCSH HO-
Bas Biaaka Qutput, B OKHE KOTOPOH pazMecTHTes pesysibTar paboThl cLeHapHs.

@ Prima |I\rrt|! ll)uluul] e
(@ Bk Bt Ve Broeet fempt Tooh um Wdow Help =A%
- -u0 ﬂi &a 2R B s e 2o by ilﬁwnﬂnuiv'»ﬁwm =l @R R
i ofl-rmns h,;"i VeI Se- iR esdr rw-¥-x35
[ TOP TR ¢ ] 13
m@'wumsw & LB]rmju !Suwm|
L :lHTA 1 Ceppep cuemapmen Usndows (Hicrosoft R) mepcus 5.6 E
i ?]HTML 2 o Kopnopauwa Mairpocodr (Microsoft Corp.), 1986-2001. Bee npaes Saugayemst,
H ] dava 3
[t} ;IJ-G"\!SW ! 4 tadbme w3 marasora Cr\Documents and Settings\All Users)Documents)sadmin!\CH
= ) J5empl 5| porymest.doc
C Sle ]
| 8] dowhie 7 Exit code: O , 000Dh
-] Diooim seriplts L
-8t
ﬂwllw
B
\ ﬁieﬁeu
5] Replace
i §) Shing Aeplace
v 8] swich
o
L e
3 2@
s S UMM e 8 col &) %

Puc. 3.7. Oxro Primalscript c peaynstaTtom paBoTel cueHapus

Ecnu B karanore, rae pacnonoxkex (aiin cuenapus, ver narky Hosas nanka, 6y-
AeT BeiBeeHo coobuienue 06 oumbke:

"C:\...\FlsAll.js (13, 1) OumBxa semonHeuusa Microsoft JScript:
[lyTe He HaineH"

ITpu atom Gyzaer ykazaH HOMep CTPOKH, B KOTOPOH CIIElyeT HCKATH 3Ty OLINOKY.
Ecnu ycrawosneH oTnajMMK, TO €ro MOXKHO BbI3BaTh COYETAHWEM KJIABHLU
<Shift>+<F7>. [1p1 5TOM CKPUNT AOMYCKAETCH BLITNOAHATL B MOLIATOBOM pexkuMe,
BbIGMpas komaHay Step InTo M3 MeHto Debug (puc. 3.8).

D710 oueHb KOPOTKOe omucaHue mporpammbl PrimalScript, maiouiee nuib obuiee
npezcrasfieHde o nporpamme. BoaMoHOCTEH y nporpaMmbl 04eHb MHOIO, €CTh
Mactepa Ui CO3/1aHWA OTAENbHLIX CLEHApHeB W uenbiX npoektos. bosee non-
HOe ornucaHWe mnpejacTaieHo B gokymente http:/ www.sapien.com/tutorials
/ps20minutes.pdf. Ilporpamma Gyaer oueHb nojie3HbIM JONOJIHEHHEM apceHana
aIMMHUCTPATOPA CETH, €C/IN BbI MPEANONATAETE NHCATh CLEHAPHN PEryJIspHO.
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&1Micrasoft Script Debugger

e, Edt" ew: Debug. Windaw. Heb
e il

‘f-"a'T;Re&d only: FlsalLjs [bre ak_]

(TR RENEM NBPeMEHHEE
var FSO F Files WshShell PathList s,ss,fn flog;
doagaen afuerr FileSysteraCibect
FSO=\WSeript CreateObject("Scripting. FileSystemObject”),
HCozpaen nbeakr WishShel|
WshShel=WScript. CreateObject("Wscript. Shell™),
AONpeNETREM NYTE ¥ napke “Hoead nanka”
| [PathList = FSO, GetFolder(WshShell CurrentDirectory+“\Hopan nanka™)+ "\
C | dCaagaem alivest Folder ana nanie "Hogas nanka”
F=FS0.GatFolder(PathList);
T oznaem wonpakno dafnoe cataRors "Hosas nanka”
Files=new Enumerator(F.Files),
s ="Maine w3 katanora “+PathList+"v"+"n"
AL o B Jradnan
for (, IFiles.atEnd(); Files.moveNext()

fnhashaem cTpovy © naereM daiE

PO TG ey WY ISy R B N
ol

Ready ko1

Puc. 3.8. OkHo otnaguuka Microsoft Script Debugger
C BblAENeHHOW CTPOKOW KoAa, coaepxallein ownbxky

YnpaBneHue
yYeTHbIMU 3anucamm rnosibosarenei

Onna w3 3a/1a4 aAMHHHCTPATOPA CETH — KOHTPOJIbL HAJ NMpPaBUILHOCTBLIO pacrpe-
JIeTIeHWs TpaB NMoib30BaTeNel CeTH M aKTyalbHOCTBIO UX YYeTHbIX 3anuceil. B caa-
34 C 3THM TIPUXOIUTCA TIPOCMATPHUBATH YUETHLIE 3aTHCH € NOMOLILIO CPE/ICTB ajl-
MHHHCTPHPOBAHKA cepBepa WM jioMeHa, PaboTa ¢ yyeTHBIMH 3aMHCAMMU M0JI630-
Baresieil MoKeT ObITh KAK WHAMBUAYaLHOM, TaK M MACCOBOH, KOT/lda HE TOMBKO
NPOCMOTP, HO W M3MEHEHHe WX CBOMCTB OCYILECTBISIETCA AJIA 3HAYHTESILHOTO MX
yKena.

BuumaHue!

Owwnbin npu naMeHeHW CBOMCTB YYeTHbIX 3anucen nonsb3oBarteneil MoryT NpUBecTi
K cepbe3HbiM npobnemam B Bawwen cetn. PekoMeHayeTcs 3KCnepuMeHTbl NPOBOAUTL
B TECTOBOW Cpefje, Hanpumep, YCTaHOBUTL aHanor Balero cepeepa Ha OTAENbHbIA
KOMMBKOTEP MMM UCNONL30BATL BUPTYanbHbIR KOMNLIOTEP.

Texuuueckue cpeacTsa A4 paboTbl C yYETHBIMH 3aNUCAMH MOryT ObiTb TaK ke
pazHoobpasHbl, Kak M cpeacTsa Ans paboTei ¢ ¢ainamu. Ho nanbonee noaxonas-
IMMH A5 eKeAHeBHOH paboThl aaMUHHCTpaTopa ABAAKOTCA OObIYHbIE CpeacTBa
Windows ¥ cueHapvi, MO3BOJSIOLME BbIMOJIHATE MHOTHE ONMEPALIMH C YYETHBIMK
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3anucAMH  aBTOMATHHECKH. [lns BBINONHEHWS HEKOTOPBIX 3a/av CTaHAapTHBIX
cpeacTB He cyliectsyer. Tak, HanpuMmep, B cocTape OnMepauHOHHOH CHCTEMbI
Windows 2000 Server HeT cpeicTs JUif BbIBOJA B (paiin crnMCKa BCEX YHETHBIX
3anuceil nonb3oBaTesieil B COOTBETCTBUH C KakuM-1ub0 kputepuem otbopa. [as
pelenus Takux npodnem TakKe NoAXOMAT cueHapun. PaccMOTpUM BapHaHThbl Bbi-
MOJIHEHHs HEKOTOPBIX 3a/ad, CBA3aHHLIX C aJIMMHMCTPHPOBAHMEM YYETHBIX 3allH-
ceil nonszoBaTeneH.

I'lonytlel-me cnuckKa nonb3oBareneun

Jna mony4yeHWsa CMMCKa rpymnr, B KOTOPble BXOAWT MOJIL30BATE/b, CTAHIAPTHLIX
cpelcTB He cyiiecTsyeT. MoxkHO OTKpbITH ocHacTky Active Directory — moss3o-
BATE/H W KOMULIOTEPH! U NPOCMOTPETH YUETHbLIC 3aMUCH MOAL3OBATENEH B KaK-
no# rpynre ¥ B KQXAOM MOJpa3aeieHuH Ha cepsepe, ubo B ocHactke Computer
Management (YnpasieHHe KOMIBIOTEPOM), €C/IH 3TO HE KOHTPOJUIEp IOMEHa,
NPOCMOTPETH CIMUCOK JIOKAIbHbLIX nosik3osarenei (puc. 3.9).
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connect connect
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= iy CrykeBibie nporpammel
# (] NpocwoTp coBbmiit
| o) OBuwise nanku
] ﬂ TlokansHbie nonssosateni |4

] MonesosaT HelpAssistant Remote Desktop Help A Account for Providing Remote s
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d @ SanomuHaIOWME yCTpolcTE: SUPPORT_b3... CNeCompaa Computer... This is a vendor's account for t
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Puc. 3.9. [lokansHeie nonb3osaTeny KOMNeOTEPa

ITpu o6uieil MHBEHTApU3ALMK NOJB30BATENEH BAM NMPUAETCS NPOBECTH J0CTATOUHO
MHOro BpeMeHH, repenucsiBas CruckW nonsiopareneil. Ho cyuecrsyior Gonee
npou3BoAnTeNbHbIE MeToabl paboTtel. Ilpasna ans Toro, 4To6BI UMK BOCHOJB3O-
BATLCA, NPUAETCA NPOBECTH MPEABAPUTENBHYIO TIOJATOTOBKY, HO KOrja BCe BbINON-
HEHO, MOYKHO HACTAXIATLCA TJIOJAMK CBOETO TpyJa.
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Mporpamma Ha Visual Basic

Ecnn y Bac ewe ne ycranossiena cpeaa paspaborku Microsoft Visual Basic 6.0, To
€e CJIe/lyeT YCTaHOBHUTD /UL BBIMOJHEHUSA CJIElYIOLIEro npumepa, BuiOpas Bo Bpems
YCTAHOBKH BCe KOMIOHeHTbI. PaboTa ¢ MacTepom ycTaHOBKH He BbIZ0BET npobiem,
€CJIH BHUMATEILHO CJIe/IOBAThL Ero yKa3aHWuIM.

HauHem ¢ co3ianus HOBOro MpoekTa.

Co3paiire nanky User_and_Group, B k0TOpoii HyaeT HAXOAWTLCH HALL MPOSKT.
CosznalitTe HOBbIH npoekT Ha ocHoie wabnona Cranaaprasiii EXE.

CoanaliTe cTaHaapTHLIHA MOAYIlb.

CoxpaHuTe NpoeKT B CO3aHHOI nanke.

[Nepeumenyiire npoekt B UsersGroups

R

Ha ¢opme Form1 nomectute nBa TEKCTOBLIX MO/ H B X CBOHCTBAX naifre um
nmena Text_Domain u Text_Computer,

7. B caoiictee Text aTux moned MOMKHO 3anucaTbh MMA JOMEHA W MMA cepeepa,
K KOTOpbIM BaM npuaercs obpauarscs Haubonee yacro.

8. IlomecTute Ha hopme KHOTIKY W W3MeHHTe ee Haanuck (ceoiicTeo Caption) Ha
Moas3oBarenn

9. CoxpaHHuTe MPOEKT.

B PE3YALTATE ITHX ILCI:'ICTBHi:I Y Bac HO/HKEH TMOJNYUYHTLCA NPOEKT, BHI KOTOpOro
noka3zaH Ha pue. 3.10.

Jns Toro 4yroObl paborats ¢ obbekTamMH Active Directory, HeoOXoauMo noakio-
untk Gubsnoreky Active DS Type Library (puc. 3.11), BeiGpas 8 meHio Ilpoekt
(Project) nyuxt Hndopmanus (References).

DTy 3aroToBKY Bbl CMOMKETE HCNOML30BATH UIA CO3IAHHA CPEACTB paborsl ¢ NOsL-
30BaTeNAMH U rpynnamu B cpese Visual Basic,

Tenepb HanuiieM KOA npoueaypbl, Kotopas OyaeT HCMOb30BaThCH U1 BbIBOAA
crimcka nonszosareneit. Orkpoiite moayns Moayasl, BoiGpas ero B aepeee 06b-
ektoB npoekta B okHe ITpoexr-UserGroup (na puc.3.10 B 3TOM OKHE BHAHA
TOJNBKO narnka ¢ Gpopmamm), U HameyaTaifTe B HEM TEKCT, MPUBEACHHbIH B JIUCTHH-
re 3.7.

MpumevarHune

B palem cnyyae 3T0 OKHO MOXET HaxoAWTECA B APYroM MECTe rfaBHoro okHa. Bl
MOETe CaMOCTOATENLHO PacnonoXuTk ero Tam, rae Byaet yaobHo.

Cpa3zy K BO3MOXCHOCTAM HALIEr0 WHCTPyMeHTa n00aBUM MoJIyvYeHHe CBeINeHWi
0 NMOJIHOM MMEHH MOJb30BaTeNs 1 HH(OpPMALIMK O ero nocieiHem Bxoae B ceth. He
BCE MOJb30BATE/IH JOMEHA WK KOMIBIOTEPA MMEKOT TNOJIHBIE UMEHA W AaTy BXOa
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s, UserGroup ~ Hu.nrmft Visual Basic [lleuuﬂ)

avaﬂal:ls R&‘erancu.

| Visual Basic For nppicatms ﬂ Lt

¥ Visual Basic runtime objects and procedures Py

¥ Visual Basic objects and procedures
¥ OLE Automation - 2 : :
vl 5 e =
| Mcrosot Data Formating Object Library 6.0 (5P6) 4|

| 1AS Helper COM Component 1.0 Type Library ot e e

[ 1AS RADIUS Protocol 1,0 Type Library
|| ABManager 1.0 Type Library

[l About 2.0 Type Library

|| aboutiook 1.0 Type Library

| sboutlookex 1.0 Type Library

| Acrobat Access 2.0 Type Library

{ | AcrolEHeloer 1,0 Tyoe Library

< i :

Puc. 3.11. Nopkniouenue Active DS Type Library
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B ceTh. HekoTopble BCTPOEGHHBIE YUETHBLIC 3aMMCH HHKOTZA HE WUCMONb30BATHCH.
[TosToMy BMECTO [1aThl NMOCNEAHEN perHcTpauui B CETH, TIPH ee OTCYTCTBHH, By-
AeM BbIBOAMTb AaTy "01.01.1930 00:00:00",

¥

(Pubiic Sub usertal)

Option Explicit

Public Sub userfull (ComputerName As String, DomainName As String)
Dim user As IADsUser
Dim Container As IADsContainer
Dim f As Integer
Dim i As Integer
Dim Messg As String
Dim ScxFl As String
Dim RetVal
Dim ContainerName As String

ContainerName = DomainName & "/" & ComputerName
Set Container = GetObject ("WinNT:// " & ContainerName)
Container.Filter = Array("User")

i=20

ScrFl = "

Messg = ""

For Each user In Container
3/ )
On Error Resume Next
Messg = i
Messg = Messg & ";" & user.Name
Err.Clear
Messg = Messg & ";" & user.FullName
Err.Clear
Messg = Messg & ";" & user.LastLogin

If Err.Description <> "" Then Messg = Messg & ";" & "01.01.1930 00:00:00"

Err.Clear
Messg = Messg & Chr(13) & Chr(10)
ScrFl = ScrFl & Messg
Err.Clear

Next

f = FreeFile

Open "c:\users.txt" For Output As £
Print #f, ScrFl

Close #f
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RetVal = Shell ("c:\windows\notepad.exe c:\users.txt", vbNormalFocus)
End

End Sub

Joiinbim wenukom no kxonke HoawloBaTenn orkpoitre koA Moayis (hopmbl U
B TEKCT YK€ CO3JaHHOH aBTOMATHUYECKM MNpOUe/ypbl Commandl Click() BHECHTE
CTPOKY:

Call Userfull (Forml.Text Server, Forml.Text Domain)

OTa cTpoKa KoAa MO3BOMMT MO HAKATHIO KHOMKH BbI3BATH MPOLEAYPY, KOTOPYIO
mbi 3anucanu B Moayasl. [lpu 5TomM umena nomena v cepsepa GyayT B3sThbl U3
TEKCTOBBIX MoJieH (]JOpr[, HTO MO3BOJIHT ONEPaTUBHO MEPEKTIOMATLCA OT KOMNbIO-
TEpa K KOMNLIOTEPY, €C/H 3TO HEOOX0AUMO.

CoxpaHWTe NPOEKT.

Ecnu Bbl 3aperucTpupoBanbl Ha BalleM KOMTMbIOTEPE B KAYeCTBE JIOKANLHOIO
nonbL30BaTeNs, TO 3aKpoiiTe npoekT u 3anycrure Visual Basic ot umenu aamunu-
cTparopa aomeHa. OTKpoiiTe co3fanHblii MPoekT (MpH 5TOM, BO3MOJKHO, CHOBa
npujercs nogrnouuts Gubnmorexy Active DS Type Library) u 3anycrure ero va
BeinosineHne. OTkpoercs (opma, B 110719 KOTOPOH BBEAMTE MM JOMEHA W WM
cepsepa, Haxmute KHonky OK. Yepes neckonbko cekyni Gyaer copmuposas u
OTKPBIT TEKCTOBBIH (aiin c:\users.txt, B KOTOPOM HAXOAMTCH CIMCOK MOJIb30BaTe-
ne#t, saperucTpuposaHHbiX Ha cepsepe. Cnncok (popMHUpyeTcs ¢ pasjeMTeIaMu
nojeH, noaTomy €ro MoxHo ananusuposars B MS Excell. Teneps cpencrBamu
Visual Basic moxkHo cosznath UsersGroups.exe u 3anyckaTth €ro oT HMEHH ajiMH-
HUCTpaTopa JoMeHa, koraa Tpebyerca monauelii cnucok noas3osareneii. Korpa s
BIEPBBIE 3aMyCTHJI 5TY NPOrpaMMy Ha CBOEM KOMMbIOTEPE, MEHS YAMBHIIO, YTO B
CIHCKE YYeTHbIX 3anuceil Oblau Takue, 0 KOTOpLIX Y)ke AaBHO Bce 3abbuin. Heko-
TOpPbIE U3 HUX HE ucnonbioBanuck Oonee roaa. Ipu oBLIYHOM NPOCMOTpE yYETHBIX
3anMcei, koraa ects Gosee aecaTKa rpyni M noapasjenenni, obHapyKuTh Takue
YUYETHBIE 3aMHCH JIOBOJILHO C/IOMKHO.

Ecnu Bbl 3auHTEpecyeTech co3laHueM HHCTpymeHToB B cpene Visual Basic, To 3a-
rOTOBKY TMPOEKTA € HEKOTOPHIMH AOMOJHUTENLHBIMH (YHKUHAMEH Bbl CMOMKETE
CKOMUPOBaTh C MEPCOHabHON CTPaHHLIbl aBTOpa W JOMOMHWTHL MPOEKT CBOUMM
dbyHKUHSIMH.

MNMony4yeHune cnucka nonb3oBarenei
¢ nomoLubio cueHapus VBScript

MHorue 3aaaun, peanusoBanubie Ha Visual Basic, MOXKHO peluuTh ¥ ¢ NOMOLIBIO
VBScript. B Tom cayuae rnasHoe, 4To notpebyercs npu CO3/laHHH HOBOTO MHCT-
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pyMeHTa, — 3T0 TeKcToBbli penakrop. Cozpaiite TexcToBbIH (haiin creayrouero
coaepkanus (MMCTUHr 3.8) M H3MeHuTe ero paciuuperue Ha vbs.

Iw**w**w-*ﬁtcmcox nmaoaappeﬂeﬁiitt*tti*ti***

'Mua — Users0.vbs

'DomainName — BBemMTe MMA HOOMEHA MM CepBepa
'TpefyTca npaBa aMMHMCTPATOpa HOMEeHAa MM CepBepa

'Cnucox noyb3oBaTenel BeBOIMTCA B (ann Users.txt y
Takdedkhkde ke ¥ Haua o npouenypmt*tt dkkdkk ke k ke bk kb d kb kb kh kb e kkdkw

Dim Container
Dim DomainName
Dim User

Dim StrTxt

DomainName = "apl5.dom"

Set Container = GetObject ("WinNT:// " & DomainName)
Container.Filter = Array("User")

For Each User In Container

StrTxt = StrTxt & VbCrLf & User.Name

Next

'MsgBox StrTxt
set FSO = CreateObject ("Scripting.FileSystemObject")
txtlog = "Users.txt"
set LogFile = FS0.CreateTextFile(txtlog, True)
LogFile.Writeline Date & " " & Time & vbCrLf & strtxt
LogFile.Close

BapuanT 3TOro cleHapus ¢ BO3MOKHOCTLIO MOJIYHEHHS paciiupenHoil uHpopma-
UHH O 1OJIL30BATENAX NMPHUBOAWUTCA B JIMCTHHIE 3.9.

Lk

| M 3.

oot

l*iii*t**i*cchK I‘IDIIhSOBBTB.TI&ﬁ***********"**

'Mma — Users.vbs

'BrIDUeHs MonHOoe MMA M OJaTa [NoclenHdero EXoha B CeTk
'DomainName — BBeMTE MMA [JOMEHa WM CepBepa

'TpeSywTCA NPaBH aiMMHMCTpaTOpa ACMEeHAa Wi CepBepa
¥ e e e e e e e e W g g e e e e e e e e ke e e e e ok e e e e e e ke e ok e S e e e e ok o e
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Dim Container
Dim DomainName
Dim User

Dim StrTxt

Dim Messg

Dim i

DomainName = "apl5.dom"

Set Container = GetCbject ("WinNT:// " & DomainName)
Container.Filter = Array("User")

i=0
Strixt ="
Messg = ""
For Each User In Container
1=341+13
On Error Resume Next
Messg = 1
Messg = Messg & ";" & User.Name
Err.Clear
Messg = Messg & ";" & User.FullName
Err.Clear
Messg = Messg & ";" & User.LastLogin
If Err.Description <> "" Then Messg = Messg & ";" & "01.01.1930 00:00:00"
Exr.Clear

Messg = Messg & VbCrLf
StrTxt = StrTxt & Messg
Err.Clear

Next

'MsgBox StrTxt
set FSO = CreateCbject ("Scripting.FileSystemObject")

txtlog = "Users.txt"
set LogFile = FSO.CreateTextFile(txtlog, True)
LogFile.WriteLine Date & " " & Time & vbCrLf & strtxt

LogFile.Close

Cnucku rpynn u nonb3osarenen

[Mony4enue criMcka rpyrn, B KOTOpbIE BXOJMT MO/b30BATENb, M CITUCKA MOJIb30Ba-
Tejlei, KOTOpbIE BXOAAT B rpyIiny.

Ty 3a4a4y MOKHO BBIMOJHUTL BPYYHYIO, IPOCMATPHUBAS TPYIINBI YHYETHBIX 3amH-
ceil U BLIMMCHIBAs YuyeTHble 3anuck, Bxoaswue B Hux. Ho "Tlonpobosae cnaakoro,
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HE 3axo4elllb FopLKOro”, Mo3ToOMy MpPOAOIIKMM CO3/IaHHe MHCTPYMEHTOB, obJer-
HalolMX Haly pabory.

BapuauT cuieHapus, BIBOAAILNI niepeyens rpyni, npuseneH B auctiusre 3.10.

g ;; :,:s;;wr; 3
'**********CHHCOK rpynn nonbaosameneﬁ**it**itt****i
' — Groups.vbs

'DomainName — BBemuTe MMS OOMEHA WM CepBepa
'TpebyTca NpaBa aiMUMHMCTPaATOpa HOMEHA WM CepBepa

'CeeneHnMA BRIBOOATCH B ¢dain groups.txt
l***t***tiHaqano npouenyputi*it*#****i*t**tiii*#**i&1****#********

). ClieHapuil Groups.vbs. Criucok rpynn none3osarened |

Dim Container
Dim DomainName
Dim Group

Dim StrTxt

DomainName = "apl5.dom"

Set Container = GetObject ("WinNT:// " & DomainName)
Container.Filter = Array("Group")

For Each Group In Container

StrTxt = StrTxt & VbCrLf & Group.Name

Next
'MsgBox StrTxt
set FSO = CreateObject ("Scripting.FileSystemObject")
txtlog = "Groups.txt"
set LogFile = FS50.CreateTextFile(txtlog, True)
LogFile.Writeline Date & " " & Time & wbCrLf & strtxt
LogFile.Close

!*i-ti*i***KoHeu*****l‘****i*i*****+*t***k*k*&****i*t*’*******i{***

Crnenyrowmii BapHaHT cueHapus (MCTHHT 3.11) BbIBEAET MOJHDIH CITMCOK 101630~
BaTeneil W rpynm, K KOTOpbiM OHW npuHaanexar. [Ipu aTom B camom Haualie Bbl-
TIOJHEHHMA CUSHAPUA MOMKHO BBECTH HMSA TPYINNbl, KOTOPYIO XoTenoch Obl Bhijie-
nuTh B o6lieM nepeyHe (C NMOMOUIBIO BOCKINMUATENbHLIX 3HAKOR 10 06€ CTOPOHB
OT WMEHH TPYTNbl),

l*i*****#*tcnucox nonhSOBaTeneﬁ M Ppynnti*****t*i**t*t**t*i******
‘Must — UsersAndGroups.vbs

1 UsersAr C Groupa vbs Cnucox nonhsoaa'raneu " rpynn
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'DomainName — BBeIMTe MMA IOOMEHa WM CepBepa
'TpefyTCca nNpasa amMMHMCTPATOpPa ACMEHA WM cepBepa

lt*tw**i**Haqmo**t****t**t*tw***\I'**t*it**iiti*_&*i*it*rt****\l‘**l’*

ComputerName = "apl5nt0l"
DomainName = "apl5.dom"
GroupName = InputBox ("BeemuTe ymMa I'pynnu mna BeujeneHma", "Brox
maHHex", "AmnvuHucrpaTops )
ContainerName = DomainName '& "/" & ComputerName
Set Container = GetObject ("WinNT:// " & ContainerName)
Container.Filter = Array("lser")

i=0

ScrrFl = "

Messg = ""

For Each User In Container
i=3i4+1
'On Error Resume Next
Messg = 1
Messg = Messg & ";" & User.Name
'MsgBox 1 & " — " & User.Name
Err.Clear
Messg = Messg & ";" & User.FullName
Err.Clear

Set User = GetObject ("WinNT:// " & DomainMName & "/" & User,Name & ",user")

For Each Group In User.Groups
If Group.Name = GroupName Then

Messg = Messg & ";" & "!!! " & Group.Name & " !!!I"
Else

Messg = Messg & ";" & Group.Name
End If

Next

Messg = Messg & VbCrLf
ScrFl = ScrFl & Messg
Err.Clear

Next

'MsgBox StrTxt
set FSO = CreateObject ("Scripting.FileSystemObject")
txtlog = "UsersAndGrops.txt"
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set LogFile = FSO.CreateTextFile(txtlog, True)
LogFile.WriteLine Date &€ " " & Time & VbCrLf & ScrFl
LogFile.Close

t*i*******Koaeul‘*****ti**t*******t*t***i‘*t**ii*tittt*t*tt**iit*t*’******

[lo6aBnexnune y4eTHOn 3anucu nonb3osarens
u ee pa3bnokuposka

,HO CHX MOp Mbl pacCMATPHUBaJIH BOSMOXKHOCTH MNOJYHEHHA HH(bOpMauHH 0 NOJIL30-
BaTE/IAX, HE NblTaAACh HIMEHHTDL yto-n1ubo B YHETHBIX 3alMHCAX. Ho B 3apavax aag-
MHUHHUCTPaTOpa HE nocjeaHee MECTO 3aHHMAIOT npoueaypsbl nobapneHus, U3MeHe-
HHi, yiaajleHus 0DBLEKTOB CETH, U B TOM 4HCHe MO}IHdJHKaI.J.HH, CBA3AHHBIE C YUET-
HbIMH 3aMHCAMH NOJIb30BaTEEH,

BHumaHne!

[axe GesownboyHoe BbINOMHEHWE NPOLEAYP, ONUCAHHLIX HUXE, MOXeT NPUBECTU K
CepbesHbiM OCNOXHEHUSAM B BaLLEA CeTH, ECNKU BbINONHAGT UX HE agMUHUCTPaTOP.

Bcee cueHapuu U nNpoueaypbl, PACCMOTPEHHBIE BbILLE, YHHBEPCATLHO NOAXOMAT KaK
k cetn ¢ cepsepom Windows NT, tak u Windows 2000—2003. Ve Win-
dows 2000 Server nozsonser opraHu3opaTh Oonee cnoxuyio, Xors u Gonee rubko
* YNpaBNseMyio CTPYKTYpY CeTH, OCHOBaHHYI0 Ha Active Directory. Muorue napa-
MeTpbl y4eTHbIX 3anuceit B cetd Windows 2000—2003 HeBO3MOMKHO H3MEHHTHb
cpeacreamun Windows NT. Kpome nosnesoparesneif, KoMnbloTepoB W rpyni, B Ta-
KOH CeTH cojepiaTcs MoapasieeHus, KOTOpble He OnpeieasioT npas noasL3osa-
TeNs, HO MO3BONAIOT YAOOHO OpraHu30BaTh AaHHble O nons3osatensx. Moapasae-
JIeHUs MOryT ObITh BOKeHbI Apyr B Apyra. CueHapuu, npeaHasHayYeHHbIe A1 pa-
6OTHI CO CTPYKTYPAMH, BXOAALIMMH B HOBBIE OMEPaLIMOHHbLIE CHCTEMbI CeMelicTBa
NT, UMEIOT HEKOTOPbIE OTJTHUMSA OT TEX, YTO ObUIH PACCMOTPEHBI BbilLE, HO J0CTa-
TOYHO XOPOWO YHTAOTCS, 4ToObI B HUX pa3obparsbes. OTaHYMA 3aKIIONAIOTCH B
TOM, YTO Terneps Mbl ObpalaemMcs He K KOMIbIOTEpY-CepBeEpy. a K AOMEHY, KOTO-
phblii, YYHTBIBas CBOHCTBA M BO3MOXKHOCTH Active Directory, yike He npuBs3aH xe-
CTKO K OJAHOMY KOMIbIOTEpY, M €ro MMs He coBrnajaer ¢ umeHem cepaepa. Cuena-
pUM, MPUBEAEHHBIE Jlaiee, KaK U Te, YTO pacCMaTPUBAIIUCH BbILLIE, MOHOCTHIO pa-
BotocnocobHbl, €C/H Bbl HAMEHWTE B HHX WMEHA OpraHu3auMoHHBIX eannull (OU,
Organizational unit) ¥ uMs JOMEHA Ha MPUMEHAEMbIE B Ballieii CeTH.

Oo6aenexne y4eTHoil 3anucu nonb3osarens

CueHapuii, NpUBEAEHHbIA B TMCTHHIE 3.12, NO3BOJISET B MHTEPAKTHBHOM peKUME
n06aBUTL YHETHYIO 3anuch nosb3osatens B Active Directory, onpesenus 0CHOB-
Hble napameTpbl yueTHoi 3anucH. [Nepen 3asepluenuem paboTsl cueHapus sam Oy-
NIET MPEATOKEHO AKTHBH3MPOBATL YHETHYIO 3aITHCh WITW OCTaBUTh ee 3ab10Kupo-
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saHHOH. [lpH BBOAE NAHHBIX CUEHAPUH MPEUIONKNUT 3HAYEHUA, 3aMUCaHHbIE B €ro
TEKCTE (3HAYCHUA MO YMOIYAHHIO), — 3aMEHHTE UX Ha HEOBXOAHUMBIE.

neapasrie

= = e s miR W
HAobasnerie yueTHow 3

Aobas

It*iit*ﬁ*ii*i*t*t*i*i**t*i****add users.vbsi*i****i****it**i**t*t*i&*i**i

IR R
NMCH nonb3osarens

' loSaenaeT nonbsoBatens B AD B OU=0KO, snoxesHnyw B OU=users u
OU=autopark

' C OCHOBHEMM HAHHEMM YUETHOM 3amicu

' B poMeHe pomsHa cymecrteoBaTe QU (nompaspenedue) c ampecoM,

! coorpeTcTByRIMM KoHCTaHTe sSOUAddress

! BameHure sSOUAddress Ha MMa ou + MMA BAWEDO OOMEHa

' B HaHHoOM ciyuae OoMeH HasumaeTcsa aplS.dom, OU HaszuBaeTca "OKO"

L) ***i**i‘*I‘****************Haqanoi'f**I"l'***“’***i***‘l‘*'t**i***i******!**i‘**l‘

Dim OU 'As IADs

Dim usr 'as IADsUser
Const sCUAddress = "LDAP:// OU=oko,OU=users,OU=autopark, DC=apl5, DC=dom"

sDisplayName= InputBox _

("Beemure nonHoe A",

"BBON DaHHEKX HOBOrO nonssoearTens (lmall)", "Meaxoe Mean MeaHoBuu")
' BamensAeM IBOWHEE NpoGesk Ha OIMHaPHEE
sDisplayName = RemoveDoubleSpaces (sDisplayName)

' Bupenaem ®amumo, MMA M OTUeCTBO M3 sDisplayName
iFirstSpacePos = InStr(sDisplayName," ")
iSecondSpacePos = InStr(iFirstSpacePos+l,sDisplayName," ")
sSurName = mid(sDisplayName,1,iFirstSpacePos-1)
sGivenName = mid(sDisplayNeame, iFirstSpacePos+l, _
iSecondSpacePos-iFirstSpacePos-1)
sMiddleName = mid(sDisplayName, _
iSecondSpacePos+1, Len (sDisplayName)-iSecondSpacePos)
sSAMAccountName = InputBox
("BEemuTe MMA A BXOOa B ceTs (login)",
"BBOO HaHHLIX HOBOTO none3omBaTens(dusll)"™, "zzz")
sUserPrincipalName = sSAMAccountName & "@apl5.dom"
sTitle = InputBox _
("Beemure nomgHocTk", "BBOI NaHHHX HOBOT'O MNOMBE3OBATENN
(3usll)", "llporpammct”)
sDescription = InputBox _
("Beemmre omicanme", "BBON OaHHEX HOBOIO NONb30BaTENA
(4ua1l)", "abed")
sScriptPath = InputBox _
("BeemiTe OyTh K cleHapuo Bxoma","BBon HaHHbX HOBOTO nojksoBaTerns (5usll)")
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sTelephoneNumber = InputBox _

("BeemuTe Tenegox", "BEOL NEHHEIX HOBODO NOJNL3CBaTENs
(6m311)",™1234567")

sOtherTelephone = InputBox _

("Bpemmre BTOpOM TenedoH","BBOI HaHHEX HOBOTO MNONL3OBATENA
(Tuall)", "123™)

sDepartment = InputBox _
("Beemure orTmen”, "BROO HNaHHe HOBOTO nojsk3cBaTens (Bmu=ll)","Crnen")
sHomeDirectory = InputBox _
("Breaure noMaumHmMi xartanor", "BROO HaHHEKX HOBOTO NONE30BaATENS
(9ns1l)")
sHomeDrive = InputBox _
("BeemuTe nopxnpuaement muck", "BEOn DAaHHEIK HOBOTO [NONBS3OBATEIA
(10ms11)") ;
sProfilePath = InputBox _

("BremmTe npoduns", "BrRon naHHeIX HOBOro nonkzoBarena (11ms3ll)"™)

Set OU = GetObject (sOUAddress)
Set usr = OU.Create("user", "CN=" & sDisplayName)
usr,Put "samAccountName", sSAMAccountName
usr.Put "UserPrincipalName", sUserPrincipalName
usr.Put "userPassword", "12345&"
usr.Put "displayName", sDisplayName
usr.Put "sn", sSurName
usr.Put "GivenName", sGivenName
usr.Put "MiddleName", sMiddleName
if not isNull(sTitle)} then
usr.Put "title", sTitle
end if
if not isNull(sDescription) then
usr.Put "description", sDescription
end if ;
If (not isNull (sScriptPath) And sScriptPath <> "") then
usr.Put "ScriptPath", sScriptPath
end If
If (not IsNull (stelephoneNumber) And stelephoneNumber <> "") then
usr.Put "telephoneNumber", stelephoneNumber
end if
if not isNull (sdepartment) then
usr.Put "department", sdepartment
end if

If (not isNull (sHomeDirectory) And sHomeDirectory <> "") Then
usr.Put "HomeDirectory", sHomeDirectory
end if
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If (not isNull (sHomeDrive) And sHomeDrive <> "") Then
usr,Put "HomeDrive", sHomeDrive

end if

If (not isNull (sProfilePath) And sProfilePath <> "") then
usr.Put "ProfilePath", sProfilePath

end If

On Error resume Next
usr.SetInfo
If MsgBox ("AxTuBMSMpOBATE YYETHY©® 3anuce?",
vbYesNe, "BrmodeHre yueTHOR sanucu" )= vbYes Then
usr.AccountDisabled = False
usr.Setinfo
End If
Select Case Err.Number
case 0

case -2147019886 MsgBox ("Vxe cymecTByeT Nonk30BaTeNnh C TaKuUM
ymeHem; " &

sDisplayName)

case else MsgBox ("OumBra npu HoBaBneHMM MNOIb30BATENA.
" & Err.Number &

Err.Description)
End Select

Set OU = Nothing
Set usr = Nothing
' ZameHAeM MHOKECTEEHHEIE Npobens! Ha OIMHAPHEE eCciM TaKOoBhe OCLUIM BBeIeHE!
function RemoveDoubleSpaces (str)
do
str = replace(str, * "," ")
iDoubleSpacePos = InStr(str," ")
loop while iDoubleSpacePos<>0
RemoveDoubleSpaces = str
end Function

e ke e ke ok i*\kti**‘l’*ii**ifﬁ*KoHeut**i'\ﬁW**\l‘ii‘* ok ok ke et e ok ke e ke R ke ok ek ke ok

CoapaHue 60NbLIOrO YUCNa YHETHBIX 3anuceil

HHoraa Bo3HMKAeT HEOOXOAMMOCTL CO3/ATh CPasy HECKOJNIbKO YHETHBIX 3anucei
JUISl Opradusalnn Kakoi-nubo cneuuaisHoi rpynnst nonv3osarenei. s noaro-
TOBKM TAKOrO CHMCKa fyylie BCcero noaxoaut npunoxerne MS Excel, noszsonsio-
lee OCYLLECTBIATh CBA3L JaHHBLIX ¢ ApYrMMH npuiamkeHusmu. [pu 3anycke storo
cueHapust HeoOXOAUMO 3apErHCTPUPOBATLCH B CETH AAMHHHUCTPATOPOM [0MEHa M
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co3nath HeTouHuk aaHHbiX Excel ODBC DSN ¢ umenem adusers, ykassiBaowuii
Ha aiin Excel, co cnuckom nonb3zosarenei (puc. 3.12).

1ODBC Data Source .ﬂdlnimsln;lﬂr

1

&

mn
‘Um-DGH |$y-,mgr)sn I mnsli | Driven ] 'I‘m-m;] CommnPoalhv;l .kbcm]

H;u' Data Sources:

Nawe | Driver S B I
Diniver do Microsoft Excel(™ xk) 2

dBASE Files Microsoft dBase Driver (*.dbf) Eamove 4
Excel Files Microsoft Excel Driver (* xl) ! - " ;
Excel Report Data Source  Microsoft Excel Driver (* xls) - Configue.. e
FoxPro Files Microsoft FoxPro Driver (*.dbf) . i
MS Access 97 Database Microsoft Access Driver (¥ mdb) T i f

| MS Access Database Microsoft Access Driver (% mdh) y RET
Text Files Microsoft Text Driver (*.txt; *.cov) %

Visual FoxPro Database Microsoft Virgal FouPro Driver

Vigual FoxPro Tables Microsoft Visual FoxPro D
11.rn.l z nnl _rJ

! -’ An.ODBCUmd&hmmﬂommﬂamnmahmhwhmmtw
A lhuhcnadd.nhyuwkr aﬂmdnhmnuuubvd@hlomld
: monlyhmdanmmmnm

_. OI v I 0’;‘&1 : Iljﬁ'.:_mr.L-,-:. I Crpasya |

Puc. 3.12. OkHo ODBC Data Source Administrator ¢ co3aanHeIM UCTOMHUKOM AaHHbIX

Cuenapuii (aucTunr 3.13) 61 onybaukosan Ha oaHoM K3 opymos B Murepuere
H MPHUBOJIATCA MOYTH 0e3 H3AMEeHEeHHH.

| TiucTurr 313, CueHapwit A AOGABNEHMA YHETHLIX 3aNMCe M0 CIUCKY

R R R R e e s e e R s e R e e R

L}

{c) Bald

PasymeeTcA, MOXHO CBODONHO BCE M3MEHATH

lloGasnaer nons3oearenei ¢ DSN 'adusers' B AD B8 Ou 'autopark'

o10O, login, orTmen, npoduns, login-ckpunr, Tenedod um T. O.

CozpaH Ha OcHOBe ckpunTa, onybnukosadHHoro Windows 2000 Magazine
llepen paboToi cxpunTa cosuajre Excel ODBC DSN ¢ mmvenem "adusers"
yrasuBawimii Ha dain Excel, rge "cupar" mMeHa nons3oBarTenein

Cua. watnod ¢aina B apxuee M NpUMEeYaHMA K MNOJIAM TaM Xe

Kpome TOTO, B lIOMeHEe OOkHA cymecTsoBaTe OU (nompaspeneHue) C ampecom,
COOTEETCTBYOUMM KoHCcTaHTe sOUAddress

SamenuTe sOUAddress Ha mMa Bawero OoMeHa + uma ou

B paHHOM crhyuae noMeH HasumaeTcda aplS.dom, OU nHasumaerca " autopark "

!k-t********l'*\\-**l'****t*Haqano*******t***i—ii**i—**i—ti—******#i-*****il-d—***i
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On Error resume next

Const sOUAddress = "LDAP:// OU=autopark,DC=apl5, DC=com"
Dim ou 'As IADs

Dim usr 'as IADsUser

' OTKpuTE SHeKTpoHHyD Tafmmuy Excel

' ¢ nomomen ADO

Dim oCN

Set oCN = CreateObject ("ADODB.Connection")

oCN.Open "adusers"

' BanpocoM DepeMm us Excel Bce s3anucm, rge ecTek 940 1 login
' "Hopee" — nazpaHue paGouero ymcTa B Excel-daline

Dim oRS

Set oRS = oCN.Execute ("SELECT * FROM [Homue$]

where displayName<>'' and SAMAccountName<>'"'")

' NoouepenHo obpafiorTarTt CTPOKM Habopa 3anucei

Do Until oRS.EOQOF
sDisplayName = trim(oRS("displayName"))
' SameHsAeM OBOVMHEE NPOOENE Ha OOMHAPHEE (DYHKUMH B KOHLE CLEeHADWA)
sDisplayName = RemoveDoubleSpaces (sDisplayName)

' Bumensaem Gamsunmo, MME M OTUecTBO M3 sDisplayName

iFirstSpacePos = InStr(sDisplayName," ")

iSecondSpacePos = InStr(iFirstSpacePos+l1,sDisplayName," ")

sSurName = mid(sDisplayName, 1, iFirstSpacePos-1)

sGivenName _

= mid (sDisplayName, iFirstSpacePos+l, iSecondSpacePos-
iFirstSpacePos-1)

sMiddleName _

= mid (sDisplayName, iSecondSpacePos+1, Len (sDisplayName) -
iSecondSpacePos)

sSAMAccountName = trim(oRS ("SAMAccountName") )
sUserPrincipalName = sSAMAccountName & "@apl5.dom"
sTitle = oRS("title")

sDescription = oRS ("description")
sScriptPath ORS ("scriptPath")
sTelephoneNumber = oRS ("telephoneNumber" )
sOtherTelephone oRS ("otherTelephone")
sDepartment = ORS ("department™)
sHomeDirectory oRS ("HomeDirectory")
sHomeDrive = oRS ("HomeDrive")
sProfilePath = oRS("ProfilePath")
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DsplNm = DsplNm & sDisplayName & VbCrLf
MsgBox DsplNm

G 3ax. 1131

Set ou = GetObject (sOUAddress)

Set usr = ou.Create("user", "CN=" & sDisplayName)
usr,Put "samAccountName", sSAMAccountName
usr.Put "UserPrincipallName", sUserPrincipallame
usr.Put "userPassword", "123456™

usr.Put "displayName", sDisplayName

' dawmurms

usr.Put "sn", sSurName

' Mua

usr.Put "GivenName", sGiveniame
! OryecTBO

usr.Put "MiddleName", sMiddleName
if not isNull (sTitle) then
usr.Put "title", sTitle

end if

if not isNull (sDescription) then
usr.Put "description", sDescription
end if
if not isNull (sScriptPath) then
usr.Put "ScriptPath", sScriptPath
end if -
if not isNull (stelephoneNumber) then
usr.Put "telephoneNumber", stelephoneNumber
end if
if not isNull (sdepartment) then
usr.Put "department", sdepartment
end if

if not isNull (sHomeDirectory) then

usr.Put "HomeDirectory", sHomeDirectory
end if
if not isNull (sHomeDriwve) then

usr.Put "HomeDrive", sHomeDrive
end if
if not isNull (sProfilePath) then

usr.Put "ProfilePath”, sProfilePath
end if

On Error resume next
usr.SetInfo
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Select Case Err.Number
case 0

case -2147019886 MsgBox ("Vxe CymecTBYET MONL30BATENL C TAKMM
umeHeM:" & sDisplayName)

case else MsgBox ("Oumbka npu noGasneHuu none3cpartensa, " &
Err.Number & Err.Description)

End SELECT
Set ou = Nothing
Set usr = Nothing

' MepeiTy K cCnenymnilei CTpoKe HaOopa 3anMcen.
oRS.MoveNext
Loop
'****#***ii****ti**i*t*xoneu*t*i**it***t*t*tt*i*t*******i*tt*t*********
PREEFFHYHKIMAA, SaMEHACWAA MHOKECTBEEHHHE NPOOENh Ha OIMHADHLIE* % & k& bk
function RemoveDoubleSpaces (str)
do
str = replace(str, " "," ")
iDoubleSpacePos = InStr(str," ")
loop while iDoubleSpacePos<>0
RemoveDoubleSpaces = str

end Function
R L e R R R R b R i T o o S Sy

Maiin NewUsers.xls nonmken copepakars auct "Hosbie", B KOTOPOM nepgas cTpo-
Ka BKIIOYAeT MMEHA CBOWCTB YYeTHOMW 3aNHCH, MPUBEIAEHHBIX B TEKCTE ClEHa-
pus B ckobkax M KaBblykaX ans oOvekra JAaHHBIX — oRS (Hanpumep,
oRS ("SAMAccountName")). Kaknas cieayiowas cTpoka J0/mMKHA COAEPKATh AaHHbIE
yuerHol 3anucu. Bo Bpems BbinonHenus nepes jobasiieHueM Kaxaol yueTHol
3aMUCH Ha 3KpaH OyZIeT BLIBOAUTLCA nepeyeHt o6paloTaHHbiX yUeTHbIX 3anuceil B
BHE MONHLIX WMeH nonb3osateneii. [Ipu jkenaHuu, BBl MOMETE OTKIIOUHTH ITH
coobuieHns, 3aKOMMEHTHPOBAB CTPOKH:

' DsplNm = DsplNm & sDisplayName & VbCrLf
' MsgBox DsplNm

C MOMOLUBIO OZHHAPHBIX KaBbIYEK nepea HUMH (Kak B TEKCTe).

B TaGn. 3.2 npuBeaeHsl HECKONLKO MepBLIX nonei nucra. [opsaok noneit 3nave-
HHS HE UMEeT,

Bce yueTHble 3anmMcH, cO3aHHBIe 3THM cueHapueM, OyayT B 3a610KMpOBaHHOM
BHJE.
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Tabnuya 3.2. Jluct "Hosbie" chavina NewUsers. xls

DisplayName sAMAccountName | title department ScriptPath

WeaHos lii WHxeHep | Tex.otgen jii.bat
MeaH UsaHoBKY

MeTpos Ppp Opuct IOp.oTaen ppp.bat
MeTp NeTposuy

Vnanenue nonb3oBarens

BHumMaHue!
Onepauus ynaneuus obvektos Active Directory HeoBpatumal

Kak ynanuts yuetHyio 3anuch cpeacrsamu Windows, Bam u3sectHo. Hanomuum
ML, YTO 3Ta onepauns TpebyeT BHUMaHUA, NOCKOAbKY YAAMHTh YHETHYIO 3alHCh
JIErKO, 4 BOCCTAHOBWTH — IPAKTHYECKH HeBo3MOxkHO. [lake uameHeHue napons
JUIS HEKOTOPBIX YHETHBIX 3aMHCEH MOJKET W3MEHHTh HX MpaBa HaCTO/NbKO CyLIECT-
BEHHO, YTO MPHAETCHS WX BOCCTAHABAMBATL 3aHOBO. A yJaJleHHE YYETHOW 3anucH
aJMUHHCTPATOpa KOMMbIOTEpPa, a TeM Oonee noMeHa, NPHBEET K TAKHM Cepbes-
HbIM npodnemam [Uia Bawuedl CeTH, 4TO MpoLece BOCCTaHOBAeHHUs ee paborocno-
COOHOCTH MOXKET 3aHATHL He OAMH JeHb. [ToaToMy — ocTOpOXKHOCTL U BHUMaHHKe!

Eciv npu npocMOTpe YHETHBIX 3anuceidl JOMEHa He MMEJIO 3HauYeHWs, B Kakom
NOAPA3AC/IEHHH WK TPYNMe HAXOAWTCA NONBL30BATENb, TO IS YIANCHHS YYETHOH
3anrucH HEOOXOAMMO yKa3aTh €€ TOYHOE MECTONOOKEHHE. YUETHbIE 3aNHCH MOJTb-
30BaTeNei MOTYT HAXOAMTHCA KAK BHYTPH NOApa3feNeHHid, CO31aHHbIX aAMHHHCT-
paTopoM, Tak W B CTaHaapTHO# nanke nons3osareneil Users. B npumepe cueHapusa
€CTh BO3MOXKHOCTb H3IMEHWTL MCXOJHYIO TOUKY MOMCKA NOApasAeNeHHii U 11ob30-
BaTesei, H3MEHHB 3HAYEHHE CTPOKOBOH nepemMeHHOM, B ko cuenapus fo6asneHsl
HeobA3aTeNbHbIE CTPOKH, MOBbiLIAOUIME 6e30MacHOCTb paboThl €O ClLEHApHEM.
OnepauMoHHas CHCTEMA He MEPECTIPOCHT BAC O NEHCTBHTENbHOH HEOBXOIHMOCTH
ylaneHus Mob308Baresis, NoIToMy B CLIEHAPHI| BKIIOUEH BLIBOJI HA IKPAH YUETHBIX
3anucei, coaepKalliuxes B KOHTeHHepe, A1 YTOUHEHHS UMEHU yHaJIsieMOH yueT-
Ho# 3anucu. Hepenko umeHa coctosaT Beero u3s Tpex Oyks (©.H.0.) u moryT or-
JIHYATHLCS JIHIUL OJHAM CHMBONIOM. BeposiTHOCTL oMbKH B 3TOM cliydae Bejiuka, H
cnenyer noacrpaxosarses. [lpusenenusiii cuesapuii (IMCTHHT 3.14) coaepkuT
CTPOKH MOMCKA M BBIBOJA HA KPaH UMEH MOAPA3/IeNIeHHi, YTO ellle He paccmar-
pusanock B aanHoW kuure. [loaromy ¢parmentsl koma MoryT ObiTh HCHONb-
30BaHbl /1S CO3[aHMA MHOMKECTBA APYrUX CLEHapHeB, BLIMOJHAIOWMX pa3iHyHbIe
3a/1a4u.
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e SogT i

Thikkhkhdkdrhwbhwdkhdhh ki rhhk kbbb hk kb r kA h kA kb kbbb krhr R b bk kdddhhd i

'del users.vbs
'BHBOI NONb20OBATENed ONpelesleHHOR Nanky MM Ipynns,
' NonTBepRIeHME YHANeHMA yJeTHOR SanucH,
' YpaneHue y4YeTHOM SanucH MNONb30BATENA M3 OCMEHA.
lit*****ii******k*i******tuaqanoi**tti&t#t***tiwitk***ii***i*#&*tt***i*i*
' Onpepensem ofnacTe NOMCKa OTHENOB ¥ [ONL30BAaTENENR
' MORHO BRYUHYI YCTAHOEMTE Ha4ano Noucka
' Mpmveps: "ou=users, ou=autopark, IC=apl5, DC=dom" — BrokeHHOE nompaszneeHue
'"en=users, DC=apl5,DC=dom" — nanka users
'"DC=apl5, DC=dom" — Bece noMeH
ContainerPuth = "ou=users, ou=autopark, DC=apl5, DC=dom"
Set Container = GetObject ("LDAP:// " & ContainerPuth)
i=0
'Bufupaem oTnen
For Each organizationalUnit In Container
i=i+1
OName = organizationalUnit.Name
Str = Str & VbCrLf & i & " " & organizationalUnit.Name
If MsgBox (str,vbYesNo, "BufSupaem orpen")=vbYes Then
' szanomMHaeM MMs oTaena
OnameYes = Oname & "," & ContainerPuth
Exit For
End If

Il

Next
' MileM NoNe30BaATENA
Set Object = GetObject ("LDAP:// " & OnameYes)
Object.Filter = Array ("User")
i=0
For Each User In Object
i=i+l
StrTxt = StrTxt & VbCrLf & 1 & " " & User.samPccountName & " " &
User.name
Next
MsgBox strtxt
StrTxt = "¢

UN=InputBox ("Beemmure accaunt nonszoBarena","YnmanesHue yd.3an.
nonb3oBaTens", "x")

' Jmem ydeTHYID 3anuMcCh M BRBOMMM HONONMHUTENLHHE CBEOEeHUA O Hel
For Each User In Object
StrTxt = StrTxt & VbCrLf & User.samfccountMame & " " & User.name
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If User.samAccountName = UN Then
' Ecim He OWUIO HM OOHOIC BXona B cerTe LastLogin = 01.01.1930 00:00:00
Messg = User.LastLogin
If Err.Description <> "" Then Messg = "01.01.1930 00:00:00"
Err.Clear
' EcrM comTacHu, — yHanfsem yuyeTHYIn Sanuck

If MsgBox ("Vpanserca: " & User.samAccountName & " "
& User.name _

& " " & Messg,vbYesNo, "IPENYIIPEXIEHVE ! ") = vbYes Then

' 11l lco cnenyolie CTPOKM CHMMMTE KOMMEHTApuit rnocle oTnamwu ckpunra!!l!!!
'Object.Delete "User", User.name
MsgBox "VYuernasa sanmuce " & User.name & " ymanmena!"

End If
End If
Next
SEXTRE = M
i=0
For Each User In Cbject
i=i+l
'StrTxt = StrTxt & VbCrLf & User.AdsPath & VbCrLf
StrTxt = StrTxt & VbCrLf & 1 & " " & User.samAccountName & " " &
User.name
Next
set FSO = CreateObject("Scripting.FileSystemObject")
txtlog = "Us.txt"

! BanuceBaeM CNUMCOK OCTABUMXCHA NONbLEOBATENE! NoApazfeneHus B Qain
set LogFile = FSO.CreateTextFile(txtlog, True)

LogFile.WriteLine Date & " " & Time & VbCrLf & strtxt
LogFile.Close

Ia—+t*i—*+iiit-oi*-&it#**ii*#*KOHeuttli-iii-}\l-i***t—ii***i*i—i—ﬁ*****tl—**ii**i*t*i

B kozie cueHapus ocTasiieHbl peanbibie HMeHa 0OLEKTOB, N0 KOTOPLIM JIErde OpH-
eHTHPOBATLCS, Y4TOOB! 3AMEHHTE MX HA CBOM.

N3meHeHne napons nonb3oBarens

M3meneHHe napons MoxKeT ObITb BBITIOJIHEHO CaMKHM MOJIb30BATEIeM, €C/IH B CBOM-
CTBaX YYETHOH 3alHCH YCTAHOBJIEHbI COOTBETCTBYIOLIME cBoiicTea. Ho unorna y
QJIMMHHCTPATOPA BO3HMKAET HEOOXOAMMOCTh HW3MEHHMThL Naposib TMO0JIb30BaTeNs
(nmactunr 3.15). Hanpumep, ecTh HECKOMBKO YUETHbIX 3aUCeid, MPUMEHAEMBIX A
BPEMEHHbIX M0J1b30BATENCH, NAPOIM KOTOPBLIX MU3BECTHLI aamuuucTpartopy. [locne
3aBeplieHus paboTbl BPeMEHHOro Mofib3oBaresis HEOOXOAMMO CMEHMTH Napollb
YHETHOH 3aMMUCH.
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' ChangePassword.vbs

' MaMeHeHMe CBOMCTE YYeTHOM SanmMcu Nojb3oBaTelis.

' HeoBxomMMo BBECTM CTaphli M HOBLIT naposm.
I**t**t**t********i****t*tuaqanoﬁti***«*i****w**iii**t*t*&*t***i*****t**
' OnpepenseM obnacTe NOMCKa NONpa3felieHMil u nonkIoBareneil

' MoxHO BpYUHYKR YCTaHOBMTE HAYaN0 NOMCKAa

' Npumepsl: "ou=users,ou=autopark, DC=apl5, DC=dom" — BnoxeHHOS nonpasneneHue
'"en=users, DC=apl5,DC=dom" — nanka users

'"DC=apl5, DC=dom" — Bect poMeH

ContainerPuth = "ou=users,ou=autopark,DC=apl5, DC=dom"

Set Container = GetObject ("LDAP:// " & ContainerPuth)

i=0
! Befupaem OTHEen
For Each organizationalUnit In Container
i=ji+1
OName = organizationalUnit.Name
Str = Str & VbCrLf & 1 & " " & organizationalUnit.Name
If MsgBox (str,vbYesNo, "Butupaem orpen")=vbYes Then
' sanommMHaeM UMA oTnena
OnameYes = Oname & "," & ContainerPuth
Exit For

End If
Next
' uwem nons30BaTens
Set Object = GetObject ("LDAP:// " & OnameYes)
Object.Filter = Array ("User")
i=0
For Each User In Object

i=i+1 )

StrTxt = StrTxt & VbCrLf & 1 & " " & User.samAccountName & " " &
User.name
Next
MsgBox strtxt
StrTxt = "
UN=InputBox ("BeemiTe accaunt nonezosarena","MsmeHenue yu. =an.","x")
' MmeM y4YeTHY SanMch ¥ BRIBOOMM OOMOJHUTENLHHE CEEIEHMA O Heil
For Each User In Object

StrTxt = StrTxt & VbCrLf & User.samAccountName & " " & User.name
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If User.samAccountName = UN Then

' Eom He GeDIO HM OOHOrO Bxofia B ceTk LastLogin = 01.01.1930 00:00:00
Messg = User.LastLogin
If Err.Description <> "" Then Messg = "01,01.1930 00:00:00"

Err.Clear
' ECiM COrjiacHe, — yHaldeM Y4YeTHY® 3anuchk
If MsgBox ("Mamensem: " & User.samAccountName & " " & User.name & " " & _

Messg, vbYesNo, "TIPEOYIIPEXIEHME | ") =vbYes Then

Oldrassword = InputBox ("BepemTe crapest mapons...", _

"HMareHeHue napona”, "123456")

Newlassword = InputBox ("BeemmTe HOBEII Napomib...", _

"MameHenue napona","123456")

' 1l lco cnemyomeit CTPOKM CHMMUTE KOMMEHTApMWIA rnocye oTnanku ckpunrtal!!l!l!
'User. OldPassword, NewPassword
MsgBox "llapone " & User.name & " usmeHed!"

End If
End If
Next.

'*fiw*ti**wi*t*t**********Koﬂeut***wﬁ*****k*****t*i***ﬁt**t*****i***ttt**

UameHeHne npas nosibsoBarens

l'IpaBa NOJib30BaTE/id MOI'YT ObITh YCTaHOBJIEHbI HENOCPEACTBEHHO INMsA €ro y4er-
HOMH 3anucH, HO OOBIMHO Bce pa3pelleHWs Ha3HAvaloTCs rpynne, a NojL3oBaTelis
TONLKO BKIOYAIOT B 3Ty rpynny. Takoi MeToz nossonser Gonee rubko yrnpasisTs
npasamu, a TaKke onepaTHBHO AobaBnaTh HeoOXxoaumbie npaea. Jlns KoHTposs
HAJTAYMA Kakux-nubo npas nonb3oBaTeNs JOCTATOYHO NOJYYWTh CIIHCOK Ipymi,
B KOTOpbie OH BXOAMT. Cneayiowmii cuenapuit (nuctudr 3.16) nozsonser noba-
BHTl> B FPYMNIy [0/1b30BaTeNs U TYT K€ NMOCMOTPETh MEPEYeHb rpyn, B KOTOPbIX
OH COCTOMT.

e S

| AusTanr 3.16. Kop UsersToGroups.vbs ans aobaen

Vhwirkskddhk & IoSapeHre MONE30BATENIA B DPYINy****kkdkdisd

'RootPath — BBemMTe KOPHEBYI OGMACTb pasMeleHMA TPYNMnsl ¥ Noib30oBaTenei
‘Mepeuncnedme Ipynn, B KOTOPEE BXOOUT NONE30BATENL.

'TpabyoTca npasa amaHMCTPATOPa OOMEHA MIM CepBepa.
|t*1**ttiiﬂaanOW**#*itt**t*i*iitttitii*it*****ikt***i**tit****t*

ADS PROPERTY APPEND = 3

On lError Resume Next

RoozPath = ",ou=autopark,dc=apl5, dc=dom"

PathlUsers ", ou=Upravlenie, ou=Users"

PataGroup = ",ou=Groups"

]



168 Cnaga 3

GroupName=InputBox ("Bremre mma rpynnu", "Ynpaenenue npasamm", "Group”)
UserName=InputBox ("Beemire mma nonszosarens", "Vnpasnenue npasawmm", "User")

Set Group = GetObject ("LDAP:// cn=" & GroupName & PathGroup & RootPath)

Group.PutEx ADS PROPERTY APPEND, "member",Array("cn=" & UserName &
PathUsers & RootPath)

Group. SetInfo

If Err.Number=0 Then

MsgBox "Nonk3oBarens " & UserName & " noGamned B rpynny " & Grouphame
Else

MsgBox "Oumbka " & Err.Description & " ! " & "lonpzoBarens " & UserName &
"HE noGamneH B rpynny " & GroupName

Err.Clear

End If

Pakxi*IpoBEpAEM, B KaKMX TPYMNAax COCTOUT MONb30BATENE* ¥ #k kb
Const E_ADS_PROPERTY NOT_FOUND = &h8000500D

Set objUs = GetObject ("LDAP:// cn=" & UserName & PathUsers & RootPath)
WScript.Echio objUs.Name & " Ymen rpynmo: "
arrMemberQf = objUs.GetEx ("memberOf")

If Err.Number <> E _ADS PROPERTY NOT_ FOUND Then
For Each Group in arrMemberOf
WScript.Echo vbTab & Group
Next

Else
WSecript.Echo vbTab & "TIpynn He HalkneHo"
Err.Clear

End If

L] i*iitii—*i—ti*i*i—iitiit*KOHeui*I—t* Whkhdddkddbddhdbddbhbhb bbb bbb bdbbdd

HUndopMaums o rpynnax, K KOTOPbIM TPHHAIEKHT MNOJIL30BATENb, BbIBOAMTCS
TONLKO Ha 3KkpaH. CueHapuit MOYKHO TPHUMEHUTHL U NPOCTO ANIA MPOCMOTPA CAMCKA
rpynn Ge3 nobasneHus nonb3osatens B rpynmny. s 3T0ro 10cTaToqHO B OKHE
BBO/Ja HH(OPMALIMK O rpyrine BBECTH HEBEPHbIE JIAHHBIC MW HE BBOAWTL HHYEro.
IMocne coobiieHus 06 ommbke gobasieHus noab3oBaTens k rpynme OyaeT nokasan
CTMCOK TPy, B KOTOPbIE OH BXOAWT. JIns u3MeHeHus myTei K MecTy pasmelleHHs
rpynmnbi H MNOJL30BATENS CKOPPEKTUPYIATE MNepeMeHHbie RootPath, PathUsers,
PathGroup B Ha4aje CLUeHapud.

MpumevdaHue

MNpu BBOAE UMEHU NONb30BATENA CNEAYET BBOAWUTE MMEHHO WMS YYETHON 3anucu, a
HEe UMs BXOaa B CeTb.
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WameHeHne napameTpoB y4eTHONR 3anncu
nonb3oBarens

MHOMECTBO napamMeTpoB YyUeTHOH 3anUCH MOJL3OBATES MOMIEHKHT HIMEHEHHIO C
NOMOILBIO CUeHapHeB. DTO mMoskeT ObiTh haMHaMs BblleWed 3aMy COTPYAHH-
Lbl, HOMEp TenepoHa, HoMep oduca, OnHucaHHe W T. 1. B npuBeaeHHOM ClUeHApHH
(nverunr 3.17) ecTh BO3MOXKHOCTL H3MEHWUTL JAecATh mapamerpos. [1pH sxenanuu
MX CITHCOK MOXeET ObITb yBeHHEeH.

b 317, VAmenarye papaGTRaa 5 eTion sarmon

I***.‘*****MEMEHEHKE rlapaMe"I‘pOE y'-IE'T‘HQI:[ Banncmit***il—**ii—***iti—i*
'RootPath — BRemMTE KOpHEBYR OONACTE pasMelleHWsa Nolk3CBaTesen
'PathUsers — BBemMTE NyTh K MNONB3OBATEND

'TpefyTca nNpaBa amMMHMCTPaTOpa OoMeHa.
li****t**tHa‘aano***ii****#***i*****i—i*iirwi*i*i*t*&**t**l**t*l‘*'ﬁ*i

On Error Resume Next

'Bce none3cBaTenm HaxomaTcs B OU autopark

RootPath = ",ou=autopark,dc=apl5, dc=dom"

'NauHED? nonb3oBaTene B ou Upravlenie, snoxeHHoM B ou Users

PathUsers = ",ocu=Upravlenie,cu=Users"

UserName = InputBox _

("BeemmTe MMA ydeTHON 3anucu', "MeHsem napameTpsl yueTHon sarmcn", "xxx")
Const ADS_PROPERTY UPDATE = 2

Set objUser = GetObject ("LDAP:// cn=" & UserName & PathUsers & RootPath)
objUser.Put "givenName", InputBox _

("Beemure Homoe A", "Crapoe uma: " &

objUser.givenName, objUser.givenName)

objUser.Put "initials", InputBox _

("BeemuTe HOBHE MHMuManu", "Crapsle mHuumams: " &
objUser.initials,cbjUser.initials)

objUser.Put "sn", InputBox _
("Beegure damwnm",'"Crapas ¢amsuma: " & objUser.sn,cbjUser.sn)
objUser.Put "displayName", InputBox _

("Hoeoe BumBomavoe mMa", "Crapoe srumomuMoe yMmA: " &
objUser.displayName,objUser.displayName)

objUser.Put "physicalDeliveryOfficeName", InputBox _

("Hopent opuc", "Crapemt opmc: " & _

objUser.physicalDeliveryOfficeName, objUser.physicalDeliveryOfficeName)
ocbjUser.Put "telephoneNumber", InputBox

("Beemure Tenedon","Crapeit TenedoH: " &
obijUser.telephoneNumber, objUser. telephoneNumber)

objUser.Put "mail", InputBox _
{"Beemure E-mail","Crapeit E-mail: " & objUser.mail,cbjUser.mail)
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objUser.Put "wWWHomePage", InputBox _

("BeemuTe nomamHpio crpaHuuy","Crapas crTpauuua: " &
objUser.wWWHomePage, objUser . wWWHomePage)

objUser.PutEx ADS PROPERTY UPDATE, "description", Array(InputBox _
{"BeemuTe onmucanue", "Omucamme: ",objUser.description))
objUser.PutEx ADS_ PROPERTY UPDATE, "url", Array(InputBox _
("BremyTe URL","URL: ",objUser.url))

MsgBox Err.Description

objUser.SetInfo

|t**i*****Konen**t*****ﬁ**&***«E****i&*t***ii&**t*#***i*i******i*

Januelit cueHapuii JOBONBHO XOPOLLO 3aluiieH oT owkubok aamMuaKucTpaTopa. Ilo
YMOJTYAHHIO, KOTJ1a U3MEHEHHS He BHOCATCS, HO HakumaeTes kHonka OK, Bce na-
pamerpel ocTatorcs 6e3 uzmexenuit. Ecniu ums yueTHOW 3anmucH He CylecTByeT
B JIOMeHe, CLeHapHii npekpaTHT paboty ¢ coobiieHnem o6 ourbke.

CospaHue rpynnel

HeobxoauMocTh CO3AaHUA CIUCKOB, CBA3AHHLIX C BbIMOJIHEHHEM €IHHONH 3a1auu
paspelleHui, NpUMEeHAEMbBIX IS TPYNnbl Nojb3oBatenei, onpeaenser norpeb-
HOCTb B CO3/I@HWM IPYNMbl, B KOTOPYIO J0DKHLI BXOAWTL 3TH nosb3opateny. Cos-
NaHue HOBOH rpynmbl — MpOLEAYPa HECA0MHaA, H BO3MOMKHOCTb BBINONHUTD 3TY
npouenypy ¢ obGbiuHON paboueit cTaHuMM Bawieil CeTH AOCTATOMHO 3aMaH4YMBa.
B cambiX pasnuunbix 001acTaX APOMBILILICHHOCTH WACT MPOLECC aBTOMATH3ALMH
npoussoacTea. Ecte uexa, paGoraroumue noa HabiaiofieHHeM OAHOTO onepaTopa.
Bama ceTb — 3TO TOMKE UEX, H HAMHOrO NpuATHEe ObITh ONEPATOPOM B ABTOMATH-
3MPOBaHHOM MPOU3BOACTBE, YEM repoeM-MHOMOCTAHOMHHUKOM, CHYIOUIUM OT CTaH-
Ka K craHky. Yem pexe BO3HMKAeT HeOOXOAMMOCTL MOAXOAWTHL K CEpBEpY WIH
Apyrum pabGouuM CTaHUMAM, TeM Jydlle opraHu3oBasa sawa pabota. s cerw,
BkaloyeHHoHW B Active Directory, HauGosbuiee 3HaueHWe MMEIOT robaibHbie
PpYMIbl, KOTOPbIE MOXKHO BKJIOUATL B JJOKA/IbHbIE rPynbl pabounux cTanumii, npe-
J0CTaBNAA NPasa 1 MOAKNOMEHHSA K HUM CETEBbIM M0/1b30BATENAM.

Cnenyioiumii cuenapuii (muctunr 3.18) comepkuT npoueaypy coznaHus raobalib-
HOW rpynrbl, BXOAALIEH B noapasjencHue (OpraHn3alMoOHHYIO eHHULLY ),

i A R e UL o el o e e 1 U b i i o s i :
TucTanr 318, Cospanme roBanshof rpyner

Ll *i****i**tcosnam!e Hosoﬁ rpynm**t*t******ttt
'MMa — NewGroup.vbs

'TpebyTCA npaBa amdMHUCTPaTOpa IOMEeHa
lt*\ltﬁk*itHaqanoit*i**l'**l‘*t****i&ﬁ«ii*i***i#iititkt****iii*tv***
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Set objOU = GetObject ("LDAP:// ou=groups, OU=autopark,dc=apl5,dc=dom")
Set objGroup = objOU.Create ("Group", "cn=NewTestGroup")

objGroup. Put "sBMAccountName", "NewTestGroup"

objGroup.SetInfo

l*i**ttii*KoHeu********t******Q**ii*****t*****i*******tt*i*i**i*t

Ecau rpynna 6bis1a coznana owmnbo4uHo unu npocto Tpebyercs ee yaaneHue, Mox-
HO BOCMONB30BATLCA C/E/YIOINM CcleHapueM (uetunr 3.19).

‘!

l**********ynaneﬂue Ppymiii****i***ﬁi*
'VMuva — DelGroup.vbs

'TpebyoTCA nNpaBa aIMMHMCTPaTOpa IoMeHA
l*i**iiitiHaqa“oit***i****tt**i*t*titt***it*t*tii**ii***i****tti*

Set objOU = GetObject ("LDAP:// ou=groups, OU=autopark, dc=apl5, dc=dom")
Set objGroup = objOU.Delete("Group", "cn=NewTestGroup")

!*it******KOHeu****#******t***i****i*********************i***t***

O6wwmih poctyn chaitnam U nankam

Co3znae rpynmny, B KOTOPYIO Bbl YK€ MOXKETE MOMECTUTL NOJIb30BATENEH, XOpoLIO
Gbl MMETb BO3MOKHOCTL YCTAHOBWTL A5 3TOH IPynibl NpaBa AOCTyna K onpeje-
nexHbiM pecypeam. K coxanenuto, npocToro nyTH AJis aBTOMATH3alMH 3TOH npo-
ueaypsi Het. EcTh BO3MOXKHOCTB npefocTaBuTh 001mniA nocTyn k kakoi-nubo nan-
ke (mucrunr 3.20), a 3aTeM ApYrMMH CpeaCTBaMH HACTPOMTH Npasa bornee TOHKO.

-wwmwwawwwﬂﬂﬁwwmmmw e s S e py
| NucTinr 3,20, Hasnavehwe oBuiero aoctyna

l********iHaqano*#*i*t****it********t********t******t***********

'OBupit mOCTYn HasHAYaeTCA C NPUCBOEHMEM CETEeBOTO MMEHW
Const FILE SHARE = 0

Const MAXIMUM CONNECTIONS = 9

strComputer = ", "

Set objWMIService = GetObject ("winmgmts:" _

& "{impersonationlLevel=impersonate}!\\" & strComputer &
"\root\cimv2")

Set objNewShare = objWMIService.Get ("Win32_ Share")
errReturn = objNewShare.Create _
("C:\SHRf", "NameShare", FILE SHARE, _
MAXIMUM CONNECTIONS, “Ommcaume ofumero pecypca.")

Wscript.Echo errReturn
l*iti*i**ti*t*i***t*KOHEH**i*********i**ti****ii****it*iii*t*&
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Tem He MeHee B KPUTHUYECKOH CHTyaunu Bam He npHaeTcs Bexars k cepsepy Juid
orpaHuveHus goctyna K nanke. Cneayiouuit cuexapuit (nuctunr 3.21) nozsonaer
MONHOCTBIO OTMEHUTD OOLLMIA 10CTYN K Manke.

Z_ﬁm:"mu’r3._21)"@‘!‘151_!-6}".3:35&{@?0Jidsﬁl_‘,la"‘_"isﬁéiiké" e e s S S e R

|\I‘i***\l‘i—-ir**—**t****&tﬂaqa_noﬁti'***\t**t*\iil‘**‘rk**t*t****tit#**wﬁi*'t

' OmveHa ofmero mocryna

' OTMeHa ofWero HOCTYNa OCYUEeCTBISeTCS Mo uMeHy oSmerc pecypca B CeTH
strComputer = " "

Set objWMIService = GetObject ("winmgmts:"

& "{impersonationLevel=impersonate}!\\" & strComputer &
"\root\cimv2")
Set colShares = objWMIService.ExecQuery

("Select * from Win32 Share Where Name = 'NameSharel'")
For Each objShare in colShares

objShare.Delete
Next

‘t**i-t*t*'t******t*****Koueui***tw'&****i**t*tt*t*tt*ktt***w'{* L

Jis u3MeHeHus MAKCUMMAaIBHOrO YMc/ia MOAKIIIOUeHHH K pecypey, ero onucaHus u
UMEHH B CETH MOXKHO BBIMOIHUTL MOCIEA0BATE/ILHO Y/aleHHe ero obuiero 0cTy-
na ¥ HOBOE HAa3HAYEHHUE, HO C IPYTUMH rapameTpamu.

Pa6oTta cueHapues Ha CTapbiX MaluMHax

PaGora co cueHapusiMH MOKET HE TOJIbKO NMPHHECTH MONbL3Y, HO M NPENOCTABHTL
BO3MOKHOCTL MOJ1b30BATENAM, HE 0/IXOAS K CepBepy, yrnpaBisTh UM B TOI crene-
HW, KOTOPYIO ROMyckaeT aamuHucTparop. Hanpumep, obuwui toctyn K pecypey,
KOTOpbIH CO37a Noib30BaTe/lb, MOKET ObITh NPEAOCTAB/IEH WIIM OrpaHWueH ca-
MMM nosib3oBaTenem. 1 BBINOJHEHUA MpPOUEAYpbl CAeAyeT Aullb 3amyCTHTh
cueHapHi (HeOOXOAHMO HMETb M COOTBETCTBYIOLUME PA3PELICHUS, YCTAHOBIEHHBIE
3apaHee aaMuHucTpatopom). Ho no cux nop mHorue none3osatenu paboraior B
onepauroHHo# cucreme Windows 98. B aroit OC He BbINOAHAIOTCS CLIEHAPHH, ANA
pabotbl koTopbix Tpebytorca nposaiiaepst WIinNT wam LDAP (Lightweight
Directory Access Protocol, obaerdennsiii npotokon goctyna k karaisoram). [1po-
Baiaep WIinNT ucnonedyercs sanucamu SAM (Security Accounts Manager, me-
He/DKEpP 3ALMILIEHHOro A0CTyna) — KO0 JIOKaNbHLIMK YUETHBIMM 3anUCIMH Ha
cepsepe, nubo 3anucamu B gomeHe NT 4.0. LDAP ucrionesyercs Ans yuyeTHbIX
3anuceit nons3osareneit B Active Directory. Hosbie onepausonsbie cucremsl nop-
aepkuBatoT paboty u ¢ nposaiiaepom WinNT, u ¢ npoeaiinepom LDAP. Ho ects
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npocTod cnocod 3actaBute pabotarTh 3TH CleHapuu noa ynpasienwem Win-
dows 98. Ha auctpubyrusnom nucke Windows 2000 Server, a Takske no npuse-
JIEHHLIM HHWIKE CCBIIKAM MOJKHO [MOJIVUHTh YCTAHOBOUHBIH KOMIUIEKT K/MEHTa
Active Directory ana Windows 9x u Windows NT4.0 (Microsoft Active Directory
Client Extensions for Windows 9x & Windows NT 4.0):

http:// www.mrtech.com/news/messages/1437.html

http:// www.microsoft.com/windows2000/server/evaluation/news/bulletins
/adextension.asp

Cneayer oGHoBuTs 1 cepeep cuenapues Windows Script Host 1o seperun WSH 5.6
C NOAJIEPYKKON PYCCKOTO #3bIKa, Haiias ero no ccbuike http:/ msdn.microsoft.com
Mlibrary. Tlpopeas Takylo MOAEPHH3ALIMIO, Bbl MOKETE PHMEHATHL CLUEHAPHH LA
ynpasienust Active Directory Ha cTapbiX MalldHax W KOMIbIOTEpax M0J1 yrpasie-
nuem Windows 98.

MNMporpammbl B opmate HTA

3rot opmat (aiinoB NOABUICT OTHOCHTEIEHO HEJIABHO, HO MoJyyaeT Bee Gonbiue
pacnpocTpaHeHHe B KA4ECTBE WHCTPYMEHTA JUIH MHAWBHMIYAIBHOTO NPUMEHEHHA.
Buyrpu daiina Moryt y:KMBaThCs CLEHAPUW, HAMMCAHHbIE HA PA3THHMHBIX SCript-
a3bikax. [Tpu 3anycke Takoii daiin BLIrnaaMT Kak 06bIMHOE OKHO NporpaMmMbl, ITH
CBOICTBA TO3BOJIAIOT NPUMEHUTH 3TOT (hopmar (aiioB v B paboTe aagMHHHCTPaA-
TOpA.

Jina yeneminoit pazpaborku nporpamm B (popmare HTA (HTML Application) ne-
obxoaumMo 3Hanue ocHoB cossaHus HTML-ctpanuu M Hanucanus cueHapues Ha
onHom wim Gonee script-aspike. Jlns wimocTpaunn BoaMoxkHocTel Takux (aitnos
NpPHUBEIEM MPUMEP NPOrpaMMbl, BbIBOALLEH HA KpaH CMHCOK YHETHBIX 3anucei
nojb3oBarened J000ro KOMIbIOTEpA CeTH, UM KOTOporo Oyaer BBeAEHO TpH
ctapte nporpammbl (puc. 3.13 v nuctunr 3.22).

Ha ocHoBe yre pacCMOTPEHHbBIX HIIH HANMHCAHHLIX CAMOCTOSITEILHO CLIEHAPHUEB Bbl
MOJKeTe cO3/1aThb pabouuii KOMMJIEKT mporpaMMm aaMUHUCTpaTopa, yAoOHbIH B
NpUMEHEHHH, UMEIOLLUH OKOHHBIH uHTEp(eiic.

<HTML>
<META HTTP-EQUIV="Page-Enter"
CONTENT="revealTrans (Duration=3,0,Transition=14)">
<meta http-equiv="Content-Type" content="text/html; charset=windows-1251">
<font color="yellow" size="2" face="Arial">
<HEAD>
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<TITLE>Mporpame: AIMMHUCTPATOPA</TITLE>
<!=--3aronoBOK CTPaHULE'-~>

<p aligrn="center"><b>MOIL30BATENM NOMEHA u IATA IOCIEOHEN PETMCTPALIA
B CETH</b>

<!-- CBoliCTBa OKHa NpOTPaMMel —->

<HTA:APPLICATION ID="oHTA" CAPTION="yes" MAXIMIZEBUTTON=NO
MINIMIZEBUTTON=NO>

S
Nocrne oCBABNEHMA OCHOBHEX CBOMCTB CTpaHMUE CKPMNT, BRBOJAUMIA CNMUCOR
nonkzoBaTENeN B Qann users.txt (pasmelleH B 3arolioBKe)
t**it*il-t**t*****Ha“MO***t*i**t*&tit** L] .
<SCRIPT LANGUAGE="VBScript">
Sl==
DomainName = InputBox ("BeemmTe MMa CEpPEEpa BMECTO
zanconuureneir"”, "lonsscpaTem Ha:", "XKXXX")
Set Container = GetObject ("WinNT:// " & DomainName)
Container.Filter = Array("User")
i=0
StrTxt = 12
Messg = ""
For Each User In Container
row ds o 1
On Error Resume Next
Messg = i
Messg = Messg & ";" & User.Name
Err.Clear
Messg = Messg & ";" & User.FullName
Err.Clear
Messg = Messg & ";" & User.LastLogin

If Err.Description <> "" Then Messg = Messg & ";" &
"01.01.1830 00:00:00"

Err.Clear
Messg = Messg & VbCrLf
StrTxt = StrTxt & Messg
Err.Clear

Next

set FSO = CreateObject ("Scripting.FileSystemObject")
txtlog = "Users.txt"
set LogFile = FSO.CreateTextFile(txtlog, True)
LogFile.WriteLine Date & " " & Time & vbCrLf & strtxt
LogFile.Close
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Ve
</SCRIPT>

<! __*i'*ii*t**ii**i**il{oaeut!i*l**\l‘*t****** Lo

</HEAD>
<!--Teno crTpaHuun'-->
<BODY BGCOLCR="navy" SCROLL=no onLoad="clock form()">
<!--TaGnuua c xHonkam'-->
<table border="1" width="100%" bordercolorlight="nawvy"
bordercolordark="navy" bordercolor="navy" bgcolor="aqua"
cellspacing="1%">
<tr>
<td width="15%"><p align="center">
<!|--KHonka ¢ BonpocoM'-->
<button onclick="clickme () ">==?==</button>
</td>
<td width="15%">
<!--KHonka coxpaneHus'-->

<p align="center"><INPUT ID=btnSaveFile TYPE=button VALUE="B
<para>user.txt" ONCLICK="fileSave()">

</td>
<td width="15%">&nbsp;</td>
<td width="15%">&nbsp;</td>
<td width="15%"><p align="center">

<!=--Kuonka "3AKPHTL!"'-->
<input type="button" value="SaxpuTt!" onclick="closelt()">
</td>
</tr>
</table>
<!=-- KoHen rabmius'-->
<!-- TexcToBOE nomne'-->

<TEXTAREA id=txtArea rows=12 wrap=off cols=36
style="WIDTH: 735px; HEIGHT: 390px">
</TEXTAREA>
<BR>
<!--CxpunT wis BLBONA COOCHEHMA KHOMNKM C BOMPOCOM'-=>
<script language="VBScript">

<l=w
Sub clickme ()
Alert "Ina ammHucTparopa!”
End Sub
>
</script>

<!|--CxpunT misa BeHBOHA COODWEHMSA OT yYacos'-->



176 nasa 3

<script language="VBScript">

k=
Sub mousmove ()
Alert "...M BpeMA HM Ha MMI' HE OCTaHOBMIEL!"
End Sub
T——>
</script>

<!--CkpunT IS KHOMKM COXpaHeHufA Texcra B dakn'-->
<SCRIPT LANGUAGE="JavaScript"><!-~
var fs = new ActiveXObject ("Scripting.FileSystemObject");
{
var txtStream = fs.OpenTextFile("Users.txt",1l,false);
txtArea.value = txtStream.ReadRll();
txtStream.Close() ;

}

function fileSave(){
temp date = new Date();
day = temp date.getDate();
month = temp date.getMonth() + 1;
year = temp date.getYear();
if (day < 10){
day = "0" + day;
}
if (month <10) {
month = "0" + month;
}
pT=""
DT +=day;
DT +=month;
DT +=year;
var txtStream = fs.OpenTextFile (DT+"Users.txt",2,true);
txtStream.Write (txtArea.value);
txtStream.Close();
}
F
</SCRIPT>

<!--CxpunT AnA KHONKM BexXoda'-->
<script language="JavaScript"><!--
function closelt() {

close():
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</script>

<p align="center">

<!--=Hacal B ponpane crpaduig’-—-->

<script language="JavaScript"><!--

function clock form() {
day=new Date()
clock f=day.getHours()+":"+day.getMinutes ()+":"+day.getSeconds ()
document.form, f clock.value=clock f
id=setTimeout ("clock form()",100)

1
[ =
</seript>

<form name=form meted="get">
Time is money
<input name=f clock maxlength=8 size=3 onmousemove="mousmove()">
</ form>
</BODY>
</HTML>

I Mporpases AJIMAHACTPATOPA

" 110Nb30BATENH HOMEHA w AATA IOCHEANER PETHCTPAUMK B CETH
2 B <asrar ugertit il " :

[57: 5LA; Casnnosa Mdose Anercangposss:02.12.2004 02:07:25
B8;5LI;Cumasea Jwdome Mpamomma;02.12.2004 06:47:42

|89 5NV Crapocenscnan Hagesnm Bacunkhenua;06,.08,.2003 07:38:13
90;35UW; Connarenross CueTnana Bauscnasoena;02.12.2004 08:41:34
Ql:scroy;Baamumup B. Bongywom;29.11,2004 14:27:59
S2;STV:CeMcryiona TaTeAMAa BacuneemMa:02,12.2004 0B8:48:53
93:5UG; Cepraif W. Mpuropos:;02.12.2004 07:22:02
94:TslncernetUser: TaInternetUaer;01.01.1930 00:00:00
}95: TVA: Bepa A, Traw:02.12.2004 08:40:31

|96;: URIST: WpueT; 14.05.2004 08:19:27

57 VEC; EraTepuna C. Baxpywema;30.11,2004 16:0D6:58

98; VEV; NausmucTra AX0;02.12.2004 16:11:59

|99 viv;Mean Bacunseni Bepsy'r;09,10,2004 06:09:10
§100: VLA Enena Anercessna Bacunewrosa;08.05,2003 06:28:02
101:VVN: Banenwruya H. Besegumropar22.10.2004 06:58:02
102:VWV:Bapa B. Bacuneema;02.12.2004 07:12:03

103 :X0E;Ompra E. Ypomoma;18.10.2004 07154145

104;: XOW: Onera B, Xnxmeuras:04.11.3004 10:19:33

105; YYY:Mman M. Meanom:01.01.1530 00:00:00

106;: AnMuencrpaTop: ;02.12,2004 165:30:00
_10?:P6c15::01.01.1950 00:00:00

Puc. 3.13. Oxxo Mporpammsl ADMUHUCTPATOPA
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Jlns Toro uroBsl aTa nporpamma 3apadoTana, J0CTATOYHO BECh €€ KO/l NTOMECTHTh
B TeKCTOBBIH (paiin, a 3aTem u3MeHHTh pacuiupenue Ha nta. B npouecce paboTsi
nporpamma coszaet (aiin users.Ixt B ToMm ke karanore, rae ouwa Haxoaures. Co-
JlepiKaHue TEKCTOBOIO OKHA rporpammbl MOKeT ObiTh oTpepakruposado. [locae
uenvka Ha kHonke B<pgara>user.txt Oyaer co3naH ewie oAWH TEKCTOBLIN (aiin,
B UIMEHW KOTOPOTO MPUCYTCTBYET 1aTa €ro Co3/aHus, a CoJlepiaHne COOTBETCTBY-
er colepikaHnio TekeToBoro okHa. Ipu Hanucanuu cobersennbix HTA-nporpamm
CHEYeT YYECTh, YTO AKTHBHbLIC CLIEHAPHH, KOTOPLIE JOJKHBLI BBINOAHATLCS MPH
3anycke nporpammbl, Heobxoaumo momewars B 3aronoske HTML-koxa mexay
TeraMu <HEAD> W </HEAD>, NIPHYEM UMEHHO B KOHLIE 3arofioBka. Kpome Toro, eciu
BBl NI pefakTupoBanus ¢aiina ucnoneiyere PrimalScript, npoGuebiii 3anyck npo-
rpamMMbl W3 3TOH cpeaibl BuINonHATL He cTouT. HTA-daiinsl B 370l cpene pabora-
IOT HEKOPPEKTHO, M 3amycKaTh UX CJIAYET OTAENbHO OT cpe/ibl pa3paboTkH nocie
coxpaHeHust uameHenui. s ymensiwenus obbhema nporpammsl 8 Heii He oGpabo-
TaHa ofiHa owubka. Ecnu npu 3anycke nporpammel Bbl oTKaxkuTech ot cbopa cee-
JeHUH 0 TIoNk30BaTeNAX, Ha dkpaH Oyner BuiBeaeHo coobmenne ob owmbke, nocne
yero OyaeT rokasaH CMCOK YYETHbIX 3amMceH, Nony4eH bl MpH NMocaeAHEM HOp-
MaJIbHOM 3amnycke Mporpammsi.

Bo3mokHo, BaM He cpa3dy yaacTcs 3anycTHTh BCE HWHCTPYMEHTbI, ONWCAHHBIE
B JaHHO# rnase. BuumarensHo rnposepbTe koA cueHapues u nporpamm HTA. Bee
6e3 UCKIloueHHs NMpUMepbl AeicTBUTE/TbHO paboTaloT B peaiibHoi ceTH aBTopa.
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YnpasneHue nonuTuKom gocryna
K UHchopmMaLuum

OpranusoBatb ceThb ¢ HEOOXOAHMBIMH CEpPBUCAMM, CO3/IATh FPYNMbI NOb30OBaTE-
neit U UX yuerHsle 3anucy, obecneynB UX HEOOXOAMMBIMH NpaBaMM, AAIOLMMH
BO3MOXKHOCTb MCMONB30BATL 3TH CEPBHCHI, — 3TO €LUE HE BCe, YTO HeoOX0AMMO
Ans HopManbHOH paboThbl ceTH. 3HauuTenbHas 108 TpyAa aAMMHUCTPATOPA CeTH
Ao/kHa ObITh HAaMpaBjeHa Ha yNpaBjieHUe NMONHTHKOW aocTyna K MHbopMaumu,
Bceeraa ectb nankd W Qainbl, K KOTOPbIM HEOOXOAWM AOCTYI MHOIMX JUOAEH, W
HaoGopoT, TakHe, K KOTOPbIM MOJKET MMETh JIOCTYN O4YE€Hb OrPAHUYEHHbIH Kpyr
nons3oBaresiei. [1paBnibLHO OpraHU30BaHHBIM JOCTYIN K YCTPOHCTBAM NeYaTH no-
3BOJIAET JIerye OPHEHTHPOBATLCS NMPH BBIOOPE HEOOXOIMMOro CeTeBOro MpHHTEpPA.
HHorna ctpykrypa npeanpusaTs oueHb "HeynobHa" uis aaMHHHCTpAaTopa CeTH.
Bo3HukatoT npoTHBOpeuHBbIe TPEOOBAHHA, CBA3aHHbBIE C 3aMpeLleHHeM A0CTyna K
(aiinam M paspelleHHeM J0CTYNa K MPUHTEpPaM, HAXOAALUMMCS B OAHOM OT/EJIe.
Cxembl OpraHu3aLuK J0CTYNa K Pa3inHyHbIM 0OBEKTAM CETH MPEANPUATHS MOryT
ObITb OYeHb pa3HooOpa3sHbl, HO OOLME NMPHUHLMNBI A0KHbI ObITh BCErAa OAHM.
YacTo 3anper Ha A0CTYN K OTACALHBIM 00BLEKTAM CETH HOCHT JOCTATOMHO YCIIOB-
HblH XapakTep, HO MO3BOJISET MPABHILHO Opranu3oBaTh paboty cetd. B manHoi
rnase OyayT paccMOTpeHbl MPUMEPbI Peann3aliy pasnuaHbIX TpeGoBaHUH K MosH-
THKE J0CTyMna K HH(opMaLHu,

pynnbl ypoBHA gocTyna

JIOCTYI'I K HH(lJOpMaU.HH B CETH MOMKET KOHTPOJIHPOBATHCH PasIMMHBIMH NYTAMH,
Ha4yHHaa oT orpaunuenui‘i Ha YPOBHC (i)aﬁmmoﬁ CHCTEMBI H 3aKaHYHBafA OrpaHH-
YEHHUAMH HAa YPOBHE NPUMEHACMbBIX I'I]JHJ“IO}KCHHﬁ. an‘«leM nocjiennee orpaHHye-
HHE 4acTO NOBOJILHO YCIOBHO. ECJ]I-‘I, Hanpumep, nojs3oBarel/lb nojy4vaceT HH(IJOP‘
MAUKK H3 CETEBOroO MpHIOKEHHHA, HAMHCAHHOrO B cpene MS ACCE‘.SS, TO OrpaHu-
YEHUA Ha YpPOBHE MporpaMmbl HE MO3BOJIAT €MY 3anyCTHUTbL NPOLECChI, KOTOpPbIe
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emy He TpedytoTes B cayKebHbIX Leiax (00bIMHO B TAKUX MPUIOKEHUIX AOCTYI K
HeoOXoAHMBIM (DYHKUMAM ornpejensercs naposiem). B 1o ke Bpemsi cama 0aza
JIAHHBIX, K KOTOpO#l ofpaliaercs KIHeHTCKOe npuioxKeHue, Moxker ObiTh He 3a-
uMitena. B atom cnyuae npoABMHYTHIN MOL20BATEL HMEET BOIMOKHOCTE 110Ny~
quTh M3 9TOH Gazel fauubix JoOyio uuTepecyoutyto ero uudopmauuio, bonee
TOPO, OH CMOCODEH H3MEHHTL CTPYKTYpY 0a3sbl JaHHbIX, HAPYUIMB LENOCTHOCTh
CAMUX JaHHBIX M KOPPEKTHOCTL paboTbl npunoxkenuii, Jlna obecnevenns npa-
BHJIBHOIT OpraHusauMu A0CTyNa K JaHHBIM ClelyeT BHUMATEILHO HIYUHTh BCE
BO3MOJKHbBIE MYTH 00X0/(@ YCTAHOBJCHHBLIX OrpaHHueHnii U NEPeKpLITL 3TH MY TH.
Koneuno. B 1e00bILOM KOJUIEKTHEE, B KOTOPOM KIK/IbIH COTPYAHHK HA BUAY W
BCE 3aMHTEpecoBaHbl B yerniemrHoi pabore KOAneKTHBA, BPAJ JIM Haljercs 3510~
yMbiieHHuk. Tem He mMenee BOIMOKHLE npocto owinbku, Ecan Bbi umMenn oneit
paBotel ¢ GazamM AaHHBIX, TO MOXKeTe cebe NpeICTaBHTh, YTO YAAIHTE JaHHkIE —
3aja4a JIoBOJILHO JIerkas, Ky/1a cl0JKHEe X BOCCTAHOBHTL. A Be/lb HMMEHHO yjane-
HHE JaHHBIX BO3MOKHO HE 110 3710MY YMBICTY, KOTja MOMAHLIM JOCTYN K HWM OT-
KPBIT M0AL30BATENAM, HE HECYILIMM OTBETCTBEHHOCTH 34 MX COXPAHHOCTS.

Onpenennts ¥ yCTAaHOBUTHL NpaBa JUls KaxI0ro nojibL30BaTeNs CeTH, — TaKas 3a-
Jaua MOXkeT OblTh CAMIIKOM TPpyaoemkoi. [ToaTomy BO BCex BapuaHTax AocTynia K
AAHHBIM 1IpUMENAIOTEA rpyrnbl. Ml He Gyaem riayBoko aHaliM3HpOBaATH TEOPHIO
OpraHM3aLiMu rpyni B CeTax, HO OTMETHM, YTO IPYNIibl JIOCTYNA CYIUECTBYIOT, Ha-
unHas ¢ pabounx cranuuil M 3aKaHYUBAsA CaMbIMKH BEPXHUMH CTPYKTYpamMu cetu. B
Halem ciyuyae TaKoW Bepxuell cTpykTypolt moxer 6biTh goMen. 'pynnbi MoryT
co/iepXkaTh Kak OT/IeLHBIX MOoJib3oBaTeNed, Tak M apyrue rpynnst. Iloaknwouas
pabouyto cranunio ¢ OC Windows XP Kk floMeHy, Mbl aBTOMATHYECKH BKIIIOYaEM
rpynfy ajiMUHHCTPATOPOB [OMEHA B IPYNIY aJAMHHHCTPATOPOB KOMIIbIOTEpA.
[lpasa, onpejiesieHHbIC FPYNMOBLIMH NOJHTHKAMH W (aiiioBoil cUCTEeMOi, Ha3HAa-
4EeHHBIE TPyIe, OyAyT npuMeHeHbl U KO BCeM wieHam 3Toi rpynnsl. B cospemen-
HBIX onepauroHHbIX cuetemax Windows cylilecTByiOT BCTpOEHHbIE roToBbie mab-
N0HbI 0€30MacHOCTH, MNpEAcTaBifiomne coboi OTNPaBHYIO TOMKY B CO3AaHHH
NOAHTHK Be30MacHOCTH, KOTOPbIE HACTPANBAIOTCA, YTOOLI YIOBAETBOPATE Opraiu-
3aHOHHBIM Tpebosanusm. [11abnoHel MOKHO HACTpauBaThL MPU MOMOUIH OCHACTKH
Ila6nonkr Gezonacnoern. [Tocne HaCTPOlKH roToBbIX WABKOHOB 6e30MACHOCTH
HX MOJKHO MCMOJIL30BaTh U M3MEHEHHUS KOH(HUrypauun KOMNeloTepor ceth. Ms-
MEHWTH KOH(pUrypauuio 6e30nacHoCTH KOMIBIOTEPOB MOXKHO NIPH NOMOLH OcHa-
CTKM AHA/IN3 W HACTPoiika GezonacHoeTH, yTuiauThl Secedit.exe. paboraioie 13
KOMaHAHOH CTPOKW, a Takke MpH MOMOILIM MMropTa wabfnoHa B ocHacTky Jlo-
KaJabHas noanTuka dezonacnoctTH. MOXKHO H3MEHATH KOH(PUIYPALMIO HECKOIb~
KHX KOMIBIOTEPOB, UMNOPTHPOBaB wabnow B komnoHeHT [apamerper Gesonac-
HOCTH, SBJIAIOWKICA paciuupennem ocHacTku [pynmosas noaurnka. Ha ocHose
wabsoHor 6e30MacHOCTH MOMKHO TAKIKE BBINONIHATH aHANU3 BOIMOKHBIX Cnabbix
MecT Ge30NacHOCTH W HAPYLIEHHWI NONWUTHKH CUCTEMbl NPH NOMOLIM OCHACTKH
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Anaaus 1 nacrpoiika 6esonacnocTd. Ml ke noka o6paTuMes TONLKO K OCHACT-
ke Jlokajibunie napamerpnr GesonacmoceTu (puc. 4.1), umerouieiics Ha smoGom
KOMTbIOTEPE C OTNepaurdoHHoi cucremoii, Haunnas ¢ Windows 2000, u ocHacTkam
Monuruka Gezonmacunocern aomena v IMosmurTaka GezonacHoeTH KoHTpOJ/Iepa
JAOMeHa, KOTOPbIE €CTh HAa CepBepe Balliei CeTH.

il e
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Puc. 4.1, Ocractka NlokaneHeie napameTpel GesonacHocTu
(nonutika OTKNOHWTE NOKaNkHLIA BXOA B CUCTEMY)

Kak crienyer u3 Ha3BaHuii OCHACTOK, OHW NO3BOJAIOT YNPABNATL NOJIUTHKOH Geso-
MacHOCTH Ha PasIM4HbIX YPOBHAX. DTO YPOBHM JIOKAIbHBIH, KOHTPOAEPA AOMEHA
U JoMeHa B uenoM. Eciu aHamoruuHbie NoJMTHKK €CTh HA BCeX YPOBHAX, TO AeH-
cTBOBaTh OyIET MOAMTHKA, ONpeAe/ieHHas Ha caMOM BepxHeM M3 HuX. [To ymonua-
Huio Goabluas 4yacTh NoauTHK BooGLUEe He OnpejeieHa, YTO MO3BONAET HAUMHATH
HacTPOKKH ¢ moboro yposHsa, HanGonsiuee 4HC/I0 NOAUTHK NO YMOIHAHKIO Onpe-
[E/IEHO Ha JIOKANbHOM YPOBHE, OHM Onpeeasior 6e30nacHocTh HMEHHO KOMITLIO-
Tepa, Ha KOTOPOM ycTaHosjeH cepsep. Onpesenss NOMMTHKN 6€30MacHoCTH 10Me-
Ha, MOXKHO YCTAHOBHMTH napameTpbl 6e30nacHOCTH M npasa noiab3opateneii gome-
Ha. CoBCTBEHHO FOBOPA, KOIMYECTBO MMOJIMTHK, MMEIOIIMXCS B 3THX OCHACTKAX,
TAKOBO, YTO C MEPBOro pasa (M Jaxke ¢ JAECATOro) Bbl HE 3aOMHHUTE HazHAyeHWe
Kak/10i K3 HuX., Ho B OOJbIIMHCTBE ciiyvaeB 310 W He TpeOyerca. BakHo noHu-
Marb, KaKoro pesyjibTaTa Bbl XOTHTE JIOSHTI:CH, H BhlSHpa’I’b COOTBETCTBYIOLLES
CPENCTBO JUIsl ero A0CTHIKEHHS.
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OrpaHuveHune npas noKanbHOro Bxoga
B CUCTEMY Ha cepBepe

Ecnu MBI uMeeM HecKONbKO ypoBHeit 6e30MacHOCTH, TO 3TO HE 3HAUMT, YTO OHM
OnpenensoTes COBEpPIICHHO HezaBucumMo. OueBnaNo, YTo, NOAYYHB A0CTYN K JIO-
KanbHOH cHCTEMe cepBepa, MOXKHO HapyUIHTh paboTy Uenoro AoMeHa HAMEPeHHO
NECTPYKTHBHBIMH HIH HeyMenbIMH aeficTBuamMH, OTCIONa BBIBOJL — NOCTYN K cep-
BEpY B JIOKAILHOM pekuMe HeOOXOAHWMO 3anpeTHTh MONL30BATENAM, KOTOPLIM OH
He Tpebyercs. Jlng peanusauuu TaKoro 3anpera JOCTATOMHO CO3aTh FPYIMy Mojib-
3oBaTeneli M ONpeAenuTh Uis Hee MOAMTHKY OTKAOHATE JOKANBHBIH BXOJ
(cm. puc. 4.1). 3HavyeHHe napamMeTpoB MOJUTHKH TOKa3aHO B JBYX nojsx — Jlo-
KaabHblii napamerp v Jeiicrsyiomuii napamerp. Bropoe none moxer csuje-
TENLCTRBORATH O TOM, UTO TONWTHKA 3ajaHa Ha Gonee BLICOKOM yposHe u Oyner
onpeensThCa UM.

Mpumeyanue

OkHO, nokasaHHoe Ha puc. 4.2, Nony4eHo npu BuIBOPE NYHKTa KOHTEKCTHOrO MEHIo
BesonacHocTe nonutukn OTKNOHWTE NOKankHLIA BXoa HAa cepeepe — KOHTPOn-
nepe pomeda. Ha apyrux koMmneloTepax ecrtb MyHKT KOHTeKCTHOro MeHio CeoiicTea,
1 BLITMAAMT OKHO HECKONLKO WHa4e. Tam B OKHEe CBOWMCTE MONMWUTUKN HAXOAWUTCH nepe-
YeHb YYeTHbIX 3anncei nonbL3oBaTesei 1 rpynn, AnA KOTOPLIX OHa onpeaeneHxa.

Puc. 4.2, Hactpoitka napametpa GesonacHocTi
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JlioGas yuerHas 3anuch Monb30OBaTENs WKW TPYNna, NoMeleHHas B 3Ty rpynry,
noTepAeT BO3MOXKHOCTB JIOKAbHOrO BXOJa HAa CepBep, HO BXOA MO ceTd Oyaer
pazpeLieH, eciii OH OBl pazpelueH paHee UIA 3TUX MONbL30BATENEH U rpyn.

['pynnsl, co3naBaemeie B JOMEHE, 10JKHbI ONIPEAENATH BNOJHE KOHKPETHLIE Mpasa
nonb3oBaresied, BXOAALMX B HHX, U NPaBa 3TH HE AO/KHLI MPOTHBOPEYHUTH ApPYT
apyry. B aTom cnydae ecTh BO3MOMKHOCTb ONPEENHThL CTPYKTYPY IPynil B COOT-
BETCTBHHU C TpeDoBaHMAMM Bawel opranu3aunu. Yacte rpynn cosjaHa no ymos-
YaHWIO U MOXKET ObITh NMPUMEHEHa K OTAeNbHbIM monb3oBatensm. Hausbiciunmu
npaBaMH KakK Ha KOMMbIOTEPE. TAK H B IOMEHE MObL3YeTCH yYeTHas 3arnuch aamMH-
HHUCTPATOpA JOMEHa, Janee CAeAYIOT YYaCTHHKH rpynnbl aAMHHUCTPATOPOB JIOME-
Ha, 3aBEeplUalOT CMMCOK rpynna rocTed M BCTPOEHHAs Y4eTHas 3anMch rocTs.
BerpoeHHble yHETHBIE 3aMHCH W FPYNNbl yaanars He ctout. [Ipu neoGxoanmocTu
Bbl MOXKETE MPOCTO OTKJIIOYHTL OTAeNbHble yueTHbie 3anucH. Cosnasasi HOBble
rpynbl, KX MOYKHO MOMELLATh APYT B APYra ¥ B rPYyIifbl, CO3JaHHbLIE M0 YMOJ4a-
Hui0. CyuecTByloT H MoryT ObITh CO3/1aHb! KAk JIOKaJIbHBIE FPYIIibl KOMOLIOTEpA
(cepBepa), Tak W JloKajbHble W raobanbHbie rpynnel gomeHa. OGbIMHO HA ypOBHE
JOMEHA MPHMEHSAIOT robasbHble JOMeHHbIE rpynbl. Jns kakaol rpynmel onpe-
aensercs CBoi Habop NOIMTHK M YPOBHEI JI0CTYNA K pecypcaM, K KOTOPbIM [pe-
nonaraercs A0CTyM MOAL3OBaTEsICH, BXOAALUIMX B 3TH rpynnsl. B pesynasrate co3-
[laeTcs Hepapxus rpynr, OTJHYAIOUIMXCA CBOMMH MpaBamM, a MOAb30BATE/IN —
yleHbl 3THX TFPYNN MOAY4AOT NMpaBa B AWanNas’oHe OT MOAHOrO AOCTYNa KO BCeM
pecypcam M BO BCEX peKHMMAax [0 MOJHOrO OTCYTCTBHA A0CTyna K yemy Gbl TO HM
Obin0. OOBIYHO TAKUMH KpaiHUMM TOUYKAMH ABAAIOTCA YHETHas 3anuch aIMUHUCT-
paTtopa 10MEHa U rocTs.

Crnenyer OTMETHTE TOT (DAKT, YTO HAa KOMIbIOTEPE — KOHTPOILIEPE AOMEHA He Cy-
ECTBYIOT JIOKA/IBHBIE YHETHBIE 3anucH nob3osarteseit (puc. 4.3).

CnenosarenbHo, Kaxaas ACHCTBYIONIAN yueTHAs 3arich Ha KOHTPOJUIEpE A0MeHa
MMeeT HeKOoTopbie npasa B gomeHe. OTCIONa MOXKHO CANaTh Takoi BbIBOA: €CIiH
Bbl pelUHIK opradu3oBath Web-cepBrc WM NOYTOBLIN CEPBHUC, AOCTYMHbIH H3BHE,
TO 9TO CAEAYeT AeNaTh Ha OTAENBHOM KOMIbIOTepe, Mocko/ibky "bepesxenoro bor
Gepesker”. B ceTH, KoTOpas 34€Ch paccMaTPUBAETCS, TAKMM KOMTMbIOTEPOM ABISET-
¢ BTOPO# cepBep, HCMOMHAIOWHMIA 9TH U ApyrHe BeroMorarebHbie poau. Cpencr-
BA, UMEIOLLIMECS B pacrnopsikeHHM Xakepos W npouux "nobGpoxkenareneit’, moryT
ObITh JOCTATOYHO COBEpLIEHHLIMH, YTOObI NMPOC/TyLIATh Bally CETh M MEPeXBaTHTDL
napoJik, Wi NPOHUKHYTE B Hee ApYruM nytem. OTAenbHO CTOALIMI KOMMBIOTEP,
HE UMEIOLLMI HUKAKMX 1paB B AoMmeHe, GyleT NONONHUTENBHBIM MPENSTCTBHEM
1J1 IPOHUKHOBEHHA B Bally ceTb. B To ke Bpems nonszosarenu Web- u nouroso-
ro cepBuca He JO/DKHBI MMETh NPaB Ha BXOJI B CHCTEMY HE TOJIBKO JIOKANbHO, HO 1
1o nokanbHo#M ceth. KoneuHo, BapHaHTOB OpraHu3allMi CTPYKTYpPhl CETH MHOMKeE-
CTBO, Mbl JK€ PacCMOTPHM TMPUMEPBI, KOTOPbIE MOMOryT COPHEHTHPOBATHLCA MPH
onpe/eNeH|H BapUaHTa HACTPOHKH CBOEH CeTH.
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E_‘_ Ynpasnenne KoMnbroTepon
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E YOpagneHne KonnsITepoM (nokansHsim Q NoxanbHbie NONb30BATENM M rpynnsi
= 3l Cnywetimsie nporpams:
&1 (€] Npocparp cobisimin
4 S5} Ceaasrnn o cHCTENE
+i Onosewenrra 1 RYPHANE NpOoH3E
#- ) OBl naneK

AncneTyep yCTpoAcTE

Komrsiotep AP1SNTOL ABNASTCA KOHTRONNBPOM AOMEHA, 313
OCHECTKA HE MOMET WCNOME30BATLCA Ha KOHTPONNERR
AOMEHE, YUBTHeE 3amcin gomeda obpabaTeieaoTca o
NOMOULEHD OcHacTion "Active Directory - nonssoBatani u
KOMPEHOTEPLI",

MoKANEMEE NONBIOEATEMM M My
= 2 JanomiHaolNe YCTpofcTe
] Yripasnenme Anckani
E AetparMeHTaUNA ancKa
L2 Norrdeckre ANCKA
i+ g3 Coerreie 3Y
Y -_b Cywiel 1 ApHoKMEHHA

4 | i3

Puc. 4.3. OtcyTcTBMe NOKanbHbIX YYETHLIX 3aNNCel Ha KOHTPONNEpPe AOMEHA

lNMpaBa nomowHKa agMUHUCTpaTopa

Buinonnss paboThl N0 aAMUHACTPUPOBAHUIO CBOEIH CeTH, Bbl OyaeTe BbIHYIKAEHDI
MHOT/la Y4CTh 3aja4y BO3JaraTh Ha Apyroro 4enoseka. Bo3mMoiKHO, Bbl yXOaUTE B
oTnycK WM rnpocto o6bem paboTel AocTaTtouHo seauk. Ho nosepars nosbii Hu-
YeM He OrpaHuYeHHbIM J0CTYN K CepBepY U K CETH MOXKHO TOMbKO ceGe (M To He
Bcersa). [1oaToMy NpW OpraHu3auMW YYETHOH 3arMCH 1S BAUIEro MOMOLIHHKA
c/lelyeT OfpeaenuTh TOT HeOOXOAMMEIA MUHHMYM MpaB, KOTOPLIA MO3BOINT eMy
BBIMOHATE CBOW OGA3AHHOCTH, HO B 3HAMMTENLHOW CTEMEHH HCKIIOYUT BEPOAT-
HOCTb BO3HWKHOBEHMA NpobneM, CBA3AHHBIX C MPEBbILIEHHEM HMEIOLIMXCA Mos-
HOMOUYKH (BO3ZMOIKHO, U HEBOJILHBIM).

Onpeaenure Kpyr 3ajsay sauiero nomounuka, [peanonoxum, 4to B Baie orcyT-
creue norpebyercs A06aBnATL U YAAISTh yHETHbIE 3anncH noab3oparenei. [pu-
yeM BaM HE XOTen0Ch Gbl JOMYCKATh BBIMOJHAIOWIErO 3TO Ye/10BEKA HENOCpeacT-
BEHHO K CepBepy.

Jlns peuieHus TakMX 3ajay A0CTaTOMHO B CiymeGHbIX LeisX COo3aTh YYETHYIO
3aMnuch, BIajenel KOTopoii He ByaeT uMeTh npasa Ha JIOKaNbHLIA BXOJ Ha ceprep.
[Ipy 3TOM BLITIONHEHWE CETEBOFD BXO/1a BOIMOXKHO, HO W €ro HeobXoaUMOCTh ye-
noeHa. B 2rage 3 Gblin paccMOTpeHbl CUEHAPHU JUTS YNPABIEHHA YUeTHLIMH 3amu-
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csamu. Cpesioit Juis BBINOJIHEHUS STHX CLieHapHeB ABsieTcs 060a0MKa, co3naraemas
nporpammoii Wseript.exe. [loa ynpasnennem Windows XP moxHO 3amyckarth
CHEHApPHH OT MMEHH JAPYFOro fojib30BaTeNs, He BHIXOAM U3 cBoero ceadca. [lns
3TOroO OCTATOMHO HAanmUcaTh KOMaHAHLIN (haitn, cogepikalluii cTpoky:

runas /user:aplS.dom \<uma yueTHo# sanucu> "wscript.exe
c:\scripts\<uma datna>.vbs"

rA€ c:\scripts\script.vbs — NyTb W UMA (alsia cuenapus, KOTophlii Gyaer Bbi-
MOJHATLCA, @ runas — 5TO KOMAHJAa, NMO3BOJAIOLAS 3aNyCTUTh MPOrpaMmy OT
UMeHu apyroi yuerHoli zanucu. B OC Windows XP 1 Windows Server 2003 sta
KOMaH/a 100aBI€Ha M B KOHTEKCTHbIE MEHIO APJILIKOB MPOrpaMM B BWAE NyHKTA
3anyck 0T UMeHH....

MpumeyaHune

B TekcTte cueHapua AonxeH ObiT yKasaH nonHbli NyTs K co3gaBaembiM TEKCTOBLIM
chainam, 4tTobbl He BO3HUKNW TPYAHOCTM C UX MOUCKOM B TOM ClyYae, ecrnu oHW coa-
[AaHbl OT UMEHW Pa3HbIX NONbL30BATENEN,

Bawewmy rniomoituky norpedyercs auilb 3HAHHE NMApos YHeTHOMN 3armicH, KOTo-
PYIO Bbl Uil HEro co3jaj. DTOT naposib HeoOX0AMMO BBECTH I10CHE 3amycka
KkoMaHaHoro (aiina (puc. 4.4).

er CA\WINDOWS\Systemid2\cmd.exe

min! \CH_O4\scripts»>runas Jfuser: .—1.

Puc. 4.4. 3anyck cueHapus W3 KoMaHAHoro chaina oT UMEeHW agMuHUCTpaTopa

Jlyuuie, eciin orpaHMYEeHHe Ha MNPaBO JIOKAILHOTO BXO/JA B CHCTEMY Ha cepeepe
OyaeT ycTaHoBNeHo /i oTAenbHo# rpynnsl, Hanpumep, NotLoeal. B aty rpynny
cllelyeT BKJIOYMTL M YYETHYIO 3arHch NMOMOLIHWKA aaMMHMcTpaTtopa. Jlna Toro
4To0bl 3TOT MOJIL30BATE b MOT YNPABAATE APYTHMHU YUETHBIMHU 3aMHCAMM, OH /1071~



186 naea 4

ieH OBITh HJIEHOM Tpynnbl ONepaTopos yuera (BcTpoenHas rpynmna). B ceoio oue-
penb, rpynne onepaTopoB yyeTa He NOMKHO ObITh MpeJocTaBleHO NpaBo JIOKamb-
HOro BXOJla B CHCTEMY.

OrpaHutieHe JIOKalIbHOTO BXOJA B CHCTEMY MOXKET ObITh YCTAHOBJEHO NOKalb-
HBIMM TNOJIMTMKAMW B KOHTeifHepe AepeBa koHconu JlokanabHbie napamMerpsi
Gesonacnocrn | Hasnavenune npas noaszosarens | Jlokalibublii BX0 B cHere-
mMy/OTKIOHHTD JIOKAAbLHBIN BXOA. [TONUTHKH 3TH UMEIOT TPH YPOBHS:

O JlokanbHble MOAATHKK Ge30macHOCTH
O TMonuTHkK Ge30MacHOCTH J0MeHa
O TMonutuku Ge3onacHOCTH KOHTPOJIIEpa A0MEHa

[MTonutnku Gonee BbICOKOTO YPOBHSA MNEPEKPLIBAIOT JNeHCTBME HHIKECTOSLLUMX TONHK-
Thk. Takum oBpazom, rpynne OnepaTopsl yMera He A0/KHbI ObITh YCTAHOB/IEHbI
paspeuieHUs Ha JoKalbHLI Bxoa (pHe. 4.5), a rpynne NotLocal neo6xoamumo yc-
TAHOBMTH 3aNpeT Ha JOKAIbHbIH BX0A (NosiMTHKa OTKIOHNTE JOKANLHBIH BXOX).

Eh Nananbubee nap

Crpyerypa |

(3 Napaneton besonscrocth ] AoBaanerie paBouim CTAHUMA Kk Aomemy [ ——
= Eﬂ TONATAKK Yua THELE 3ANMCER AOCTYN K KONMGIOTEDY HY CATH APIS\IUSR_APIENTOL,Bc...  Bes, JUSR_APISNTOL,Iwa
i (2D Nommoca naponed jik| 3amepiusrie paboTe: CracTems! One TeMM,... A, Onspy’
(4 Nomriea Bnokmposrn ywets | AF]3arpysra u sorpysxa Apafisepos yeTpolicts  AamswcTparops! AAMAHHCTPATTI
@) Nomarica Kerberos
l-] ‘_ﬂ MoK ANSHEIS FCAHTHIN
{4 Nomiriia ayanra g 0. Mo , ONbiTHBIS | AAMHMHCTRATCDE!

| Hasvauenne npas noneaosar |l smenere napanaTpos cpedsl aﬁowaoam ARRHHHCTRATODE

I L Nepanepe: Gesonacroc i
1 [ 1] MonkTieot OTRpITOro KMmoua

8, NonwTin Besonacroctn 1P Ha f | igy
Af]OBnaastme dainamt w iwseaw o6vekTamn A P
OTIAY B AOCTYNE K KOMNBIOTERY D CBTH
OTKAY BO BXOAR B KAYBCTES NAKATHOND 334, .,
¥ CTranaTe B0 BxoAe B KauecTee Cryuficl
OTENOMTE NOKANEHEI BXOA

OTnaara Nporpani ALMHRHETSTOpE ) AAMMHHCTPATORG!
Mty YA P Aal TRATOPE ALMHHRCTPATODE, CRepy -
o - : Fos Ak

Puc. 4.5. OkHo lNokankHsie napameTpsl 6esonacHocTu (flokansHbIi BXOA B cUcTEMY)

3arnper JOCTATOYHO YCTAHOBMTH HAa CAMOM HM3KOM YPOBHE — B JIOKaJIbHBIX MOJIH-
THkax. B Tabn. 4.1 nokazaH BO3MOXKHbBIH BApHAaHT pacnpeaeeHus 3anucei o rpyn-
nax B nonuTHkax GesonacHocTd. 3anucek "He onpeaenena"” rooput o ToMm, YTO 3Ta
NMONUTHKA HE NPUMEHSETCA Ha NaHHOM CEpBEpe, HO €C/IH OHA MPUMEHSETCs Ha Ba-
IIeM CepBepe, TO AOKHO cToaTh cnoBo "OtcyTeTByeT", rpynna He Jo/bKHA BXO-
JINTH B NIEpedeHb ITOH MOJTHTHKH.
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Tabnuya 4.1. Pacnpegenexie rpynn B nonutukax 6esonacHoctu

YpoBeHb Fpynna
NONMUTUKK Kionnma b i Onepamops! yyema
NokanbHble JNokankHbI BXOA, OrcytcTeyeT OrtcyrcTeyer
B cucTemy
OTKNOHUTBL Nokank- Mpucyrcrayer OreyrecTeyeT
HbIA BXOA
[omena JlokankHsbIiA BXOA, He onpepenexa He onpenenexa
B CUCTEMY
OTKNOHWTL NOKanb- He onpepgenexa He onpeaenena
HbIA BXOA,
Kontponnepa | JlokanbHbii BXog OTcyTcTeyer OTcytcTeyer
AomeHa B CUCTEMY
OTKNOHMTL NoKanb- He onpegenena He onpepenexa
HbIIA BXOA

Ecnu Ball NMOMOLUHMK AOMKEH BBIMOAHATE 3a/1a4M M0 AAMHHHCTPHPOBAHHIO TOJTb~-
KO BTOPOIo CEPBEpa, HE ABJAIOUErocsa KOHTPOJIIEPOM AOMEHA, TO JJIA HEI'O MOJKHO
€034aTh CLUE HECKOJIbKO CLUEHAPHEB, HCMOJIL3YA 3aroTOBKH, NMPHBEACHHBIC HHXKE,

[lpy HeoGXxoaMMOCTH CO3AaHKs YHETHOM 3anucH MoJib30BaTels Ha BTOPOM cepBe-
pe, uToObl NOPY4HTL KOMY-1HGO0 BbINOAHEHWE Onepaluii no HacTpoiike ceprepa,
oHa MoxeT ObITh CO3JaHa BPEMEHHO, a 3aTeM yjaneHa. AHalIOrMYHO, MOXKHO CO3-
NaBaTh ¥ YAANATE FPYNMbl, OT NOAL30OBaTENEH MOXKHO TpeGoBaTh H3IMEHUTL NAapo/b
NpH crieaylolemM Bxoie B cucremy. Bee aTn aedcTsus nonyckaercs cosepluarsh
yAaneHHo ¢ eawero pabouero mecra ¢ NMomMoLlsi0 cueHapues. B npumepax cuexa-
pHeB, KOTOpbIe Yike Obiii PacCMOTpPEHbI, NPUBOAWIOCE MHOPO JOMOJIHHTENLHBIX
(byHKUMH, TAKUX, HANPUMEp, KaK coxpaHeHnre HH(opmauuu B daiine, HHTEpPaKTUB-
HbIH peskum paboTs! co cueHapueM. B crneayrowux npumepax (JIMCTUHIH 4.1—4.6)
ITHX JAONONHUTENbHLIX (YHKUMH HET, MpuUBEAeHB! TONLKO ()parMeHThbl, XOTs M
nonHodyHKLMOHALHBIE. HO BB MOsKeTe N03auMCTBOBATL HeaoCTaIOUIME (PYHKIIMH
M3 CUEHapHeB, KOTOpbIe GbuTH npuBeneHb! B 21ase 3. Ecii HeT jKenaHus H3MEHATS
TEKCT CLIEHapu, TO, 3AMEHHB WMA KOMIbIOTEpA, Mo/b30BaTe/a ¥ Ipynibl Ha HeoO-
XOAUMbIe, NIOMECTUTE NpHBeAeHHble (PparMenTsl B TeKCTOBbIE (haiinsl U U3MeHuTE
uX pacuiupenue Ha vbs. [Monyuarcs paGoune CKpUNTHI.

Nuctunr 4.1. flobaenexne uolaoﬁ:yli_é;iﬁbﬁ sanucw nonbaosatensi e

strComputer = "Server2"
Set colBccounts = GetObject ("WinNT://" & strComputer & "")
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Set objUser = colAccounts.Create ("user", “TestUser"}
objUser.SetPassword "test"
objUser. SetInfo

F.l'h.nttrrluluru'«t 2.-

strComputer = "Serverz"

strUser = "TestUser"

Set colAccounts = GetObject ("WinNT://" & strComputer & "")
cbijComputer.Delete "user", strUser

Npuvep 21-3/(42)

'CoznanMe HOBOW IDYIUIH

strComputer = "Server2"

Set colAccounts = GetObject ("WinNT://" & strComputer & "")
Set cbjUser = colAccounts.Create("group”, "Homaa rpynna")

objUser.SetInfo

Tioror &3 Foosbrkaa rensoealh

strComputer = "Server2"

Set objGroup = GetObject ("WinNT://" & strComputer & "/Homas
rpynna, group”)

Set objUser = GetObject ("WinNT://" & strComputer & "/TestUser,user")
objGroup.Add (objUser.ADsPath)

errrend

strComputer = "Server2"

Set objGroup = GetObject ("WinNT://" & strComputer &
" (MonezoBarem, group")

Set objUser = GetObject ("WinNT://" & strComputer & "/Hosas rpynna,group")
objGroup.Add (objUser,ADsPath)

C nomolLbIo 3TOro CLEeHAPHS MOKHO BKIIOHATHL HOBYIO Fpyniy B n100ylo yike cy-
wecTryiouyio. [Tpu 3ToM nonb3oBatesiy, BXOASIINE B HOBYIO Ipynily, Mnojy4aioTr
COOTBETCTBYIOLKUE NpaBa.

o nucmnr 4,5 Ym;@uuqrpynnm

strComputer = "Server2"
Set objComputer = GetObject ("WinNT://" & strComputer & "")
objComputer,Delete “"group", "Homaa rpynna'
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Mpumvep 21-7/(46)
'Covcorx TRYNNn C BAOKSHHEMM DPYNNEAMM M [10J71b30BaTEIAMA
strComputer = "Server2" {
Set colGroups = GetObject ("WinNT://" & strComputer & "")
colGroups.Filter = Array("group")
For Each objGroup In colGroups
Wscript.Echo objGroup.Name
For Each obijUser in objGroup.Members
Wscript.Echo vbTab & objUser.Name
Next
Next

%'nﬁéﬁm‘dﬁé:"Tﬁéﬁbﬁ’aﬁae W3MEHUTb Naponb Npu crielyiolem BXOAE B CHCTEMY

strComputer = "Server2"

Set cbjlUser = GetObject ("WinNT:// " & strComputer & "/TestUser ")
objUser.Put "PasswordExpired", 1

objUser.SetInfo

Hrak, nomMolwHuK aaiMHHHCTpaTOpa, HE UMEs MPAB Ha JIOKANLHLIH BXOJA B CHCTEMY
Ha CepBepe, NpH MOMOWM CLEHAPUEB CMOKET YMNPABIAThL YUETHLIMHU 3anUCAMMH
NoNbL30BATENCH! CO3/1aBaTh MX, U3MEHAThL, YAaATh, 4 TAKOKe NPOCMATPUBATL CNH-
CKH W CBOICTBA 3aMmHCcei.

BHumaTtenbHo M3y4HB BO3MOIKHOCTH, MPEOCTaBIsSeMbIe TIOMUTHKaAMK Ge3onacHo-
CTH, MOJKHO OM€Hb M'MOKO HACTPOMTH MPABa PA3/IMYHBLIX TPYII ¥ OT/IEIbHBIX MOJb-
30BaTENeH,

BHumaHue!

I'lposo,cw HACTPOWKU NONWTUK 6e3onacHOCTU, BHUMATENBLHO cneaute 3a Tem, Ytobsl
HE NULWKUTL CBOUX NPas aAMUHUCTPATOPOB AOMEHa W KOMNbLIOTEPa., 3TO MOXET Npw-
BECTU K NONHOW HeynpasnaeMocTy AoMeHa,

HH&”&BOH fpaB W 3anpeToB, KOTOPbLIE MOIYT ObITE Ha3zHAYEHBI MoJIL30BATE/ 1AM,
O4YEHL IHHPOK. AHMHHHCTpaTOpbl (CCTb HECKOJILKO BCTPOEHHBIX YHETHLIX 3anucen
C pasHbIMH npasaMH) obnanaot APAKTHYECKH HECOTPAHHUCHHLIMW BOSMOZKHOCTH-
MH, INOCTH — H&UGOPO’I’, HMEIOT OYCHbL Mano npae, Ho ectb nones3osarte/iv, KOTO-
pbi€ M0 YMONYaHHIO HMEKT OY€Hb CI'IELLH(]JH'—IGCKHE fpaea, cneudaibHan HaCTPOFl-
Ka KOTOpPbIX HE TpeﬁyeTcn. K takum ocobentbim YHETHBIM 3alUCAM MOI'YT OTHO-
CHTBCH NOJIL30BATE/IH MOYTOBOrO CEPBEPA.

becnpaBHble Nonb30OBaTENM NOYThHI

HactpauBas nouToBblil cepBep (cM. a1asy 2), Mbl BLIOpAIH AN YHETHLIX 3anucen
M0J1b30BaTENEH MOYTH BAPUAHT ABTOPH3ALIMK M0 JIOKAJBHBIM YHETHBIM 3aITMCAM
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Windows. ITpx 3TOM 1S KaXaoro NMoyTOBOro ALMKA MPH €ro CO3JaHHH yueTHble
3aMMCH ¢ COOTBETCTBYIOLIMMM npaBaMu Qopmupytores asromarnuecku. [Ipasa
3THX NOJb30BATENEH HACTONLKO OrpaHHYEHbl, YTO OHW HE MOTYT BOWTH B CHCTEMY
HHU JIOKATbHO, HU No ceTH. [TocMoTpeB B OCHACTKe Ynpas/ieHHe KOMIBLIOTEPOM
Ha BTOPOM CepBepe CBOMCTBA ITUX MNONL30BATENEH, Bbl YBUANTE, YTO OHH ABJIAIOT-
cs wieHaMd oAHoi-enuHcTBenHoi rpynnst POP3User. B crolcTBax nokanbHOM
nonutHku GesonacHocTH OTKIAOHNTE JOKAABHBIH BXOA Bbl YBUAWTE 3Ty Ipynmy.
[Monuruka OTKa3 B A0CTYNE K KOMILIOTEPY H3 CeTH /i 3TOH rpynmsl He onpe-
JeneHa, nocKoNbKy WieHaM Tpyrinbl HeoOX0IMMO NonyHaTh AOCTYN K CBOMM MOY-
TOBLIM SLIMKAM, B TO JKe Bpems SBHO AJs 3TOM Ipynibl HE yKa3laHbl paspelueHus
Ha I0CTYTI K MarnKaM — MoYTOBbIM AILMKAM, MOCKOJILKY 3TOT 0CTYM OCYILECTBS-
eTcs TONLKO MOCPEACTBOM NOYTOBOro cepeepa. Bee mons3opareny 5Toro cepsepa
BKJIIOYEHBI €LLe B HECKOJILKO CTIeLMAIbHBIX TPy, KMEHA KOTOPBIX OTCYTCTBYIOT B
nepeuHe rpynr, coaepkaiemcs B nanke I'pynnbl. 310 BCTpoeHHbie rpyniisi, on-
penensioniMe cneumpuyeckue npasa TeX nojb3opaTenei, KOMy He JaHbl SBHbIE
npasa Ha AocTyn K aiinam u nankam. MamensTs npasa 118 aBTOMaTHHMECKM CO3-
JIAHHBIX MONb30BaTeNeH He TpeOyeTcs, €C/IH TONBKO Bbl HE XOTHTE MX PACLUMPHTS.
Ecnu ke Takas HeoOXOAMMOCTH BO3HHK/A, TO HE W3MEHANTE NpaBa KOHKPETHOro
1o1b30BaTeNs, a MOMECTUTE €ro B CYLIECTBYIOULYIO W BHOBL CO3/IaHHYIO Ipyniy,
JUIS KOTOPO# ¥ ONpeJIe/TuTe COOTBETCTBYIOLIHE NPaBa.

"UsonupoBaHHble" nofceTn

Cnyuaercs, uyro TpeGoBaHus K 3auure MH(GOPMaUMKH CO3AAIOT TPYAHO paspelid-
MBbIE CHTyauWH. Tak Hanmpumep, B OJHOH OpraHu3allu fepej aagMHHUCTPATOPOM
Obula nocraBneHa cjeaylollas 3ajada: rpynna nojab3oparesed (pyKOBOAMTEINH)
JOMKHA NOJYYaTh HEKOTOPYIO MHOPMALIMIO B BH/IC PACTICUATOK HA NpUHTEpe OT
ApYro# rpynnsl (NOAYMHEHHBIE), & TAKIKE HMETh BO3MOXKHOCTL JOCTYNa K WHpop-
MalWH HAa KOMMBIOTEPAX NMOAYHHEHHOH rpynnbl. [Ipy 3TOM noauvuHeHHas rpynna
He JI0/KHA MUMEThL A0CTYN K MH(pOpMALWK B rpynne pyKOBOAUTENIEH, a TaKkKe BH-
NeTh KOMNbIOTEPSI 3TOH IPYNTibl B CETEBOM OKPYKEHHH,

Kak Hanbonee HafexKHbIll BapHaHT pPEIUEHUA TaKOH 3a1a4d, MOYKHO MPESIONKHTh
OpraHu3aluio JBYX [OMEHHBIX ceTel, coeanHeHHbIX mapuipytusatopom. nsg op-
raHW3aLUK TIeHaTH NPH 3TOM MOKHO MPUMEHSATL TIPHHT-CEPBEPSI, JIOCTYIHbIE s
BCEX ronb3oBateneii... Ho 3anavy neobxoaumo Ouuio peinnth 6e3 npuobperenus
TIOTIOJIHUTENLHOr0 000pyAOBaHUS.

[Mpyn kakyuieics Ha NepBbId B3rIA] OTHOCHTE/ILHOH NPOCTOTE 3a/1a4M PEUIUTh e,
HE BLIXOAS 32 pamMky OOLIMHON CTPYKTYPbI JIOKANLHON CeTH, Bbl, BEPOATHEE BCErO,
He cMmoskere. Ho ¢ onpeaeneHHbiM IONYCKOM Ha YPOBEHb 3aliuThl HHpOpMALIKMK, a
TaKKe Ha HEKOTOpbie HeyNoO6CTBa MpH NOMbL30BAHUH OTAE/IbHBIMH CETEBLIMU CEp-
Bucamu, npobiiema mokeT ObiTh peuieHa Ge3 JONONAHUTENbHBIX 3aTpar, ec/H...
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KOMTIBIOTEPbI IPYMMbl PYKOBOAWTENEH MCKMOYMTL M3 aomena. [lpu sTom camu

KOMMYHHKaUHH W (H3HYECKan CTPYKTYPA CETH HE W3MEHATCH, @ JIOFHUECKHU C
npeoGpasyercs B jiBe.

eTh

KomnbioTepsl, BbiBEIeHHbIE W3 IOMEHA, I0/KHBI BOWTH B cocTas paboyeil rpynisbi,
MMS KOTOPOH He 0oadicHo coBnaaaTh ¢ UMeHeM jomeHa. IP-aapeca atux Komnsio-

TEPOB MOTYT COOTBETCTBOBATL aApecam M3 JHana3oHa 3ape3epBHpPOBAHHBIX ajl
COB (cm. enasy 1).

pe-

Jna obecneveHus A0CTyNa K MNPHHTEPAM, MOAKIIOMEHHLIM K pabouMM CTaHLHsM

rpynnbl pyKoBoaWTeNeld, HeoOXOAUMO BBINOIHWTL HECKOJILKO M3MEHEHHH B

Ha-

crpoiikax 3Tix pabounx cranuuii. Orkpoiite Jlokannnas Ioantuka Bezonacuo-

cri | JJokaabusie noanTuku | lapamerpsi Gesonacnocern.

Ha puc. 4.6 npuBejeHbl ABa BapuaHTa COOTBETCTBYIOLIErO0 OKHA HACTPOEK, M
GpaxkeHHe KOTOPOro Moy4eHO Ha pasHbIX pabouMX CTAHLIMAX, 2 BHI 3aBHCHT

30-
oT

HHOAUBHAYANbHBIX rlpe,unhoeHHﬁ NOJIL30BATEIA W BapHaHTa JOKaJIW3alHH OC.

B 3TOM OKHe ciielyeT HaWTH TP NapameTpa, NepeyncieHHbIe HIKe.

00 Ceresoii jgocrym: Moje/b COBMECTHOro a0eTyna u (e30onacHocTH AJis
JIOKAJAbHBIX yueTHbix 3ammceii (Network access: Sharing and security

model for local accounts).

ﬁ! Local Security Settings

i

=]

T Fpaserp Besonachocrs T |

{31 Momrinm yuernuix s mmmmh access. Do not aliow anonymous enurmeration of SAM & Benoden

(=L Noxankbie nonwrMie | mnnmofk access: Do not aljow anenymous enumerstion of SAM & OTunMuEl
+ ._@ TMonaTwes avauTa |_ [Netwark sccess: Do not allow storage of credentials or NET Pags.. OTenoyen
) 128 Haaraserne npas [E¥)Metwark sccess Let Everyone permissions apply to ¥ . OTEmOuER

|8 Mapamerpsl tieson ..:l Nemwork access: Named Pipes that can be accessed annnvmuusru COMNAP,COMNODESQL\QUERY,SPOOLSS LLSR ..

#-2 Nonumem oTeperors {0 ‘1 Neowork access: Remotely accessible registry paths System |\ CurremtControlSetiContral|ProductOpe...

() Monimiim orpanmuen [BE| Network access: snmu um can m utesud monvmnum COMCI'C,DFSS cs

&, Nonwrwen Besoriacrol (enwork ace

M Nework security; Dn not store L.IH lﬂinlgfr hash valu: on next .. Ormmen
4 [ K ‘ ....I g Network security: LAN Manager authentication leve| Send LM & NTLM responses

mmmm

ce BB @

% 0 Ponarieo yus s sanmceit

5 nepsneris Bosoacrocrn T — = ____ ___| Napamerp Gesonacrocm
1= ) NMowanshos nommies .

‘1 CoTencit ADCTYIT 198 PASDAIAT & NEPEWCIEIIE YHeTHIAE SAMCEn SAM amo

+ D Nonwrreca ayanta _mcemam AOCTYTI: HE DASDELUAT L NEQMCNBHNE YHETHLI J8MCeR SAM K 0. OTKmoqen

# |1 Haonaesie npa nompacsatens

= ] CeTenct A0CTYN! HE PANDEATE COXDAMEHME YHETHE ABIHLE HIW und'pn-. OTEmouEH
£
| mﬁiu:mm _.mc.uuﬂ ADCTYN: (1YW B PEBCTRE ADCTYMe SE0E1 Y AANEHHOS NOAK Roumee  Systen|CurreniControlSat|Con
i C P pireAHOeD mmuﬂ:ﬁ AoCTyT i ADCTYN HARANGH COMMAP COMNCDE, SQL\QUER
& ‘ Mammieor Sasonackocts TP ma m‘m B Cerenori aocryn: i A0CTYN K abure COMCFG,DFSE

Ceenod aocryn: AN BCRK K BHONM,..  OTRACNEH
< | ¥ |5 »

-

Puc. 4.6. OkHo INokankHeie napameTpk! GeaonacHocTw (Local Security Settings)
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O CereBoii J0CTYyN: He paspeliaTe MepeqHCcICHHe YMeTHBIX 3anuceii SAM
(Security Accounts Manager) # 06imux pecypcoB AHOMHMHLIMHE T10/1630BA-
teasmn (Network access: Do not allow anonymous enumeration of SAM
accounts and shares).

O Ceresoii gocryn: He paspemiaTb Hepevncienne yuernniX sanuceii SAM
anonuMubiMi noas3oBare/simi (Network access: Do not allow anonymous
enumeration of SAM accounts).

SAM (Security Accounts Manager) — 3awmiuentas 6a3a AanubiX, B KOTOpOi Xpa-
HUTCH UHAOPMALIMS O NOJIL30BATENBCKHX YUETHBIX 3aTTHCAX

Jlist nepeoro W3 9THX NapamMeTpoB CieyeT YCTaHOBHTE 3nauenne Kinacenuecknii
(Classic), a i AByX Apyrux — OTK/II04eH.

lMpumevaHune

OnuckiBaembie HACTPOWMKW MOryT BbiTe BbINONHEHL! TONLKO Ha pabounx CTaHLUAX
Windows XP Professional.

Jononuutensno Ha pabouMx CTaHIUMAX Tpynibl pykoBoauTenel HeoOXoauMo
BKJIIOYMTh YHETHYIO 3aruch I'oeTh, YCTAHOBUB /Ui HEe MyCTOM Naponb W HA3HAYKUB
pecypcebi o01Iero AocTyna.

Teneps paboume cTaHuuu rpynnbl PyKOBOAWTENeH He OyAyT BHAHLI B CETEBOM
OKpyskeHuH JIpyrux pabouux cranuuii. Ho BO3MOKHOCTH MCMONB30BATL KAKOW-
aub0 paspelieHHbIH pecype Wi HPUHTEP, MOAKIIOMEHHBIH K pabouel cTaHunu
rpynnsl pykosoautenei, Oyaer npeaocragiena scem paGouumm craHuusm cetu’,

Pecypcel paGounx cTanuuii rpynmbl ITOAYHMHEHHBIX MOTYT ObITh IOCTYNHBI TPyTTe
pykoeoauteeit. C 31oii uensio norpebyercs iniub aBTOpU30BaTLCH B omMeHe. Js
MOAK/IOYEHUs OOLULMX PECYpPCOB KOMITLIOTEPLI HEOOXOANMO HaMTH Yepe3 CPesICTBO
noucka Komneiotepos no IP-aapecy aubo cranpaptieimu cpeacreamu Windows
MOAKIIIOYHTh CETEBOM IMCK, YKa3aB BMECTO HMEHH KomitbioTepa ero IP-aapec.

Jns nojknoveHHs pecypcoB ¢ pabouux CTaHUMH, BXOASIMX B JIOMEH, Cledyer
ucnonezopate IMoakmwuenne nox aApyrum umenem (puc. 4.7). Bwibpae o1y
CCbUIKY, Bbl YBHAHTE OKHO (puc. 4.8) ¢ npuriauieHemM BBECTH UMs NOJIL30BATENS
 11apoJib.

Moakmouns Bece HEOOXOMMBIE pecypchl W NPHHTEPSI, Bbl o6ecneunTe paboTy ceTH
B TpeOYEMOM peKnMe.

Jns NoAKIOYeHHs NPUHTEPOB C BCTPOEHHLIM MJIH BHELIHWM anmnapaTHbIM MPUHT-
CepBEPOM HE MMEET 3Ha4eHHs, B KakoH rpynne Oyaer HaxoauTbes pabouas craH-

'K comanenmio, ¢ paGouux cranumit, paboraoumx noa OC Windows 98, noAkmOUHTLCS K KOMIBIO-
TEpaM rPYNiel pYKOBOAWTENCH HE YilacTCs.
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LS, ¢ KOTOPOH OCYLUECTBIAETCA MOJKIIONEHHE. Y MpHHTEpa B 3TOM Cllydae ecThb
ceoit IP-aapec, no koTopoMy k HeMy MOMKHO NMOAKJIIOHATLCS, aXKe €C/IU ITOT aapec
He COOTBETCTBYeT ajpecy cetd. Macrep ycraHoBku npuurepoB B Windows XP
MO3BOAAET HACTPOHTH MOPT JUIA TAKOrO NMPUHTEPA B WHTEPAKTUBHOM PEXHME, HO
MOYKHO 3TO CAenaTh, MPOCTO YCTAHOBMB HeoOXxoaumbie 3Havenus [P-aapeca u tvn
nopra npuHTepa, Ha pucyske (puc. 4.9) nokasaH BO3MOMKHLII BAPHAHT HACTPOHKH
1nopra NpUHTEpa ¢ nNpuHT-cepeepoM. [IpHHTEpEI ¢ NPUHT-CEpBEpAMHU OT pa3TUUHbBIX
NPOM3BOAHTENEH HUMEIOT CBOM ocobeHHocTH HacTpoiku. Ilostomy, npuobGperas
Takoe 00OpYAOBaHHE, He TepaiTe HHCTPUOYTHBHBIE JMCKH, KOTOpLIE K HEMY NpH-
NaraloTes, — Ha HUX MOTYT OBITh yTWIHTHI, obiervyaiouie nojkioyeHue H Ha-
CTPOWKY MpPUHT-CEPBEPOB, cMeHy ux [P-anpeca.

MoaKniovetne CeTEBOFO ANCKa =

Windows BeInaNHAT NoAKAYeHNS K ofiled ceTesoi
NANKE 1 HB3HAUHT ANA Hee GyKey ANCKa, TaK LT HOMHD
GyaeT ofpallaTsea K nanke -apes "Moii KomnbtoTep”,

ViampTe GyKey AnCKa ANA NDAKMFSEHAR W NAMKY, K
KOTEPOM HEOBX0AHMO NOAKIIOYHTECA)

Apck: |Z __l

nwa: [W152.166.115.245\5hare 2] Ofsop... |

Mphmep: \iserverishare
- Eocc‘laﬂasmum MpH BXDAE B CHCTENY

w lazan [oToBo OTHeHa l

MogKMoYeHWE OT HMEHH...

I'lu :mom Bl Gy ABTE NOAKNIOHEHS! K CETeBOH ranKke Kak
ator. Hrobiel NOAKMOMHTECA OT HreHr apyroro
mmm‘rm, BBAANTE CODTHETCTEYIOUIES MMA M AP0,

Mogesosarens; [ apisinachainic ] o] osep. |

Napone: I.uo.-.ootnnto--[

Puc. 4.8. MogknioyeHne ceTeBoro pecypca oT MMEHU NonbaosaTens AoMeHa

7 30k 1131
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Puc. 4.9. Hactpoiika nopTa npuxTepa

ABTOMarusauua ynpasneHus
nonuTtukamm 6esonacHocTn

Paccmarpusas paboty ¢ (paitioBoii cHCTEMOI MK C YHETHBIMH 3aNHCAMH MOJIL30-
BaTesei, Mbl CTPEMUIIMCH AOOUTHCS MOBBILIEHUS MPOUZBOAMTENBLHOCTH M yaobcTea
paboTkl aaMUHHCTPATOpPa CeTH. YTpaBjleHHe MOJMTHKAMKA Ge30MacHOCTH MOXKET
ObITh yrnpouieHo, eciu Tpedyerca HacTpouTh Gonbiioe yueao komnbstotepos. Ko-
HEYHO, ec/IM HaJ0 M3MEHHThL BCEro JBa rapaMeTrpa Ha Tpex KOMIBIOTepax, Haxo-
JAUMXCA B OJIHOM AOMELLUEHHH, TO 3TO MOXKHO CesaTh W BpydHyto. pyroe neno,
KOrja napameTpoB, MOANEKAUIMX WIMEHEHHWIO, MHOI0, 4 KOMIbLIOTephbl HAXOAATCS
J0CTaTOYHO AaneKko ApYr oT Apyra. B Takux ciy4asx A0MyCKaeTcs npUMEHEHHe
iabnoHor Ge30MacHOCTH, CPEACTB KOMAHIHOM CTPOKM WM paboTa ¢ KOHCOMAMMU
YIPABJIEHHS HA YAAIEHHOM KOMIIbIOTEPE.

B nanke C:\WINDOWS\system32 naxoaarcs ¢aiinel ¢ pacwupenreM msc. 910
(aiinbl KOHCOJM YNpaBieHUss MHOrHMM oObekTamMH W ciaykOamMu KOMMbIOTEpa M
aomena. [pu BuiGope Apabika (MyHKTa MEHIO), COOTBETCTBYIOLIEro JOKaNbHbLIM
napamerpam Ge30MacHOCTH, HATpUMep, TpPOrpaMma mmc.exe oTkpoer aiin
C:A\WINDOWS\system32\secpol.msc. [Iporpamma mme.exe MoxeT ObiTh BbI3BaHa
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yepes craHgapTHylo onepaunto Beimoanars | mme. [Ipu 3TOM 0Tkpoercs okHO
nporpammsi (puc. 4.10), B koTopoe MoxHO 106aBuTL MOOYIO OCHACTKY Ans ynpas-
JIEHUS] KOMITBIOTEPOM.

.:!i Koncons

| Kocore  fefcreve Bua  Wbpawos Oxwo Crosecs "+___'______4|

o mBR - : |

e e e+ e = S ——

Tﬂ‘] Kopetis Konconm

A,

Her anemenToR Ang OTOBpANEHNS B 3TOM BUAE,

Puc. 4.10. OkHO nporpammel msc.exe

Hna nobasnenus ocuactiku Tpebyercs Boibpath B MeHI0 Koncons | lobaBuTs wian
YAAIHTL OCHACTKY... | [lo6aBHTS.

B orkpeiBwemMcs okue [JobaBuTh H3oanpoBannyio ocuactky (puc. 4.11) ocra-
Hetca BbIOpaTh M3 cnucka Tpebyemylo ocHacTky. 3arem Bbibpas Koncous | Co-
XPAaHHTh KaK... (puc. 4.10), Bbl MoxkeTe COXpaHUTh (haill KOHCONH, HACTPOEHHBIH
no BaUWMM MPEArouTeHHsM M coleprkailuii Heobxoaumbie ocHacTkd. Cpeau joc-
TYNHBIX 18 A00aBieHHs OCHACTOK €cTh Takas, Kak AHAJH3 H HacTpoiika Geso-
NAcHOCTH. JTa OCHACTKA MO3BOJAET [MPOAHANM3MPOBATL TeKyIIWe HACTPOHKH
6ezonacHocTH, BbiOpaB aiin Gasbl NaHHBIX, A TaKKe COXPAHUTHL TEKYIIHE Napa-
meTpsl GezonactocTu B daiine wabnona (axkcnopt wadnona). C noOMOUIbIO KOMaH-
asl Umnopr mabaona w3 menio JeiictBHe MOKHO W3MEHUTb HACTpoOiiku Geso-
MAacHOCTH KOMMNLIOTEPA B COOTBETCTBHH C UMMOPTHPYEMBLIM 1L1aBIOHOM.

lMpumevyaHue

B sasucumocTn ot Bepcun auctpubytea OC u ee oBHosnenuid, komanaa MmnopT
wabnoHa MOXET UMETL HadBaHnue MMNopT NoNUTUKN

[Tpu nposeaexun ananusza Gyzer cosnan nor-aiin, B KOTOPOM nepeUHceHsl Bee
oubku (¢ Touky 3peuns OC) s vacTpoikax GesonacHoct. lobGasus Heobxonu-
Mbl€ BaM OCHACTKH, Bbl MOIKETE COXPAHHMTL IMOJYHHBLIYIOCH KOHCOIb MOA MNOHAT-
HbIM BaM MMEHEM W B JlaibHelluemM MCnojL30BaTh ee i paGOTbI. ELue oHa no-
ne3Has B Hawem ciydae ocHactka — IlaGaonwt 6ezonacnocrn. C ee nomMoLlbio
MOJKHO CO31aBaTh U pelakTHPOBaTh tabioHsl 6€30MaCHOCTH.
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[Robeorms wsomposammo ocvacrey = KIEI]
Hocrymae womg !
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3 Ynpanneson nomomod Besonackoe...  Microsoft Corporation
'3ﬁpmwunmncnmmmm Kopnop Mainpocodr
%Ymmmwmﬁﬂmmm“MT Kopnopawsm Matupocodr
i sFmom BezomackocT Microsoft Corporation
gﬁi}mm ActiveX Koprmopatptx Mafvpocodr
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Puc. 4.11, OkHo [lo6aBuTL M30NMPOBAHHYIO OCHACTKY

X MOKHO HCTIONB30BATH 15 H3MEHEHHA KOH(PHIypaLMn OIHOTO WK HECKONBKHX
komnbiotepoB. M3amenenne KOH(GHUIypauMn KOMIMbIOTEPOB JOMYCTHMO TIPH MOMO-
14 OCHACTKH AHajan3 u HacTpoiika Gesonacuocru cpeacra Secedit.exe, pabo-
TAIOLLEr0 U3 KOMaH/HOH CTPOKH, a TAKoKe MPH NOMOLLH uMnopTa wabaoHa B ocHa-
crky Jlokanbuas noaurnka Gesonmacuocrn. [To ymonuanuio roroseie 1abaoHs!
6e30MacHOCTH COXpaHeHbl MO a/pecy: CHCTeMHbIH_KopHeBo#_kartanor\Security
\Templates.

[None ycranoskn OC B cMcTEME MOTYT NPHCYTCTBOBATHL NPHUBEACHHbIE Jlanee 1ab-
JIOHBI.

O Setup security.inf — "maGnon GezonacuocTn N0 yMOAHAHHIO", CONEPKHT
napameTpsl 6e30MacHOCTH, WCTIO/L3YEMbIE MO YMONYaHHUIO, KOTOpbIE MpHME-
HAIOTCA BO BPEeMs YCTAHOBKH OTEpPallUOHHOH CHCTEMBI, BKJIIOYAA pa3pelueHuHs
Juis paiinoB KOPHEBOro KATANora CHCTEMHOO IMCKA, DTOT 1wabnoH MOMKHO He-
MOJIb30BaTh MOAHOCTBIO WITH HACTHYHO B LIENAX aBAPHIHHOIO BOCCTAHOBJIEHHS.

0O Compatws.inf — "coBmecTHMBbI', COACPIKUT paspelliCcHHs MO YMOTYaHHIO
s pabovMX CTaHUMH M CepBepoB (He KOHTPOJIEPOB A0MeHa). YuuThiBaeTcs
Hepapxus npas JOKaIbHLIX rpynn: "Aamunuctpatopst”, "OnbiTHEIE N0L308Ba-
tenu" u "[lonszosarenu”.
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O Secure*.inf— rpynna mab6aonos "3amuTa', COAEPIKUT NapaMeTphbl MOBbI-
tenHow Gesonac HOCTH.

O Hisec*.inf — rpynna maGnonoB "noenmennas 3amura', BiuiovaeT 8 cebs
abaoHs!, HANArAIOWHE TOMOTHUTENILHBIE OTPAHUYEHHS HA YPORHU KOIAMPOBKH
M NOJIIMTHCH.

O Rootsec.inf — "GezonacHocTh CHCTEMHOro KopHeBoro karamora', Bkioua-
et paspeluenus ans kopresoro karanora Windows XP Professional. [To ymosn-
HAHWIO 3TH paspellieHus onpenensiores wabnonom Rootsec.inf ans kopxesoro
Katanora cuctemHoro aucka. llabnon Taioke moxker ObITh U3MEHEH U1 MpH-
MEHEHHs 3THX paspellieHHi K KOPHEeBOMY KaTalory ApYrHX IMCKOB (He CHc-
TEMHbIX).

ITapameTpbl wabnoHos Ge30NAaCHOCTH MOYKHO NPOCMOTPETL M OTPEAAKTHPOBATH
npu nomoiuu komnoxenra Ila6aonnl Gesonacnoern. [lpuyem ux pemaktupoa-
HHE aHAJIOrMYHO PEAAKTHPOBAHMIO peasibHbIX napamerpos GezonacHoct. Paiibl
WwabJIOHOB ¢ paciuupenueM inf MOXKHO npocMaTpUBaTh Kak TEKCTOBbIE (aiinbl.

MNMpumevarnune

Obecneyenne BeszonacHocTh HeBoamoxHo B cucremax Windows XP Professional,
yCTaHOBNEHHbIX Ha Auckax ¢ dainosoi cuctemon FAT.

BuiGpas Haubonee noaxoasMit wabnoH WK CO3/1aB HOBbIH, MOMKHO BHECTH B He-
ro HeoOXO[MMbIE M3MEHEHHA W PacnpocTpPaHWTL MX Ha APYrHE KOMMbLIOTEpPHI, HE
NpoBOAs peNaKTHPOBAaHHA NapaMeTpoB 0e30NacHOCTH Ha KaXIOM KOMIbIOTEpE
OTACBHO.

Yrtobbl co3aaTh HOBBIH WAGNOH, AOCTATOMHO B OKHE CO3[IaHHOW KOHCONW BbIOpaTh
B KOHTEKCTHOM MEHIO Nanku, coaepxkatueit wabnouel (puc. 4.12), onuuio Cozxars
HOBBIH madJaon, gaTh eMy UM W J00aBUTL ONMCaHKe.

Jna HacTpoiiku 6e30MacHOCTH CHCTEMbI ¢ HCNOABL30BAHHEM COXPAaHEHHOro wwab-
JIOHA MOJKHO NMPUMEHHUTH NakeTHbie (KoManaHsie) ¢aiinbl ¢ 3aroToBICHHBIMY 3apa-
Hee KOMaHAaMH, BKJIOHaIOLUINE MPEICTABIEHHbIE B IMCTHHIE 4.7 CTPOKH.

E nhc'rﬁﬂt-d.'!..s,edéditﬁt: AL S s S ) i

secedit /configure /db C:\WINDOWS\security\Database\abecd.sdb /cfg
c: \WINDOWS\security\templatesi\new.inf
pause

rjae:

0 secedit — CPeACTBO KOMAHIHON CTPOKM U PEaKTHPOBaHHA NapamMeTpoB
6e30nacHOCTH;
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0 abed. sdb — uMg 6a3bl JaHHBIX, KoTOpas OyseT co3gaHa B npolecce BhINOnHe-
HUS KOMaH/bl;

O new.inf — npuMeHeHHbl# wabnon GezonacHocTH.

m llla 6 AOKDY

 Kowcons. Aeﬁcme m usﬁpm Qm cmam .
& - ml‘ﬁ“m x%\@ -

,_] Kupenb noucnnu
=] @ U.Inunm-iu BerxonacHocTH

| Onmcanme
Windows XP Service Pa
Default Security Setting
Relaxes the default file

g 1
mihe

A superset of secured
# fﬁ compams A superset of securew:
[ hisecde B HOBbIE MIMEHEHWA
3] 3 hiseews i LW Applies default root pe ¥
Pk P Zld f o
; 8 . : - i -

Puc. 4.12. Cnucok wabnoHoe GeaonacHocTH

[Mocne BuinonHeHus Takoro nakerHoro (aiina sce onpesaenenubie 8 wabnoxe
new.inf nonuruku GyayT npuMeHeHbl HA KOMILIOTEpE, & BCE napaMeTpsl, He onpe-
AenexHble B wabNoHe, HO UCTONb3YEMbIe B HACTPOHKAX KOMMBIOTEPA, OCTAHYTCA
6e3 uaMeHeHHi.

Mpumenus sToT cnocol pacnpocTpaHeHHs NOAUTHK Ge30MmacHOCTH, Bbi MOXKeTe
nepejars Bce HeOOXOAMMbIE U3MEHEHUA HACTPOEK KOMMBLIOTEpam rpynibl pyKoBO-
JITENeH, pacCMOTPEHHOH paHee B 3TOW riase,

BoamoksocTu nporpamm Secedit 1 mmc CyLIECTBEHHO LLUMPE, YEM T€, YTO MOKa3a-
Hbl B ipumepax. Ecnu Bbl BHUMATENLHO MPOUTETE BCTPOEHHYIO B CHCTEMY CIPABKY
no pabore ¢ 3TUMHK NPOrpaMMaMH, TO CMOKeTe NMPOBOANThL AHANW3 HAacTpoek Gelo-
MacHOCTH, & TAK}Ke PeAAKTHPOBATH IPYNMOBYIO MOJAWTHKY 6e30MacHOCTH, npume-
Haemyto B nomexe. [lonuTHkn ¥ napamerpsl 6e30nacHOCTH, onpeleneHHble Ha
YPOBHE [OME&HA, UMEIOT NMPEHMYLIECTBO MEPEe MOJMTHKAMHM M rnapameTpamu, or-
peaeneHHbIMH JIOKAIbHO.

3z1ech ke ocTaeTcs J06aBUTL TONBKO, YTO BCE ONMEPAaUMH JO/KHEI BBITIOJHATLCS OT
HMEHH aIMHHHCTpaTOpa KOMNbIOTepa HAK aoMeHa. Kak u B apyrux caydasx aj-
MHUHUCTPUPOBAHUA CeTH, owinOKa, JOMYyLIEHHAs BaMH, MOXKeT noTpeboBaTh npo-
JIOJKHTENLHONO BPEMEHH Ha ucnipasieHue. byabre BHUMaTE bHbI!
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YnpasneHue gocrtynom
K HeKOTOpbiM o6bekTam cetn

ObbiuHo, Kora ypoBeHb A0CTyna K o0beKTaM CeTH Ornpee/seTcs TONbKO paspe-
LWEHUAMH B CETH, He BO3ZHMKaeT npobieM ¢ HapylleHHeM peXKuMa A0CTyna K MH-
dopmauuu. Ho B OTAEABHBIX CAYHAAX PeKUM JOCTYNA ONPEAENAeTCs CPeaCTBaAMH
NPUIOKEeHUH, B KOTOpBLIX paboTaloT noab3osatenu. Hanpumep, Becbma pacripo-
cTpaHeHbl NpUAoKeHHs, paspaborantbie B cpeae MS Access. [ing paGorul B ceTv
3TH MPUIOKEHHUA JCAATCA HA KIMEHTCKYIO H cepBepHYIo yacTu. KiaueHTckas vacTb
pacnpocTpaHAETCs MEXIY M0J1b30BaTEIMH, & CEpPBEpHas PacrosiokeHa Ha cepae-
pe. Onpenenssa pexum A0CTyNa K AaHHbIM, YCTAHABIHBAIOT NMApOan A1 10CTyna K
OrpeesieHHbIM HacTAM NMPHAOKEHHS, COOTBETCTBYIOWHM npoduio paboTs! nomnb-
sosateneit. B MS Access ansg ynpasneHus naponsmd npuMeHsioT ¢aiin paboumx
rpynn. Tlpu oBuiuHoit paGorte nonb3opateneit MHGOPMALMA AOCTATOMHO XOPOLLO
3alMLIEHA OT U3MEHEHM, 8 BOBMOXKHO W NPOCMOTPA TeMH MOJIb30BATENIMH, KO-
TOPBLIM HE [JAHO Ha 3TO MPABO B NPUIIOKEHNUH.

B To 7ke BpeMs MpoABHHYTHIE MOIB3OBATENH, JKE/ad MOACMOTPETh HIIH CKOPPEKTH-
poBaTh HH(OPMALMIO, K KOTOPOIH OHKM He JO/KHBI MMETh JAOCTYMA, MOTYT 3TO cje-
naTh, NOAKAIOYHBLUMCH K CCpBEPHON Gase MaHHBIX H UCTIONb3YS CTAHAAPTHBLIE WIIH
pa3paboTaHHble CaMOCTOATE/ILHO cpeacTea. KoHeuHo, npunokeHus, KOTopble co3-
gaores GUpMaMH, CreLHaaH3HPYIOUIMMHUCA Ha pa3paboTke KJMEHT-CepBEpHbIX
NPOAYKTOB, cHabkaloTcs A0CTATOMHO d(D(PEKTUBHBIMH CPELCTBAMM 3ALLMTHLI JlaH-
HbIX. B npocteix pa3paborkax, CO3aHHbIX 3a4acTyI0 CAMUMH 8JAMHUHHCTPATOPAMH
CeTH WIH APYTHMH COTPYAHUKAMU NPEANPUATHA, BONPOC 3aLUMTHI cepBepHOit Gasbl
JNAHHLIX HEepeaKOo yryckaercs u3 Buay. Jlna ynpouienus opraHuzauuu paborsl Ho-
BbIX MONb30BATENEH C KIMEHTCKHMH MPHIOKEHHAMHU LOCTYIN K cepsepHoi Gase
JaHHBIX OTKPLIBAETCS AJ1S BCEX Mosb3oBaTesnei aomeHa. Tem He meHee BOnpoc
3alUUTHI cepBepHoil a3kl AaHHbIX MOJkeT ObiTh pelueH Ha ypoeHe (aiinosoit cuc-
Tembl, JIOCTATOMHO OnpeaenuTb AOCTYN K KaTajgoram, B KOTOPbIX pasMelleHbl
daitnb 6asbl AaHHBIX, AW JUIA NOAb3oBaTeNei 310 Ga3bl NaHHBIX, TPHYEM B TOH
cTeneHu, B KOTOPOH 310 He0OX0AHMO.

Paspeluenus ans karanora 3aJaloTcs CTaHIAAPTHBIMK CPEJICTBAMM ONeEpauHoHHOM
cuctembl. CyllecTByIOT ABa BapuaHTa ornpejeneHus aocryna, Karanor moxer
ObITb BHJIEH B CETEBOM OKPY/KEHWH WIIH JKE€ JI0CTYNEH MPH OTKPLITHK COfiepiKalle-
ro ero Karajaora rnocjie noakjIoueHus K koMnsiotepy u3 cetu. Kak Gyaer opranu-
30BaH JOCTYMN K KATanory, 3aBUCUT OT YC0BHH paboThl BalLMX MONb30BaTeNCH H
tpeboBannit nporpammHoro obecneuernus. Kpome Toro, nojHoueHHOE yrnpasieHue
paspelleHHAMH BO3MOJKHO /ML NPH HANHYHKH Ha ceppepe (ainoBoit cucTems
NTFS. lo6agnarth ¥ ynanath paspeilleHud Ui OTAeNbHBIX rojib3osaTened — 3a-
Jnava nocrarodHo Tpynoemkas. [Toaromy, Kak u B GONIBIIMHCTBE Clly4aes ynpasie-
HHA JIOCTYNOM, palHOHaNbHEee CO3/1aTh rPynnbl MONL30BaTENeH ¢ YCTAHOB/IEHHbI-



200 lnaga 4

MM TpaBaMu, a NpH HeoOXOAMMOCTH 100aBAATL B HUX YYETHBIE 3aMHCH MOTb30Ba-
Tenei. Cpeactsa, HeoOX0AUMBIE AR ATOTO, MBI YiKe pACCMATPUBAIN paHee.

Kpome onucaHHbIX BapHaHTOB 3auiuTbl MH(OpPMalMK cepBepHoit Gasbl daHHBIX
MS Access, He cuMTas BCTPOGHHON BO3MOKHOCTH YCTAHOBKH MapoJil Ha OTKPbITHE
6a3bl, MOKHO NMPUMEHWTE HeGONBILLOH MO/, 3anpelaoLini ciyyailtHoe npsmoe
oTKpbITHE 0a3bl NONb30BaTEIEM, HE UMEIOLIMM Ha 5TO npasa. Moaysib 10/DKeH Bbl-
3bIBATHCA W3 (JOPMbI, KOTOpasi HE COAEPIKUT HHHEro, KpOME OIHOro Moayss (op-
mbl (iMcTHHT 4.8), 13 koToporo  3amyckaercs moayis InTo (auctunr 4.9). Ums
dopMbl 1omKHO ObITh BHeceHO B mone dopma B napamerpax 3amycka 0Gasbl
JaHHBIX.

i NucTunr 4.8. Moayne ¢

Private Sub Form Open (Cancel As Integer)
InTo.VXOD

DoCmd.Close

End Sub

Option Compare Database
Option Explicit
Public Sub VXOD()

Dim UserIN As String
UserIN = Left (DBEngine.Workspaces (0) .UserName, 15)
MsgBox UserIN
If UserIN <> "Fedor" Then
DoCmd. Quit
End If

End Sub

Ecnu nia pabotel ¢ 6a3oii npumensercs ¢aiin paboueii rpynmel, TO TOABKO MOJIb-
30BaTe/lb Fedor CMOMKET OTKPLIThH €€.

Koneuno, 3naTtoku MS Access yie NpUroTOBWIIM YCMELIKY W BO3paXKEHHE: MOII,
3HAEM 2Ke NpocTor nyTh oOxona 3To# 3amuTsl... Pasymeercs, npeaioxeHa 3aimra
OT CAYNGUH020 OTKPBITHA W Cy4aiHON nopuu Oasbl AaHHBIX, KOrla Apyrue cpei-
CTBA 3aUIMThl HE MPUMEHAIOTCS WM He npumenumsl. Kpome toro, ponomHuTe b-
HbIE BO3MOYKHOCTH 3aLIMTEl B APCEHAJIE AAMMHUCTPATOPA JIHILHMMH He OynyT.
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[locTyn K ouepeaaM Neyartn u ynpasrieHnio uMn

Onaun u3 cneunpuyeckux o6bEKTOB B CETH, J0CTYM K KOTOPOMY MOMKET MMETh ajl-
MWUHHCTPATOP M OTHE/bHbLIE JIOBEPEHHBIE M0/1b30BATEIH, — 3TO OYepe/lb MevaTH.
B 3aBHCUMOCTH OT TOro, Kak OPraHu3OBaHa B BAlUCH CETH MEYaTh, TH GyHKUHUU
a4JIMUHHCTPUPOBaHUSL MOryT ObITh HeoOXOAMMBI B pasHoii cremeHu. Hanpumep,
€CJIA B CETH NMPUMEHSIOTCH TOJILKO arnmapaTHbie (Hampumep, BCTPOEHHbIC B MPHHTE-
pbl) NPUHT-CEPBEPBI, U palotue CTAHLIMM HACTPOEHBI TakMM 0Opasom, YTO HOKY-
MEHTbI OTTIPABNIOTCH HEMNOCPEACTBEHHO HA NPUHT-CEPREp, MUHYS CepBep CEeTH, TO
aZIMMHHUCTPHPOBaHKE npoLecca nevaTh He Tpebyetcs. B To ke Bpems npu orpaxu-
YEHHOM YHCJIE NMPUHTEPOB, HO GonblIOM 06beMe newaTi, BO3MOXKHE! Npobiems! co
CBOEBPEMEHHOH 3anpaskoii npuHTepoB Gymaroi u Tonepom. Ouens Gonblioe yuc-
710 IOKYMEHTOB B OHMEpelH Ha OAMH MPUHTEP MOJKET MPHBECTH K "3aBHCAHHIO"
npuHT-cepsepa, B Takux cnyuasx ixenaTe/bHO MPouece neuaTH KOHTPOIUPoBaTh U
ynpasasate uMm. Jlng yenewHoro ynpasneHus 6onbuium o6beMoM ceTeBoil nevaTH
ouepeaM JOJIKHLI HAXOAWTHCA HA OJHOM MM ABYX (ecnu obbeM newatu oueHb
60bLION) PACHONOKEHHBIX PAAOM KOMMBIOTEPAX. DTO MO3BOJIMT ONEPATOpPY Meva-
TH 3PeKTHBHO yNPaBAsTL OYEPeasMH, NPH HEOOXOAWMOCTH BMEIIHBASCL B TIPO-
L1ecC mevaTH AOKYMeHTOB. [l moMerueHHs Beex odepeaei nevaru Ha OJMH KOM-
NblOTEpP, HANpUMep cepsep, HeT HEOOXOAWMOCTH BCE MPHHTEPH! NOAKIIOHATHL K
HeMy (pu3nuecku. JJOCTaTOYHO YCTAHOBHTE WX KaK CETeBbie, HO paspeuiuTh K HHM
JOCTYI NONL30BaTeNel, HACTPOUB COOTBETCTBYIOUMM 00pazom paGoune cTaHunn.

Ha paboyeli cTanumm A0cTaTOMHO HANTH HEOOXOAUMBIH NPUHTEP B CETEBOM OKpY-
EHWH, YCTAHOBNEHHLIH Ha cepBepe, W BIOpaTL B KOHTEKCTHOM MEHIO KOMawujly
Moaxkmounts. B nepeune ycrtaHopiaeHHbIX npuHTepoB B nanke Mpuntepsr no-
ABUTCA eule oamH npuuTep. [Tpu BboIGope npuHTEpa s OTNPaBKH AOKYMEHTa Ha
neyaTh YCTaHOBNEHHBIE TakuM 0Opa3oMm mpuHTepsl OyayT BhIrnaaers, Kak cere-
Bbie, Hanpumep \Ap15nt01\Kyocera FS-6900 (puc. 4.13). Tor xe npunt-cepsep,
HO C JIOKATLHOH Ovepeabio nevart, NoAKIoueHHbIH Yepes crtanaapTHelit [P-nopt
(cMm. puc. 4.9), BBLINIAANT Kak NOKanbHO MNOAKMOYEHHbIH npunTep Kyocera
FS-6900 KX.

MpumevaHune

Pasnuune B HazBaHWAX NPUHTEPA CBA3AHO C NPUMEHEHUEM pasHbix Apaisepos Npu
NOKanNLHOW W CETEBOW YCTAaHOBKE, 3TO MOXET BbiTh yAOGHO NpW pasnuyHbLIX BapuaH-
Tax nevyaTun.

Ecnu Ha pabounx cranuuax, ¢ KOTopsiX HaeT 60abwwol obbem neyaTu, NPUMEHATH
TOJILKO CETEeBYIO YCTAHOBKY MPHHTEpa, TO ouepe/b rnevatH OyaeT HaXOauThCs Ha
cepeepe, 4epe3 KOTOphIH NPUHTEp MOAKMOUEH K paboueH cTaHUMM.

OTKpbIB OKHO OvepeaH neyat npuHTepa (puc. 4.14), MOKHO KOHTPOMPOBATL XO4
neyaTH, NPHOCTAHABIWBATL OT/AE/bHbIC 3a1anns Gosiblioro obbema, yaaniTs o=
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OouHbIE M NOBTOPHbLIE, MNepesanycKkarsh 3agaHud, Nnoab3iyAck KOHTEKCTHbLIM MEHIO
KaXKaoro U3 HUx.
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Puc. 4.13. BuiGop npunTepa B okHe Mevates

h Kyocera FS-6900 - AP15NTO1 - procTanDBAEHO

Opimrep  fAokymedt Bua  Cnpaska

Bowywewt | Cocrosue | Braeneu [ Mucno.. | Pasmep | Moct
QJMIHEE?E"\!{E{E IIIIIII CH_04.doc. Mpuocran..  Admin 1 640 KB 18:3
[mMicrosoft Word - CH _04.doc | Admin 1 629 KB 18:3
| | i3
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Puc. 4.14. OkHo ouepean nevaTtv npuHTepa

[Tpu HeoGX0AUMOCTH MOKHO NPHOCTAHOBUTH BCIO OYEpe/lb ANIs NpoBeeHus pabor
C NPHHTEPOM, @ 110C/IE WX 3aBEPLICHNUA 3alyCTHTH NeYaTh CHOBA.

Jloctyn Kk mpunTepam, 1paBa Ha W3MEHEHWE pekMMa fevaTH, ynpasjieHue oue-
peablo fevaTy, npaea Ha camy nevarh MOMCHO 3a/1daBaTh B CBOMCTBAX MpUHTEpa Ha
sknanke Besomacnoers (puc. 4.15).

B cepsepubix OC npeaycmorpena creuuanbHas rpynna Oneparopbl nmevaTH
(puc. 4.16). [Tonw3oBatenu, BKIIOYEHHbIE B 3Ty rpynmy, OyayT wMmeTh mpasa
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CO3NATENL-BNANENEL i

Wc. 4.16. OkHo CaoicTsa: OnepaTop! nevati
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yNpaBieHHA NPOLECCOM nevaTu Ha mobom npuxTepe aomena. [pyrue npasa 3THX
nonb3oBarenei B CeTH MOTyT ObITh OrpaHUYEHBI.

[ocTyn K Apyrum ceTam

B JaHHOM pasfene OMHLIEM, HE ymyﬁnuscn: B OT/Z€NbHbIE HYaCTHLIE BOMNPOCHl Ha-
CTPOiKH 00OpyA0BaHUA, MPUHUMN GE30MaCHOro NMOAKIIOYEHHS K HEKOH BHeUIHeH
CeTH, B KOTOpoi paGoTaer cepsep, NOCTaBIAIOUMH B Hallly CeTh JaHHbIE, HEOOXO-
Aumbie uis pabotsl npeanpusTus. [lpuyem 5Th naHHble ciefyer nojiydaTh JULIL
Ha OrpaHH4YeHHOM YHCIIE p&GO‘WIX CTaHuHﬁ. Cawma no cebe 3agava noaKnio4YeHHd K
yﬂaﬂeHHOﬁ ceTH MoxeT OblTh pelIeHa MHOTHMH CT!OCOGaMPI, ONUCAHHBIMH B KOM-
neloTepHoit nuTepatype u cnpaske Windows. Ho 3anaua, KoTopas crosna nepea
anm HHHUCTpaToOpOM Halue# CETH, — obecneunTs NnpocToe H 6e3aonacHoe NOAKJIIO-
uenne. OHO JI0/KHO NMO3BOJIATH NOAKITIOYHTLCS K pa3pellieHHbIM pecypcam Ha cep-
BEpeE BO BHellIHEH CETH, HO He AONYCTHTH BXOJ B HalUY CETb.

Bonpoc nactpoiiki mapwpytusauun cpeacrteamu Windows mbl paccmarpuBany
npH noaknoueHun K Mureprery B anaee 2. Ternepb KOCHEMCS OpraHu3ailMu Map-
WPYTH3AUMH YEpes creuHanbHble YCTpoHcTea — mapiupyruzatopsl. [To cytu, ouu
BBIMOIHAIOT T K€ (YHKLHMH, O KOTOPbIX Mbl YK€ FOBOPHIIH TPH PACCMOTPEHHUH
HACTPOEK MapLIPYTH3aLIMH U yaAlleHHOro jocTyna Ha cepsepe. Ho nactpoiika s
BCEX ITUX YCTPOHCTB He MoxkeT ObIThb onMcana eauHoobpasHo. YcrpoiicTea pas-
NUHHBIX NPOU3BOANTENEH HMEIOT CBOH OCOBEHHOCTH U CBOM WHTEp(EHCHI HAcTpo-
€K U aAMUHUCTpHpOoBaHks. YacTo kK HuM TpebyloTes NOMOMHHUTEILHbIE TIaThl pac-
lHpetns, ytobbl obecneuuTs paboTy Mo TeM MW MHBIM NpoToKonam. B Hatiei
ceTH npumenseTcs Mapuwpytuzatop hupmbl Allied Telesyn AR410 ans obecneve-
HUS CBSI3H C CETHIO poAcTBeHHOro npeanpuatus. [Ipuuem, HecmoTps Ha To, YTO Y
Hac ecTb yaoOHbIH BbIXOA B UHTEPHET, CBA3L MO HEKOTOPBIM MPUYHHAM OCYyLIECT-
Basercs yepes mogemss Zixel U-336E Plus mo sbiaeneHHoM JIMHUA. DTH MOAEMBI,
KaK ¥ MHOTME JIpyrue, rno3posisfioT aBTOMATHYECKH YCTaHABIWBATH CBA3bL MOJEM-
MOJeM cpa3y nocjie BKIIOYeHHs (KOMaHbl Ans 3TOr0 OMMCaHbl B JOKYMEHTALHH
Ha monem). [lpu 3TOM MOABNAETCS KAHAN CBA3H, KOTOPBIH MOXHO HCIIONL30BATH
L1 MaplupyTH3auuuM Mexay cetamu. Mapupyruzatop AR410 ¢ nomouibio nnarhi
AT-AR024-00 (npuobpetaercs aomnoiHuTeNLHO), obecneuupawouledt paboty ¢
AaCHMHXPOHHBLIM TIOPTOM, NOAKIIOYMEH K moaemy. [pyroii mopr mapwpyruzaTopa
BKJIOYEH B Haly certh. [lopram Haswauens! IP-anpeca, cooTBercTByIOUINE A0MYC-
TUMBIM B ABYX cerax. Ilocne nepsuuHOil HacTpoiiku MapuipyTusatopa, KoTopas
OCYILECTB/SAETCA C MOMOILBIO JIO60ro KOMIMbLIOTEpa ¢ YCTAHOBIEHHBIM MpHiarae-
MbIM K MapLipyTH3aTopy fnporpamMMHbiM obecrieuenHem, NOAKIIOYAEMOro K map-
WPYTH3ATOPY CheuHanbHbIM Kabenem, ero aAMHHUCTPUPOBAHHE BO3MOXKHO uepes3
Web-unTtepdeiic. B cneunanbHeix daiinax KoH(Hrypauuu ykasbiBaloTcs MMeHa
nonp3oBarenei, HX noaHoMo4nsa u naponu. IToakmouasce uepes Web-unrepetic
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K MapuipyTusatopy, Heobxoaumo asropuzosathes. Kpome Web-unrepdpeiica, ans
YNPaB/IeHUs MapLipyTH3aTOpoM MOKHO npumensTth Telnet. OTkpbiB cooTBeTCT-
BYIOLLME NOPTHI And aocTyna w3 MutepHeTa u nepeHanpaBuB UX Ha aapec map-
wpyru3aropa cpeactsamu NAT, MOXKHO MOAYHHTh AOCTYN K YNPaBICHUIO UM W3
Wntepuera. Tlpn noneitke noakmouenus yepes Web-untepdeiic sam Gyzaer npea-
N0KeHO aBTopH30BaThes (puc. 4.17).

[ ] owea |

Puc. 4.17. Okxo Noaknwyenue Kk [Aapec mapwpyrusaropal

[Nocne aBropusauuu OyaeT NpeACTaBeHO rIaBHOe OKHO ¢ uHopmauued o map-
wpyTtusarope (puc. 4.18)., B KOTOpOM € MOMOLLBIO OOBIMHOrO JUIA HHTEPHET-
Gpaysepa MeHIO MOXKHO NOJIYYMTh AOCTYN KO BCEM HACTPOHKaM 5TOro MapLipyTH-
3aropa.

Ha puc. 4.19 nokaszaHo okHo penaxtopa daitnos kondurypauuu ¢ diparmenrom
pasnena IP configuration, rae onucanel Bce HeOOXOAMMBIE MapPLUIPYThI.

XapakTepucTHka HeoOXOMMbIX KOMAH/ 1 MX CHHTAKCHC NPUBE/CHBI B ONIHCAHUK
MapLupyTH3atopa Ha npuiaaraemom k Hemy CD. Ilpu Heo6X0AMMOCTH MOXKHO yaa-
JIEHHO Nepe3arpy3uTh MapuipyTH3aTop, noabiyacs Web-unrepdeiicom win ytunu-
Toi Telnet (puc. 4.20).

IMokaszanHoe Ha puc. 4.20 okHO No3BoOJSET YOEANTLCSA B TOM, HTO MApLIPYTH3ATOP
BKJTIOHEH W BCe HEOOXOAMMbIE COCHHHEHHS YCTaHOBJIEHDI.

Teneps paccmoTpum cyTh criocoda obecnievenus 6€30MaCHOCTH MOAKTHOYEHHA,

O6ecrnieuenne Ge30MACHOCTH HA CTOPOHE BHELIHEH CeTH, — 3ajiaua ee agMHHHCT-
paTopa, No3TOMY PaCCMOTPHM PELIEHHE 3a/1a4H TOJILKO C OJJHOH CTOPOHbI.

Ha puc.4.2]1 cxemaTnueck MokasaHa OpraHM3allMsi MOMKIIIOYEHHS K BHELIHEH
CeTH.
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Model Uptime MAC Address
AR41D 22days 0:35:14 00-00~d-0f-4c-78 i

Total Flash Total RAM Peak CPU Utilisation
7340032 Bytes 15384 KE 100 %

Free Flash Free RAM Average CPU Utilisation
1862612 Bytes 4706 8 0%
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Puc. 4.18. OkHo ynpasneHna MapLupyTU3aTopom
yepea Web-untepdeiic Allied Telesyn International

Ecnu Bo BHYTPEHHIOK CETh obecneueH JOCTYN M3 BHELIHEH CETH, TO CYLUECTBYET
BEpPOATHOCTL TOI'O, 4TO pecypcu BHyTpBHHEﬁ CeTH, AOCTYMHLIC [/ BCEX €€ NnoJib-
joBarene, OyayT NOCTYNHLI W IS CAyHaiHOro nojib30BaTens BHEWIHEH CETH.
B nHawem cnyuae TpeboBanoch HCKIIOYHTh TAKYIO BO3MOKHOCTb, HO HE YCJIO0XKHATh
MONHTHKY JIOCTYMNA K PeCypeam BHYTPH CETH.

Jlns orpaHuyeHHs AocTyna K pecypcam cet ObiIo MCHONb30BAHO CBOHCTBO
IP-MPECOE B CETAX — MacKa MOJCETH, a TAKKE HEBO3MOXKHOCTbL [pPAMOTO MO~
KJIIOUEHHUA K KOMTIBIOTEPaM CETH, K KOTOPbIM HE YKa3aHbl ABHO MaplipyThbl.

Ha puc. 4.19 nokasano okHo ¢ parmeHTOM coaepikanus caiina IP-nacTpoek
MaplIpyTH3aTopa, B KOTOPOM OMMCAHbI CeTH W anpeca, JAOMYyCTHMBbIE 1A NMOAKITIO-
ueHus. Boibepem U3 BceX CTPOK TOJBKO Te, HTO KacalTCs pelieHus MoCTaBIeHHOM!
3aza4n. 3Hakom "#" 0603HAUHM KOMMEHTApHH, KOTOpble He oba3aTenbHbl B (aiine
KOH(MIypaLUlyu U HE MCMOMb3YIOTCH MaplipyTusatopoM. PeanbHo 5TH KOMMeHTa-
PHH MOTYT OTCYTCTBOBaTh B (haitne, 31€Ch K€ OHW MPUBEIEHBI A Pa3biCHEHHS
Ha3HadeHusa cTpok. OnucbiBaemas yacTe (aina KoH(urypauuu nokasaHa B Jiuc-
tunre 4.10.
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[Aeon ric-rmcosont itemetplorer ———— T mmE||

~Edit File.

Filename
fiashi 15.¢fg

# DRACP configuration - Pre IP :I
¥

¥

# IF configuration

#

enable ip

add 1p fal=21 #20=192,168,15,0 ent=]1 sm=255,255,255.0 e
des=152,.168.0.0 dm=255.285.255.0 ac=include

add i1p fil=2]l s0=192.168.115.0 enc=2 sm=255,255.255.0 ac=include

add ip fil=322 so=152.168.0.0 ent=l am=255.255.285.0

des=192,168.15,.0 dm=255,2595,285.0 ac=include

add ip f£11=22 20=192,166.0.0 ent=2 sm=255,255,255.0 dea=152,1€28,0.0
dme255.255,255.0 ac=include

add ip fil=22 so=192.168.0.0 enc=3 sm=255,2558,258.0

des=192,.168.115.99 dm=255,255.255.255 ac=includse

add ip fil=33 30=192,168.0.0 ent=4 am=255.255,255.0

des=192,169,115,98 dm=255,255,255,255 ac=include _.‘.'J

Puc. 4.19. Oxxo Edit File

ol Telnet 192.168.115.50
on now 1n E

Manager

Pue. 4.20. Okro Telnet ceaHca ceA3u ¢ MapLUPYTU3ATOPOM
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Cxema opraHmusauum desonacHoro
noaknYeHus K cetu 192.168.0.0

MapuwpyTtuaatop
BuigpeneHHan & AR 410
NUHKA K CeTH Mopem ZYX 3
192.168.0.0 (AHANOr OBbIA) ip=192.168.115.50
4 O 00D 0O i;l
o ip=192.168.200.1|——]
1= i
== | KommyraTop
ip=192.168.115.90 'I s
ip=192,168.15.90 P - et = A o

Bes
bHan
ceTh

\ Certb 192.168.0:0

92.168.115.0

== s,
ip=192.168.0.1 ip=192.168.115.90

Puc. 4.21. Cxema oprasusayum BeaonacHoro nogknodeHus k cetn 192.168.0.0

# — paspemenye ceru 192.168,.15.0 nomrmoyarsca K ceTd 192.168.0.0
add ip fil=21 $0=192.168.15.0 ent=1 sm=255.255.255.0 %
des=192.168.0.0 dm=255.255.255.0 ac=include

4 — paspewenwe cern 192.168.115.0 nomumuaTeca k cern 192.168.0.0
add ip fil=21 s0=192.168.115.0 ent=2 sm=255.255.255.0 ac=include
# — paspemenus cetmn 192.168.0.0 nomwmouaTsca k cer 192.168.15.0
add ip fil=22 50=192.168.0.0 ent=1 sm=255.255.255.0 %
des=192.168.15.0 dm=255.255.255.0 ac=include
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# — pazpewenue cemm 192.168.0.0 nomkmouarscs K ceTH, COCTOAmESNR
U3 eIMHCTBEHHOTO aupeca — 192.168.115.98

add ip £il=22 s0=192.168.0.0 ent=3 sm=255.255.255.0 &
des=192.168.115.99 dm=255.255.255.255 ac=include

# — paspemenne cemu 192,168.0.0 noaxmouaThcd K CETHU, COCTOAWEH
U3 eNMHCTBeHHOTO ajpeca — 192.168.115.98 (dakTnuecku, — paspemeHye
koMneTepy 192.168.115.98 nonyuars uedopMalmo u3 cetu 192.168.0.0)

add ip £fil=22 s0=192.168.0.0 ent=4 sm=255.255.255.0 %
des=192.168.115.98 dm=255.255.255.255 ac=include

# — HazHaveHMe NOPTY MAPWPYTMIATOPE, CMOTPAMEMY BO BHYTPSHHIK CEThb,
anpeca 192,168.115.50

add ip int=vlan3 ip=192.168.115.50 £il=21

# — HasHavenwe MNOPTY MapUpPYTMIATOPa, CMOTPALEMY BO BHEUHK CeTh, ampeca
192.168.200.1 (no DOTOROPEHHOCTM C AINMMHUCTPATOPOM BHeWHel cery)

add ip int=ppp0 ip=192.168.200.1 f£il=22

# — nasHawvenue mapupyTa B cers 192.168.0.0 Ha ampec 192.168,0.20
(no HOTOBOPEHHOCTH C AIMMHMCTPATOPOM BHEWHENR ceTu)

add ip rou=192.168.0.0 mask=255.255.255.0 int=ppp0 next=192.168.0.20
# — uasHaueHue MapupyTa B cerk 192.168.15.0 Ha moboit ee ampec

add ip rou=192.168.15.0 mask=255.255.255.0 int=vlan3 next=0.0.0.0

# — ykazauue anpeca DBS-cepsepa

add ip dns prim=192.168.115.15

BrinosaHeHo HazHaueHue CETeBbIM alanTepaM KOMMbIOTEPOB, YHACTBYIOUHX B 06-
LEHHH C BHELIHEH CeTbio, A0NOAHUTENbHBIX [P-aapecoB, npuHaeKaluX peaib-
HO He cyulecTByroleit cetn 192.168.15.0. V cereBbix aganTepor, npuHauIekKalmx
3TOW CeTH, MMEKOTCH JABa aapeca: oauH M3 cerd 192.168.15.0, apyroii w3 cetu
192.168.115.0.

B pesynbTare npuMeHEeHHs 3THX HACTPOEK MaplIPYTH3aTOp MO3BOJISAET M3 BHELI-
Heil ceTH "BMAETL" TONBLKO CTPOro Ofpeje/ieHHbIE U1 3TOr0 KOMNLIOTEPhI HallekH
cetn (M To no pononuuTensHbiM [P-anpecam). Bxoa B cers 192.168.115.0 ans
110/1b30BATEN BHELIHEH CeTH HEBO3MOKEH (HEKOTOpbIE ajipeca STOH CeTH Bbiaesie-
HBI 718 JOCTYIA U3 BHELUHEH CeTH, KaK OT/Ie/IbHbIE CETH).

YuursiBast HeOOXOAUMOCTD aBTOPH3ALIMK B JOMEHE JUIS JI0CTYNa K pecypcam CeTH,
J0CTYI B HAllly CeTh U3 BHEUIHEN CETH MpakTHuecku HepoaMoxkeH. Jloctyn u3 Ha-
el CeTH BO BHELIHIOW 06ecneyeH YaCTHYHO, a MMEHHO K Pa3spelleHHbiM [UIs 3To-
ro ajAMUHHCTPaTOpoM BHeluHed ceTu pecypcam. C 3TOM ULENbIO HCNoOAb3yeTces
KOMIBIOTEP, HE BXOAAUIMH B JOMEH BHELIHEN CETH, YTO MO3BOJISET, KAK Mbl YIKE
paccmoTpeny B paso. "Hzonuposannsie” noocemu” amoii 2nagwl, oGecneunTs K He-
My zpoctyn u3 moOo# BHemmueit cetd. JIng 5Toro HeobOXoaAUMO NHINEL YCTAHOBUTHL
COOTBETCTBYIOLIHE pa3peiieHusl.

Pazymeercs, Ge30nacHOCTb NOAKMOYEHHA K BHEUIHEH ceTH obecneueHa He TONbKO
coOCcTBEHHO MapuIpyTH3alMeld ¥ opranusaiuei cneunduUueckoro aapecHoro npo-
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cTpaHcTBa, BakHBI W IpyTHe KOMIMOHEHTBI 3aLMTbI, TAKHE KAK CIIOMKHbIE apoIi
ANs 10CTyna K HACTpoiikaM Mmapuipytusatopa no telnet-nporoxony wnu uepes
Web-unrepdeiic.

BosmoxkHo, 4TO B Baluem ciyuae Oyjier peanusoBaH WHOH crioco® mapuipyrwsa-
LM, HanIpUMep, NyTeM MpUMEHEeHHUs JI0TO/IHUTEILHOr0 KOMMbLIOTEPA ¢ CepRepHOI
onepallMoHHo# cuctemolt. Ho ucnonsizoBanue onucadHoro npunuuna d6e3onacHoi
CBA3M C JPYroil CEeThIO BO3MOXKHO B NI0OOM BapuaHTe peanus3aldH MapLipyTH-
3alHH.

BupTyanbHblit KOMNbIOTEP
1 BUpTyanbHas ceTb

Heckonbko 3a6eras Brnepej, pacCMOTPUM BapuaHT JOCTYMa K OTIC/bHBIM pecyp-
caM CeTH ¢ NOMOLLBIO Nporpamm, KoTopuie OyayT onucansl B 2rase 6. Tam Gyner
npuseaeHo onucaHue nporpammbl Microsoft Virtual PC, kotopas nossonser opra-
HU30BaTh Ha peaJbHOM KOMMbIOTEpE elle OAWH — BHUPTYaIbHbIA; U MPOrpaMmbl
OpenVPN, nossonsiollei co3aare BUPTYalbHYIO ceTh. HuTas B 21ase 6 onvcaH1e
Ha3BaHHBIX NPOrpamM, Bbl yike DyaeTe npeacrasnsaTh, 3a4eM OHH BaM HYKHBI,

B pane ciyuaes 10CTyn K OTAENBHLIM pecypcaM CeTH WM K pecypcam BHe ee J0/-
’KeH ObITb OpraHu3oBaH Takum oOpaszom, uToGbl HEKMH noOMb3OBaTENb HE UMEN
BO3MOMKHOCTH NOJYHUTE AOCTYN K APYTrUM pecypcaM CETH, a IPYrve nojib30BaTe/lu
3TOW CETH HE MONJIH NMOJYYUTH A0CTYN K KOMNLIOTEPY, A1 KOTOPOro OpraHu30BaH
TAKOH CrieuanbHbli J0CTYN. 3a1auya HaNOMHUHAET Ty, YTO pacCMaTPHBAJIACh BbILLE,
KOrfa pasroBop wen o6 w3onupoBaHHbIX noacetax. Ho B naHHOM ciyuae peus
MJIET 0 J0CTYyNe, KOTOPbIH J0MyCTHMO OpPraHn3oBaTh jlaxe vepe3 Murepuer, a wn-
dopmauus, nepenasaeMas no CETH, He MOXKET ObiTh MEpexBaueHa W MNpouuTaHa,
3neck Mbl paccMOTPHUM npumep oOuieli CXeMbl OpraHU3aLMH TAaKOro AOCTYa.
[MonpobHocTH A1s pelieHns KOHKPETHBIX 3a/1a4 OnucaHbl B 21age 6.

CyTb peuienus 3aK/II04aeTCa B TOM, 4TO MOXKHO OpraHW30BaTh BUPTYANbHYIO CEThb,
COCTOALYIO KaK W3 PeanbHbiX, TAK U U3 BUPTYAIbHBIX KOMMLIOTEPOB, KoTOopas (hu-
3HYECKH MOKeT ObITh HacTbIO BalleH CeTH WK e BBIXOJMTH 3a ee npejeisl, Kak
Obl nepecekasch ¢ Hei. [lpu 3Tom cucTema aapecos M cnocob MACHTUHKALIHK
KOMMBIOTEPOB HECKOJIBKO OTJTHHAETCA OT TOrO, YTO NpUMeHseTcst B 00bI4HOl ceTH.
B o6brunoii cetn paboune cranumu u cepsep "ysnator" apyr apyra no IP-aapecam,
MMEeHaM M NMPUHAMIEKHOCTH K AOMEHY Wi paboueit rpynne. Jloctyn k pecypcam
CeTH M K KOMIbIOTEPAM ONpe/eseTcs MoJMTHKaAMHK JIOCTYNA, CYIUECTBYIOIMMH B
ceTH. BupTyanbHas ceTh UMEET B CBOEM PAcropsyKEHWH [AOMOMHHUTE/IbHbIE CPeACT-
Ba MAEHTH(QUKALMYU K OFPAHHHEHHs 10CTYNA, NEPEeYHCIEHHbIE HUXKE:

O kaxabid KOMIBIOTEP TAKOH CETH MOXKET ObiTh CEpBEPOM M/HIIM KTHEHTOM BHP-
TyaJlbHOH CeTH;
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O kaxnas napa wiau Gonblias rpynna KOMMbLIOTEPOB BHPTYAJLHOH CETH MOKET
nMeTh 001IMil ceKpeTHBIN KoY nocTyna;

O aoctyn K KOMNbIOTEpaM MoxKeT ObITb onpeaesneH He TOJALKO aapecoM, HO nop-
Tom (moaoBHo Tomy, kak k Web-cepsepy Mo3KHO 0o0patatses no pazHbiM nop-
Tam, rorajias Ha pasHble CTPaHHLIbI caiiTa);

(0 camu KOMIMBIOTEPbI MOT'YT ObITb KaK peanbHbIMH, TaK U BUPTYAIbHBIMH;

Q

BUPTYallbHbI€ KOMIbLIOTEPEI MOrYT HaXOAWTLCA Ha peaibHbIX MaluWHax Kak
MnpyHHaaIeKamux O/IHO# W3 ceTeil, Tak U He MpHHaANEKallHX HM;

0 Ha KaXJIIOM KOMMBIOTEpEe MOXKET HAXOAHTbCA HECKO/IBKO BUPTYallbHbIX ajarnre-
POB, KaskAbli M3 KOTOpbIX obecneunBaer CBA3b ¢ onpeaeieHHsiM VPN-cep-
BEPOM WITH KIIHEHTOM.

Crpos BHpPTYa/lbHYIO CeTh, Bbl MOKeTe obecrieunTh abCOMOTHYIO KOH(HAEHLH-
aNbHOCTH CBA3W BHYTPH N1000H rpynibi KOMIMLIOTEPOB.

[MpakTHYECKH HEBEPOATHO, YTOOBI NOCTOPOHHWUH CMOT nepexBaTHTL HH(pOpMALHIO,
KOTOpPOi OOMEHMBAIOTCA MallMHBI B BUPTYalbHOH ceTH, OcHOBaHHOW Ha VPN
(Virtual Private Network, BupryanbHas yacTHad ceTb). DTOH yCcTOHYHBOCTBLIO BHP-
TYallbHbIX cetel K B3JIOMY B NOCJEAHEC BPEMA LIHPOKO MOJIL3YIOTCA OpraHusaTo-
pbl paHOHHBIX WITH FOPOACKHX CEeTeH, npeiocTaBias noab3osarensm aoctyn B Mu-
TEPHET.

Ecnu Bbl umeeTe Takoi noctyn B MuTepuer noma, TO MosKeTe Yepes CyLIECTBYIO-
wnit VPN-kanan B Unteprere nponoxuts cBol VPN-kanan k palue# nokanbHoi
cetu. [1pu Takom BapuanTe cBA3H Bbl OyjeTe 3alulieHsl OT MOOLIX NOMNBITOK ne-
pexsara napoiedl M JaHHbIX, KOTOPeIMH Bbl ODMEHHBaeTech C Balled CeThIO.
O6B1MHO ONacHOCTL MepexBaTa napoJieii cyuiecTryer B ceancax Telnet, rae naponu
nepenanTes B OTKPLITOM BUAE MPH ABTOPU3ALMH HA NOUYTOBLIX CEpBEpPAX, a TaKwKe
B JIPYTHX clydasx, KOria mapojiu nepecuiialores B OTKpbiToM BHae. O6Men nan-
HbIMH BHYTPH JIOKAIBHOH CETH Tak)Ke CTAHOBUTCH Oe30macHbIM, eclii NpUMeHseT-
cs sammueHHslid VPN-kanan.

Ha puc. 4.22 nokazaH BapHaHT OpPraHu3auMy BUPTYANLHOH CETH C MPUMEHEHHeM
BMPTYaibHbIX KOMIbIOTEPOB. BupryanbHbie koMnbioTepsl umetoT Oyksy "V" Ha
3KpaHe MOHUTOPA, KaK M BUPTYaJIbHbLIE CETEBbIE alaNTephbl, KOTOpPhIE HEOOXOAMMBI
ans pabotel BUpTYasibHOH cerH. Ceemibie cTpesiku 0003HAYAIOT CBA3M MEKAY
KOMMBIOTEPAMH B BHPTYANbHOW ceTH. BHpTyasibHble KOMTMBIOTEPBI, KOHEYHO, Ha-
XOJATCA Ha PeabHbIX MALIMHAX, HO BEAYT OHM cebs Tak, Kak ec/in Obl GbLTH camo-
CTOATENbHBIMH KOMNbIOTEPaMK. BUpTyanbHble CBA3KM MeXKAY MaLIMHAMM NMOKa3aHb
Takum obpasom, kak 6yaro oHu He TpebyioT (usuyeckux nuuuii ceazu. UmenHo
Tak OHW OyAyT BOCNPUHUMATBLCS NOJb30OBaTeNAMH Komrbiotepos. Hanpumep, pa-
Govas craHLMA, HAXOAALIAACA BHE JIOKAJIbHOWH CETH W CBA3aHHAA C HEH Mo BHPTY-
albHOMY KaHaty uepe3 MurepHer, pealbHO CBf3aHa vepe3 (PU3HHECKHE JIMHUH
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CBA3H M KOMMYHHKaUMOHHOe 000opya0BaHHE, HO TOC/IE YCTAHOBICHNA BUPTYallb-
HOM CBA3M BCA (PU3MHECKAA CETh CTAHOBHTCS HECYLIECTBYIOUIEI [UIs MoLb30BaTes.
Jaxe xomanpga tracert [ip-aapec], BeiBOAALIAA Ha SKPaH KOMAHHOM CTPOKH WH-
(hopmaumio 0 MapuipyTe COEMHEHHS, HE MOKMKET HU OAHOIO MPOMEKYTOUHOrO
y3na Mexk1y MalliHamu, paboTaloluMK B BUPTYalibHO# ceTH. KoanuecTso BupTy-
anbHLIX CETEBbIX AaNTEPOB, KOTOPbIE NOMYCKAETCs YCTAHABIWBATL HAa OAHOW Ma-
wuHe, MoKeT ObIThb OrpaHMdeHo OCODEHHOCTAMH KOH(HMIYpauMn KOHKPETHOro
komrbsioTepa ¥ cuctemsl. Ho B Gonbiimncree cnyvaer Bam ve norpebyercs Gonee
ABYX-Tpex afantepos. C TaKMM YWCIIOM CETEBLIX ILIAT MOXKET HOpMaibHO pabo-
TaTh M0O60H COBpPEMEHHbINH KOMITLIOTEP.

Bo3MOXHbIA BapyMaHT opraHu3auum
BUPTyanbLHOW ceTn

—

—/ &=

/r‘ ““"“'*-~-.'n-r_'_. _L' _'-;
== gy

¥ i

Puc. 4.22. BapyaHT opraHuaaLny BUpPTYanbHOR ceTtn
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Kak n B peanbHolt CETH, npH MocTpoeHHH BHPTYanbHOM HeobGxoaumo cobmoaats
yHHKansHOCTE 1P-anpecos, a Ha KaXAOM KOMMBIOTEPE — W HOMEPOB MOPTOB, Ye-
pe3 KOTOpbiE YCTaHABAUBAIOTCA coeanHenus. Jlesno, npasaa, obneryaercs Tem, 4To
YHCIIO BHPTYallbHLIX CBA3EH CYLIECTBEHHO MEHbLUE, YeM peaibHbiX, & Macka BHp-
TyanbHOM MOJCETH OTIAMYACTCS OT MACKM peanbHOM noacetd. B peansHoil cetn
Heo6xoaumo 0becrneuuTh MapLIpyThl AJIst NOPTOB, NPHMEHIEMbIX B BUPTYAIbHBIX
COCZIMHEHMAX M3BHE. DTH MaplIPyThl YCTAHABAHBAIOTCH IS PEATbHBIX APecoB
MAaILIUH.

He cTout 3abbiBaTth 0 3awure

I_OBOPFI 0 J0CTYNE K pecypcam CETH, HE CTOUT 3abbIBaTh U O BO3MOYKHOCTH AOCTY-
na K HUM abCoOMIOTHO MOCTOPOHHMX, HEeXAAaHHBIX rocted. OcobeHHo BaXKHO 3TO
YUHTBIBATH MPH HAJHYUH NOCTOSHHO paboTalolnero noakmouenus k Uureprery.
Ecnu Bbl nouere B nouckosoit mammne Google, nanpumep, unpopmaumio o He-
CaAHKIIHOHHPOBAHHOM JIOCTYNE K KOMMNBIOTEpPaAM M3 ”HTEpHE:Ta, TO cMoxeTe oOHa-
PY/KHTB, YTO 3TH BOMPOCH! OYEHb Cepbe3HO O0CYKAAIOTCSA KaK 3allUILaloIUMHCs
OT Takoro goctymna, Tak H €ro OCYUICCTBJAIOLLIHMH. daxkTHUECKH Ha npocropax
Vlu'repue'ra HIAET NOCTOAHHAA MapTH3aHCKas BOHHA. Ha'-lHHalD[llHﬁ CHCTEMHBIH aj-
MHHHCTPATOP MOMKET HEIOOLEHHTH CEPHE3HOCTL CYIIECTBYIOLIEro MONOKEHHS W
HE NpeAYCMOTPETh MEpP 3alWThLI OT HaNajeHus Ha ero ceTh cHapys:kH. Jaxe 3ainu-
THB nepezsasaemyio vepes Murepuer nHdopmaunio udposarnnem, cieayer nom-
HUTb 1 00 obluei 3aiuTe.

3nble Xxakepbi

A ewte He ycnien pa3o0paTh YTPEHHIOKO MOYTY, KAK MHE MO3BOHM/ 3HAKOMBIH CHC-
TeMHBbIH aaMuHucTparop. Hekotopoe BpemMs Mbl FOBOPHJIM O pasHbIX PasHOCTAX:
NOJUTHKE, NEpPCreKTHBaX Pa3BUTHA OTpaciu M Apyrux "HacyuiHsix" npoGnemax.
an 3TOM MHE CTAHOBWJIOCH BCE MEHEe M MEHee NMOHATHA Lieab 3BoHKa. Mbl pEeAKO
C 9THM YEJIOBEKOM IroBOpUM MNpocToO TaK. HO, HAKOHEL, BCE BCTANIO Ha CBOM MeECTa.
ITocne HekoTOpOH Nay3bl NMO3BOHUBLIWK MHOrO3HAYUTENBHO CIIPOCHIT:

— A Thl 3Haelllb, 4TO Y HAC Mpou3oino?
— Her, — oTBeTHn 1.

— KT0-TO NpoHHK K HaM Ha cepBep, BOCMOJ/IL30BAJICA HALIMM Tpaukom, H Tenepb
nposaiiaep tpebyer, 4ToObl Mbl YCTAHOBHJIM 3aluTy. Thi He NOACKAKELIb, KAKYIO
3aUATY NyYile NocTaBuUTh?

— I'nyxyto, — OTBETHII A.
— M1 paGoTanu Heckonbko mecsues ¢ HawuM ADSL, ¥ HH4ero He NpoUCXOaNIIO,
a TYT BAPYT...
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— A nposaiiaep, — NOMBITAJICA MOLYTHTL A, — HE YCTAHOBHJI HMKAKO#M 3alLHTEHI
B CBOEH ceTH.

— B ToM TO 1 aeno, — oxusuics cobecelHHK, — a Teneps Tpebyer, uTobkl yerTa-
HOBMJTH 3aLLUHUTY Mbt!

— 310, koHe4Ho, Ge3obpasue..., a uTo, y Bac Bee 310 Bpemsi ADSL Gbin Brnioven
TPSAMO B ceTb?

— Her, on noakmioven k MoeMy KOMNbIOTEpy. A y Te6s He Tak?

— 3Haellb, 8 He MO0 GbITh 3aBUCHMBIM OT KOro Obl TO HM ObIO M He Xouy,
ytoObl 3aBHceNH OT MeHa. [Toatomy s uenosb3yio ana Bbixoaa B MHTepher oT-
nenbHblii ceppep. MOXKHO, KOHEYHO, NOCTABHTHL H annapaTHbiii MapLIpyTH3aTOP CO
serpoeHHbiM firewall 1 DHCP. Ho Tak yk uctopuuecku cnoxkunnocs, yro Mutep-
HET Y Hac MOJKJIIOYEH yepe3 BTOpoi cepeep. Ha HeM M NOYTOBbIH ceprep, H HEKO-
Topbie apyrue cayxObl. Cepeep moxkeT paboTaTh KpyrJIOCYTOMHO, 4 CBOM KOMIbIO-
Tep 7 yacto 3abupato ¢ coboil, — y MeHs HOYTOYK.

— W Tb1 He BbIKIIIOUaeLIb cepBep Ha HOMbL?
— A 3auem? Housto u MHTepHer pabGoraer, 1 noura.
— A Bapyr xakepbi?

— He nymaio. [1pexae ueM NoAKNIOMHTL CEPBEP K CETH, Mbl HAMEPEHHO TMBITATUChH
Bs1e3Th B Hero W3 Mnteprera. Koraa ysuzieny, 4to 210 o4eHb CIOKHO, — MOAKIIO-
YMAM cepBep, Aanu goctyn B MHTepHeT nmonb3oBaTeam CETH U NMepeHecIin Ha Hero
MOYTOBBIA cepBep. A TOT AOCTYM, YTO HEOOXOAWM, OCYILECTBAAETCA HOCTATOYHO
HaIeKHBIMH CPECTBAMH.

— A KTO y Bac pa3OupaeT npuxoaauLyio nouty?
— Hukro. TouHee, ToT, KOMY OHa ajipecoBaHa.
— A KaK e, eclii IHpPeKTopy MUChMO npuaeT?

— 3uauuT, aupektop W paszdeper. Kaxawlii umeer cBoil aapec. Te ke aapeca u
BHYTPH CETH NPUMEHSEM,

— A xak y Te6s 3amuuien cepsep? [Mporpammuo?

— B obuwem na. Tonbko a1 Hudero He nmpuobperan, kpome Windows Server 2003,
Ans 3aWMTH ceppepa. B Hem ecTh nouTH Bce, 4TO MOMeT notpeboBaThes B He-
OonbLioi ceTH.

— /Jla, HO MHE HEKy/la €ro yCTaHOBHTD.
— A cepBep, KOTOPBbIH Thl XOTeJ UCMOIbL30BATh B KAYECTBE ropAvero pesepsa?

— OH JIeXXUT Ha CKNaje XoNoAHbIM pesepsom. He nonyunnock HacTpoUTH peniu-
KAaLHIO TaK, KaK sl XOTeJI, ¥ ero BhIKITIOYH/IH NOKa.

— Tak ucnone3yii ero.
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. HEUIO noaymaThb. Ho Tsi cKasal, 4YTO €CTh annapaTHbie CPeICTBA 3aUIUThI CETH.
Y10 ayvuie npumeHnTs?

— 51 nymaio, 310 sieno Bkyca. Koneuno, anmaparisie cpeacTsa B UENOM JelieBe
KOMIbIOTEPa W OMePaLMOHHON CHCTEMbI, HO KOT/Ia YiKe eCTh KOMILIOTEp, KOTOpbIi
MOYKHO NMPUMEHHTD 115 3THX L[B.TIGFI, novyemy Obl ¥ HEe HCroab3oBaTh ero?

— Mue KayKeTcsd, HTO MporpaMmMHbI€ CpeaCcTBa MeHee HaeXKHbI, YEM annapaTHsbie.

~— Jlymaio, 4TO 3TO He COBCEM TaK. AnmnapartHble CpPeAcTBAa TakK K€, KaK W rpo-
rpamMMHbIE, HCTIONB3YIOT HEKOTOPbIE ANrOPUTMbI paboThI, HANKWCAHHBIE YENIOBEKOM.
A (pu3HyecKas HaNeKHOCTb..., ANMapaTHbIe MapPLIPYTH3ATOPbI TOXKE WHOTAA BBIXO-
aar u3 crpos. Kpome Toro, kak s yxke ckasan, — 3TO aeno BKyca. Mue npocto
Hpasurca paboTaTh ¢ MPOrpaMMHBIMKM CPEACTBAMM, KOTOPbE MOKHO FHOKO Ha-
CTpauBaTh B 3aBHCHMOCTH OT CHTYaLIHH, MEHSIOLIENCS O4eHb HaCcTO B HaLLIEH CeTH.
A Hale)KHOCTb 3alMThl — J1€J10 PYK CHCAIMHHA.

— WM uto, Hu pasy HuKakuX npobnem ¢ 3aumuroi?

— Oruero ke, Gb11M NpobieMbl, KOria MOCTaBUI NOYMTOBLIH cepBep, NOHAYANY UM
CTallH MNMOJIL30BAThCA Cniamepsl, Ho ato Npoa0/KANIOCE HELONTO, Vike Ha BTO]JOFl
JeHb Bee Ob110 CkoH(UrypupoBaHo Tak, Kak Tpebyercs.

— A ecnu cepBep pyxHet?

— Hy, Tak uro 3, — 3Haem, rae ynaaem, "noacrunaem conomky". Beerna ectb
pe3epBHas KOMUA CHUCTEMbl. XPaHHM, KaK W MOJOXKEHO, Ha OTAENILHOM HOCHTEE.
Boccranosnenue 3aiiver He Gonee uaca. JKesnezo moser, KoHe4HO, NoTpeboBaTh
HECKObKO OONbLUEro BpeMEHH, ec/iv BBIHAET W3 CTPOs MaTepHHCKas mnarta,
K mpumepy. HO W BbIX0A M3 CTPOS annapaTHbIX CpeacTB MOTpeOyeT BpeMeHu Ans
3aMeHbl, €C/Ii HET YIKEe HACTPOCHHOro pesepsa.

— Tbl He Gyjellb BO3padkaTh, €CNIK 5 3aely MOCMOTPETh HA HACTPOHKW TBOEro
cepsepa?

— Tlpuesxaii, koHeuno, Oyay pan Tebs suaers! Tonbko nocMOTpH no aapecy
http://www.killprog.com/eter.html yruauty AntiSpoof vl.l. Ona nomkna no-
moub Tebe FALHTHTLCA OT 3JIbIX XaKEepOB XOTA Obl Ha HEKOTOPOE BpEM3.
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YnpasneHue
pabounmm cTaHUMAMU ceTU

B 06A3aHHOCTH aAMMHHCTPATOPA CeTH MOI'YT BXOJIMThH M 3aJayuH, CBS3aHHbIE C a/l-
MHHHUCTPHPOBaHHEM PaboMHMX CTAHUMI M YNpaBiCHUEM WMH C LIGNBIO TMOMAepKa-
HUA WX B ONTHMAJIBLHOM COCTOSHWH Ui paGoThl B ceTH. B 3TOM ciyvae nonb3osa-
Tesd paboyuX CTaHUMI He BONIbHBI AefaTh HAa HUX Bee, 4TO 3abnaropaccyaures, a
€C/IM W CAENANK 4TO-THO0, TO NPH ClEAYIOUEH 3arpy3Ke 5TH U3MEHEHUS AOMKHBI
ObiTh OTMEHeHbl. HacKombKo jkecTKum J0mkeH GbITh KOHTPOL 3a KOH(pHUrypauuen
pabouux CTaHUMH, onpenenseTcs ycrnoBusMu paboTbl aAMHHUCTPATOpa CeTH.
B nauHoii rnase obeysxnaiores npobnemel obecneyenns 3TOro KOHTPONA U yrpas-
nenus pabounmu cTaHuuamMH. Te e cpeacTra, YTO NPUMEHSAIOTCS LTS YrpaBieHus
pabounUMH CTaHUUAMM, MOTYT ObITE HCIIONL30BAHBI M JUTS YNIPAB/IEHHS CepBepamH.
Hanuuue y agMUHHCTpPaTOpa CETH TAKHX CPEACTB CYLUECTBEHHO MOBBILIAET KOM-
(GOPTHOCTEL K pe3y/ibTaTUBHOCTL ero paboTsl. Bo3MOKHOCTL y1aeHHOrO yripasiie-
HHA M AAMHHUCTPHPOBAHHMSA MOBBILLACT ONEPATUBHOCTL YCTPaHEeHUs Mpobiem, Ko-
TOpble€ MOI'YT BO3HHKHYThH B ceTd. [Ipumenenne onuchiBaeMbiX B JaHHOW rnase
CPEACTB COBMECTHO C Y€ pacCMOTPEHHBbIMH paHee, a TakyKe TBOPYECKHUH noJaxoa K
MX MCIIOJIb30BAHHIO MO3BOMAT BAM CO3/aTh YHMKAlbHbIA HAabop MHCTPYMEHTOB,
npeaHa3sHaYeHHbIX U1 paboThl MMEHHO B Balleii CeTH.

YcraHoBKa onepauoHHOW CUCTEMbI
Windows XP B aBTOMaTu4eCcKom pexvume

IpuoGperas paboune cTanuuu ais paboTel B CETH, CIICLYET NPUAEPKHBATLCH He-
KOTOpOH cTaHaapTu3auud. B GOnbLIMHCTBE CilydyaeB HET NPHYHH ueM-1ub0 Bbiae-
JIATh OJIHY pabo4ylo CTAaHUMIO 10 cpaBHEeHHIO ¢ aApyroi. [Tpuobperarh HOBbiE KOM-
MbIOTEPBI JIy4lle C MPEAyCTAHOBACHHOH OMNepauHOHHOH CHCTEMOI, HO MOKET
BO3HHUKHYTb MOTPeGHOCTL camocToATeNbHOH ycTaHoskn Windows XP. Vcranas-
NIUBATH HA HOBLIE paboune CTaHLMK APYTYIO ONMepalHOHHYIO CHCTEMY B HacTOMLIEE
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BPEMSA MMEET CMBICHI TOMLKO B UCKIIIOYHTENLHbIX CyYasX, Harmpumep, Koraa npo-
rpammuoe obecrnieyenue, ¢ KOTOpbIM npuzercs paboraTh Mosb3oBaTenio, (yHK-
uMoHupyer Tonbko noa ynpasnenuem Windows 98. Ho sti caydau teneps gocra-
TOYHO PelKH.

[NoBTOpEeHHEe YCTAHOBKMA OAHOH M TOH K€ ONMepauHonHOi CUCTEMb] B OJIHOH M TOH
e KOH(QHTYpaUruH Ha HECKONbKUX paboyuMX CTAHLMAX — 3aHATHE Mano WHTEpec-
HOE, OTHHUMAIOLLEEe NOCTATOMHO MHOrO BPEMEHW M BHUMAHHA TIPH TPOBEACHHH
nepBoHa4aNbHbIX HacTpoeK. C Lebio YITPOLLUEHHs 3TOH npoueayps! u ocBoboxk/ie-
HHA BpeMEHH 1ns 0osiee WHTEPECHLIX AN MOKHO MPHMEHHUTh CPeAcTBa, npeaHa-
3HaYeHHBIE 1S ABTOMATH3ALMH YCTAHOBKH OMNepalHOHHOM CHCTEMBI.

OC Windows XP no3ponser BbIMOIHITL ABTOMATHUECKYIO YCTAHOBKY OnepaluoH-
HOM CHCTEMbI ¢ KOMMAKT-/IWCKA, 3arpy3Ka ¢ KOTOPOTo J0/KHA NMOUIEPIKHBATLCH Ha
KOMNBIOTEPE /1S OCYLIECTBAEGHUA aBTOMATHUECKOH YCTAHOBKW cHctembl. Paspa-
GoTuMKM OnepauMOHHON CUCTEMbl MPENNAraioT aBTOMATH3UPOBATL YCTAHOBKY C
nomouibto (paiina OTBETOB, COAEPIKALLErO BCE CBEACHHS, KOTOPbIE MPUXOANTCS Te-
penaBaTh CHCTEME B OTBET Ha ee 3arpockl B mpoliecce yeTaHoBKH, [l Toro utobel
noAroToBuTh (aitn orseros, otkpoiite nanky Support\Tools, naxopsuyiocs Ha
komnakr-aucke Microsoft Windows XP. B neit naxoaures daitn DEPLOY.CAB.
310 apxus B opmare, npeanoxkenHom Microsoft, koTopelit MoiKeT GbITb OTKPLIT B
OC Windows XP kak oOeiunas nanka. Cosnaiite Ha JIMCKE CBOEro KOMIbIOTEpPA
nanky mensetup (umMs MOXHO aark W apyroe). Ckonupyiite B Hee daiin
setupmgr.exe, naxoasiwuiics 8 DEPLOY.CAB. D1o aucneryep yCTaHOBKH, ¢ TO-
MOLIBIO KOTOPOro MokeT ObiTh co3aaH (paiiy OTBeTOB. 3anycTuTe AUcneTyep ycra-
HoBku. Cosnaiite daiin oTBeToB, CleAys MHCTPYKUMAM, NOSBASIOIMMCH HA K-
paHe.

Hobasbre B haitn orseror pasaen [Data] u BHeCHTE B HErO CICAYIOLLHE CTPOKH:

O UnattendedInstall=Yes — yKaszaHue HAa HEOGXOAUMOCTL MCronb3oBanus daiina
OTBETOB;

O MSDosInitiated=No— yKajaHue Ha HeoGXOoAUMOCTHL nepexosa B rpadHueckuit
pexum noce 3aBepiuenus pazsl DOS-ycraHoBkH,

O AutoPartition=1— YKa3aHHE Ha HeoOXOAMMOCTE ABTOMATHYECKOIo Bmﬁopa
pasaena 18 YCTaHOBKH CUCTEMbI.

I1pumepHblit BHA co3naHHoro (akna npuBeaeH B IMCTHHTE 5.1,

p T L ry

| MucTunr 5.1. ®ain Sysprepnf ot R be |

; SetupMgrTag

[Data]
UnattendedInstall=Yes
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MSDosInitiated=No
AutoPartition=1

[Unattended]
OemSkipEula=Yes
InstallFilesPath=C:\sysprep\i386

[GuiUnattended]
AdminPassword="123456789"
EncryptedAdminPassword=NO
OEMSkipRegional=1
OEMDuplicatorstring="3xcnepuMeHTansHel ofpas”
TimeZone=145
OemSkipWelcome=1

[UserData]
ProductKey=xXX3XX~3000K =X - XXKX - XHHKX
FullName="admin"

CrgName="apl5"
-ComputerName=*

[Display]
BitsPerPel=16
Xresolution=800
YResolution=600
Vrefresh=60

[TapiLocation]
CountryCode=7
Dialing=Pulse
AreaCode=095

[RegionalSettings]
LanguageGroup=5,1
SystemLocale=00000419
UserLocale=00000409
InputLocale=00000409

[SetupMgr]
DistFolder=C:\sysprep\i386
DistShare=windist

[Identification]
JoinDomain=apl5.dom
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DomainAdmin=admin
DomainAdminPassword=123456789

[Networking]
InstallDefaul tComponents=Yes

[Sysprep]
BuildMassStorageSection = Yes
[SysprepMassStorage]

M3menuTe MM IOMEHa, PerHCTPALMOHHBIH KITIOY, HMS M Naposib aAMHHUCTpATOpa
JIOMEHAa W KOMILIOTepa Ha HY)KHbIE BaM 3HAYEHMs W COXPaHHTe nonyveHHsid haiin
non umenem Winnt.sif Ha auckere.

Beragbre yeraHoBouHbld komnakT-auck Windows XP B auckoBoa ans yTeHUs
KOMMAaKT-JAUCKOB, @ AHCKeTY ¢ (hailyloMm OTBETOB — B AHCKOBO/L.

lMpumeyvaHne

ABTOMaTUYECKAR YCTaHOBKA A0SMKHA NPOWM3BOAUTLCH HA EAMHCTBEHHLIW pasaen.
B npouecce ycraHoBku Henbas AobaeuTe ApaiBepbi HE3aBUCUMbIX NPOW3BOAW-
Teneu.

Ecau xomnbioTep He 3arpykaercs, M3MEHHTE MOPAJOK 3arpy3kd B rapamerpax
CMOS (Complementary Metal-Oxide Semiconductor, aneprosesasucumas namsathb
1K), uToObl 3arpy3ka BbINOAHANACL C KOMMaKT-AMcKa, [lepesarpysure Komnbio-
Tep. [lporpamma ycranosku Windows XP 3anycTires ¢ KOMIakT-aMcka W MCIOJb-
3yeT /s aBTOMATUYECKOH ycTaHoBKkH (ain Winnt.sif, Haxoasuuiics Ha amckere.

3TOT BapHaHT YCTAHOBKH OMNEpalMOHHON CHCTEeMbl MO3BONISET ABTOMATH3WPOBATE
OTBETHI OMEPATOPA Ha BOMPOCH! CHCTEMbI. ECnu AKCK HE MOAroTOBJEH, TO NpHALT-
Cf B CAMOM Hayalie YCTaHOBKM COMIACHTBLCA C YCTAHOBKOW Ha BuiOpaHHbiii pasnen
u Ha ero ¢opmarupoBanue. Jlanee BCe NMPOMCXOAMT aBTOMATHYECKH JIO CaMOro
nepeoro Bxoaa B cucremy. [lapamerpul cetu npu atom yxke nactpoensl. Ilepen
YCTAHOBKOW CHCTEMBI HA Kax/blii HOBBIH KoMnbioTep (aiin OTBETOB cieayeT Kop-
peKTHpOBaTL B COOTBETCTBHMHM C HOBLIMH fapaMerpamu ycraHosku. Mamensrhes
MOIYT MMSi KOMIbIOTEpa (€C/IM He Ha3HAYAeTCs aBTOMATHHECKN), UMs aJMUHUCT-
patopa KOMMbIOTEPA M AAMHHUCTPATOPA JIOMEHA, @ TAKKE KII0Y OMNepaloHHOM
CHCTEMBI.

Jlns npousBoauTeneil U MOCTABIIMKOB KOMNLIOTEPHON TEXHUKH CYLIECTBYET crie-
umanbHbeiii "Tlaker npeaycranosku Microsoft Windows XP". Drort naker nozsoas-
€T BBINOJIHWTE MPEAYCTAHOBKY OMNEPalMOHHON CHCTEMbl, YTO COKpallaeT Bpems
BBOJAA B CTPOH HOBOro komnbioTepa. Ho npumeHeHHe 3TOro nakera KOHEYHbLIMM
MOJIL30BATENSMH KOMIBIOTEPOB He Jiomyckaercs. Eciu jke Bbl HamepeHbl camo-
CTOATENLHO cOOMpaTh KOMMbIOTEPbl W Aenath npegycranosky OC, To 03Hako-
MHTLCS C HTOH TEXHOJIOTHEN MOJKHO Ha caiite www.microsoft.com/oem.
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YcranoBka Microsoft Office 2000/XP

YcTaHoBKa OUCHBIX NPUAOKEHHH, a TalkoKe W3MEHEHHE WX COCTaBa B Clyydae He-
MOJIHOW YCTAHOBKH MOJKET OTHUMAThL y aAMUHHCTPATOPa CETH 3HAYHTENbHOE Bpe-
Msi, 0cOOEHHO KOrza 4ucio pabounx CTaHuMil 10cTaTOMHO BeauKo. Ecin Bbl XOTH-
Te CYIECTBEHHO COKPATHTh 3aTPaThl BPEMEHH Ha YCTAHOBKY 3THX NMpPOrpamm, j10-
BEPbTE MOJIL3OBATEINO BBOJ cepuiiHoro Homepa npoaykra. Jluctpubyrtus caenyer
CKOMUPOBATHL HA HKECTKUH JAMCK B OTACIBHYIO nanky aubo noAKMOuHTs K paboueii
CTAHLMW CETEBOM JIMCK, Ha KOTOPOM OH Haxoautes. [TpH nepsom BKIIOYEHHH KOM-
MelOTEPA MOJIL30BATENS NOCTATOYHO MEPEeTH B Katajior ¢ AMCTPHOYTHBOM M W3
KOMaHAHOH CTPOKH 3a1yCTUTh Nporpammy setup ¢ KIlo4aMHu, KOTOpPble NPUBEAEHBI
B Crie/lyrouieif cCTpoke:

setup OEM ALL=1 ADDLOCAL=ALL /g

YeranoBka npoHaer B nonHom obneme Ge3 Kakux-nubo BOMPOCOB K MOJIL3OBA-
TENH.

Haske ecau Bbl HE XOTHUTE JOBEPATH NPOUEAYPY YCTAHOBKH ODHCHBIX MPHIOKEHHH
MoAL30BATENI0, ITOT BAPHAHT YCTAHOBKM CIKOHOMMT Ballle Bpems: He MpHaeTcs
CHIETHb Y KOMIIbIOTEPA, OTBEYAs HA BOMPOCH! MPOrpamMMbl YCTAHOBKH.

YcTaHOBKa NpoYux NporpamMmMHbiX NPOAYKTOB

Hezagucumo OT TOro, Kakas MporpaMma YCTaHABIHWBACTCS, JKENaTeIbHO MaKcH-
MallbHO YNPOCTHUTL JUIA 10/1b30BATENs AOCTYN K ee AucTpubyrusy. Jlake paccmor-
peHHbie Bbllle AWCTPUOYTHBBI orepaluoHHOi cucrembl u MS Office xopouio
MMETb B KaTalore, JOCTYNHOM BCEM MONIL30BATENAM Ans YTeHus. B arom cayuae
niodbie u3meHeHus cocrasa camoiit OC, oQUCHBIX MM APYTHX NPOrpaMm, rnpume-
HAEMBIX M0/b30BATEAAMH, HE BbI3OBET 3aTPYJAHEHMI], CBA3AHHBIX C OTCYTCTBHEM
JMCTPUOYTHBHBIX IMCKOB Ha CBOEH MOJIKE WKW OTCYTCTBHEM aMHHHMCTpaTOpa ce-
TH Ha pabouem mecre. HaubBonee ynoGHo aenarth mepBOHAYaJbHYIO YCTAHOBKY
nporpaMMm M3 ceteBoro karanora. Ecin ske B nanbHelflieM noab3oBaTesio notpe-
fyerca N3MEHUTb COCTAB KOMITOHEHTOR MPOrpaMMbl, €My He MPUAETCS WCKaTh Bac
M OTBJIEKATh OT MpOuMX BaxcHbIX aes. [TporpamMma cama Hafiner ceoit AucTpuOyTHB,
M N0J1b30BaTeNIO NOTPedyeTcs TONBKO yKazaTh HOBbIH cocTas koMnonentos. Huo-
raa npu pabore ¢ MS Office Bo3HHKaeT HeoOX0AMMOCTL B (DYHKIUMIAX, paHee He
TpeboBasuuxcs. [Ipu 31oM camu oHCHBIE Mporpammel 0OHAPYKHBAKOT, YTO He-
J0CTaeT Kakoro-iubo KOMMOHEHTa, W MpeanaraioT yCTaHOBUThL ero. Ecnu auctpu-
6yTHBBI BCErfa JAOCTYTMHbI KOMMALIOTEPY MOJ1L30BATEA, TO €MY OCTAHETCH TO/IbKO
JlaTh COrJacMe Ha YCTAHOBKY HY)KHOTO KOMIIOHEHT4, 4 BCEé OCTAlLHOE CHCTema
c/IeNIaeT cama.

,IIa H caMOMy aAMHHHCTpaTOpPY NpH YCTAHOBKE HEODXOAUMBIX nporpamMm Ha KOM-
NbIOTEPHLI CETH HE NPHACTCH UCKaATh B,HCTPHG}'THBBI UK CEeTOBATH HA OTCYTCTRUE
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WK HEUCMPABHOCTL AHCKOBOAA Ha KOMIBIOTEPE MOJL30BATEN. Bo muorux ciy4a-
X BaMm HE NPHAETCA AAKE MOAXOAWTL K KOMNBLIOTEPY MOJNb30BaTE/A, JOCTATOYHO
JIMLB YKa3aTh €My Ha MECTO B CETH, I'JI€ PacnonoKEHbI Heobxonumbie qmﬁ.ﬂbl.

Ecnu npu coznanuy Tako# KOMEKUHH AHCTPHOYTHBOB NPHACPIKUBATLCH HEKOTO-
poi'{ CHUCTEMBI, pacriojiarad B COOTBETCTBYIOLLUHX [ankax rnporpaMmsbl pasjiiiuHOro
HazHa4yeHHWsd, TO Bbl CMOXKETE COKOHOMHWTE AOBOJIBHO MHOIN0 BPEMEHH Ha IOHUCKE
HYXXHBIX (paliloB M yCTAHOBKE MpoOrpamMM Ha KOMIbLIOTEpb! nmojik3opateneii, B co-
CTaB KOJUVICKLIHH ilHCTpHGyTHBOB €CTh CMBIC]T BKIIOYaTE H KOJJIEKLHIO npaﬁnepon
YCTPOHCTB, NPUMEHAEMBbIX Ha pabounX CTAHLIUAX CETH.

KnoHupoBaHue cucremsbl, pe3epBHblii o6pas

["oBOpsi O KNOHUPOBAHWHM CHCTEMbI (ABOMYHOM KOMUPOBAHMM JKECTKUX IMCKOB),
cheayer cpasy ckazaTb 0 HeoOXOIMMOCTH CoB0EHUS JIMLEH3HOHHOrO cornattie-
Hust ¢ Microsoft. Bel He Moxere aenats konuu OC is yCcTaHOBKM Ha jpyrue
KOMIIbIOTEPDLI, €CJIH HE HMEETE COOTBETCTBYIOLLETO HHC/a JIMLIEH3HIA, Tem ne me-
Hee, CO3/laTh KJIOH CHCTEMbl B KA4€CTBE IKCNEPHUMEHTA BaM HUKTO HE 3anpeTwr.
Her 3anpera ¥ Ha BOCCTAHOB/IEHHE CHCTEMBI M3 €€ KOTUM HA TOM JKe KOMITBIOTEpe,
Ha KOTOPOM OHa YiKe Obina YCTaHOBJIEHA, HO YVTpayCHa B CBA3HM C TCXHHYCCKHMH
npobieMamH.

Campiii mpocTod nyTh co3jaHus pesepBHOro ofpasa aucka ¢ CHMCTEMOH — 3TO
npumenuTs nporpammy Acronis True Image, AeMOHCTPaLMOHHYIO BEPCHIO KOTO-
poii BmecTe ¢ uHdopmauueii o cnocobax npuoOpeTeHns MONKHO HAWTH HA CTPaHMU-
ue http://www.acronis.ru/download/. [Tporpamma mosker GbiTh 3anyLueHa Kak 13
cpejibl caMOi OnepauroHHON CHCTEMBI, Tak U ¢ 3arpy3ounoro CD-aucka unm auc-
KET, CO3JaHHbLIX CPEACTBAMH camo# nporpamMmmael, MpHYEM, HE3ABUCHMO OT cnocoﬁa
3anycka, oHa umeer rpadmueckuii nuTepdeic.

[Tpu cobmoaeHHH YCAOBHA MJEHTHYHOCTH KOH(MIypPauHn KOMMBIOTEPOB BOCCTA-
HOBNIEHWE CHCTeMbl W3 oOpasa He BbI3bIBAET HMKAKMX npodsem. YinobHee Beero
co3zaTh 06pa3s AMCKa ¢ YCTAHOBJIEHHOH W HACTPOEHHOH CHCTEMON M COXPaHHUTh €TI0
Ha 3arpysoudom CD. Ecnu ofpa3 He nomemaercs MojHOCTBIO Ha 3arpy304HOM
JIMCKe, OH MOJKET ObITh 3amHcaH Ha HECKOIbKHX HocuTenax. [1pu aTom BoccTaHOR-
NeHWe AOMKHO HAUMMHATBLCA C NOC/IeAHEro qucka obpasa.

C uenblo ONepaTMBHOCTH CO3AAHUA pe3epBHBIX 00pa3oB M MX BOCCTAHOBJICHMS,
JUIA MX pa3sMelleHHs MOXKHO HCMoJb3oBaTh ceTesble katanord. [lporpamma
Acronis True Image no3sponser, 3arpy3uBlIMChL C AMCKeT Mau 3arpysousoro CD,
BOWTH B CETh M MOMKIIOUNTBCS K cOXpaHeHHOMY obpasy st ero BOCCTAHOBIGHUS,
MosKHO onpeaenuTs i cebs HeKyIO NepuoJHYHOCTh 00HOBJIeHHA 0Opasa cucTe-
Mbl, 4TOOL! 0OECNEeUnTH BOCCTAHOBIEHHE B CiTyyae aBapuitHOH cUTyauMu 10 Hau-
Gonee akTyanbHOro COCTOAHUA. BeposTHo, Ba)kHee BCEro MMETh PE3EPBHYIO KO-
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NHIO cHCTeMbl cepeepa. [locTenenHo B npolecce 3KCIUTyaTaLUWH CETH BaMK GyayT
ﬂOﬁaBﬂﬁTbCﬁ H H3MEHATLCA Pas/iHHHbIC NAPaMETPLI B €€ H&CTPOﬁKaX. HCCMOTPR Ha
BEACHHE JKYPHAJIOB U YUET BCEX H3MCHCHHﬁ, BOCCTaAHOBJIEHHE HACTPOEK CHCTEMBbI
Nnocne €€ Kpaxa MOXET no1‘pe603a1‘b MHOI'O BPEMEHM, TOr/la KaKk BOCCTAHOBJIEHHUE
cucTeMbl M3 06pasa AUCKA 3aHUMAeT MEeHbLLe 4aca, U P! 3TOM BCE e HACTPOHKH
yxKe Bbinonnensl. Camoe Gonbliee, uTo MOXKeT noTpeGoBaThCs Mocyie 3aBepLueHuUs
MpPOLIEAYPbI BOCCTAHOBIIEHHS, 3TO BOCCTAHOBUTL CaMble NOCEAHNE JaHHbIE W3 ap-
XHBA, NMEPHOAHYHOCTH CO3[AaHHA KOTOPOro J0/uKHA GBITh He pexe OAHOro pasa
B CYTKH.

Ectb 1 apyrue cpejcTea Ui CO3AaHMs pe3epBHOro obpasa CHCTEMBI, HO KOPPEKT-
HOE CO3/IlaHME W BOCCTAHOBJIEHHE CEPBEPa, KOrja NMPUMEHSIOTCS JAMHAMHYECKHE
OWUCKH 1A MOBLILIEHHA HAJIEYKHOCTH CHCTEMbI, AOCTYIMHO HE BO BCEX MporpaMmMax.

M Cosasme sarpysosmaro
AncKa
El Mpocuotpwypoana

YCTaHoBMTL HODLIW JHrs

2 S3anans
XOTHTE NOAKMONHTD PaHeEs

cosaanHom ofpas ancka, Bel

ﬁ L ' HassandT b 3aja1me ¥ b giﬁ%“,:]%ﬁaég:ﬁ

NoNy“MTe A0CTYN K diaiinan Ha
HEM, K3K BCH Dbl OHH
HSXOAMMCE HA MECTROM AHCKS

BefGSpHTE 3TOT 3aHor, SC/W Bl 3THTS TDAKMIOWHTS Pares CO3ARNN 06933

ol e}

Puc. 5.1, OkHo nporpammei Acronis True Image

[porpamma Acronis True Image (puc. 5.1) no3Bo/iseT He TONLKO cO3aaBaTh obpa-
3bl 1 BOCCTAHABIWBATL HX, HO H NOJAKIKOYATH CGBJ.I&HHI:II‘:I 06p33 B Ka4eCTBE CETC-
BOTO AHCKa. HPH 3TOM CYILUECTBYET BO3MOMKHOCTE KONMHUPOBaHWA OTIAENIBbHBLIX (paﬁ-
OB, COAEpIKallHUXCA B oﬁpaae, €CJIH HET Heoﬁxo,uumocm B BOCCTAHOBJIEHUU BCEH
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cucremsl. [LInpokue BO3ZMONKHOCTH TUIAHMPOBAHMS 3aJ@aHHH W UX aBTOMATHYECKOro
BbLINOJIHEHHS MO3BONSIOT BOITOMMTE ITH (DYHKUUM JUIS OCHOBHBIX 3ajiay Ha ruia-
HUPOBLIMK nporpammsl. B aTom cinyuae sbi He 3a0yaere BOBpeMs AOMOIHHTL 00-
pa3 aKTyaJlbHbIMH M3MeHeHuaMU. Takas aBroMaTH3aLMA BO3MOMKHA NPH YCTAHOBKE
MporpamMMbl Ha KOMMbiOTep, 00pa3 cuctemsl kotoporo Oyaer cosnasarbes. [pu
3arycke npouenypsl cosnanus obpasa Aucka KomrnbioTep (cepeep, Hanpumep) Mo-
)KET MPOJoJIKATL CBOIO 00bIMHYIO paboTy. Tem He meHee MIaHHpOBaTh CO3AAHKE
aonofiHeHHe o0pasa CUCTEMbI TyHILE HA BPeMs, KOrAd aKTHBHOCTL MO/b30BaTeIei
CeTH HEBBICOKA, MOCKOMBKY Mpolece co3aadnd obpaza AUCKa HECKONBKO 3aMeuis-
et paboty cucremsl, Bee npouenypsl paborsl ¢ AuckamMH ¥ oOpa3amMH OCYLIECTB-
JIAIOTCA NOA YIPABIEHHEM [POrpaMM-MAcTepOB, KOTOPbIE HE MO3BOJIAT BBINOJIHHTh

HEKOPPEKTHYIO ONEpalnio, NOCTABUB MOA Yrpo3y UENOCTHOCTL ofpa3za MM MC-
MPaBHOCTb CHCTEMbI.

B cnyuae posmoHbix npobneM, BOZHHKAIOIMX MPH HENPaBHIBHOM BblDOpe AeH-
CTBHH C TIpOrpaMMmoii, nons3oBarens Oyaer npeaynpexaed o Hux (puc. 5.2) nubo
nporpamMmMa NpeAIoKHT HHOH BapHaHT AeHCTBHM.

Hon TEEpN ACHHE

(Apsre oﬁpam&ymmaﬂ Ha pasaene, uﬁpummomws
:  apxrie| PEKONEHAYETCR CKOMNPOBATE COIAMHLIA ADXHE Ha ADYTONH
; .'mmmﬁamm, TAK KK B CYYae MOpYH AaHHBIX Ha:
J ITOM PAIASNE Bil HE CHOMETE BOCCTAHOBHTE &0 map)hm

> 'npemams ma.rnfon-w K Co3aaHhio oﬁpan?

Puc. 5.2. TpeGosaHwe nporpammMbl NOATEEPANTEL BEIOOP MECTa CO3AaHWA apxuea

YuuTeiBas, 4TO MOJHOCTEIO KOPPEKTHOE BOCCTAHOBJIEHUE CHCTEMbl BO3MOJKHO B
clyyae MISHTHUHOCTH KoH$UrypauHid KomneioTepa npu cozganun obpasa cucre-
Mbl 1 B MOMEHT €ro BOCCTAHOB/IEHHs, cnenyeT 3a00THTLCS 3apanee o0 obecneve-
HUW 2TOH MaeHTHHHOCTH. Ecau ans paborbl B ceTH npuHobpeTtaeTcs HECKONBKO
KOMMBIOTEPOB, TO Jiy4iie, 4ToObl OHH ObLIM OfHON KOH(MrypaLMH, WK, BO BCS-
KOM ciyuae, cX0AHOH. Hernioxo uMeTh B 3amace MaTepHHCKYylI0 nnaty Hambonee
pacnpocTpaHeHHOro B Bamiel ceTd Tuna. Bechbma 1onesno, eciu MOCTaBLIMK,
y KOTOPOro Bbl MpHOOpenu cepeep, MOAIEPIKHBAET YCAYTY €ro 3aMeHbl Ha Bpems
PEMOHTA AHAIOrHYHOM MOJEILIO.

Ha camom jsiene, Bbl MOJKETE HE BCTPETHTLCH C npobiieMaMy BLIXOJa U3 CTPOs cep-
Bepa W MOJHOM noTepu aanHbix Ha HeM. M naii Bor! Ho, kak rosopsar, "4em uepr
He wytut...". Bee moxer cyuntses. Jlyduie 3apaiee ObITh FOTOBBIM K BO3HHKHO-
BeHMIO npobiiem, yem "KycaTh JOKTH" M B3bIBATH KO BCEM 3HAKOMbIM O MOMOILILH,
KOr/1a HeOXKHAAHHO "pyxHyn" cepsep.
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YpaneHHoe ynpasneHue

B nawe spemsi cymecTeyeT MHOMNKECTBO CPEACTB Ui YAANEHHOIO YrpaBlieHus u
AJIMUHHCTPHPOBAHKA KOMNLIOTEPOR ceTH. OAWH M3 BapHAHTOR YAAIEHHOrO
ynpagjieuns 6bi1 paccmoTped B 2nace 2. CpencTBo Ynpasiienne KOMOLIOTEPOM
(KOTOpOE NPUMEHSETCH TS YIIPABACHUA CBOUM KOMMIBIOTEPOM) MOKET ObiTh Noji-
KJIHOYEHO W K YAJICHHBIM MaluMHaM 151 BbINOJAHEHHA JOCTATOMHO LWIKHPOKOTO Kpy-
ra 3ajay, Ho aaneko xe Bcex. Ouens 6oabLON Kpyr npobaem obciaykuBaHus, ai-
MHUHHCTPHPOBaHUA M ynpasieHus pabouuMM CTAHLMAMH PELIAeTCHs TOJNLKO NpH
HerocpeIcTReHHOM AocTyre Kk (aiinosoii cucreme. TeM He MeHee, eciiH KOMMbIO-
Tep paboTaeT, NOAK/IIOUEH K CETH, a 3a/1a4a COCTOUT B H3MEHEHHH Kakux-nubo na-
PaMETPOB CHCTEMbI HJIM BbINOJIHEHUH OOCTY)KMBAIOIMX ONEpaliHid, TO Baule npu-
cyTcTsMe okono paboueil cranumuu He obszarenvHo. Camas poctynuas ans yaa-
JIGHHOrO ympaBieHus pabouynmu craHunsmM cetd nporpamma — Telnet. Telnet-
KJIHEHT CYLUECTBYET BO BCex onepaunoHHbiX cucremax Windows. Cepsep Telnet
BCTPOEH TOJILKO B cHeTeMbl, HauuHas ¢ Windows 2000 u crapuie. Ecnu B Baiueii
ceTH Ha paGounx cranumsx ycrasossneHa OC Windows XP, To Bce oHH uMeioT B
csoem coctase cepsep Telnet. [Ing 3anycka 3toro cepsepa Ha paboumx cTaHuMsx
CETH MOMKHO BOCMOJL30BATLCH CPEACTBOM YHpaBienine KOMIbLIOTEPOM WIH
Cayx06b1 (Services) U3 nanku AAMHHHCTPHPOBAHMKE.

[Moaxmounswnes k TpeGyemomy kommbiotepy (puc. 5.3), 3anycTHTe Ha HeM
cnyx0y Telnet.

Ecnu na kaxpaoit paGoueii cranuuu 3anyuied ceppep Telnel, Bbl MOMKeTe Ha HUX
BLITIOJIHATEL NPAKTHYECKH BCE OMEPaUMH, AOCTYIHEIE W3 KOMAHIAHOW CTPOKH: Noj-
KJIIOYMaTh W OTK/IIOMATHL CETEBbIE AUCKH, KOMHPOBaTh (haiifibl, 3aMycKaTs HA BLITOJ-
HEeHWe nporpamMMbl W KoMaHaHeie (aiinsl. K cokaneHuio, 3TuM cnocoboM Hepo3-
MOKHO YCTAHOBHTb CJIOXKHbBIE makeThl nporpamm, nonobusie Microsoft Office, Ho
JUI YCTAHOBKHM MPOCTBIX NporpamMm, He TpedyIoluX CI0MHBIX NPOLEayp perucT-
pauMK, a TaKke IS nposeneHus onepauuii ¢ dainamu ¥ nankamu 310 CpeacTBO
BNONHE noaxoauT. BoamoxkHo, uto ang HopmaasHol pabotel ¢ Telnet-cepsepom
Ha pabounx cranumsx, paGoralowmx noa ynpaenednem Windows 2000/XP
Professional, nepsuunyio HacTpoiiky MpHAETCA NPOU3BOAUTE HEMOCPEACTBEHHO Ha
Hux. Yrobel 3anyctuts 3Ty cnyxby, Bocnons3yHrech cneayloilieil koMaHaon M3
KOMAHAHOH CTPOKH:

net start telnet

Ecau HyxHO, 4TOObI CepBEpP CTAPTOBA ABTOMATHUECKH MPH 3alycKe CHCTEMBbI,
cllelyeT M3MEHHThL PEIKHM 3alycKa C PyUHOro Ha aBTOMAaTHYECKHUH.

[To ymonuaHuio cepsep fbiTaercs ayreHTH(UUMPOBATL KiauenTa no cxeme NT
LAN Manager (NTLM), uT0 No3Bo/iSeT perucTpHPOBATLCH ABTOMATHYECKH, €C/H
NOAKJIIOYEHHE NPOUCXOAUT C KOMIBIOTEPA, I Bbl YK€ 3aPErHCTPHpOBaHbl B Ka-

8 3ax. 1131
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yecTBe aJAMMHUCTpATOpa AomeHa. J[n4 yJaneHHoro J0CTyna H3-3a npeiesnos jio-
Ka/lbHOW CeTH 3TO Heyao0HO; uTOOBl CMEHMTH PeXKUM ayTeHTH(hHMKaLMHK, cHavala
HY)KHO 3anyCTHTh M3 KOMaHIHOH CTPOKH YTHAUTY aAMHHMCTPHPOBaHHA cepBepa
Telnet komanaoi:

Tlntadmn config sec = -NTLM +passwd

Fuservices T R A R T )|

KoHcons. : Lo

@4fmﬁ@@1@>-u-.' "
ﬁ Crywbh (192,168.115,138) | Mma_ ¢ - Onu:anm | Cocrdanue_' Tun sanycka | Bxoa =]

%Serw.r Supports 1l Pabortaer ABTOD Nowar

! %Shell Hardware De.. Paboraer AsTO Nokar

BSmart Card Manages a... BoyuHyio Noxar

%SSDP DiscoverySe.. Enablesdi.. BpyuHyo Noxar

. %Svmm Event Notl... Tracks sys.. Pabotast AsTo Noxar

Systermn Restore Se.. Performs s... PaBoraer AsTo Nokar

l%‘i’mk Scheduler Enables a.. Paborasr ArTO Nowar

iR TCP{IP NetBIOS He.., Enables su.. Paborvaer Aso TNowar

%Tﬂtphaw Provides T... Pafioraer Bpyunyio Nowar

Enablesar.

%TermlnaJ Services  Allows mul... Paboraer Epyuryio Nokar
%Themes Provides u.. PaBoraer AsTo Nokar
% Uninterruptible Po... Manages a., Bpyumyo Norar
%Unlversal Plug and... Providess., BpyuHyw Noxar
& Volume Shadow C.. Manages .. BpyuHyo Noxar
|%web(‘|ient Enables Wi.. PaBoraer Arto TNowar
%wmdws Audlo Manages a.. Padoraer ApTO Novar &

'\ PACWAPEHHBIA )\ Cnnup'rnw .

Dk =

Puc. 5.3. Cnyx6a Telnet Ha yaaneHHOM komnbloTepe

[Tocne ycraHOBKM mapameTpoB ayTeHTH(HKALIHK Bbl CMOKETE YNpaBlATh pabotu-
MM CTaHUMAMH M3 11000 TOUKHK ceTH W Aake uepe3 MHTepHeT, aBTOPU30BaBILINCh
B KayecTBe aJiMuMHMCTparopa 31oi paboueit cranumu. Ecam noctyn k pabouum
CTaHUMAM OCYLUECTBIAETCA TONBLKO M3 JIOKAJIbHOM CeTH, TO peskuM ayTeHTH(HKa-
LHH ClIelyeT YCTAHOBHTD CISAYIOWENH KOMaH0MH:

Tlntadmn config sec = +NTLM +passwd

[Monyuns noctyn k paboueH CTaHuMH, Bbl MOXKETEe BBINOJIHWTL HA Heil Bce npo-
rpaMMBl, KOTOPbIE HE HCMONbL3YIOT rpaduueckuii untTepeiic.

lMpumevaHue

Cnepyet uMmeTe B BUAY, 4TO no rnpoTtokony Telnet naponk nepeaaeTcs B OTKPLITOM
Buae. 3TO CPeACTBO yrnpaBneHus KoMnbioTepaMun yepes MHTepHeT cneayert npume-
HATBL, ECNW Bbl YBEPEeHbl, YTO HMKTO He NepexsaTUT Naponks BO Bpems aBTopuaauuu,
a cam naponb AOCTATOYHO CNOXEH, YTO UCKMIOYMT BOIMOXHOCTE ero noabopa.
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3apauum, gocrtynHbie Yepes Telnet
Defrag

Kaxxnas pabouas cranuus cetu Tpedyer neproamuyeckoro obenyxusanus. Oana u3
NepHOAHIECKH BbINOAHIEMBLIX Onepaunii — nedparmenrauns auckos. Yepes Tel-
net poctynua komanaa Defrag. BuisbiBaemasn 5T0H KOMaH10# nporpaMma He UMeeT
rpajuueckoro uHTepdeiica, Bce OTHEThI BBIBOAATCS B TEKCTOBOM BHAE HA IKPaH
win B (aiin. Komanaa MoxkeT BBINONHATLCA B (POHOBOM peskuMe. ITO 3HAUMT, 4TO
nosb3oBaresb Oyaer npopomkate paborty, He NoAO3peBas, YTO B 3TO BPEMs Npo-
BOAWTCA 00cnyKuBaHHe ero paGoueit cTaHLmMu,

Defrag c:\ /a— BBIBOAMT oTueT 06 aHanuze TomMa C:\ Ha HeoOXOANMOCTh NpoBe-
aeHus nedparmeHTalnH.

Schtasks

Komanaa nosponsier co3path 3ajlaHue noaobHO TOMY, KaK 3T0 AEIAeTCs B IUIaHH-
posuke safganui Windows. [MTonubiii nepevyenb BO3MOXKHOCTE KOMaH/b! JTysiie
NOCMOTPETH B CripaBKe no Heil. O3HaKOMHBILKMCH CO CMNPABKO#, Bbl YBUAWTE €€ 110-
JIESHOCTB 1A AAMHHHCTPHPOBAHHA KOMITBIOTEPOB.

bosnee crapeiit avanor 3Toil komaHas — At.

Checp

B pane cnyuaes, Mbl MOXKEM BCTPETMTBCS C CHTYallMSMM, KOrJa Ha 3KpaH ceanca
Telnet uau NpocTo KOMaHAHOMN CTPOKH BbiBOAATCS "Kpako3saOps". Iins corylacosa-
HUS KOJIOBOH CTPaHMLbl, B KOTOPOii OCYUIECTBNACTCS BbIBOJA HH(DOPMALIMK, C KONO-
BOW cTpaHMueil camMoro okHa ceanca paboTbl, H MOJKeT ObITb MCMOJIB3OBAHA 3Ta
KOMaH[1a CO CeNYyIOUIUMH NapaMeTpamHu:

0 chep 866 — BKJIKOUMAaeM BbIBOA B koauporke DOS;
0 chep 1251 — BbIBOJ B KoaupoBke Windows;
O chep (6e3 napamMeTpoB) — MOKa3aTh TEKYLIYIO KOJOBYIO CTPaHHLLY.

MuTepecho, uto aaxe Berpoenuble B Windows nporpamMMbl KOMaHIHOH CTPOKH He
BCEra KOPPeKTHO BbIBOAAT CBOM cooOLLeHHs, 0COBEHHO NnpH yajieHHOM J0CTyre
K komnbtoTepy. [loanpaBue BbIBOJ CHMBONIOB Ha JKpaH, MOJY4YUM BO3MOXKHOCTH
koM(opTHOit paboTsl ¢ TakuMu nporpammamu. MHorza ecth HeoOGXOAMMOCTH BbI-
MOMHHTH LIENYIO CEPHIO KOMAaHJ, Pe3y/bTaT KOTOPBIX BbIBOAWTCS B PasHbIX KOIM-
poskax. [is yckopeHus paboThl B MOAOOHbLIX CYHAAX AyUlle BbINOAHATL KOMaH-
Abl C NepeHanpasieHHeM BbIBOAA B TeKCTOBbIN (paiin. 3arem cnesyer ckonuposathb
3TOT (haiin Ha CBOW KOMMBIOTEP W HYMTaATh €ro ¢ NOMOLLLIO (halIoOBOro MeHeKepa
FAR. B atom (ailioBoM MeHemkepe nepexsioueHne KOAMPOBKH NpH ureHuu daii-
J1a BBITIOJTHAGTCS HaXKaTHeM KHOMKH <F8>,
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Ipconfig

Kak u npu pabore Ha nokaabHOH MallWHe, AaHHas KOMAaHAA MO3BONSET NPOCMOT-
petb ¥ 06HOBMTL KOH(pUrypaumio IP-npotokona. B pexknme yaanenHoro aoctyna
KomaHa Oyner gocrynHa, ecii Komnsiotep ucnpaped W IP-npotokon dyHkumo-
nupyer sepno. Tloatomy npumeHeHwe 3TOH KOoMaHibl Ha yapajenHsiX paGounx
CTAHLMAX B OCHOBHOM OrpaHMYEHO MOJyHeHHEeM CBeleHMIt 0 KOHpurypauuu ny-
TEM BBOJIA KOMAHAbL:

ipeonfig /all

Openfiles

Komanna nossonser yBMAETH nepedeHb OTKPLITBIX CETEBBIMH MOJIbL30BATENAMH
obumx daiinos.

Henonssyemsie napamerpbi:
[ openfiles.exe /query— OCHOBHOI BAPHAHT BBITOAHEHMS KOMaHIbI;

0 openfiles.exe /guery /fo table /nh— BhIBOA MH(hopMalMy B suae Tabauusl
6e3 3aro/ioBKa;

0 openfiles.exe /query /s srvmain /u maindom\hiropln /p p@ssW23 — BLIBOJ
utpopmann 06 OTKPHITHIX (aiiax Ha Apyrom kommblotepe cetu. B moeit
MpaKTHKEe KOMaHaa NPUMEHSeTCs, KOr/a s Nojioualoch M3 AoMa K Cepiepy,
jpoctynHomy u3 MHTepheTa, a 3aTeM ONpeesfio CnMcoK OTKPbIThIX (aHnos Ha
JIPYroM CepBepe WK KOMILIOTEPE CETH.

[Tpu mucrionb3opanuu Telnet ans ceazu ¢ cetbio U3 MHTepHeTa naponu M MMeHa
nojb3oBarteneil nepejaaloTcs B OTKpbIToM Buje. [TosTomy npuMeHsTh 3TOT NpoTo-
KOJ Jyulle YK€ BHYTPW ceTH, a u3 MurepHera ucnoiib3oBaTh AaHHBIH BapHaHT
CBA3H C CETHIO TOJILKO B HCKIIIOMHTE/BbHBIX CIYHasX U OrpaHUUECHHO.

Opranusauus nojAKmouenus k cepsepy cetu u3 MurepHera Moxet GbiTh peanunso-
BAHA C MPUMEHEHHEM BO3MOXKHOCTEH cepBepa TEPMHUHAJIOB WITW YAAEHHOTO J0C-
Tyna K pabouemy cTony.

YpaneHHbld goctyn K pabouemy crony

OC Windows XP umeer B cBoem coctage nporpammy Ioakmosucune Kk yaasen-
Homy padouemy croay (puc. 5.4).

Ora nporpaMma Mo3BojseT YCTAHABIMBATL CBA3L KaK C yAaneHHbIMH pabounmu
CTOMAMM, TaK H C CépBepaMi TEPMHHAIIOB, 418 KOTOPLIX paHee TpeboBanach ycra-
HOBKA KJIWeHTa cepsepa Tepmuhanos. CepsepHbie onepauHOHHbIE CUCTEMbI CO-
JeprkaT B CBOEM COCTABE KOMIOHEHTHI CEPBEPA TEPMHHAJIOB H MO YMOAUAHHUIO N0-
MyCcKalOT [Ba TMOTIOHEHHS IS aJMHHHCTPAaTOpOB, He Tpebyloliue JIONoOaHH-
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TEALHOTO NHUEH3upoBanua. HacTpous noskiouenne K cepeepy ¢ yaaieHHoii Ma-
IUHHBI, MOKHO COXPAHHTHL NAPaMeTPhl MOIKIIOYEHHS B BHAE (aiina ¢ pacuimpeHn-
em rdp, B KOTOPOM OHH OyuyT 3anucansl B Buae obsiuHoro tekera. CoxpaHus He-
CKONBLKO Takux (aiisios, MOXKHO ONEpaTHBHO MOAKMOUATECA K TpeOyeMbIM KoM-
MbIOTEpPaM.
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Puc. 5.4. OkHo nporpammel MNoaknovyeHue K ynanesHomy pabouyemy crony

He BO3HMKaeT TPYAHOCTEH ¥ NPU MOAKIIOYEHHH K cepBepaM wiu pabovum cram-
UMM C NOMOLIBIO 3TOTO CpeAcTBa M3HYTPH ceTH. Onpenenentbie npobieMsl Mo-
ryT BO3HMKHYTb, KOT/Ia Bbl PELIMTE OpPraHM30BaTh AOCTYMN C NMOMOILIO ITOH Tpo-
rpammbl k cepeepy cetu u3 Mureprera. [Nockonbky noakmoveHnsiit k Mureprerty
cepBep JIoJkeH ObITh 3aUMLIEH OT NPOHHKHOBEHHS HENPOLLEHBIX rOCTeN, Ha HeM
sanyuieH GpaHaMaysp, He JOMYCKalolMii NPOXOKAeHHe B CETh MaKeToB, He 3a-
npoieHnbix u3 Hee. Hactpaupas mapuipyTH3aumMio MakeToB B CeTh, MOXKHO UIS
nopra TCP 3389 ykazare mo6oii aapec BHYTPH CETH B KauecTse Mojy4darens
BHEWHUX nakeToB. Ipu 3TOM, yKa3biBas BHeIHHH aapec cepsepa, NOAKIOYEHHO-
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ro k MurepHery, npu yCnoBuH rnpasuibHOIO BBOJA NAPOJs, UMEHH TOJb30BATENS
M JIOMEHA, Bbl MONYYHTE MOAKIIOHEHHE K KOMIBIOTEPY WM CepBepy, Haxojsllle-
MYCSl BHYTPH CEeTH.

B kauectse npumepa npuseseM BapHaHT HACTPOEK, NPUMEHEHHBIH B Halueit ceTy.

Orkpoitte Aamuuuncrpuposaune | Mapuipyranzaunsi ¥ yaajaeHnbiii aoetyn
(puc. 5.5). B yane NAT/TIpocroii Gpanamayap oTkpoHTe cpoicTBa HHTepdeiica,
noakmouenHoro k Murepuery. Ha sxnazgke Cayxdni # noprei (puc. 5.6) Haliaure
Jucranunonnoe ynpapJjenue pabouum cTosiom.

g MapLUpy TU3aLIAA W YA HII‘HiIt.IM J10¢ wr J =i
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Puc. 5.5. OxHo MapwpyTrH3auua U yaaneHHsin aoctyn

B To7x)|

Haxxmure kHonky M3smennurs 4 B none Aapec B uactnoii cern (puc. 5.7) Beeaure
ajpec KOMMbIOTEPa, K KOTOpoMy ciieyeT obecneunts noakaouenne u3 Uurepue-
Ta. CoxpaHuTe HACTPOHKH, HaxkaB nocneaoparenbHo kHonku OK, Ilpumennts,
OK, nocae 4ero 3akpoiite okHo Mapmpyrusanus u yaaaenuntii gocryn. Te-
neps, noakaoyasck W3 MHTepHera, Bbl NMonajere He Ha cepsep, Yepes KOTOPLIi
OCYLLECTB/IACTCA NOAKIIOYEHHE, @ HA YKa3aHHbIH BAMM KOMIIBIOTEP.

YuuTbiBas, 4To nepesava naposns 1 HMEHH MoJIb30BaTeNs MPOU3BOAWUTCS B 3allHd-
POBAHHOM BHM[E, 3TOT BAPUAHT CBA3M C ceTbio U3 MurepHera Gonee npeanoyruTe-
neH, yem Telnet. Ho, ycTaHOBHB CBA3b ¢ /IIOObIM KOMILIOTEPOM HJTH CEPBEPOM Ce-
TH uepe3 yjajeHHblit pabounii cTos, Bbl MOXKETE WCIOJIL30BaTh BCE BO3MOXKHOCTH
Telnet nns ynpasneHus ApyrdMu KOMIbIOTEpamu 3T0ii ceth (puc. 5.8).

Bo Bpems ceaHcOB CBS3H Yepe3 yaajieHHbli pabouuii cTon niu cepsep TEPMHHANOB
clle/lyeT Y4WTHIBATH, YTO MOC/E YCTAHOBJIEHHs CBA3M ceaHc OyeT OTKpwIT, Haxke
ec/li Bbl 3aKpOeTe OKHO ceaHca y ce0s Ha KoMNbloTepe, HH (PU3UYECKH npepeeTcs
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Puc. 5.8. CeaHc cBA3n C 0AHAM U3 CepeepoB ceTh vepes UHTepHer

cea3b. Ecnu Bol He YCTAHOBHTE OrpaHH4eHHe Ha BpeMs 6e3,qe1‘-'1c*rsuﬂ BO BpEmsa ce-
aHca, To nocjie ABYX MNorlbITOK CBA3SH Bbl HCHEPNAETE JIUMHT HA KOJIMYECTBO CeaH-
coB aamMuHKUcTpaTopoB. OBs3aTeIbHO KOPPEKTHO 3aBepluaiiTe ceancsl paboThi!

Cnenyer umeTh B BUAY, YTO NoAKAOueHHE K pabouemy crony oObidHOI paGoueii
CTAHLIMH MPUBEET K 3aKPbITHIO ceaHca roJib3osatens. Bonee Toro, ecnu pabouas
CTAHLIMA 3apericTPUPOBaHa B JIoMeHe, ceaHe OyaeT GIOKHPOBaH, W TONLKO afMMH-
HUCTPATOP KOMIIBIOTEPA CMOXKET CHSTL OoKKHpOBKY. B Haluei cetu ecth Heobxo-
JMMOCTD [U1St OTZAE/BHBIX MOJIb30BATENCH NOAKITIOHATLC K paboyemy CTONny OJHOM
M3 paGounx cTaHUHWI ANA [OCTYNa K fporpaMme, Kotopas He MoxkeT ObiTb ycra-
HOBJIEHA HA ApPYTHMX KomrbioTepax. Yrobb obecneunTh. BO3MOIKHOCTbL TAKOTO MoJ-
knovenus Ge3 OGNOKUPOBKM ceaHca (TONBLKO 3aKphITHE C coxpaHeHHem paboTsl
BCEX NMPOrpaMm), 3Ty pabouylo CTAHLHMIO TIPHLIJIOCH BBIBECTH M3 COCTABA JOMEHA,
oHa paboraer B cBoeii oTaenbHOW paboueit rpynne. Muorua s1o co3naer Heynob-
CTBA MPH MOAK/IIOYEHHH K KOMNLIOTEPAM W CepBEpaM CETH, MOCKOJIBLKY OHH He
oTobpaxkaloTcsl B CETEBOM OKpY:KeHWu 3tod paboueii cranuuu. Tem He menee,
Haiias komneiotep no IP-aapecy, MOMKHO NOAKITIOYHTBLESA K €r0 JI0CTYMHBIM pecyp-
cam, BBEJIsl UMS MOJIL30BATENS HOMEHA W NApoJib.
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Radmin

Kak anbTepHaTHBHLIH BapuaHT NOAKIIOUEHHS K cepsepy cetH u3 Murepera,
MOJKHO [IPUMEHMTL MW APOrpaMMy YAaneHHoro aaMuHucTpuposanus Radmin
(Remote Administrator) (puc. 5.9).

'.:;_\] R adruln Yiewer
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Puc. 5.9. OkHo Radmin Viewer

Ora rnporpamma AHCTAHUHWOHHOTO YrHpaBieHWa W aIMHHHCTPHpOBaHHA, KOTOpas
NO3BOJIAET BaM paﬁo*raTb Ha yaaJleHHOM KOMMLIOTEPE C BalUero paﬁoqem MecTa.
[pu 3TOM BbI BUAKTE IKPaH YAalEHHOrO KOMITbIOTEPA Ha cBOeM pabouem crtole B
OKHE MW pasBepHyYTbLIM HA BECh 3KpaH, a Balla Mbillb H KIaBHATYpPa NOAMEHAIOT
Mbllllb W KJIaBHATYPY Ha YAAJNE€HHOM KOMMbIOTEPE, EC/IH YIIPABICHHE OCYILECTBIIA-
€TCH B MOJIHO3KPAHHOM peyKHME HJIH OKHO YAaJleHHOro S5KpaHa aKTHUBHO. B ornu-
YHe OT MPOrpaMMbi JHCTAHUMOHHOTO yrpasieHus pabouum cronom, Radmin we
Nno3BoJfgeT paﬁo*ra'ra C BHACONPOHUIPLIBATE/IMH Ha YOaneHHOM KOMINbIOTEPE, Mo-
Jy4aTb ¢ UX NOMOLUBIO 3BYKH. Ora nporpamMma npeaHazHaieHa ToJIbKO 1A aaMu-
HHCTPUPOBAHUS YIaneHHbIX paboUuuX CTaHUHA.

[porpamMma HMEeT HECKONBLKO PeKUMOB paboTbi:
O Pexum NOAHOro KOHTPOJIA

O Pexum npoecMoTpa

O Pexwum komaHaroit crpoku (Telnet)

O Pesxum oGmena (atinamu

Kpome Ttoro, B nocneaneii Bepcuu Radmin Viewer npesycmMoTperist peskumbl, no-
JIepiKKa KOTOpBIX J10/DKkHa MOABUTLCA B OiiMkaiiuiee BpemMs M B CePBEPHOI HacTH
nporpamMmmal, yCTaHﬂBJ'IHBaEMOﬁ Ha KOMIbLIOTEPE, C KOTOPLIM OCYILECTBIIHETCH
CB#3b. DTO PEIKHUMBI TEKCTOBOIO H rojIoCOBOro 4ata, a TakKyKe OTIpaBka KOPOTKHX
TekeToBbIX coobuiennii. OHM NpeaHazHaueHbl A1 yaalieHHoH paboTsl € Nob30Ba-
TeJeM HIH NMOMOLUHHKOM aAMHHHCTPpaTOPA,
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Tekyuias BepcHsi CEPBEPHON HACTH MPOrpamMMbl HE MOAAEPIKHBAET ITH AOMOJIHM-
TesibHbie YHKUMH, HO TSl HHAMBHAYAILHOM yaaneHHoH paGoTel oHK 1 He Tpeby-
HOTCHA.

[Tocne ycTaHOBKH NPOrpaMmsl Bbl MOXKETE CTAPTOBATH €€ CePBEPHYIO WIH KITHEHT-
ckyio uacThk u3 meHio Ilyek (Start). Taioke BO3MOMKEH 3aIMyCK HACTPOMKH cepBepa
Settings for Radmin Server u3 meHio, rae MoxHo HacTpouTh Radmin-cepsep ans
asTomaTHueckoi 3arpysku npu crapre OC Windows, H3mMeHUTL napons s cere-
BOIO 10CTYTA W APYrHe HaCTPOHKH.

Jns yctaHOBKM coeaMHeHus 3anycture Radmin-cepeep Ha yj1aleHHOM KOMIbIOTe-
pe. 3T0 MOXKHO CleNaTh U yepesd Ynpas/ieHHe KOMILIOTEPOM, MOAKNOYHBLIHCH
K yﬂa.rleuuoii MaluHHE B Ka4ECTBE €€ aAiMHHHCTpaTOpa.

Buibpas B menio Connection (Coeannenue) nynkr Connect to.. (Coeaune-
HHe C...), HeoOXxoauMo B oTkphiBlueMcs okHe Connect to (puc. 5.10) BeiGpats pe-
kuM nozakmoueHus B none Connection type. B none IP address or DNS name
(IP appec uwnu wuma DNS) seeaute IP-anpec wnu DNS-uma (Hanpumep:
compl.company.com) yAaneHHOro KOMMbioTepa, Ha Kotopom 3anyuied Radmin-
cepaep.

(W '

- General Cornection type :
[ Remote Screen | Full control i . :
.. Full Control 3 . =riat 72 2
IP address or DNS name Pot
Textscreen . rﬁsg
|-~ Chat " = L B L -
“ Voice chat g W U”_"Idd“ port
Advancad saltings :

Sgri19s117.138 A
: Userver2

¥ Add to the phonebook

| TI . T ] Cancel[ |

Puc. 5.10. Okno Connect to (Bsi6op pexuma paboTel 1 agpeca ANA NOAKNIOYEHWUR)

Ecnu npu yCTaHOBKE MpOrpaMmbl HE W3MEHAICH HOMEp MopTa M TOT HOMEp He
3anpellled MapLIpyTH3aToOpoM WK OpaHaMayspoM, TO YCTAHOBHTCA COEHHEHHE.
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B 3aBHCHMOCTH OT HACTPOEK CepBepHO YacTH NMporpaMmMel, MoskeT norpeboparses
BBOJ Naposis JJif NOMAKTIOYEHHS HITH BBOJL HMEHH NOJIL30BATEN, NAPOs U UMEHH
nomena, Co3panHoe coetMHene MoKeT ObITh COXPAHEHO /15 ONePATHBHOTO MoA-
KJIIOYEHHS B CReLYIOLLHH pas.

Jna obecneueHus BO3IMOKHOCTH paboThl ¢ KOMMBIOTEPAMH BCEH CETH uepes OuH
Komnetorep (YAoOHO, Korja npAMoe MOAKAOYEHHE BO3MOIKHO TOJNLKO K OHOMY
KoMmneioTepy) cyuiectsyer pexum Connect trough host (noaxniouenue uepes
KOMIBIOTEP). DTOT peskuM Mo3ponseT PU3MUECKH MOAKTIOYHTLCH K KOMIBIOTEPY,
nocrynHomy us MurepHera, Haripumep, a yke yepes Hero — K JI06oMy KOMNbIO-
Tepy ceTH, rae paboraer Radmin-cepsep.

IMonkniouasics yepes MHTepHeT, BakHO 3apaHee 3HaTh IP-ajpec yaaieHHOro KoM-
NLIOTEPA MJIH UMETh BO3MOMKHOCTL onpenenuTh ero. Ilockonbky B Haweit cetu
ecTh noctosHHoe noakmouenue Kk Murepuery, IP-anpec cepsepa ¢ BHewne cro-
POHbI MOCTOAHHBLINA. B Apyrux ciyuasx MOMKHO MCMO/Ib30BATL CPEICTBA AAMHHHCT-
pupoBaHusa Mo 3neKTpoHHOH noute. OTnpaeus cnyxebHoe coobuieHue, conepska-
1lee COOTBETCTBYIOULYH) KOMaHAy (cLeHapuif), MoxHO B oTBeTe noay4nts IP-
azpeca HeOOXOAUMBIX KOMITBIOTEPOB.

Hacrpoiika Radmin-cepsepa

Jlna ycnewHoi paborkl ¢ HOBbIMM OMEPaLMOHHBIMKH cHCTeMaMu TpebyeTcs Bep-
cus 2.2 nporpammbl Remote Administrator (Radmin).

Settings for Remote Administrator Server

w nmmm v2.2 servet for w‘lan‘HEi‘NTl 0/2000/%P Stnm.lp mode ... I

1 Licsnas key infamation

| This program is icensed to:
A.Pabakaragmky{btm@mmtru}
An\-rnbuuliwﬂ&ﬂ P
-Lmn:,alD.au_Sﬁﬂt_‘:DB_

~Contact information =
l__ Web sits {hip: me tadrmcw

Sa?twaremddiu components Copyright © 1939m4ﬁnan2noekn Alr’hj-u muved.
‘Copyright © 13992004 Famatech Intemational Coip. and its ficensors. Al ights :a_gewed.

Puc. 5.11. OkHo Settings for Remote Administrator Server (Hactpoiika Remote Administrator Server)

BriGpas 8 wmenio Hyck | lIporpammel | Remote Administrator | Settings for
Remote Administrator Server, Bbl 0TkpoeTe 0kHO (puc. 5.11), U3 KOTOpOro MokK-
HO MNOMYYHThb JOCTYN K pasziuuHbiM HacTpodkam Radmin-cepsepa. Khonkoit
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Startup mode BbI3bIBaETC OKHO BbibOpa BapuaHTa 3amycka cepBepa: MOIKHO Bbl-
Gpatb pyuHOit MM aBromaTHyeckuii sanyck. Oruua Set password noszsonser yc-
TAHOBHTL NAPOJb NS NOAKAIOUEHHSs K cepsepy (puc. 5.12).

I Password for Remote Administrator Server
" 1~ Single password aewaty—“—*““—-‘ :
Password [ g :
‘Confim password [ [T

_]

§ wi'ﬂTu.w mdm support — ...._.__.. _:_

| EnabENT ey

Peinpdsions |

BT | cml

Puc. 5.12. OxHo Pasword for Remote Administrator Server
(Mapons anA Remote Administrator Server)

e A% gy gl

Brnouns B 3Tom okne onuuio Enable NT security, Bbl cMoXKeTe yCTaHOBHTH pas-
pelienue juia aoctyna Ha yposne cucrembl NTFES, Boibpar HeobxoaumbIx nosib3o-
Barenei  paspelueHus s Hux (puc. 5.13).

JlonyckaeTcs yCTaHOBKA paspelleHHii Ha OT/eNbHbIe PEKUMbI MOIKTIONEHHS HIH
Ha Bce cpasy.

Kuonkoit Options moxHo Bbizsarh okHo Options for Remote Administrator
Server (puc. 5.14), U3 KOTOPOro AOCTYNHO HECKONLKO AONOMHUTENbHLIX HACTPOEK.

B paznene Logging MOXHO YCTAHOBHTEL PeXKHM 3arucH cOBBITHIT MOAKIIOUEHNSA K
Radmin-cepsepy B kypHan cucremubix cooOutenuii (Use Event Log) w/wunu B
taiin (Use logfile). B TekcroBom nosne MoxHO ykaszaTh ajapec W ums caiina, B Ko-
TOpbii 6yAeT BecTUCh 3anUCh NMPOTOKOJ1a COBBITHH.

Ectb Bo3mMoxkHOCTL npepoctasists noctyn k Radmin-cepsepy Tonbko ¢ onpepe-
nensoro [P-aapeca wan nojaceTH, ANA 3TOrO Bbl MOXKETe YCTaHOBMThL IP-unbtp
(Use IP filter).

Mpumep

Jlns goctyna U3 Ueloi NoJICETH YCTAHOBHTE:
®unstp IP (IP filter) — 192.168.115.0
Macka (Subnet mask) — 255.255.255.0
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Paspewenna ans Radmin Server

i
| & Admin (Admin@apl5 dom)

| Al Aceess
Remote Screen View
Rediract
Ocobiae parpamesow

ODRE@E
oooaog

ke [l

Puc. 5.13. OkHo Paspewenusi ana Radmin Server

Jlns noctyna ¢ onpeieneHHoro KOMIbioTepa yeTaHoBHTe:
Ounstp IP (IP filter) — 192.168.115.90

Macka (Subnet mask) — 255.255.255.255

EctecTBenHo, 4T0 HeOOX0AMMO BBOIUTHL CBOM ajlpeca.

ITporpamma Radmin mcrnone3yer no ymonuanuio nopt 4899, HO npH AenaHuy Bbl
MOYKETe N3MEHHTH TO 3HAUEHHE Ha JuoDoe, He HCNOoIb3yeMOe JAPYTHMH NPHIIoKEe-
nusiMu ¥ cayxbamu. [ng storo ucnonssyitre pasaen Port (cm. puc. 5.14).

B pasnene Incoming connection dialog (nmanor npu noaknoMeHUH) MOIKHO Ye-
TaHOBUTh HEOOXOIMMOCTL paspetietus Mojib30BaTens Ha MOAKNIOYCHUE W JeficT-
BHS MPOrpamMMbl TIPH OTCYTCTBUM paspelnenns. [TporpaMma MokeT yepes yeTaHoB-
JIEHHOE BpeMs OTKJIOHUTb JOCTYI WM PaspelinTh €ro, HECMOTPS Ha OTCYTCTBHE
TAKOro paspeLueHus.

[Tporpamma Radmin He perucrpupyer skpaHHble WIMEHEHWS, €CiiM YAanCHHbI
KOMIILIOTEP HAXOANTCS B NONHO3KPAHHOM TEKCTOBOM pexume. B rakom pexnme
GDI (Graphic Device Interface, unrepdeiic rpapuueckux yCTpoHCTB) HE BbINOI-
HSET MPOPUCOBKY 3KkpaHa. PaboTta B TEKCTOBOM pekMMe Ha YAANEHHOH MalluHe
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BO3MOXKHA TOJBKO B OKOMHOM pexkume. [Ipu pa3BopauuBaHMM OKHA KOMAHIHOW
CTPOKH YHaneHHOro KOMMBIOTEpA HA MOJHbIH SKpaH n3o0paskeHwe ylaJleHHOTO
JKpaHa BBIMISAUT KaK TeJeBU3HOHHOE C HAPYLIEHHOH CHHXPOHH3AUWEH, MoIToMY
paboTtaTh ¢ HUM HEBO3MOXKHO. [IpH 5TOM Bbl MOXKETE BEPHYTh OKOHHbIH PEXKHM M
yctoitunsoe H3oOpaxenune, Haxkas komGuHauuio knasui <Ctrl>+<Enter>, kak u
npu 06b1tHO# paboTe Ha JIOKANLHOMN MallrHe.

Options !nl Remote Administrator ‘JLr\fLr

¥

" ltsmm.mmqtﬂdmrwmum
'Elhlﬂ'ﬂﬂ'dﬁ'ﬁ'wﬂﬁﬂ‘ - ,"_ -

IHMMmﬂf[umpuﬁdiFldﬂIm_.,
2 p’umm» 3

' e p&!ﬁk«;&‘iﬁ

[~ Use logfile i (‘m*wdi&mlt,
¥ - ::__.\ >M .
: rarm o s

-_.._I

Puc. 5.14. OxHo Options for Remote Administrator Server (Onuun Remote Administrator Server)

Kak kiueHTcKas, Tak ¥ cepBepHas 4acTH NPOrpamMMbl MOTyT rMOKO ynpaBisTeCs
M3 KOMaHHOH CTPOKH.

Jns ynpaBneHus KJIHEHTCKOH YacThiO HCNONb3YIOTCS CACAYIOWNE KTIOHH:

O radmin.exe /connect:XXXXX:nNNnn — yKa3biBaeT CepBep W MOPT s MOAKITIO-
YEHHS;

O radmin.exe /connect:xxxxx:nnnn /through:xxxxx:nnnn — ykaspiBaet aapec W
MOPT NPOMEKYTOUHOIO CEPBEPA.

[lo ymonuyauuio ycrtanasnupaerca pémuM coeandenus Full Control (ITonnbii
KOHTPOJbL), NO3BOJIAIOWMKIA BHAETh YJANEHHbIH 3KpaH, yNpas/ifTh MbILIbIO U Kia-
BHATYpOit).
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Jins yeTaHOBKM IPYTHX PEXHUMOB COETIMHEHNS MCTTONB3YIOTCS CICAYIOUIHE KOMAH/Ib!:

O radmin.exe /connect:xxxxx:nnnn /noinput— pexuM npocMoTpa (BHAWILL
TOLKO IKpaH);

0O radmin.exe /connect:xxxxx:nnnn /shutdown — peskum yaanensoro euikaloue-
HHA KOMOBIOTEPAZ

O radmin.exe /connect:xxxxx:nnnn /file — pesxum nepecoisiku daitson;
O radmin.exe /connect:xxxxx:nnnn /telnet — Telnet-peskum.

Cnenytowmme nanee Hactpoiiku paboraior Tonbko B pexcumax Full Control (Ilon-
Hblit KoHTpOsb) U View (ITpocmoTp):

O radmin.exe /connect:xxxxx:nnnn /fullscreen — ycranasiusaer nonHoO3KpaHHbIi
Pe’RUM MPOCMOTPA;

O radmin.exe /connect:xxxxx:nnnn /hicolor — ycranasnusaet (opmar usera ais
nepeaavH no ceTH, pasHbii 65 536 useram;

O radmin.exe /connect:xxxxx:nnnn /locolor — yctanasnusaet opmar usera s
nepeaayH no ceT, pasHbii 16 useTam;

O radmin.exe /connect:xxxxx:nnnn /updates:nn — yka3sbIBaeT MaKCHMalbHOE KO-
JIHYECTBO MPOPUCOBOK AJIS POCMOTPA;

O radmin.exe /connect:xxxxx:nnnn /encrypt— BKJiO4aeT wWHpOBaHUE BCeEX
naHHbIX Npu pabore.

Bo3moskHbI Apyrue HACTPONKH:

O radmin.exe /connect:xxxxx:nnnn /unregister — yaansieT Bce yxke BBelieHHbIE
kmoun g Radmin;

O radmin.exe /? — NoKa3sIBAET OKHO MOMOIIIH.

VnpasieHue cepBepHOH YacTbI0 OCYIUECTBAAETCS € MOMOLUBIO CleayIOLnX
KOMAHA:

O r_server.exe /setup — nokasbiBaeT QHaJIOr (3anyckaeT mactepa), KOTOpbIi Bam
NOMOJKET YCTAHOBHMTL CEPBHC W JpaliBep, a TakKe yKasaTb Naposib W HOMep
nopra ans Radmin-cepsepa;

O r_server.exe /setup /port:Xxxx, r_server.exe /setup /pass:XXxxx — eciu He ume-
eTCs HUKAKHX APYrHX OMpeiefieHHbIX nepektouaTeneil, 3a HCKioueHHem /port
and /pass, r_server Boinojuser kak Radmin-cepsep;

O r_server.exe /setup /save [/port:xxxx] [/pass:XXXXX]-— MO3BONSET WU3MEHHTH
HOMEp MOpTa W/HJIH NapoJib B peecTpe;

O r_server.exe /setup /install — ycranoska kak cepsuca (cmyx0bi);
O r_server.exe /setup /uninstall — neuncrannsuus nporpammsl Radmin-cepsep;
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O r_server.exe /setup /installservice — ycraHoBka TONbKO cepsuca (T.e. Npo-
rpamMma rpocMoTpa He yctaHasiupaetca coscem, a Radmin-cepsep ycranasnn-
Baercs Kak cnyxba;

O r_server.exe /setup /silence — ne noxaseigath coobuwiennsi "error” wam "ok
B koMmangax /install, /uninstall unu /save;

O r_server.exe /stop — ocranasnusaer Radmin-cepsep. Dra komanaa ocranasiu-
BaeT CEepBMC M 3aBepuiaeT npuioxcende. na octanosku cepesuca noa WinNT
TpebyeTcs Ha/lMuHe COOTBETCTBYIOLIMX MTPaB.

Jns ocTaHOBKHM CepBepa MOXHO HMCMOAb30BATL COOTBETCTBYIOWINI APABLIK B
nanke Remote Administrator.

Bonbioii nabop komana ans paboTel U3 KOMaHJHOH CTPOKH MO3BOJIAET BLIMNON-
HHTb MHOJKECTBO ornepauuii 1o Hactpoiike Radmin na ymaneHHoMm kommnbioTepe,
BOCTIONBL3OBABIIKCE Yike HAcTpoeHHbiM Telnet-nonkmouennem.

[Tpumenenue nporpammbl Radmin Bo3mokHo u na komnbiorepax ¢ OC Win-
dows 98.

CeTteBoii npochunb

Peiko KTO U3 CeTeBbIX aIMMHHCTPATOPOR MPUMEHSET 3TO CBOHCTBO YUETHOM 3arii-
cu. Ho ecnu BBl XOTHTE MakcHManbsHO yHuuuuposats paboune cTaHUMK H HX Ha-
CTPOHKH, ClIeyeT HCMOMb30BaTh CeTeBbIE NPOPHIH.

Ilpumenenne ceresoro npodguis MoO3BOAAET COXPaHATL pabouuii CTON B HEW3MEH-
HOM BHMIE NPH KOKAOM BXOje nons3osarens B ceth. JloBasnenue k npodmiio
HTML-cTpanuubl, BHeApeHHO#H B pabouuii CTOJ, NO3BOJIMT NepeaBaTh MoJib308a-
Tensm HeoOxoauMyio HHGOPMALIMIO B TEKCTOBOM W rpadmueckoM BHJE, a TaKoKe
CChIIKH Ha (haiisibl, pacronoeHHsle B ceTH, Jis obecneyeHns MX 3arpy3ku WiH
BbinonHeHus. Koneuno, "npoasunyThie” noib3osaTesid MOryT MOMbITATLCS H3MeE-
HHUTb 3T HACTPOMKH M OTMEHHTb 3arpy3Ky obssarensHoro npodwis. JIns uckio-
YEHHA TAKOH BO3MOKHOCTH CIIEAYET COXPAHATH NMaposib aIMHHHUCTPATOPA KOMITbIO-
Tepa, CO3AaHHbIH NPU YCTAHOBKE CUCTEMB, B CEKPETE, a TAKke He 1aBaTh PAIOBbIM
NnosiL30BaTENAM TIPAB aaMuHHCTpaTopa paboueii cranumuu. Kpome Toro, perymsip-
HOE CO3/laHHe apXWBHOW KOMWHW CHCTEMbl MO3BOJINT ONEPATHBHO BOCCTAHOBHMTH
HacTpOWKH pabouelt CTAHUWM NMPU MX NPEAHAMEPEHHOM WK ChAy4daifHOM Hapy-
LEHHH.

[MopkmounTts ceteBoii npodmnb HerpynHo. B crolicTBax Kaaoro nosjb3oBaTesns
CeTH ecTh BO3MOKHOCTb YKa3aTh MyTh K ceTeBoMy npodumo. Ecnu npumensiorcs
JOKa/ibHbIE Y4eTHble 3anucH (B oTaenbHBIX ciyuyasx Oe3 sToro He 0GOHTHCL),
cielyeT yKasaTb TUM MPOQHAS M NyTh K HEMY B Mpouecce HacTpoiiku paboumx
CTAHLMA.
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[Ipodunu MOKHO 3apaHee 3aroTOBHTD I PA3IMYHBIX KATErOPHIl MONL30BATENEH.
CereBbie nonL30BaTeNN MOJNYHAT JONONHHTENLHOE NPEHMYLIECTBO, HE3ABHCHMO OT
TOro, ¢ KaKoii paboyeii cTaHLMK OHM BXOAAT B CeTh, B pabouero crona U sipabikm
K nporpammam Oyayt neusmenHbl. IlTonwsosarenu B 1000i MOMEHT MOTyT 3a-
KPbITh IHLIHHE 31eMeHTb! pabouero crona, HO NPH CeayoILe 3arpy3Ke KOMITbIO-
TEPA 3TH JIEMEHTBI NOABATCA BHOBL.

[lo ceuinkam va HTML-ctpanuuax, sneapennsix B pabounii cron (puc. 5.15), mo-
FYT 3anycKaThCs KaK MPOrpaMMBl, TaK W CLUEHAPHU YCTAHOBKM Mporpamm, nnbo —
3arpyarhes (paiifibl, BOIMOIKHOCTL ¥ HEOGXOAHMOCTL 3aI'Py3KH KOTOPBIX Onpejie-
JIeHa BaMH Ha JlaHHbIA MOMEHT.

“ucTan noyta

Bea cnaua Navta Higes 2
sigerd
e s R o,

| Ofpausre |
; | BHIIMAHHE Ha |
g | | omtcenumn! | |

Puc. 5.15. PaGouuii cron cetesoro npochunsa ¢ BHeapeHHsimn HTML-crpanulamm

IMpodunu AoKaNbHLIX NONB30BaTENEH KOMMALIOTEPA NOMHKHbLI COXPAHATHCH B JIO-
KaJIbHOM Katajiore, a npoHiIn CeTeBbIX Nojb3oBaTeseH, KOTOPLIX A0JKHO ObiTh
DONBIUIMHCTBO, CAEAYET COXPAHATL Ha CepBEpe, HHaue MpH BXOJE B CETh C PasHbIX
KOMMBIOTEPOB NPOQUIL HE YAACTCS 3arpy3uTh.

Jinst HacTpoiiku mpoduas HEOOXOIUMO BBITIONHHTE ONPENENCHHYIO NOCHEN0Ba-
TEALHOCTh JISHCTBHIA.
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Boiigute B cucTeMy noj y4eTHOH 3anuchbio aAMHHMCTPATOpPa KOMMNbIOTEpa H J10-
MeHa.

3arem otkpoiite Hanean ynpasaenus | cucrema (puc. 5.16), sknaaky Jdonoanu-
TeJbHO B OkHe CBoiicTBa cucrembl. B pasnene Ipoduin noassosartesneii Ha-
amute kHonky IapameTpst.

CBOMCTBA CHCTEMBI ﬂm

) S EY g

Boeamnmm.mm I hmm:ml cBxoznesan I Ym cam:u ]
> Oﬁm | I!mmmnnpl I Oﬁwmm - ﬂﬁmlﬂ_

M:om m mpaza mmam mnmﬁmm
¥ uwmm wwr . '.
o Btuymm‘wgcm mug:mwonmnp. ompam_a:_ g

s nnu-numm | omosmsm |

T e e el

Puc. 5.16. OxHo CeoMCTBa CUCTEMBI

B orkpbiBuiemcs okHe (puc. 5.17) Bbibepure HeoOXOAMMYIO YYETHYIO 3anuch
Mob30BaTENd U HOKMHUTE KHOMKY CMEHHTL THIL

Ecnu nepexmouarens Ilepememaemslii npodguab He goctyneH, kak Ha puc. 5.18,
TO cre/lyeT co3aTh nepemeliaemMslii npoguib Ha cepeepe.

Jins 370r0 MOYKHO NOCTYNHUTH crieayioimM obpazom. CHavana B cBOWCTBaX y4er-
Hoii 3anucu B Active Directory Users and Computers Ha cepBepe yKauTe nyThb
k npodumo (puc. 5.19). Ilyts MoxkHO ykasaTb k moGomy karanory Ha moGom
KOMMBIOTEPE WITH CepBepe, rae Bbl PeLuIH COXpaHATbL NpoduiK noak3osareneii.
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Npodunu nonsioBarene

z B podunsx Nonk308aTeNeH XDAHATCR Napane TRkl pafouero
g ﬁ CTONA W HHBIE A3HHRIE, OTHOCALLMECA i YHETHBIM 3anncaM.
- LA + ANK DAHOrD NONLIOBATENA HA PA3HEIX
: nmo'fapax MAWHO CO3AATE PENAMHBIE NPOHAN KA

HCNONB30BATE 0ANH 0BWHA NpodHAL,
[,podmnu YpAHAULAECA Ha AT oM KohrEloTeps:
T i o _P_u_uqn.J,__J Cn.sxu,J_bm-J
AP1S\Admin ﬂox

AP 1S Admnet
AP1S\DEN
APISINAR4
| AP1S\NARIAD

| HP-ADMIN\&dministrater  2,35TE

-;ne'm‘rb'rm_] _\r'_,‘.an.-rm l -_’;rue;mwar:-;l

© Y7ol COSAATE HOBYHD YUETHYIO 38MIHCs, OTKPORTA JHakok V.‘JEIHH&

_-mnﬁanﬂmnm'
. [k ] omea |

Pue. 5.17. OkHo Npochunu nons3osarenei

Mamerende Tina npodunn EiE3 |

' Koraa APIS\Amnet BLINOMHABT BX0A B CHCTEMY, CNSAYET MW
HENOML30BATH NEEHEULAEMLIH NPOGHNL HM TONBKO
 JIBKANLHYIO KOMHIO Nepemellaenora npoding.

S { Eperehy setetf] ripodiing

Puc. 5.18. amerenune npoduna nons3osarens

Hactpoiite napamerpbl pafo4ero crona KOMMblOTEpa Tak, Kak HeoOGXOauMo s
paboTbi 3TOro NMONL3OBATEN.

Orxpoiite okHo Mpoduan noan3osatesieil Ha JOKAILHOM KOMIBLIOTEPE, BbIAEIH-
T€ YHETHYIO 3anuch ¥ HaxkmuTe kHonky Konuposarts (puc. 5.17).

B otkpsiBuiemcs okve Konmpopanmne npoduas (puc. 5.20) ykaxure nyTth A
KonupoBanusa u haxkmure OK.

ITocne sroro, naxas kHonky HMsmenntb (puc. 5.20), Halaure yueTHYIO 3anuch
NO/B30BATEA VIS Pa3pelleHns UCNob30BaTh NPoQHIlb.
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Puc. 5.20. KonuposaHue npoguna

Yepes oiHy-/1B€ MHHYTbI 3apErUCTPUPYHTECH B CHCTEME C YHETHOH 3arMChIO MoMb-
30Barens u ybepurecs, uTo ero npoduis cran nepememaemsiM (puc. 5.21).

Tenepsb Bbl MOJKETE AaTh paspeLlieHHE HAa UCTIONBL30OBAHKHE STOrO NPOPUAS M APYrUM
M0JIb30BaTENAM, €C/iM HX NPodHIb A0/HKeH ObiTh TaKUM Jke. MOXHO MOMECTHTH
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BCEX Mosib3oBartenei, Kotopsie SyayT NMPUMEHATb 3TOT NPO(PHIIL, B CHICUHANBHYIO
rpyniy, KOTOpOi AaTh COOTBETCTBYIOUEe paszpetuenne. Ecnn He ykasbiBaTh KOH-
KpeTHble paspelieHus Ha Wcnoab3osaHue rpocuns, To npodunb Oyner Heobsza-
tenbHbIM. s Toro ytobbi nonb3oBaTENL HE MOI M3MEHHTH NMPOHIL W ero THII,
crieyer B manke ero npoduns Ha cepsepe u3meHuTh uMma (aitna NTUSER.DAT
#Ha NTUSER.MAN. B stoM ciyuae craHer HeaocTynHoi onuus Jlokaabubiii
npogmiib B €ro HACTPOHKaX JUIA 3TOro Mojb3oBaTess.

Puc. 5.21, OkHo WameHeHue Tuna npoduns (onuus Mepemewaemsin npoduns)

[MpumeHuB nepemelaempie MPo(uaH, Bbl MOTYHHTE HEKOTOPBIE AONONHHUTEILHbIE
BO3MOKHOCTH, Hanpumep, cMoskere romeitars B nanky Desktop (PaGounii cron),
HaXOAAILLYIOCS B nanke npoguad, (aiiibl, KoTopsle 110/1b30BaTeNb YBHAUT Ha CBO-
em pabouem cTofie npu Bxoze B cuctemy. Bee 910 nosposiser nepeaasath BaiHylo
uHpOpMALIMIO [UTA BCeX nob3osatesneii npodus.

[Ipu Mcronb3oBaHUK fepemMelaemMoro npoduis HecKOJLKUMH MOIL30BATENAMH,
nanka Mou JoKymenTsl Oka3blBaeTcs oOuleH A BCex ITHX No/ib3oBaTelieH, ToY-
Hee, MpH BXOJE B CHCTEMY 3arpy’KaeTcs nanka co BCEMH M3MEHEHHAMM, CleiaH-
HBIMH JIPYTHMH NOAb30BaTeNIsIMH Tpoduiia. ECTh BO3MONKHOCTH 38aTh JU1H KaX/10-
ro Mosb30BaTeNs OTACNbHYIO MAanky Mpd HacTpoiike npodunsa nosb3osartens
(cM. pue. 5.19), ykasas umst 1 aapec 8 nose Jomamnna nanka. [Ipu stom MoxkHo
yKa3aTh KaK JIOKanbHYIO, TaK ¥ ceTeByio nanky. Bropoil BapuanT npeanouTHreh-
Hee, ec/iH MNojib30BaTe)b UMeeT 0ObIKHOBEHHE BXOAMTL B CeTh ¢ pasHbix pabounx
CTAHLIMH.

MoHO yKa3aThb M aapec CUeHapus, KOTOpbiit OyAeT BBINOMAHATBCS MPH BXOJE
B CHCTEMY M TIOAKIIIOHATH, HAMPUMEp, HEOOXONUMbIE /1A PaboThl CETEBLIE JAMCKH.
B kauectse (aiina cueHapus A0Nyckaercd NPUMEHsTh Kak OObIMHbIN MaKeTHbI
¢aiin, Tak u Qainisl cueHapHes,

[Npu Takux HAacTpoiikax NOJL30BATE/lb OKA3BIBAETCS TPAKTUUECKH HE3aBHCHMbIM
ot paboueii cranumu. OTkyaa Gbl OH HU BoLUes B CETh, OH Beeraa Byaer paGorarh
B NIPUBLIYHOI CpeJie CO CBOMMM JIOKYMEHTaMH.
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YyeTt pabo4nx ctaHuuin

VeTaHOBHTH JOMKHBIH MOPANOK B yueTe 000pyAOBAHUA W YCTAHOBNEGHHH YETKOro
rpaduka obenykuBaHMA BHIMMCIUTENLHOH TEXHUKH B ceTH MeluaeTt ubo oTeyTer-
BHE HeOoOXOAMMBIX Kazpos, TGO feHb aAMUHHCTpaTOpa, AHG0 ApyrHe NpHYMHbL.
Ecnu ans Bac ata npobnema aktyanbHa, TO MOXKHO 0OpaTHTBCA K GecniaTHoi npo-
rpamme, KoTopas nomoxer cobpaTe o4eHb noapobHLIe cBeneHus 060 Bcex KoM-
MbIOTEPax CeTH, MOAIEPHKHBATL TY HH(OPMALMIO B AKTYAJIbHOM COCTOSHHH, BeC-
TH NIaHOBOE 06CTY)KUBAHUE M YUET PEMOHTOB BbIMHCIUTENIbHON TEXHHKHU CETH.

Ectb y 9T0#i nporpaMmel HekoTOpble HefocTaTKK: Oy/yum 3amyleHHoli 3 ceTeso-
ro Katanora, oHa Kak Obl MOJBUCAET, HO BMONHE KOPPEKTHO paboTaeT npu 3anycke
U3 JIoKaabHOro Katasora. OCBOMBLIMCH C MPOrpamMMoii, Bbl cMOKeTe CHOPMHPO-
BaTb 63.3}/ JaHHBIX BbIYMC/IHTENLHOH TEXHUKH CBOEH CETH ¢ ﬂDﬂpOﬁHOCTHMH, KO-
TOpbie O0LIYHO MOXKHO cOBpaTh TONLKO MPH TILATENILHOM yHETe NocTynalomei K

. BaM TEXHHKH CMELHATMCTAMH, XOPOLLIO 3HAKOMbIMH ¢ HH(POPMALIMOHHBIMH TEXHO-
JIOTHAMH.

[porpamMma no3BOJAET NOAYHATH OTHETHI, OPMY KOTOPLIX MOMNKHO KOPPEKTHPO-
BaTh CAMOCTOATENLHO, YYHTHIBATE CBEJICHHA O PEMOHTaX W MojepHu3anusax. Haii-
TH 3TO CPENCTRO YYETa KOMILIOTEPOB MOXHO 1o azpecy: http://checkefg.narod.ru/.

Crporo ropops, 3T0 He 0JlHa NPorpamMMa, a KOMIUIEKT NPOrpamMM, COCTaB KOTOpPOro
MoskeT ObITh M3MEHEH B OTpe/ie/IeHHbIX Mpeziesax no saiieMy ycmMoTpenuio. B ka-
4ECTBE OCHOBHBIX KOMTOHEHTOB KOMMJEKTa HeOGXOAMMO HCMOMb30BaTh ABa —
sklad u checkefg. [Tepsbiit u3 Hux (puc. 5.22) u ectb coOCTBEHHO MporpamMma yuve-
Ta OPrTeXHHKH (HE TOABKO KOMMBIOTEPOB), a BTOpPOH — rporpamma s cbopa
ceeieHui o komnetotepax. JIpyrue komnoxenTsl, Hanpumep Doberman, kotopsii
NO3BOJAET OTC/IEAUTH HIMEHEHHUS B KOH(HIypalMu KOMMBIOTEPOB C MOMEHTA 0~
cnesero cbopa navHbiX, He oOs3arensHbl. Komnounent sklad nomken 6uith yera-
HoBNeH Ha pabouveil cTaHuMM, HA KOTOpOW OyayT cobuparscs AaHHble 06 oprrex-
Huke, a checkcfg MOXKHO MoOMecTHTB B IOCTYNHOM A1 BCeX ronb3oBaresieil Mecrte
B cetn. Ecau ¢ paboueit ctaHuMM none3oBaTens 3amycTHTh 3TY MPOrpaMmy. TO
oHa, cobpas cBeeHHUs O KOMMBIOTEPE, NMOMECTHT UX B (haiil, U3 KOTOPOTrO 3TH CBe-
aenuns noctynar B nporpammy sklad. 3anyckas checkefg ¢ onpenenennoit nepuo-
JMYHOCTBIO, [UISl Yero HaCTPOMB MIAHHPOBLIMK 3a/1a4 HA KOMIbIOTEpax NoJib30Ba-
Tenel, He NpUaeTcs Aake MOJAXOAWTL K UX KOMMBIOTEpaM AJis noayvyeHus obHOB-
NeHHbIX cBejleHuid. Bmecte ¢ aucTpubyTHBOM noctasnsercs oueHb noapobHOe
onucanne paborel ¢ nporpammoii. [IporpaMma MOCTOSHHO COBEpLUEHCTBYETCA,
noc/ie/iHss BEPCHs HAa MOMEHT HalWcaHWd 3TUX CTpok aatuposana 30 nexaGps
2004 rona. Ecnun ans pabotsl nporpammsl notpebyeres nporpamma BDE (Borland
Database Engine, unrepdeiic noctyna k 6azam nanneix Borland Database), ee
MO3KHO 3aKa4aTs C CaifTa nporpaMMsbl YUeTa BbIYHCIUTENBHON TEXHUKH BecrinaTHo.
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Puc. 5.22. MnasHoe OKHO NporpaMmel yUeTa BLIYUCNIUTENBHON TEXHUKW

Oryertsi, GpopMupyeMeie NPorpaMmMon, MOryT ObiTh BbiBeieHbl B (JOPMBI, TEKCTO-
sute (aitnel, dbf-daiinw, rtf-dainel, 10 3HauuT, yro pabora Haa uHpopmaLmei,
NOJIYYEHHOM C €€ MOMOLLBIO, MOJKET NPOJ0IKaTLCA ¢ MomMollbio cpeacts MS Of-
fice nam apyrux.

CyuiecTByIoT, pazymeercs, W Apyrie GecrniaTHble 1 KOMMEPUYECKHE NPOAYKTbI 15
cbopa u yuera uHpopMaLuM O KOMINLIOTEPHOH TexHuke. Mbl ocTaHOBHAM BBIGOP
Ha 3TOM MporpaMme, Kak Ha CaMOCTOATE/LHOM HHCTPYMEHTE, He Tpebyrowem m10-
MOJIHKUTENIbHBIX CPEACTB, B OTJIMYHE OT MPOYHX, KOTOpble yaanoch HaiTH B MHTep-
HeTe. He McKIOYeHO, 4TO MMEHHO BaM OoJiblle MOJNOHAET Apyras nporpaMma s
yqeTa KOMMbIOTEPHOM TEXHMKH, KOTOPYIO MOJKHO HaWTH no  ajapecy
http://www.shatki.info/ox/dnld.php. Dta nporpamMma no3gosiseT BHOCHTE CBeJle-
Hug BpyuHyio. ns agromarusauun cbopa nHpopmaumu Tpebyercs 10 HeJaBHEro
Bpemenu Gecrninatras nporpamma AIDA32, k coxasnenuio, cTasuieii He10CTyNHO#M
¢ uroHa 2004 ropa. Ee cmennn kommepuecknii npoekt EVEREST, a GecnnatHas
Bepcus HOBOM nporpammbl (Everest) ve cornacyercs ¢ nporpammoii yvera. Ho ec-
M Bbl HMEETE OTLIT MporpaMmupoBanus Ha Visual Basic, To Ha caiite nporpaMmsi
JOCTYIEH e HCXOAHBIH Ko CliefoBaTelbHO, MPH HAHYHK OMBITA NPOrpaMMHPO-
BaHUA Bbl MOXKETE [OJOrHATE €€ Noj CBOH TpeboBaHus.
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IMpumeHetne MOAOGHBIX MPOrpaMM MO3BOIHT BAM HATAAMTHL YYET TEXHHKH, AaKe
€CJIK 10 HACTOALLETO BPEMEHH HUKTO 3THM CEPLE3HO HE 3aHHMAICH,

BO3MOXKHO, UTO NPH YTEHUH JAHHOH rilaBbl Bl OOHAPYIKMAW HEKOTOPHIE NPOTHBO-
peuus B npeasaraéMblX BapuMaHTax agmMuHucTpuposanus. Hanpumep, pexomenna-
UHA JaTbh OOCTYN MONb30BATENAM K ,ElHCTpHGYTHE&M, pacnoioXKHuB HX B CETH, HE
COrnacyerca € orpaHH4€HHEM Nnpas noJab30BaTe/ld Ha BHECCHHE W3MEHEeHHH B CHC-
TeMy nyTem HacTpoliku obsazarensHoro npoduis nossiosarens. Ho 31eck npuse-
JleHbl MPUMepbl, KOTOpPbIE ClelyeT MPUMEHATh TBOpPYECKH, coobpasHo cuTyaLuH.
Komy-To u3 nonb3osareneit Tpebyercs JocTaTouHO cBOGOAHBIN AOCTYN K CETEBbIM
pecypcam u KoH(purypauuu csoei paboueit ctaHumu, Apyrum HeoOXoaumo ycra-
HOBHTb JKECTKHE PaMKHM Ha BHECEHHWE WMHW M3MeHeHwii. Bce 3aBHCHT OT KOHKpeT-
HOM CHTYAaLHlH. Hawa uens U coctout B TOM, 4ToOLI OBITH FOTOBBIMH K PELUEHHIO
moBeIX 3a/1a4, BOSHHKAIOWKX Y aJIMMHHCTPATOpa CETH.

Opuu u3 nyreil gocTyna K cetd u3 UnTepHeTa He paccMaTpuBascs B 3TOW riase.
C pazsuruem cetd MuTepher Bce Gosnbluee pacnpocTpaHeHHe NOJNyHaeT OpraHnsa-
uus B Hell BUpTyanbHbIX 4YacTHbIX ceteit (VPN, Virtual Private Network). Peanu-
sauus VPN BO3MOXKHA B pa3fiMyHBIX BAPUAHTAX, ONUCAHUA KOTOPBIX MOTYT ObITh
JAOCTATOUHO CIIOXKHBI, @ METO/Ibl M CPEACTBA MX Peal3aliu 3aBUCAT OT KOHKpeT-
HbIX yC/OBHI paboThl NoKanbHO#H ceTH, PaznuuHbie 0cCOGEHHOCTH KOHKPETHBIX Ce-
Tel M NpeAnoYTeHHs AAMHHHCTPATOpa HEPEAKO TpeOyloT MpOBeCHHS MpeaBapH-
TEJbHBIX HKCNEPHUMEHTOB W Hecnenosannid. Ho, B3aBnch 3a Takoil Tpya, Kak aj-
munuctpuposanue JIBC, Hano GbiTh roToBbIM M K 3TOH KpOMOTIMBONA paborte.
[IpumeHuTENBHO K Hallel ceTH W paccmaTpuBaemoii teme, VPN MoiKHO Henonb3o-
BaTh A/IA J0OCTyNna aJMUHWCTPATOpPa K CEpPBEpY WM OTACILHOMY KOMMBIOTEPY.
[ToppoGHoe onucanue HacTpoliku noctyna k cerd uvepes VPN npusoautcs
B 21ae6e 6.
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OKCNepuMeHTbl B CETM.
Ocob6ble pexumbl paboTbl

[Mpy nanuunu MureprHera v nouckoBoi cucremsl Google BbI MOXkeTe HaTH OTBe-
Thl Ha BOTPOCHI W PEKOMEHIALIMH TNIPAKTHYECKH B M0G0 HecTaHaapTHOM cHTya-
unwd. Muoraa marepuansl, HaiaeHHbie B MHTepHeTe, NOKasbIBAOT HEOKHUAAHHO
NPOCTOi MyTh peuieHus npobnembl, a HalaeHHbIe COBeThI OBIBAIOT OuYeHb JeHcT-
BeHHbIMH. TeM He MeHee He Ha BCE BOMPOCH! AJAMHHUCTPATOPa CETH MOJKHO MOSTY-
YMTH KOHKPETHbIE OTBETHl. PellleHne MHOTHX HeCTaHJapTHBIX 3a1a4 TpebyeT camo-
CTOATENILHBIX HCCNe0BaHui 1 akenepumentos. Ho ans nposenenus skcnepuMeH-
Ta Tpebyercs onpeneneHHas marepuanbHas 6a3a. Ecnd y Bac HET BO3MOXKHOCTH
NPHMEHHUTb LIS 9TOFO OTAENbHLIH KOMMNBIOTEP, TO Bbl, BEPOATHO, PELUMTECH HA HC-
NoAb30BAHUE B 3THX LIEJIAX CBOEro cOOCTBEHHOrO MM Kakoro-To Apyroro. B 1o e
BpeMs, 3HAUHTE/bHbIC W3MEHEHHs HacTpoek pabouell cTaHUMHM W MapaMeTpoB ee
cucTemMbl NOTpedyloT HEMano BPEMEHH JUIS HX BOCCTAHOBJICHHA MO OKOHYaHWH
skcnepumenTa. [lapameTpsl yaauHol kKoH(pUrypauuu cuctembl HEOOXOAUMO MOJ-
pobHo 3anuceiBaTh, 4TOOBLI MOBTOPHTL, KOraa 310 notpebyercd. Bee aro coznaer
3HAYMTEJIbHBIE TPYAHOCTH H MOXET MeLlaTh TeKyiuei pabore.

BupTyanbHblii KOMNbioTep

Cyl1ecTBYIOT CPE/ICTBA, MO3BONAIOLIHE HMETh B CBOEM PACMOPSKEHHUH NpaKkTHue-
CKH HEOrpaHHYEHHOE YMC/IO KOMMbIOTEPOB U TIPOBEJEHHS IKCIIEPHMEHTOB.
[Tpuyem HacTPOCHHBIH "KOMMBIOTEP" MOXKHO COXPaHHTL B APXHMBE, YTODLI NpH He-
0OXOANMOCTH BKJIIOYHTH €ro, NoApobHO NpoaHanH3HpoBaTh ero KOH(QHrypaumio,
CPABHWB C HACTPOWKAMM JPYroro KOMnbloTepa. DTa pOCKOLL OKa3biBAETCH J0C-
TYNHOMH, €cii yCTAHOBHTL Ha CBOEH pabouei cTaHUMM BUPTYaNIbHbIH KOMIIBIOTED.
Jist 3TOr0  CylEeCTBYeT HECKONbKO MpOorpaMMm  pa3iHuHbIX MPOW3BOAMTENICH.
B cpene mobureneil Mo3KCNEPUMEHTHPOBATHL BEchbMa [OMyJspHa TporpamMma
VMware Workstation (http://www.vmware.com). ABTOpoM TpHMEHSIach Mpo-
rpamma Microsoft Virtual PC, kotopas Heckosibko rnpouie B HacTPOHKe, Mo4TH
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paBHOueHHa Mo Bo3moxHocTaM VMWare u goctynua no agpecy B MurepHere
http://www.microsoft.com/virtualpe. Kommbiorepsl H AMCKH KOMMbLIOTEPOB B
3TOi nporpamme — oBbiunbie (aiinbl. Coxpanss (aiinbl BUPTYaNbHLIX KECTKHX
JIMCKOB C YCTAHOBIEHHON ONepauHoHHOH cHcTeMOoil H HeOOXOAHMBIMK NpOrpam-
MaMH, Bbl MOYKETe UX B JIIOOOH MOMEHT MOAK/IIOUNTL M MONYYUTH CHCTEMY C CO-
XpaHeHHoH kondmrypauueii. [Tpumenss onpeeiennsie MEPLI NPEOCTOPOKHOCTH,
MOJKHO Ja’Ke MCMbITBIBATh JEHCTBHUE BIPYCOB HA CHCTEMY, YTOOLI CBOWMHM Ila3amH
YBHJIETH CUMITOMBI 3aPasKEHHUs H MPOBEPHTHL CPeCTBA 3auliThl OT HUX. [IpH sTOM
MOJHOCTHIO MCMOPYEHHYIO BHPTYAIbHYIO CHCTEMY MOMKHO 328 HECKONbLKO CEKYH.
3aMEHHTb 3apaHee COXPaHeHHOMH Konuek.

Ycravosue nporpammy Virtual PC, Bel noayuure 10CTyn K cO3JaHHbIM B HE# BUp-
TyanbHbIM MallHHAM Yepe3 KOHCONb yrpasnenus (puc. 6.1).

& virtual PC Console

Puc. 6.1. Okxo Virtual PC Console (Kornconb ynpasneHus BUPTYaNsHbIMU KOMNBIOTEPaMM)

MoxHO co3naTh HECKONbKO MALIMH, MOATOTORIEHHBIX AN Pa3NWyHLIX Onepalm-
OHHBIX cHereM, Co31aB COOTBETCTBYIOLME BUPTYAllbHBIE BHHYECTEPb! M YCTAHO-
BUB OMEPAUMOHHBIC CHCTEMBI, MOXKHO COXPaHHTb KOMUM (ainoB BUPTYanbHBIX

un

YKECTKHUX IHCKOB, o6ecneuuns GuicTpoe BOCCTAHOBNEHHME "UUCTOM" CHCTEMBI.

[Iporpamma nmeer pononHeHws, KOTOPbie YCTAHABMAWBAIOTCS OTAENBHO W JAIOT
BO3MOJKHOCTH HCMOMB30BaTh OOIUME IS OCHOBHOIO M BUPTYAJIbHOIO KOMIMLIOTEPA
nanku. HacTpofiku BupTyansHol MalliMHbl goctatodHo rubku (puc. 6.2). B kaue-
cree nepudepuiiHoro obopyaoBaHHA MOTYT HCIONB3OBATECA TPAKTHYECKM BCe
YCTPOMCTBA OCHOBHOTO KOMMBIOTEPA, KpOMe MojemMa (3TO OTMEHYEHO U B CIIPaBoY-
HOM cucTeme JaHHOW nporpammbl). B cnyuae HeoOXxoauMocTH MOKHO oDecrneyuTsb
MOJAK/IIOYEHNHE BUPTYAIbHON MaluuHbl k MHTepHeTy uepes nokaibHyio ceTb. [Tpu
3TOM JIOKANbHAA CeTb MOXKET ObITh pealbHON Wi ee umuTauued, JIna nMurauuu
JIOKAILHOW CeTH MEXKAY BHUPTYAIbHBIM KOMABIOTEPOM M OCHOBHOM paboueil cran-
UMeil MOJKHO B pa3beM CEeTeBOH KapThl PeaibHOH MallWHbl BCTABHTL KOHHEKTOp ¢
OTPE3KOM BHTOM Mapbl, Y KOTOpoi o0e npumeHsembie napbl NPOBOJAHMKOB COEJH-
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HeHbl nepekpectHo (1-3, 2-6). [Tpu 3TOM ecnK Ha OCHOBHOM KOMIBIOTEpPE HAcTpO-
eH obwuii gocTyn K noaknoyenuio Muteprera, To ¢ BUPTYaibHON MallMHbI MOX-
HO MOJIY4HTb 3TOT NOCTYI.

Sthmi]s fur {2 5p‘_ . [ X] I

:ﬁsm 1CUrN_1dn|s i~y 5hared Folders
L[] File Name ¥P_sp2 7 @t -
= Memory 128 M8 Folder : | Drive
% Hard Disk 1 ¥P_sp2 Hard Disk.vhd | Ci\Documents and Settings\Administr,,. 2%

|5 Hard Disk 2 None

- |4 Hard Disk 3 None
# Undo Disks Disabled

{45 cojovp Drive Secondary controller

|kl Floppy Disk Auto detected

.y comt None

¥ comz None

F e None

|l Networking Network adapters: | 2

MJM :
bttnr is F ummw m
absn’ﬂ:\fa'y, e >,

Close

Puc. 6.2, OkHo Settings for XP_sp2 (HacTpoiiku BupTyansHoi maimHel XP_sp2)

DkpaH BUpTYasibHOM MawuHel (puc. 6.3) cogepikuT MeHIO 11 paboThbl ¢ 3TUM 3K-
paHoM, NS MOAKTIOYEHHUS AMCKOBOAOB W "(H3nuecKoro" yrnpapieHus BUPTYasib-
HbIM KOMMbIOTEPOM. DYHKLHH KHOMOK BKJIIOYEHHUA M repe3arpy3ku nepeaaHbl co-
OTBETCTBYIOUIMM [YHKTAM MEHIO.

[NockonbKy Ansg paboThl BUPTYalbHOrO KOMIMbIOTEPA UCMONBL3YIOTCA PeCypehbl pe-
a/lbHONH MALIWHLL, TO HACTPOUKH OQOPMIIEHUS BUPTYANbHBIX CHCTEM CleAyeT Je-
nath "ackeTUYECKUMH", CHU3UB 10 MUHUMYMa noTpeGneHne pecypcoB Ha BU3ya-
JIH3ALKIO.

3anyckas BUPTyasbHYIO MalIMHY B Ballei ceTu, yuTHTe, 4TO BeAeT OHa ceba Tak
ke, kKak U oObIuHbIH KomnbloTep. Eciin ee HACTPOMKH BBINONHEHLI HEBEPHO, Ha-
npumep, npuceoeH IP-anpec, yke CyUIECTBYIOWHA B CETH, TO BO3HHKHET KOH-
daukT anpecos, U pabora cetH MoxeT ObITh HapylueHa. Bupryanstbli komnsiorep
B ceTH Tpedyer K cebe TaKoro ke OTHOWEHUS, Kak HaCTOALINIA,

HMcnosb3ysi BUPTYanbHbIH KOMIBIOTEP, Bbl MOYKETE NPOBECTH IKCINEPHMEHTDI, He-
oOX0oAUMBIE 1111 BbIABIEHHS ONTUMAbHLIX HACTPOEK PaziMUHbLIX CEPBUCOB B Ba-
LieH ceTH.
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Puc. 6.3. Dxpan BUPTYaNLHOro KOMNLIOTEPA

Coxpanup konuio (aiia BUpTYansHoro BuHuectepa nocie ycranoskd OC u He-
06X0AUMBIX MPOrpaMM, MOJKHO OMEPATHBHO BOCCTAHOBHTL MEpBOHAYAIBHOE CO-
CTOSHHE CUCTEMbI B CIly4ae, €C/ii AKCNEPHMEHTDI 3aBeJIM BAC B TYNHKOBYIO CHTYa-
LMIO, U BO3BpPAT K MEPBOHAYA/ILHBIM HACTPOHKAM Ha OOBIMHOM KOMNBIOTEpPE CTan
BEChbMa TPYA0EMKUM. BHpPTyanbHbIi KOMIBIOTEP MOXMCHO MCTIONB30BATL H 1S KC-
[IEPHMEHTOB C BUPTYaILHOH YacTHOI ceTbio (VPN).

BupTyaanaa YacTHana ceTb

Bupryansuas uacruas cers (Virtual Private Network, VPN) ans 6onpmuHcTsa
0ObIMHBIX MOJIb30BaTENEH H HAYMHAIOUIMX aJMUHUCTPATOPOB — 06MacTh Mano
u3secTHas. Jlaxke korja ycnyra rno npeaocTaBieHHio BHPTYATLHOH 4acTHOM ceTH
obecneyunsaercs Kakoi-nudo (upmoii (nposaiiaepom), To Ha CTOPOHE NOJbL30BaTE-
N5 06bIYHO MPOM3BOAATCA HACTPOHKH KIMEHTCKOH vacth VPN, 4To He BHI3bIBAET
3aTpyAHeHuH (YuHThIBas pekoMeHaaunu nposaiaepa). Ouens noapobHoe onwca-
uue Hactpoiiku VPN njis opranusaiini CBA3M JBYX JIOKANbHBIX CETEH NPHUBOAMTCS
B craThe "Kondurypauus VPN B Windows 2000" Jlyrnaca Tym6ca (M3narenscreo
"OrkpeiTeie cueTemsl”, http:/www.osp.ru/win2000/worknt/630.htm).
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B craTthe onucano co3anue BUPTYANBHON CETH MEXK/Y YAATEHHBIMHA JIOKATLHBIMH
ceTAMM, noakmoyveHHbIMU K MutepHety. Ho B npakTuke agMuHMCTpaTopa 1I0Ka/ib-
HOH CeTH yallle MOXET BOZHWKHYTDb 3aava obecneydeHHs CBA3M OAHOH yaaneHHO#H
paboueli cTaHLMH ¢ NOKaJIbHOI ceTbio. Opranu3alis Takoro 10cTyna K J10KaibHOM
CETH MO3BOJIAET PELINTH 3a4a4vy AOCTYNa Noib3oBaTens K CBOMM Qaiisiam ¥ npuH-
Tepam. [1pu 3TOM, B OT/IHYHE OT TEPMHHAIBLHOTO JOCTYNA MJIW JI0CTYI1a Yepes npo-
rpaMMbl YJaJ€HHOTO aAMWHHUCTPUPOBAHMS, HA 3KpPaHE KOMINbLIOTEPA, ¢ KOTOPOro
ocyulecTBiieH aocTyr, He Oyaer pabouero crona yaanenHoii Mawutsl, Ho B cete-
BOM OKpYy:KeHHH OyayT HeoOXonHMble Manku, a IS nevyaTH JOKYMEHTOB MOYKHO
UCTONL30BATL MPHHTEP, HAXOAAUMHACA B JIOKAILHOH CETH W MOAKMIOYEHHBIH K
KOMIILIOTEPY, K KOTOpPOMY OcyLiecTBieH aocTyn yepe3 VPN, 3agepikkn nepeaaqn
HHPOPMALMKM MENIY KOMMbIOTEPOM YAAJEHHOrO MOJIL30BaTENs W CEThIO HE Mo-
BAMAIOT HA CKOPOCTH 00bIMHOM paboTsl ¢ JokyMeHTaMu. B 3aBHCHMOCTH OT CKOpO-
CTH nepesaqu HHGOpMALIWKM Yepes npuMeHseMoe noakmoveHne k Murepuery, Oy-
Ayt Gonee wiM MeHee 3HA4MTEIbHBIMHM BPEMS KOIMHPOBaHHMS (ai/ioB U mevaTH Ao-
kymenTa. Camo 1o cefe coelHHEHHE YCTAHABNMBACTCS JIOCTATOMHO OBICTPO Jake
MpH MCMONIB30BaHUK Bbixoaa B MuTepHer uepe3 oOblunelii MoaeM. Y asropa co-
€/IMHEHHE YCTAHAB/MBAETCA B TEYEHHUE COPOKA CEKYH/, B TO BPEMS Kak JIOKalibHas
ceTb HaxXOAHuTCH Ha paccTosnuu Gonee 50 kM oT Mecta noakmoyeHus. Eauncraen-
HOE YCIOBHE, KOTOpOE AO/DKHO ObiTh COOMIOAEHO, — 3TO Hanuuve y paboueit
CTaHLlK, C KOTOPO OCYIIECTBARETCS AOCTYN K CETH, PeasibHOro (Nycrb aaxe au-
HamHueckH Beiaensemoro) IP-aapeca, a y xomnbioTepa, uepe3 KOTOpbIi MOAKIIO-
ueHa k MHTepHeTy nokanbHas ceTsb, AomkeH ObiTh noctosHubli [P-aapec, Bbiae-
neHHbii nocrasuikoM yenyr Muveprera. Ecnw He crasuth ycnosue oGpatnoro
JIOCTYNa W3 CeTH K yAaneHHoH pabouved CTaHUMH, TO NOAKMIOYEHHE MOXKET ObITh
BBITIOJIHEHO, KOrAa Beixoa B MuTepHeT yaanexHoi paboueii craHMH BRINONHAETCS
yepes APYryo JIOKaNnbHYIO CeTb.

IMpumenenue VPN nosponser npeaoctaBute goctyn k Qainam u npuHTEepam He
TOJILKO aAMHHHCTPATOPY, HO OTAE/IBHLIM MNOJb30BaTE/IAM (BOSMONCHO, PYKOBOIH~-
Tenmo opranusauuu). Joctyn k ¢ainam w npunrepam uepes VPN He Hapywiaer
paboTel MONL30BaTENS KOMIbLIOTEPA, YEPe3 KOTOpbIH ocyLiecTBaseTes aoctyn. Me-
Toabl wrdpoBaHui, npuMeHseMbie s opranusauud VPN, He nmo3sossT nocro-
POHHEMY NEPEeXBATHTL NEpeAaBaeMyio HH(OPMALMIO, NAPONH W TIONYUHTE AOCTYT
K ceTH. B oTaMuMe OT 10CTYna 4epes cepBep TEPMHHAIOB, B aHHOM Cilyqae He
norpebyercs U npuobpereHHe KakuX-nubo JOMOMHHTENbHBIX JIHUEH3NH B ciiyyae
npeaocTaBleHHA A0CTYA HECKOJIbKHM NONbL3I0OBATEIAM.

HMrak, Hawia ceTh 4Yepe3 BCrioMoraTesbHbli cepsep (KOMIMbIOTEP) MOAKIIOMEHA K
Hnrepnery uepes ADSL-moaem. Bam tpebyercs noctyn k (haiinam w npuHTepam
cetu. [ockonbky 0€3 IKCNEPUMEHTOB 3/1eCh He 0OOHTHCH, HAYMHEM C ONHCAHHMA Op-
rannsauuu TectoBoit VPN mexcay aByms maumHamu. Bawa cets ModxkeT cyuecT-



254 lnasa 6

BEHHO OTJIMYATLCH OT TOM, 4TO paccmarpuBaercs B AaHHOi kuure. [Toatomy ans
opranusaumuy VPN mbl Bocnonssyemcs cBoDOIHO pacnpocTpaHseMbiM NporpaMm-
HbIM oDecreueHuem, KOTopoe MoKeT paboTaTh Ha MOBOM KOMMLIOTEpE CeTH, rie
HET BCTPOGHHbLIX CPECTB Ul CO3aHUs BUPTYanbHOH CeTH,

Ota nporpamma HazsiBaetcd OpenVPN, a Haitti ee MoskHO no aapecy B MHTephe-
Te http://openvpn.sourceforge.net. Ilporpamma pacnpoctpansercs OecraTHo,
MMeeT peanu3aluu 18 PasaHYHBIX M1aTopM, YTO NO3BONAET HACTpauBaTh MOA-
KJIIO4eHHs K cepBepam, paboraiounm kak noa Windows, tak u noa Linux (UNIX).
Hns ckauusanua (aitnos aucTpubyTvBa nporpaMmbl Jyyllie BOCMONb30BaTHCH
crpanuueit http://openvpn.sourceforge.net/beta. Cepepras v KJInHeHTCKas YacTH
NpOrpaMMbl HHYEM HE OTIIHHYAKOTCH, KPOME HECKONbLKHX CTpouek B daitne KoH(u-
rypauuu nporpammbl. B pexume ceppepa nporpamma moxker GbiTh 3anyiieHa B
kauectse ciaykObi. [locne yctaHoBKM nporpaMmbl Ha KOMMBIOTEPE MOABASETCH
BUPTYanbHBIA ceTeBoi agantep (puc. 6.4).

4 vice Manager "
i bt S s R 2
e RN AN M- X |
* L. Modems -
- % Monitors L2
=1 M Newwork adapters

|88 1394 Met Adaprer
| @B National Serriconductor Corp. Dpaams;am_J'

= TR TAP-Win32 Adapter V8
-
4] | »

@ M PCMCIA adapters
e l [

@ Y ports (COM& Lim)
Puc. 6.4. Hoeelit aganTep B nepeuHe obopyaOBaHUA KOMNbIOTEPE

Jns  HOBOro apjanrtepa aBTOMATHYECKM CO3/1aeTCS M HOBOE MOAKIIOYEHHE
(puc. 6.5), koTopoe ciieayeT cpaly NnepeMMeHoBaTh B KOPOTKOE M MOHATHOE MMS.
Oto HeoGXxoaumo, mMockonbky B daitnax koudurypauun nporpammsi OpenVPN
Tpebyerca ykasaTh WMa ceteBoro agantepa. [Ipu aTom nporpamma pabotaer B pe-
KHUME KOMAHIHOH CTPOKH, I'/ie KOPOTKHE HMEHA MPEANOoMTHTENbHBI.

Daiinbl KOHPHUIYpaUXK A8 CepBepa M KJIMEHTa B CAMOM MPOCTOM BapHaHTe TIPH-
BeaeHnl B nucTHHrax 6.1 m 6.2,

 TIcTuHr 6.1 . Daiin KOHbMUrypauuu Ans knuerta OpenVPN Localovpn et

# s KOMOBIOTEPE, K KOTOROMY OCYWECTEIASM HOCTYN
remote hp-admin
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# nopr, uepes KOTOPEN OCYUWECTBAAETCA CBASL (/moGol CBOBOIHEN)
port 35000

# yxasaHue Ha pone KoMnepTepa B VEN
proto tcp-client

dev tap

ifconfig 192.168.116.3 255.255.255.0
dev-node vpn

secret key.txt

ping 10

comp-1zo

verb 4

mute 10

iun Bn cepsepa OpenVPN Serverovpn

port 35000

proto tcp-server

dev tap

ifconfig 192,168.116.1 255.255.255.0
dev-node wvpn

secret key.txt

ping 10
comp-1zo
verb 4

mute 10

\l Pn-'ﬂhll lln)ll(nm-lr'mm

Jaha..-u: .,} ?I}Jﬁuuck rhnmi-v

MR Yo A S AT et otian i '_ ICocrthF»‘
JIBC MK BHCOKOCEOPOCTHON MHTEpHET ‘

J&BPOCLIQ Cerepbie NOAKNIOEHHA dig sl __I Mepexon J

' <A 13594 Connection LHBC MM BLICOKOCKOPOCTHORM WHTEpHET

JIBC wnK BpicONOCKOPO... CeTeBoi |,

YaaneHuu# gocryn

£ 737 YaaneHHsil gocTyn OTKNIOYE
e dp_comstar Y AAREHHEIR 40CTYT OTHROYEL »

Puc. 6.5. OkHo CeTeBbie NOAKNIOYEHUA C HOBLIM CETEBbLIM NOAKIIOYEHUEM

<L MlokankHaa cets JIBC unu epicokockopo.., Ceresoit|
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B ofowux paiinax ums ceresoro noakniouenus (dev-node) — "vpn". Ceresbie noa-
KINQYUeHus HﬂCTpOﬁKH HB'FpGﬁYHTﬂ HX NMapaMeTpbl YCTaHABIAHBAIOTCAH camoi npo-
rpamMmoii, Tak B KiueHTeKoM (paiisie ectb crpoka

ifconfig 192.168.116.3 255.255.255.0

Dra crpoka ycranagaupaet 1P-agpec ans  noakmouenus VPN paBHBIM
192.168.116.3, a macky noacery — 255.255.255.0. Maiinbl AO/WKHLI UMETH pac-
mupenne ovpn. TIpH 3TOM B KOHTEKCTHOM MEHIO 3TUX (pailioB MOABUTCA MyHKT
Start OpenVPN on this config file (3amycturs OpenVPN ¢ atum daitiom koudn-
rypauvu).

Jlns opranusalliv BUPTYanbHONH 4acTHOM ceTH HeoOXOAHMO, 4TOOBI CO CTOPOHBI
YAANEHHOTO KOMNBIOTEPA MOKHO ObIIO BBINOIHWUTL KOMaHAY ping no aapecy cep-
Bepa, K KOTOPOMY AeJaeTcs fonbITka noakmoueHus. B nokansHom daiine koudu-
rypaumi VKasbiBaeTes WMs cepsepa (napamerp remote), IPHYEM ITO JOMIKHO ObITh
Toneko wms. ChnenosarensHo, ceass uMenn u [P-azpeca cnepyer obecrnieunts oa-
HHM M3 NOCTYNHbIX cnocobor. 1o moxer Obith nenonbizopanue DNS-cepeepa,
KOTOpbIH paspeliuT UMs B aapec, Wid npocto 3anuck B (akine C:\WINDOWS
\system32\drivers\etc\hosts, kotopas npezncrasisier coboit CTPoKy, COAEpKaLLyIO
[P-aapec u umst KOMMbIOTEpa, pasaenetibie npobesom. B onuckisaemom npumepe
crpoka B paitne Hosts BeIMISANT Tak:

192.168.115.136 hp-admin

Anpec & (aiine Hosts ornudaercs ot aapeca B (paiine konpurypaunu. 1o cBA3aHO
C TEM, YTO aJipec OCHOBHOTO CETEBOTO ajlanTepa He COBMNAAACT C apPecom ajante-
pa, coznanHoro nporpammoit Open VPN,

OpenVPN-cepsep, 3anyLieHHbli Ha cepsepe ceTH, MKMAAET MOMBITOK MOAKIIOYe-
Hua W3eHe, B ciyuae ynauHoii nonbiTku ceteBoe noakmoyenne VPN aktusuiupy-
eres.

OpenVPN-winenT nocse 3anycka rnpeinpHHUMACET NMONBITKH ONPEAEIHTb J0CTYI-
HOCTL cepaepa no ero uMenu., Kak Tonbko cepsep oGHapys:KeH, co3paercs KaHan
CBSI3M Yepes BUPTYANbHLIE CETEBbIC aAanTephl.

Jlna oBecrneuenus 3alMIIEHHOCTH 3TOrO KaHana npuMensercs wudposanue. Ono
peanusyercs Hanuuuem (paiina kitoua Key.txt, kotopbiii go/mwken 6uiTh chopmupo-
BAH CPEACTBAMM CaMOil NporpaMmbl Ha OJHOM M3 KOMMBLIOTEPOB M MepeiaH Ha
Apyroit nobsiM goctynHeim cnocobom. Kpome Toro, ¢Bsib OCYLIECTBASETCS Hepes
BbiOpaHHbIil BAMH NMOPT, HOMEP KOTOPOro ykasbiBaerTcs B (ainax kon(purypauuu
(napameTp port).

Kak cepsepHas 4acTs, TaK W KAMEHTCKAA He UMEIOT rpaduueckoro uHtepdeiica,
PaGora nporpaMmbl BUHA B TEKCTOBOM OKHE, B KOTOPOM BLIBOAATCS BCe coobiue-
HHUA O JIEHCTBUAX MPOrpaMmbl U ee cocTosiHUK. [TpuMepsl OKOH KIIMEHTCKOM U cep-
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BEPHOIT 4acTeil NPorpamMMbl ¢ YCTaHOB/ICHHLIM COEMHEHHEM MOKa3atbl Ha pHC. 6.6
1 6.7. [Ipu3nakoM YCTAHOBHMBILETOCH COCIMHEHHA B 00EMX HACTAX NPOrpaMmbl
senseTca cooluienue, coepkaulee CTPOKY — Initialization Seguence
completed ([Tpouenypa uHUUMARU3AUMK 3aBEpPILIEHA).

1 |.I‘J again
L NOTE: —-mute triggered...

Hnn Jan 10 [ ik 2 variation(s) on previous 10} message(s) supp
RESOLVE: NOTE: hp~admin resolves to 2 address
TCP: copnect to 192.168.116.1:5050 failed, wi
? RESOLUE: NOTE: hp-admin resolves to 2 address
=55217% TCP connection established with 192.168.115.1
JB5 ug=558402 TCPAUDP: Dynamic renote address changed durin
4 :n'lhlli'l; f’i 305 Socket Buffers: R=18192-38192]1 S=[8192->8192]

Jan 10 14:5%; 2005 us=584531 TCPv4_CLIENI link local: [undef]
Jan 10 14 1 2005 us=596134 TCPv4_CLIENT link »r te: 192.168.115.136:505

10 14:52:34 26805 us=626867 Peer Connection Initiated with 192.168.115.13

10 14:52:35 5 us=206954 TEST ROUTE @0 succeeded len==1 ret=1 a=0 u

ﬁun Jan 10 14:52:; 2 (EE s=218984 Initialization Sequence Conpleted

Pue. 6.7. OkHo OpenVPN Ha nokanbHoi MaluuHe

Coob1leHHe KIHEHTCKOM MporpaMmbl mute triggered O3HA4aeT, YTO MOMBITKH
CBA3H HeyAa4yHbl W NporpaMma OXKHAAeT M3MEHEHWH B HacTpoiikax. Hanpumep,
ecnu Gbi1 HEIOCTYNEH aipec cepBepa M0 ero HMEHH, a Bbl BHECIIH BEPHYIO 3alHCh
8 (paiin Hosts (ne 3akpeiBas OpenVPN), nporpamma BO30GHOBHT MONbLITKH ycTa-
HOBIIEHUS CBA3H,

9 3ak. 1131
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ITpu ycraHOBMBLUEHCA CBA3W B CETEBOM OKPYKEHHH YAANEeHHOrO KOMMNbIOTEpa
nossuTcs cepeep. YUrobbt 3aperucTpHpoBaThCa HAa HeMm, noTpedyerca BBECTH MMS
NONb30BATENS W NAPOb, JOMYCTHMEIEC B CETH.

Jlns yeneumHoro coeiMHEHUs CNeyeT NPOKOHTPOIHPOBATE BEITIOJIHEHHE €lle IBYX
YC/IOBHiA:

O nokanbubiii IP-anpec ynanenHoit paboueil cranumu u cepsepa 10/KEH NpUHAJL-
neXartb MOACETH, KOTOPOil He NMpHHAIeKAT ajpeca BUPTYaNbHbIX aJanTepos,
coznanHbiX OpenVPN;

O uma paboueil rpynnbl, K KOTOPO#H NPHHAVICKHT ylaneHHas pabouas cTaHLMs,
IOMKHO COBNAAaTh C MMEHEM JoMeHa WK paboyeit rpynnsi cepsepa. Kommnbio-
Tep MOJKeT NPHHALIEXaTb ¥ camMoMy JoMeHy (HoyTOyK, Hanpumep).

[epBoe W3 3TUX YCNOBHH obecneyWBaeT OJHO3HAYHOCTL MOWCKA KOMMBIOTEpa-
cepBepa NMporpaMMoil KnueHToM. HeBbinoiHeHue 3TOro yCnoBus NpUBENeT K He-
BO3MO’KHOCTH YCTAHOBJIEHHS CBA3M C yaaneHHo# ceTbio, a OpenVPN He npenoc-
TABUT BAM HUKAKOH HHHOPMALIMK O NMPUYHHAX HeyauH.

Bropoe ycnosue obecneduBaeT NoOABIEHHWE KOMMBLIOTEPOB, HAXOAALUMXCA B JO-
KalbHOMH CeTH, B CETEBOM OKPYKeHHH YNaNeHHOI paboueit cTaHuuu.

[Tpu nocTaTOMHOM KauecTBE CBA3M MOAB30BATE/b MOMYUYHT NPAKTHYECKH BCE TE JKe
BO3MOXCHOCTH, 4TO ¥ npu paboTe B JOKaIBHOIT ceTH.

Ecnu BXOA B NOKaNbHYIO ceTh 3auMlieH OpaHaMayapoM, TO HeoOXoauMo paspe-
WMTh JOCTYN K (haiinam ¥ npuHTEpam 4epe3 BUpTyanbHbii uHTepdeiic, a ocHoB-
Ho# uHTepdeiic aomken ObITh AocTyneH na komauasl ping. [ns aroro cienyer
BKIlo4uTh mapamerp nporokona ICMP (Internet Control Message Protocol, npo-
TOKOJ ynpasasiomux coobuennii 8 cern Mureprer) Paspemars 3anpoc Bxoas-
mero 7xa, 4to obecneyuT BO3MOXKHOCTL OTBETOB KOMMbLIOTEPA HA KOMAHAY ping
ro ero aapecy. Hactpoiiku 3TOro npoTokona A0CTYNHbI B JONOMHUTENbHLIX Napa-
metpax Gpanamayapa 8 OC Windows XP u Windows 2003 Server.

[Mockonbky B KaxKIo# ceTH, B TOM 4YMC/IE W B Baliel, HACTPOMKH JoCTyna K Hei
MOrYT HME€Tb CBOH 0cOGeHHOCTH, 6e3 SKCNepUMEHTOR BaM He 000HTHCh, MoaToMy
ANs TOHKOW HacTpoliku npujerca obparurbes k cripaske no OpenVPN u cnpasou-
Hoit cucreme Windows. Ho npumenenune OpenVPN nozsonuT Bam AOCTaTOMHO
ObICTPO NMPOBECTH HACTPOIKH MOAKNIOYEHHS, €CIIH OHU BO3MOYKHBI B BAlLIUX YCIIO-
Buax. Koraa nopkmioueHue yCTaHOBJIEHO, CKOPOCTh Mepeaavyud WHpopmauuu o
3TOMY Kanauy Oyer HiKe, UeM Nnpu npaMom coeauHeHuH. JlononHuTenbHbIe mpe-
obpazosanus uHpopmaumm, wudposarue ¥ AewnppoBaHue, — Bce 3TO Tpebyer
nobasoynoro spemenu. Ho mis oBbiunoil paGoThl B CeTH CKOPOCTDL CBA3M BIIOJHE
JocraTovHa, ocobeHHo ecnu pabouas craHuus noakmodeHa k MHrTeprery vepes
ObICTPBIA KaHan CBS3W. ABTOPY y[aloCh YCTAHOBMTbL Takoe COEINHHEHHe uepes
kommyTupyembiit goctyn (dial-up). [Tpu sTom paGora ¢ nokymenrom Word Tpebo-
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Bana, uToObl OH ObiNl CKOTIMPOBAaH Ha paGo4ylO CTAHLMIO, HO MeYaTh Ha OfMH W3
NIPHHTEPOB CETH NPOX0AHJIa HopMaiLHO. bonee Toro, 3ToT npuHTep GHIN MOAKIIO-
yeH Kk paGoueil craHuuM BO Bpems coeauHeHus. s yckopeHus npouecca noa-
KIIOUEHHS XKeNnaTeabHo, 4ToObl Apaiisep npuHTepa yxke Obl1 YCTaHOB/IEH Ha yaa-
neHHoi pabouei cTaHUMH.

MoxHo obecneuuTh HeCKONbKO MOMAKIIOUEHHH K CepBepy, 3anycTHB Ha HeM He-
ckoibko ak3emruiipoB OpenVPN-ceppepa. Kawablit w3 sk3eMnisipoB aomkeH
ObITh CBA3aH CO CBOMM BHMPTYalbHbIM CETEBbIM MOAKIIOUEHHeM. BupryanbHbie
NOAK/IOYEHHS MOryT cosiaBatbes cpeacTeaMu OpenVPN B nobom HeoGxoaumom
KONM4ecTBe. DTO MO3BOMAET IS KAXKIOro NOAKIIOUMEHHS NPHUMEHSTH CBOH Kiiode-
BOH Cllﬂﬁﬂ, YTO MOBBILIAET 3aLLHIIEHHOCTb CEeTH.

OnucanHblit BBILIE MPUMEp MOAKIIOYEHHS TpeJHa3HAYeH TOJIBKO A MepBoro
OMnbITa €ro opraHu3auud. B Hem npeanosnaraercs npsaMoe cOeMHEHHE ABYX KOM-
NbIOTEPOB MMepeKpecTHbIM KabesieM WK yepe3 KoHueHTpaTop (xab, komMMyTaTOp).
PeanbHoe coenuHenue, KoTopoe nanee OyaeT ONMMCaHO, Jlyyllle OpPraHW3OBBIBATH
nocie yAaYHOro 3aBepLICHHs NEepPROro 3KCNepUMEHTa M0 YCTAHOBKE CBA3H MeXay
aByms Komnbiotepamu. s peansHoi# cea3n uepes MHTepHeT ¢ NokajibHOH ceThio
norpebyercsa Gonee kponotnueas pabora. [Ipusenem npumep peanHo paboraio-
el nmaps! KOMIbOTEpoB, cBA3aHHbIX Yepe3 VPN, Camo coboit pasymeercs, uto Ha
oba komnsiotepa Heobxonumo ycraHoButs OptnVPN. MMs BupTyanbHOMy ceTe-
BOMY ajantepy CJeAyeT PUCBOHTb KOPOTKOE, JIaTHHCKUMK GykBamu. MoXKHO Hc-
no/ib30BaTh WM nporpaMmel OpenVPN,

B sTom NpUMEPE ONMHCaHbI HaCTpOﬁKI‘I ANA ABYX KOMILIOTEPOB. OIIHH H3 HUX —
HOyTOYK, KOTOpbIi paboraer 1 B loKaLHOH ceTH K BHe ee. [Ipyroii — Bcriomora-
TenbHbIA cepsep noa ynpasnenvem Windows Server 2003, uepes koTopwiii Jio-
kanbHad ceTb uMeeT Bbixoa B Murepuer. INoakniouenue k MuTepHery ocyecrs-
neHo yepes ADSL-mozem. Ilpu 3ToM ceTh UMeeT eAMHCTBEeHHBIH BHELIHUI aapec
81.195.117.138. Buyrpeunue anpeca JIBC npunapnexar noaceru 192.168.115.0.
[NocTosiHHbIH anpec HOyTOyka B IAHHOM Cllydae 3HAYEHWS HE HMEET, NMOCKOIbKY
NpH NMOAKNIOYEHHH K HHTCPHCT}’ Hepes 00 BIYHBIH MOJIEM OH MOoNy4yaeT AHHaMH4e-
CkH BbifiesisieMblit anpec. KoHkpeTHOe 3HaueHHe 3TOro azpeca TOXKe He HMEeT 3Ha-
YeHHs M B HACTPOHKaxX COeIMHEHWS He npuUMeHsercs. B daiinax kondurypaumu
OpenVPN  BupTyanbHbIM  CeTeBbIM  ajanTepaM  MNPHCBAWBAIOTCA  aapeca:
192.168.116.1 — mnsa cepepa u 192.168.116.2 — ana noyrOyka (yaaneHHoM pa-
Goueit cranumu). Ha puc. 6.8 cxeMaTHyHO NoKa3aHa OpraHU3aLMs NOAKIIOHEHHS K
JIOKanbHO# ceTH yepes UHTepHeT ¢ HCNonb30BaHHEM BUPTYallbHOH YaCTHOH CETH,

Ilpeskae Becero, HeoOxoanMO obecneunTh BO3MOXKHOCTh OTBETA CEPBEPa Ha KOMAaH-
ny ping. MHorpa aaMHHUCTPATOPL! HAMEPEHHO 3aMnpellaoT 3Ty BO3MOMHOCTD, Mbl-
TasCh MakcumanbHo 00e30MacuTh CeTh OT MPOHMKHOBEHHS B Hee M3BHe. Ho B
HalleM C/lydae HMEHHO TaKoe MPOHMKHOBEeHHe W roTtosuTcs. [Tpu 3ToM 3ammiLeH-
HOCTb CETH He YXYALIAeTCs, €CiiM He CHUTaTh BO3MOXKHOCTH TIPOCTOro obHapyse-
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HUA Balero KoMmnbiotepa (cepeepa) n3 UnrepHera. OTRET KOMMBIOTEPA HA KOMaH-
Ny ping 3anpeiaercs, eciiv BiaioueH OpanmMaysp W BBIKIIOHMEH napameTp npo-
tokona ICMP (Internet Control Message Protocol) 3ampoc Bxoasimero asxa
(puc. 6.9).

Cepsep,
UMeloLLK1iA Bbixoa
8 UHTepHer

192.168.115.2

BupTyankHbiid agantep

== 192.168.116.1:35000

' Moaem
g (ADSL)  |81.185.117.138

KoHuexTpatop

JlokanbHan ceTb

XY.ZW PaBo4an craHuus
Mogem e, BUpTyaneHbiid agantep
(AHANOrOBBbIA) 192.168.116.2 :35000

Puc. 6.8. Cxema noakniouenus k JIBC vepes MHTepHeT ¢ npumeHexnem VPN

KomnbtoTep, MMEIOLIHIA HECKONLKO CETEBbIX MOAKIIOYEHHH (COOTBETCTEEHHO U
HECKOJIbKO CETEeBbIX aflanTepoB), MOXKET MMETh pas/iMuHbIe HACTPOHKH Gpanamay-
3pa AN Kaxzaoro 3 HuUX. Tem Gosee 5TO OTHOCHTCHA K KOMIBIOTEPY, HA KOTOPOM
HacTpoeHo npeodpaszosaHue ceresbix aapecos (NAT). Ilosromy, nHacrpausas na-
pamMeTphbl CETeBbIX MOAKItOUeHHH, OyabTe BHUMaTENbHbL. Cnyualinas owubka npu
YCTaHOBKE NAapaMeTpoR MOAKIIIOYEHNH K KatacTpode He NpHUBe/eT, HO 3aCTABWT
MOMYUYHMTHLCSH B MOMCKAX MPUUUH HEYAAuH,

Korna Brl yGeannucek, 4To komaHzaa ping 10 cepsepa npoXoanT HOPManbHO, Bpems
orsera ne npesbiaer 300 mMc, a pasbpoc 3HaueHuit 3TOro BpeMeHH HeBeNUK (He
Gonee 50 %), MOXKHO NpoaosKaTh HacTpolikK. Ecnu Bpems orsera Gonbiue, pabora
¢ yaaneHHO# paboueif cTaHUMH C pecypcamMH JIoKasibHO#N ceT OyaeT ouveHb mea-
neHHoit. Ho nHOraa AoCcTatouHo Jarke METEHHOH CBA3M U1 BbINOJIHEHWA HEOO-
XOAUMBIX MpouUeayp anMuHucTpupoBanmus. Cea3b Oyaer oueHb HEYCTOWMMBOMH,
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ec/Ti OTReTHI Ha KoMaHay ping GynyT HeperyaspHsiMu. B cnyuae nosisnenus cpenu
CTPOYEK OTBETOB Ha 3KpaHe cOOOLIEHMS lpesmmenc Epema omupanua CACAYET WC-

KaTh NPHYUHBI HApYLUEHUs KauecTBa CBA3M WM BhIGpaTh Apyroe Bpems 1Jist roj-
KITIOUYEHUSA.

(H()I/‘(TH('] MHI He ! I

NATumocronﬂpmml'nunmeml Emﬂuamm’u ICMP |

J:[pwunnn mamaw. coobuierui M nreprers (ICMP)
TIOIBONAST KOMMEITEPaM B CETH OOMEHMBATECA MHPOHAUMER
off OLMBKAX W mﬂw Buidepure Mireprer-aanpoce),
| HaKatopeie Buter OTBEYATE 3TOT KoMNEkTeD.

HE \Hwa’m mmue !_m;mmm_m‘u.

SANPOC BROAAWETT AN

| 0] 3anpoc exoasuero wramna epemers
] 3anpoc sxonsweh macky

[F] 3anpoc evaasuero Mapwpyrusatopa

" | [¥] HeaocTionmbi uckoasiubix HasHasersi
[ Mexoasuwim npocss crtsurs cropocts

¥ b Naafinsrs uevnnaiiarn nanswveTna ol
g ; I Rl ]

“Um—"‘—'—_‘_‘—"'—‘—"‘"—‘-““—"‘ P e — e - T
: '-Coodmmmnmmn&r;ﬁ KOMMSIaTER, uayr
mwmmtm ruwummqgm

u
\-,—' et

S [ 0k o) b - e §

Puc. 6.9. Ceoicrea untepdeiica "Murepret”, Hactpoika ICMP (3anpoc Bxogsauwero axa)

3amMiueH bl KaHan ces3u, co3nasaemblii B MuTepnere, paboraer uepes nopr,
KOTOpPbIH Mbl 3aaaauM B (aitnax koHurypauud OpenVPN. Dto 3Ha4uuT, 4TO Ha
BCEM npoTskenuu 3toro kaHana (PabGouas cranuus—cepsep nposaiaepal—
UurepHeT—cepBep nposaiinepa2—cepsep NOKAILHOH CETH) NaHHbIi nopT Aon-
keH ObITb OTKPBIT. B npumepe nokaszano npumenenne nopra 35 000, Ho MOXKHO
BbiOpaTh Moboe 3HaueHHe, He MCTIONL3yeMoe Ha Bawiem cepsepe. Ecau ecth co-
MHEHHA B TOM, YTO BLIGpaHHBIH BaMH MOPT OTKPBIT HA KakoM-1nbo yuacTke npena-
noJiaraeMoro KaHana, ero MoxkHo uamenuts. Ecrin va cepeepe JIBC ne npumens-
eTcsl Kakoi-Huby/lb W3 W3BECTHBIX cepBUCOB, Hanpumep POP3, 10 MOXKHO HCMOb-
30BaTh CTaHAApTHBIA anf atoro cepsuca nopt 110. Ckopee Bcero, o Oynmer
OTKPWIT Ha Beem mpoTsikenny kanana VPN. Jlna toro urobel OTKpbITE 9TOT NOPT
Ha BalleM cepBepe, CrieayeT HACTPOUTh CBOHCTBA MHTEp(eHca, NOAKIIOYEHHOIO K
Uurepuery B ocHacTke Mapmpyrusanns u yaajewnstii gocryn. Ha puc. 6.10
nokasano oko Ceoiicrsa: Unrepuer ¢ nepeunem ciyx0, roctynubix uz Murep-
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Heta. Ha puc. 6.1]1 noka3aHo OKHO W3MeHeHHs CBOHCTB cy:KObl C yKasaHueM Ha
HOMep BXOAALLIEro M uexozsiero nopra. MoxHo BbiOpaTh 3TH 3HAYEHUS Pa3Hbl-
MH. B 5TOM ci1yHae COOTBETCTBYIOLUME 3HAYSHHMA JI0MKHBI ObITh YKa3zaHb! B haitnax
KOH(Urypauuu Ha yranenHoi paboueii craHuuu (3Ha4eHHE A8 BXOAALLErO MopTa)
M Ha cepBepe (3HaYeHHe U1 HCXOAALLEro Mnopra).

Puc. 6.10. OxkHo CeoicTea: MkTepHer ¢ nepeurem cnyx6, gocTynHeix ns WHTepHeTa

OTKpbIB MCMONB3YEMBIA MOPT, HEOOXOAUMO HACTPOUTL MaplupyTH3auuio IP-nake-
TOB, nepenasaemMbix yepes Mureprer, 3o Takke aenaercs B ocHactke Mapupy-
TH3ANHA H YAAJeHHBIH 10CcTYN, rae HeoOXoaMMO yKasaTh cTaTHYecKHe Mapuipy-
7ol (puc. 6.12). OnuH MapwipyT yxke Obl1 yKka3aH, KOra HAaCTpPauBasiCcs NOCTYM K
Hurephery ana nonesosareneit cetu. Teneps cnenyer nobasuth ewie apa (oauH
J7S OCHOBHOTO, APYro# Ais BUPTYaibHOIro CETEROro ajantepa).

B nansHe#rem MOxeT NoHan06HTLCA MOAKIIOMEHHE APYIHX MO/b30BaTeNeit Hepes
VPN. [lns sroro notpeSyercs cO3/1aTh HECKOTLKO BUPTYalbHBIX a4anTepoB ro
YUCJy CO3/1aBaeMbIX KAHAIOB W MPHUCBOMTE MM HMEHA C pas/MuHbBIMU cyddukca-
mu. [Ipuuem ana KaXA0ro KaHana cieayer 3anyckaTh cBoi sk3zemmisp OpenVPN-
cepsepa, a B (haisie KOHQHUrypalunK KaXKI0ro 3K3eMrispa yKkasaTh COOTBETCTBYIO-
uiee ums agantepa. BoibpanHbii BapHanT MapuipyTOB U3MEHATEL He rnoTpebyeres.
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255.255,255.252 981.195,117.138
255.255,255.252 81,195,117.138 Mo aoxams...
253,253,255.0 192,168.115.2 Hwvapier

i

i 80 AT
Puc. 6.12. OxHo MapwpyTusauus 1 yaaneHHslid goctyn (Cratuyeckue MapuwpyThbl)
Coagaaum d:naﬁ.rlu kontbarypauﬂﬂ noaoOHbie TEM, YTO NPUBEAEHBI Bbille (JIMCTHH-

ri 6.1 1 6.2), HO copepKaLMM HOBbIe 3Ha4YeHus IP-aipecos H MOpTOB, KOTOPLIE BbI
GyneTte HCMONB30BaATh.
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Cosgaaum aiiin CeKpeTHOro KAKHa € TOMOLUBLIO MYHKTa MEHIO Nporpammel
OpenVpn Generate a static OpenVPN key (Cospgarth craTiyeckuit Kiou) M no-
mecTum oiHy konuio Ha OpenVPN-cepsepe, a apyryio — Ha OpenVPN-kauente B
nanke ¢ (painamu KoHQUTypaiinu nporpaMmel. MosKHO HCMONL30BaTL U Te (aiinbl,
YTO MPUMEHSJIMCH HA JIOKaIbHBLIX MaluuHax. Baxdo, yrobbl va obeux maumuax
Gb11H KONHMK OIHOrO W TOro ke (haiina.

Ha paboueil craHuMmM 0OBIMHO crieluanbHbIX HacTpoek He Tpebyercs. HomiHa
ObiTh ycraHoBnena nporpamma OpenVPN, a B nanky ¢ KOH(MrypauMOHHBIMH
daiinamu nporpamMmel nomeileHsl (ain KOHQUrypalunu KIHEHTa M CeKpeTHbIH
KO,

Tenepe MoxkHO 3anycTuTh OpenVPN-cepsep H nonbITaThCAd YCTAHOBWThL COEAMHE-
Hue ¢ paboyeit cranumeit, noakmoveHHoi k Murtepuery. Xopowo, ecau ans npo-
BejleHWs NpoOHOro MojkKMoUeHus ecTh BTopoi Tenedon. K coxkanennio, coeuHe-
uue dial-up no Toii ke nuHMK, K koTopol noakaoued ADSL-monem, He Bcerna
ObIBAaeT JIOCTATOMHO XOPOLLEro Ka4yecTBa, HO, BO3MOJKHO, BaM MOBE3ET, W Bbl CMO-
JKeTe 18 IKCNEPUMEHTA MCII0/1b30BaTh OIHY TeNe(OHHYIO JINHHIO.

Ha paGoueii craHuuy ycraHaBiuBaeM coeauHenne ¢ MurepHerom uepes oGbryHbIH
moznem u 3anyckaem OpenVPN ¢ venonb3oBanvem JoKanbHOro (KJIHEHTCKOro)
(aiina koudurypaunu. Ilporpamma nenaer HecKOJbKO MOMBITOK COEAWHEHHS H,
€CITH BCE HACTPOEHO BEpHO, COeJlMHEeHHe yCTaHarnuBaercs. Bul moxkere onpese-
JUTb MOMEHT YCTAHOBKH COEJMHEHHS MO COOOLIEHMIO Initialization Sequence

Completed. B mpoTHBHOM ciydae ciieayeT NpOBEpPHThL HACTPOMKM M KauyecTBO CO-
€IMHEHMA,

[Tocne ycranosnenus coennenus VPN oTkpoiite ceteBoe okpyskenue Ha pabouei
cTaHUWH. Bbl I0NKHBI YBUIETH KOMNBLIOTED, K KOTOPOMY MPOH3BOKIIOCH MOAKIIIO-
yenue. [lonbiTKa OTKPLITH 3TOT KOMIBIOTEP M NMOMYYUTh JOCTYI K pecypcam Mo-
JKET OKa3aTbCH HeyAauHoMH, ecnu Anst 10CTyNa K KoMmnblotepy Tpebyercs ceprudm-
KaT, a Ha pabo4el CTaHUMKM ero HeT. YCTaHOBHUTE U1 BXOAALLETO MOAKTIOYEHHA Ha
cepeepe MpOBEpPKY MOAIMHHOCTH MO UMEHW TIOJL30BATENS W NApoio. 3T0 MOXKHO
cnenate Ha Bknaake IlpoBepka noAJMHHOCTH B OKHE CBOMCTB MOAKIIOYEHMS.
[Tpu paGoTte B TIOKaNLHON ceTH MOKET ObIT BKJIIOUEH PEIKMM NMPOBEPKH MOATHHHO-
CTH MO CMapT-KapTe Wi cepTH(HKATY, HO MPH HAIUYMK AOCTYMNA K CBEACHHSM O
KOMNbIOTEPE TpOBepseTcs MOMUIHHHOCTE CAMOTO KomMmbloTepa. B Haulem cnyuae
CBA3b OKa3blBaeTCs OJHOCTOpPOHHEH. Yjaanenuas pabouas craHuMs He HMeEeT no-
crosunoro [P-anpeca, OpenVPN ycranosuna ceass W uaeHTHOUUMPOBATA KIHEH-
TA MO CBOEMY CEKPeTHOMY KJIO4Y, a4 CepBep Ternepb XOYeT NpOoBepUTh MOIHH-
HOCTb TMOJIb30BATENs WM KOMIMbIOTEpA NMPH MONLITKE AOCTYNa K €ro pecypcam.
B 3TOM cniy4ae MOMKHO YCTAHOBMTH MPOBEPKY MOMUTMHHOCTH MO UMEHM M0J1b30Ba-
Tens v napoo. (Ha HekoTopbiX KOMITBIOTEPAX 3TO COOTBETCTBYET BhIOOPY MeTOAa
nposepkd MD5-Challenge; Gonee noOHATHOE HAUMEHOBAHHWE METOJA MOXKET
OTCYTCTBOBATh. )
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MOJKHO, KOHEYHO, YCTAHOBUTHL W HACTPOMTb LIGHTP CePTH(MKALMM HA CepBepe
Windows server 2003. Ho 210 TeMa 0TA€abHOTO pasrosopa.

MopknioueHne K pabounm cTaHUUAM ceTn

Ecnu Bam ynasioch noAKIOYHTLCA K CEPBEPY CETH HIIH K K KOMIBLIOTEpY, HMEIO-
IeMy HenocpeacTeeHHoe noakmoyenue Kk MurepHery, 10 MOXKHO HauuHaTh Ha-
CTpoiKy aoctyna k ato6oi padoueit craHuun cetd (puc. 6.13). Dta BO3MONKHOCTH
no3eosiseT NodomMy Mosb30BaTe/0 (eC/iH Bbl HACTPOMIM AN HEro A0CTYM) Moj-
KJHOYHTBCA M3 IOMA K cBoemy paboueMy kommnbioTepy. B Hauiei cetu Bropoii cep-
BEp, MMesl HemocpeacTBeHHOoe noakmoveHue k MHTepHery, umeer peambHbiii [P-
aapec B MnrepHere. JIpyrue KOMNbIOTEPb! CETH MMEIOT TOMLKO BHYTPEHHHE ajipe-
ca. Tem He MeHee eCTh BO3MOXKHOCTL 00ecreyuTs AOCTYN K TUM KOMMNBIOTEpaMm
uepes VPN. D10 Bo3amokHO, noTomy uTo obpalieHne K KOMIbIOTEpam MpOMCXOAHT
He TonbKo o IP-aapecy, HO M © HCnoONbL30BaHUWeM onpenenexHoro nopra. Ecau na
cropose OpenVPN-knuenrta B paiine KoH(pHrypaunwu ykasaTb NOpPT, OTJIHHAIO-
LMHCS OT TOro, KOTOphIH ObLT MPUMEHEH NS CBA3M C CepBEPOM, 4 Ha Cepaepe,
mofiTioueHHoM kK MHTepHeTy, co3aaTh MapupyT K pabovei cTaHMH B TOKATbHOMH
cetn, OpenVPN-cepsep Ha KOTOPO#H MMEET 3TOT ke HOMEpP MOpTa, TO CBA3bL
OpenVPN-kinenTa oCylecTBHTCS HMEHHO ¢ 31O paGoueli cranumei. Echn npu-
meHsercs Opawamay?p, ToO HeoOX0AMMO paspeluuTsb Aoctyn W3 MHrepHera no sro-
My HOMEpY mopTa.

Hactpoiite goctyn no BeiGpaHHOMY NMOPTY K paboyeH CTaHUMH, CO3/1AB €Ule OJHY
sanvck s cny:k6st OpenVpn nogo6Ho ToMy, Kak rokazato Ha puc. 6.10, Ho ¢
HMEHEM, OTIIHYHLIM OT cyulecTBytomero (Hanpumep, OpenVpnl), anpecosas ee Ha
COOTBETCTBYIOWMI paGoueii cranumu [P-anpec u ykazas BeiGpannbiit mns paboTs!
nopt. Crnenyer ykasaTh Takike craTuueckue mapuipyTbt (puc. 6.12) k pabouum
CTAHUMAM. YKa3biBaTh WX Hamo ans uurepdeiica, noakmouenHoro k Murepuery.
[Lni03 — ajantep, cMOTpALIMH B JIOKA/bHYIO ceTbh, HasHaueHue — [P-agpec pa-
Goueii cTaHUMM B CETH, Macka noacetu — 255.255.255.255.

Mo2KHO 3apaHee HaCTPOMTH BO3MOXHOCTb JIOCTYMA K HECKOALKUM pabouum craH-
uMsM, BeIOpaB Uis HUX padiuuHbie HoMmepa noprtos, Eciu npu opranusaumu yna-
JIEHHOTO JIOCTYMNA MoAb3oBaTens K ceoel paboueil cTaHUMH MOArOTOBUTH OT/AeNb-
HbiH koveroit dalin, To Kpome 3TOro MoL30BATENA HUKTO HE CMOMKET MOJKIHO-
uyuTbeA K ero paboyel craHUMK. AHAJNOTMYHO, TOT MOAL30BATENb HE CMOKET
MOAKIIOYHTBCS K APYrHM pabouuM CTaHUMAM H cepBepam.

an NOAroTOBKE HECKOJIBKHX NMOAKIOYEHUHA cleayer aaTth NOHATHBIE HMEHA KO-
yesbiM (aitaM, caMum noakmoueHuam v dainam koudurypauuu, urodel usbe-
JKaTh MyTaHHLIbI.

Ecnu sam xomnsiotep (paGouas cTaHiuus) noianepkuBaeT padoTy ¢ HECKONbKUMH
CETEBLIMM aJanTepamM, TO MOMKHO OJIHOBPEMEHHO MOAKMOUMThCA K paboueit
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CTaHUMK B NOKAILHOH ceTH i k cepsepy. HeemoTps Ha To, uTo B (haiinax koH(pury-
pauuH KnueHToB Gy/ieT yKazaHO OIHO M TO e WM YIaJleHHOro KOMMbIOTepa, Co-
oteercTBylowee [P-anpecy cepeepa, noaknouenue OyneT npoMexoauTh K COOT-
BETCTBYIOLIMM pabounm cranunaM. [lpu 3ToM B ceTeBOM Okpy)keHHH OHM GyayT
MOABAATLCH TIOA CBOMMHM WMenaMu. Takum o6Gpasom, Bawa pabora Ha ynaneHHo#H
paboueit craHumu noutH He Gyaer oTauyaTbes or paboTel B JIOKaNbHOM ceTH. Pa-
6oty ¢ HEeCKOJIbKMMH BUPTYa/lbHbIMH CETEBbIMH azantepamu Heobxoaumo obssa-
TENbHO NMPOBEPUTH B YCIIOBHMAX, KOTZla C OZIHMM azanTepom Bce paboraer ycToituu-
Bo. Ecnu BmecTo cooblieHMs Initialization Sequence Completed Ha 3KpaHe

Cepaep,
UMEIoLLMIA BbiXog,
8 WHTepHeT

192.168.115.2

-~ BupTyansHuiii agantep
== 192.168.116.1:35000

MaplwpyTu3satop “WUHTepHeT"
Windows 2003  —1Ea—

Wurepdeiic “UHTepHeT":

81.195.117.138 :35001

Wrioa:

192.168.115.2 €3

Macxa: 256.255.255.255 Mozem

KoHueHtpaTop  manvuatens: (ADSL)
192.168.115.142:35001

JNokanbHas ceTb
192.168.115.0

YpaneHHas
XYZW paBoyan craHuyus
= 2
Mopem fuics'a s o)
(AHATIOTFOBbIA)  BupryansHbiii agantep
y 192.166.116.10 :35001
m BupTyankHbIiA aganTep
c=ween, 192.168.116.2:35001
PaGoyas cTaHumMa C agpecom
192.168.115.142
B NoKansHoW ceTu

Puc. 6.13. Cxema nogknioyeHun K paboduei craHumm
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ﬁyner NOABNATBCA Initialization Sequence Completed with Errors, Korga
ycTaHoBAEHO Gonlee OQHOrO BUPTYasbLHOro ajgantepa, paboTa ¢ ceTeBbIMH pecyp-
caMu MOJKET ObITh 3aTpyAHEHA WIIW HEBO3MOXKHA.

B daiinax xoudurypauun Moryr GbiTb NpeaycMOTPEHbI MapamMeTphl, MO3BONAKO-
IHe yayuiuuTh HaaexkHocTh VPN-coeaMHeHns W YMEHbLHTL BpemMa €ro BOCCTa-
Hosnenus npu cbosx. INoapoGHoe onHcanue BeceX BO3MOMKHBIX MapamMeTpoB Mpu-
BeJIeHO Ha caiite pazpaborunkos OpenVPN, a 3zeck npuseaem eile pas conepiH-
Moe (aiiioB KOH(HUIypaLMH cepBepa W KIHEHTA C HEKOTOPHIMH W3MEHEHHSIMU
(nuctunru 6.3 u 6.4).

remote server? # HeoOxommo B Qaine HOSTS yxazare IP-ampec
proto tcp-client

dev tap2

ifconfig 192.168.116.12 255.255.255.0
mssfix

dev-node den

secret den.txt

ping-restart 60

ping-timer-rem

persist-key

resolv-retry B6400

ping 10
comp-1zo
verb 4
mute 10

3 ':‘-m.\cfl:‘-‘g;% i

port 35001

proto tcp-server

dev tap

ifconfig 192.168.116.142 255.255.255.0
dev-node <MMA MNOOKIIOYEHMA>

secret den.txt

ping 10

comp-1zo

verb 4

mute 10
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B oboux daiinax (ofnH KIMEHTCKUH, APYroH cepBepHblii) yrnoMuHaeTcs OJMH H
TOT ke ain kmoua (konus). [Tpu 3ToM uMs KtoueBoro aiina MOYKHO U3MEHATD.

Ecnu BaM Bce yAanock M Bbl JIOBOJIbHBI PE3YJILTATOM, — HE TOPOIHTECH CUMUTAThH
pabory 3aBepuieHHON. BO3MOKHO, UTO Bbl HE 3aMETHAM Hanuuue "MOABOAHBIX
KamHei".

O BO3MOXHbIX Npobnemax
W peanbHbIX NepcrneKTusax

HecmoTps na ynoGeTBO pocTyma K KOMMbloTepam ceTd no yepes VPN u saumm-
IWEHHOCTh KaHana CBA3M, M0cje YAa4HO OPraHH30BaHHOrO IOCTYNa K CeTH He
creluTe BBOAWTL 3TOT METOA yaaleHHOH paboTel B "NpOMbILIIEHHYIO SKCIUTyaTa-
1Mi0". 9TO OTHOCUTCS B PaBHOH Mepe KO BCEM HOBLLECTBaM, MPUMEHSEeMBIM B Ba-
el cet. Bronve MOKeT CAy4MUTHCH, HTO HOBas MporpaMMa WM YCTPOHCTBO, B
TOM YHWC/TIEe W BUPTyalbHOE, CTAaHeT KOH(IMKTOBaTh C APYrMMH KOMIOHEHTaMH
cucrembl. Ecnn obnapyxkutcs, uro OpenVPN ne yxupaercsa ¢ kakoii-nubo npo-
rpaMMol unu ciy:xk00M, cnefyeT noneiTaTbCd HaAHTH NpHYKMHBI KoH(nukTa. Ecnn
3TO HE YaeTCs, TO MOXKHO TONbITATHCA PA3fNUTL BO BPpeMEHH KOHQAUKTYIOLIHE
npouecchl. Takue KOHPAHKTB 0COOGHHO BEPOSTHBI, KOT/la NPOLIECChl 3aITyCKaIOTCs
Ha cepsepe. B Haweii ceru, nanpumep, npu sanycke OpenVPN Ha cepsepe npona-
JaeT yaajeHHbld 10CTYn K OfHOH M3 6a3 jaHHbIX, o0CayKHBaEMbIX pa3paboTuu-
KaMH TOJIBKO B PeXKHMME YAaneHHoro goctyna. Bo3MoxkHbl HEKOTOpble HApyLUEHHS
B pabore nokanbHOl cetH. Ho Bce 9Tu npobsiembl MOTYT ObITh YCMELIHO PeLeHbI.
BakHo BHUMATE/ILHO OTHECTUCH K aHANH3Y paboTOCNOCOGHOCTH CETH, MOMBLITATLCA
B KOPOTKOE BpeMs MOMYyYUTh MAKCUMYM CBEICHHH O COCTOsIHWU cucTembl. Ecniu He
3aMeueHO HUKAKKX npodiiem, cBa3aHHbIX ¢ npumeHenuem VPN, To HauuHaiiTe uc-
Mojb30BaATh 3TY BO3MOXKHOCTh B MOBCceaHeBHOM pabore. Tem He MeHee, €CliH Bbl
PELIMIK Nojy4aTh A0CTYN K paboveil cTaHLMH, HET CMbICia OCTaBAATh paboTtaro-
ueit OpenVPN, korna Bbl HAXOAMTECH HEMOCPEACTBEHHO OKOJIO 3TOTO KOMIIbKOTE-
pa. Jlnst cepsepa MOXKHO paccMOTPeTb BO3MOMKHOCTh 3ayCKa NMporpaMmsbl TONBKO
MpH HEOOXOAMMOCTH C MOMOLIBIO CPE/CTB YAANEeHHOTO aAMHHHUCTPHPOBAHHS WITH
yepe3 riaHMpoBLIMK 3ana4. Ecau koHdaukros He obHapyxeno, To OpenVPN wmo-
ket ObITh 3anylleHa noctosHHo. Pecypesl, koTopeie TpebytoTes nporpamme, Ais
COBPEMEHHBIX KOMITBIOTEPOB HE3HAYHTE/BHBI,

OGbiuHO KOH(AUKTOB He HabJoaaeTcs, KOraa oOCyuiecTBaseTCs A0CTyN Noab30Ba-
Tens K coeil paGoueil cTaHuUWM, U NpW 3TOM HUKTO Gonee He paboTaeT 3a 3THM
KOMMBIOTEPOM.

Cnenyer yuutbiBaTh, uto npoekt OpenVPN aktusHo passupaercs. B To Bpems,
KOTJa Bbl YMTaeTe 3Ty KHWry, no aapecy http:/openvpn.sourceforge.net yxe
JIOCTYTNHA HOBas BepcHs nporpammsbl. [TosBunack BO3MOXKHOCTL K oaHomy VPN-
cepsepy NMOAKIIOYATE HECKOJIBKO KIIMEHTOB, MOXKHO MPHUMEHHTL MapLUpyTH3ALIHIO
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¢ noKanbHOM ceTrio. CneumansHo ana paborsl B OC Windows XP Sp 2 gobasnena
BO3MOXKHOCTL OObeaHHeHHs noakmoveduit OpenVPN B MocT (ynpouieHHbIn Ba-
pHanT MapiupyTHsauuu). Yike ceiiuac nporpamma OpenVPN nozsonser opraHuzo-
BaTh CBA3b C KOMIIBIOTEPAMH, pabOTAIOUIMMH B Pa3HbIX CETAX, MMEIOILHX BbIXOA B
HMurepner. Ilpu 3ToM B 0/1HOM W3 HUX MOJKET He ObITH KOMNBIOTEPOB C PEATBHBIMM
[P-anpecamu, kak npu noaxmovenun Dial-up, Hanpumep, a GobWMHCTBO NOPTOB
uHTepdeiicos, Buixoaaumnx B Murteprer, 3akpoitol cepsepom ¢ NAT wau npokcu-
cepsepom (ao/keH ObITh 0613aTeNbLHO OTKPLIT UL nopT OpenVpn-coeanHeHNs ).
Bo mHorux pomaniHux (ropojckux, paHoHHbIX) ceTsx Aoctyn B MHrtepheT opra-
HuzoBaH yepes VPN. Dro toxke He nomexa ans OpenVPN. [lo momenra, koraa
KaXk/IbiH KOMIIbIOTEpP CMOXKET UMeTh cBoii [P-anpec, a aT0 NpousoiizeT nocne BHe-
apenus nporokona [IPv6, OpenVPN Oyiet nomorath KOMIIEHCHPOBATE OTCYTCTBHE
peanbHoro IP-aapeca y Bawero komnstorepa 6arosapsa TeXHOIOTHAM, PHMEHEH-
HbIM NpH pazpaboTke 3TOH NPOrpamMMabl,

BcnomorarenbHbie NporpamMmmbl Ha AUCKeTax

B nocneanee Bpems W3roTOBHTENH KOMMBIOTEPOB MMbITAIOTCH NMPOAABATL MALIMHEI,
HE UMEeIOLLIMe MTPUBOAOB 1A THOKMX AHUCKOB. BO MHOTMX Cliydasix 97O OnpaBraHo
TEM, YTO PacnpoCTpaHEHHE EKTPOHHOH MOYTHI MO3BONAET fepenaBaTh (haianl Ha
nrofoe paccrtosiHue, a U BPEMEHHOTO XpaHeHUs MPUMEHSIOTCS NOAKIovaeMble
BHELIHMUE HOCHTE/IH, MMEIOLIME KOMIMAKTHYK) KOHCTPYKLHMIO M CYLIECTBEHHBIH
obbem namaTH. Tem He MeHee He BCerja HaAEKHbIE Mo COBPEMEHHLIM MEPKam H
He CAMLIKOM BMecTHTenbHbie "dnonmnuku" co cuetoB cOpachiBaTh Hesb3s. AIMH-
HUCTPUPYA CETh, NMPHUXOAMTCS CTANKHBATLCS C JIOKAJIbHBIMH TpobiemMamu, Korja
CeTh HE MOXKET MOMOYb MallWHe, NoTepABLleH K Hel aocTym, U BooGlIe NoTepsB-
e BO3MOIKHOCTL CAMOCTOATENLHO 3arpyKarhes. B 3TOT MOMEHT cOBepuIeHHO
He3aMeHMMBbI NPOrpaMMHbIE CPE/ICTBA, UMEIOLLHECH Y aAMHHHUCTPATOpa Ha JAHUCKe-
Tax. Takux cpeicTs yske co3naHo (M MoxkKeT ObITh CO3JAHO CAMHUM aAMHHHCTPATO-
poM) oueHb MHOTO. D10 U 0BbIYHBIE 3arPy30UHbIe JUCKEThI, U AUCKETbI CO Crelu-
aNTbHBIMH TPOrPAMMAMH, KOTOpBIE MOTYT BbIPYYHTh BO MHOFMX HECTAHAAPTHbLIX
cutyauuax. OnHuieM HEKOTOpbIe W3 TaKUX CreUHaNbHBIX AUCKET, NMPHMEHSEMbIX
JOBOJIBHO PEKO, HO CMOCOOHBIX 0Ka3aThCAd He3aMEHUMBIMHU B OT/E/IbHBIX CITydasX.

“MopratusHbin” Web- n FTP-cepsep

MHuoraa ans npoBepKH BO3MOMKHOCTEN KIIHEHTCKOrO NMporpaMMHoro obecrnedeHmns
B ceTH HeoOxoaumo umetb noctyn Kk FTP- unu Web-cepsepy. boiBaer Tarke, uro
JIUCTPUOYTHB OMEpaliMOHHON CHCTEMbl XPAHUTCS Y BAC B CETH, a KOMMLIOTEP, Ha
koTopbiii TpeOyetcs ycranosuth OC, He umeer auckosoaa i CD-auckos u pa-
GoTarowiero nojakaouenus k cet. OcoGeHHO BepoATHBI TaKWE CUTYalWH, Korjaa
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NPUXOAHTCA MMEThb JENO ¢ ycTapeBiueli, HO ele paboTalolel B CeTH TEXHHKOM.
B Takux cnyuasx moxho npumenuts Web/FTP-cepsep Ha oanoit auckere! [Tose-
30BaTenu NokanbHOM cetH moryT uepe3 mobodt Web-Gpaysep uwnu FTP-knuent
00paTHTbCA K pecypcam TOro KOMMbrOTepa, rie 3amylieH ONMUChIBaeMbli cepaep.
FTP-cepBep no3sonser 3akayaTh Ha KOMMbloTep daiabl, KOTOpbIE WHbIM CHOCO-
Gom 3anucaTh Ha KECTKHil JHCK He rpeacTaBnserca BO3MOXKHbIM. JlucTpubyTHBs
Web/FTP-cepsepa Ha 0aHO#M aucKkere MOMKHO Haitti o aapecy http://386.eznos.org/
WK Bocnonb3osatecs Qaiinom diskwww.zip (www.okobox.narod.ru), coaepa-
wum obpas anckersl u nporpammy diskdupe.exe, nossonsioutyo npeobpasosars
arot o6pa3 B pabouyio awckery. [locnennss BkmovaeT nmouTH Bee HeoOxoanmoe
JUIA 3amycKa cepBepa Ha MaluvHax, HayuHas ¢ npoueccopa 80386, Ho, B oTaHYHE
OT OpPHTrHHANbLHOM, OHA CONepXKUT onepauHoHHyio cuctemy MS-DOS 7 (pycudu-
LMPOBaHHYIO), W TIPH CTApTe Ha J3KpaHe mnossinsercs coobuieHne o 3anycke
Windows 98. Yurure, kakum 6b1 aucTpubyTHBOM Bbl HE BOCMONbL30BANIUCE, BCE
paBHO NMpUAETCA HACTPauBaThL CEpBEp B COOTBETCTBMH C MapaMeTpamMu CeTH W NpH-
MEHSEMbIM CETEBbIM aanTepoM.

Hacrpofiika cepsepa HecnoxHa, Ho TpebyeT BHUMaHUSA,

Ona 3akmoyaetcs B M3MeHeHHH 3anuced B daiinax koHdurypauuu. Ipexae scero,
sarnsHem B (aiin a:\nos\autoexec.nos. Kak u apyrue nonoGusie daiiabl cepsepa,
3TOT TEKCTOBbIH (hain MOXKHO peaakTHpoBaTh JH00BIM TEKCTOBLIM peaakTopoM. Ha
AMCKeTe, MoMy4yeHHOHW M3 obpasa apxusa diskwww.zip, yxke ectb HeoOXoaUMBIH
penakTop (edit.com), KOTOpbIH W3BECTEH MPAaKTHUECKH BCeM monblosatesism [TK,
Koraa-nubo paborasumm B cpene MS-DOS. Jlanee (nuctunru 6.5—6.7) npuseae-
HO cojiepsKaHKe JAHHOTO u Apyrux daiinos u3 apxusa diskwww.zip. Ins Tex, k1o
Oyner nonb3oBaThCA MPOYUMH AMCTPUOYTHBAMH, 3TH ONMHUCAHMA TAKKE MOHOMH-
AYT — OT/IHYHA HE NPHHLUKHNHAIIBHBI.

®aiin Autoexec.nos

®aiin Autoexec.nos (IMCTHHT 6.5) CoIEPHUT OCHOBHBLIE HACTpoiiku cepeepa. Cpa-
3y OTMEMY, YTO CHMBOAbI "#" WK "rem" NpenBapsiOT BCe KOMMEHTApHH U HEWC-
NOJIHAEMbIE KOMAH/IbI.

B L e L
HIMCTHHE 6.5~ Dad

# autoexec.nos
 —— J——

hostname webbserver #/iva Bamero cepsepa.

ip address 192.168.0.111 #IP-ampec cepBepa Ho/pkeH OHITH 3aMeHEH Ha Ipyroi,
#oonycTuMELT B BaWIE ceTH.
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#Cnenywoupie sHaueHua napameTpoB TCP/IP nyue He M3MEHATH, ECIM Bhl He
#3Haere, ZaueM 37O Henaere.

tcp mss 1460

tcp window 4096
tep syn off

tcp maxwait 60000
tcp irtt 1000
tep timer linear
ip ttl 50

isat 1

attach packet 0x62 en0 5 1500

#laHHaAa KOMaHOA NOOKMOYAET NaKeTHHIt OpalfiBep pawei ceTesoi nnaTsl, Ha
fipaboueli mckeTe ecTe OpajiBeps WIA INBYX IUIAT, C KOTOPhMM NpOBepANach
#paGora cepeepa.

# YcraHaBiMBaTH NpepHBaHMA OORMHO He TpefyeTcd, HO eciM YCTpoicTBa

H#KOHDIUMKTYOT, KOMMNLOTEP NPUIETCA HAacTpouThk., EciM He 3HaerTe xak, TO
#oBpaTUTECE K OMNBITHEM MCJEZ0BATENAM UM OOCTYIHEM OMMCAHMAM,

route add 192,168.0/24 en0

#Macka nonceTu. BoaMomHe! BapuaHTe 192.168/16; 172,16/16; 10/8. Ecmu
#BOSHMKAIDT TPYOHOCTH C ONpefeNeHyeM MacKy [OACeTH B SToM fopMaTe, TO Ha
#mickere B karanore WWW MOXHO BOCMNONL30BATHCA Qainom Netmask.htm.

route add default en0 192.168.0.15

#Anpec pallero MapuUpyTHSATOPa MM OCHOBHOTO CepeEepa.

# Add domain name server

#3aMeHuTe anpeca B ClemyiouMX OBYX CTPOKAX SHAUYeHMAMM, COOTBETCTEYOURMA
fucnonsayemeM Bamy DNS-cepeepam. Ecim TakMx HET MM BH He XOTHTE MX

#oprMvesaTs, TO He ymanduTe #CMMBOJNI KOMMEHTApUA Mepel STUMM CTPOKaMM!:
#domain addserver 192.168.0.15

# domain addserver 192.168.1,254

# ===Start Services===
# FTP services

#na paboru FTP-ceppepa HeOOXOIMMO COXPaHMTh SalmcH O NOJB30OBATENAX
B #balne ftpusers.

#Cnenyripie yeTHpe CTPOYKM MOXHO HE MBMEHATH.

ftype image

ftptdisc 900

ftpmax 10

start ftp

#CepBep MOXeT MCNONL30BAThE CTPaHMLE KAK C HMCKeTH, Tak M C XEeCTKODO
§mcka, ecnm oH ecTe. [nA HACTPOMKM 3amycka C nNpumveHedweMm nopra 80 u
fikaranora moxkymeHTOR C:\nos\www cnenyeT HanucaTh:

#start http 80 ¢ \nos\www (nocne OGYKBE IMCKa HBOETOUME HE CTABMUTEH) .
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#amenuTe ClenypuylD CTPOKY B COOTBETCTBMM C STVM ONUCEHMEM:
start http 80 a \www

#B clnemyioMz OBYX CTPOKAX NpMBElNeHH BapMAHTH HACTPOWKKM BHKIOUeHMS (exit)
#unu nepesarpysky (reboot) cepeepa. ABTOD PEKOMEHOVET Nepelarpy®arh ero
#exenHepHo, ONHAKO CEepEep MOXeT paforaTh M Ge=3 Nepes3arpyz3kM.

#llapamerp 0500 oBGosHavaeT BpeMd B Yacax M MMHYTax.

# at 0600 exit
at 0500 reboot

®aiin HTTPD.BAT

@aiin HTTPD.BAT (nucTuur 6.6) coaepkuT yKazaHue Ha UCNoOJib3yeMblif naker-
HBIi J1paiiBep, KOTOPbIH fomwkeH ObiTe nomeuleH B katasor a;\NOS\BIN. B stom
d)ai‘me CTPOKH € KOMMEHTapuaMH H HEHUCNOJIHAEMbIMH KOMaHIAMH HAYHHAKOTCH
C REM, KaKk ¥ B 00bIuHbIX bat-chaiinax.

b e

PRy R ?RWMW{F
.ﬁéﬁyk kfwif;$h-

 NucTunr 6.6. ®aitn HTT
Recho off

REM Hacrpoiika cet. Ofa mpalBepa eCTh Ha Iuckere., EciM y Bac yCTaHOBIEeHa
REM npyrasa ceTeBad mara, TO BO3LMATE €€ NaKeTHH IpalBep C IMCKeTH,

REM npunaranueficd ¥ nnate, wiM Haimare B MHTepHeTe. B CTpOKe YyKasLBaeTCA
REM monexo mMa daina Gez pacumpeHud, 0x62 nponycKaTe Henb3d.

rem \nos\bin\Rtspkt 0x62

\nos\bin\Hppclanp 0x62

REM Crapr cepeepa

\nos\bin\nos.exe -f\nos\nos.cfg

REM OTKmpueHMe OT CeTu Npy BHKIMYEHWH cepsepa
\nos\bin\termin 0x62

echo\

®ain Ftpusers

B ¢aiine A:XX\NOS\Ftpusers (nuctunr 6.7) npeincrapieHsl HacTpoiiku AocTyna K
FTP-cepsepy. IMeHHO ¢ ero nomolusio y100HO 3arpyath HeoOXoaumbie (ailibi
Ha KOMIBIOTEP U3 CeTH. DTOT (ail)l He UMEeET pacluupeHHs.

s

et 87, o4 i

admin parol \ 127;ftp\user 127;ftp\univ 127
univperm * c:\doc 3
user secret c:\arx 7
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Liucdpobr 0603Ha4a10T ypoBEHDL AOCTYNA:

0 1 — TONBKO YTEHHE;

O 3 — yreHHe H 3anuch 6e3 BO3MOXKHOCTH yJaneHus;
0 7 — monHeIi J0CTYI;

O 127 — CHCTEMHOro aAMHHUCTPATOPA;

O 128 — 3anpeuieHue AocTyna.

Mopmar 3anucH paspeiueHnil 1ocTyna B obiem ciyuae BbirsauT TaK:

<Mone3oBarens><[lapone> [Byksa mucka:] \<llyrsl>
<Joctym>; \<Ily1e2><locTyn>.

3se3nouka obosznavaer mycrtoit napons. bykea ans aucka "A:" mMoxer GbiTh ony-
weHa. C HacTpoikamu, MpUBEACHHbIMH 3]1€Cb, CEPBEP MOXKeT paboTaTh B CETH C
azipecoM ocHoBHOro cepsepa — 192.168.0.15 u mackoii noacern 255.255.255.0.
IMpuuem Bxon uepes Gpayzep Oyaer Beceraa obecrieyeH ¢ JitoGoi paboyeii cTaHUMH.
Jdns  npenocrapnenus pocryna Oepercs uucnosoit  ¢opmar  IP-aapeca
http:// 192.168.0.111, a pana poctyna k FTP HyxkHO BBECTH ftp://
masTonk3oBaTena@192,168,0.111. [Mapons Oymer 3anpouieH aBTOMaTHYECKH, HO
€ro MOXKHO BBECTH Cpasy e B aJpece:

ftp:// maanonezoBaTend: napons 0192.168,0.111.

[Tpu ynauHOM COEIMHEHHH C CEPBEPOM Ha 3KpaHe KOMMNbIOTEpa, C KOTOPOro ycra-
HaB/IMBAJIOCh COeJMHEHWe, NMOSBATCA CTPaHWLIA NPHUBETCTBHA: HA PYCCKOM 5i3bl-
Ke — JIJIsl OTIMCBIBAEMO#i IUCKETHI, HA AHTJIMICKOM — 118 OpPHUTrHHANILHBIX (aiinos.

KpaTkuii cnucok kKomaHg Ans yrnpasneHun cepBepom

OnepaunoHHas CHCTEMA, B Cpejie KOTOpoH paboTaer cepBep, M caMm CepBep MMEIOT
JIHLIb TEKCTOBBIH pesknM. KomaHibl, BBOAUMBIE C KJIABHATYPBI, MO3BONAIOT ynpas-
NATH CEpBEpPOM, a TaKiKe Mojy4aTh HeKoTopylo HH(popmauuio o ero pabore. Bos-
MOXeH Bbi30B cearica DOS ans BoinonHenus kakux-n1ubo onepaumii ¢ daiinamu.
Boizos ceanca DOS we npuoctanasnupaer paboty cepsepa. OCHOBHBIE KOMaHIbi
yNpaBjieHns CEPBEPOM NpPUBEAEHBI HHKE.

0 2 — BBIBOJ MEPEYHS KOMaHI Ha IKpaH;

0 cls— OYMCTKA 3KpaHa;

O exit — 3aKpbITHE (BLIKIIOUEHHE) CEPBEpa;
O help — NOMOILib;

O http status — CTaTyC cepBepa;

O info— uHQoOpMaLKs O cepsepe;
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O multitask on— BKIIOYEHHE MHOr03aa4HOro pexKuMa (B 3TOM PesKHME MOXKHO
paboTtath Ha paGoueli CTAHUMM C YCTAHOBNGHHBLIM W 3AMYIUEHHBIM CEPBEPOM);

O ping w.x.y.z— ping no cereBomy aapecy;

O pkstat — peTanuzauus Tpaduka;

O route — BbIBOA TAGAMLIBI MAPLIPYTH3ALIMH HA dKpaH;
O shell — ceanc DOS, ans Bo3sparta — exit.

ITocne omHOKpaTHOW HACTPOMKH CepBepa Ha JANCKETE Bbl CMOXETE NMPHUMEHHTH €ro
Ha oGOM KOMNBIOTEPE, WIMEHUB /IHLIbL ApaiBep ceTeBol MmiaThl, €cnu 370 Heol-
xoaumo. BeicTposelicTBHe cepBepa HEBENHKO, HO A8 MepBOHAYANbHON 3arpy3|m
(aiinos aAncTpubyTHBA ONEPALIMOHHOM CHCTEMBI BIOJIHE 0CTATOUHO.

Ecin B Bamem pacnopskeHUW €CTh CTaphie KOMMBIOTEPhl, KOTOPbIE YXKE HEBO3-
MOXHO NMPUMEHUTL AN paboTel noJsib3oBaresieil B ceTH, Bbl MOJKETE WX HCMONbL3O-
BaThb A opranusauun Web/FTP-cepsepos, riae MoryT XpaHUThCs nosiesHble daii-

~ nbl, a Ha cTpanuuax Web-cepBepoB monesnas s nonb3osateneil uHGopmaums,

Takue cepsepsi He TpebyloT o6enycHBaH|g U MOryT paboTaTh KpyriioCyTOHHO.

MpumevaHune

MonbiTka 3anycka Takoro cepeepa Ha BUPTYanbHOM KOMMNBIOTEPE UNW Ha8 COBPEMEH-
HOM HOYTOyKe BeposiTHee BCEro NPMBEAET K Heyaaye. He ko Bcem HOBbIM CETeBbIM
apganTepam W3roTOBUTENM AAIOT NakeTHLIW apaieep. [ina sanycka cepeepa Ha HOBbIX
KOMMBIOTEPaX MOXHO NPUMEHWTEL CETEBOW aaanTep, k KOTOPOMY Y)Ke HaWgeH naker-
HbI Apaieep (chainel NakeTHLIX ApaiBepoB uMetoT paciumperne COM),

ABapuitHbii 4OCTYN K ANCKY

HecmoTps Ha HaAEKHOCTh COBPEMEHHBIX OTIEPALIMOHHBIX CHCTEM H COBEPLISHCTBO
AHTHBUPYCHBIX MPOrpamMM, CJyHaIOTCs CHTYaUWH, Koraa cOoii B cueTeMe NpUBOANT
K HEBO3MOXKHOCTH 3amycTuth ee. JlocTyn K AMcKy okasbiBaercs 3akpeit. Boccra-
HOBJIEHHE CHCTEMBl BO3MOXKHO, KOra K HeMy 3apaHee roTOBHJINCH, MHaue Jaaxe
sarpyska ¢ rnomoLubio KoHconu soccratosineHus 8 Windows XP Bo mHOrux cayua-
X HE MPUBOMT K KENaeMoMy pesyabtary. B Takux ciyyasx BOIHUKAeT OrpoMHoe
JKelaHWe MPOCTO TMOJYYHTh AOCTYN K AOKYMEHTaM, CKOMHPOBaTh MX Ha BHEIIHHA
HOCHTEJIb W NMepeyCTaHOBHTH cucTeMy. Eciu ¢ nepeycTaHoBKOH cucTeMbl npobiem
00BIYHO HE BO3HMKAET, TO NMOJYYeHHe A0CTYNa K AHCKY ¢ (aiioBoi cucTeMOH
NTFS unn NTFS5 Gea crieunalibHbIX CPe/ICTB OKa3blBaeTcs HEBO3MOXKHbIM. Cama
onepaunonnas cucrema Windows XP 3anymana Takum oGpa3om, 4ToObl MakcH-
MallbHO 3aLUTHThL (Paii/ibl HA JKECTKOM JHCKE OT HECAHKLIHOHHPOBaHHBIX H3MEHE-
Hui. Kak 06b14HO, BLIXOA M3 TAKOH cHTyalUHH Oy/ieM HCKaTh Y CTOPOHHHX pa3pa-
GOTUMKOB NpOrpaMMHOTo obecrnevenus.
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Ha npocropax BeeMupHO¥H nayTHHBI MOXHO OGHapy»KMTb HEMaslo HHTEPECHBIX M
nonesHbiX paspaborok. Kaxabii pa3 npy BO3HMKHOBEHMU KakuX-HGo npobnem
Mbl MLIEM BapHaHTbl X pewienus B MurepHere. BoT ¥ Ha 3T0T pas, Koraa BO3HUK-
Nla aBapuifHas cuTyauMs (cMcTema nepecTana 3arpy’kaTbCs), HECMOTPS Ha Yike
MMEIOLLLHecs CPeACTRa /UTA BBIXOA M3 CO3AaBLIErocs MojoxkKeHusd, nonpobyem mo-
CMOTPETh, YTO Jke& HOBOro mossuiock 8 MHTepuere no atomy Bonpocy. Pesynbra-
Thl MOMUCKA OKA3AJHCh BECEMA HHTEPECHBIMH,

Ha caiite http://www.remont-pe.ru/ conepxurcs uHGoOpMaLus 0 KOMMAEKTe cra-
carenbHbIX AMCKeT. C JUCKET 3TOro KOMIUIEKTA MOXKHO NOJTY4MTh J0CTYN K JIIo6oi
(haiinoBOM cUcTEME B TEKCTOBOM pexKHME.

37O 3HAYMT, YTO B KPUTHYECKOW CHTYaLIMM, KOTa CHCTEMA He 3arpyKaeTcd, W Mbl
He BHAMM crocoba BOCCTAaHOBHUTL ee paboTocnocoGHOCT, HaM Ce/lyeT 3arpy3HThb-
Csl C OTHX AMCKET W CKonupoBaTh (haiinel, Tpebyiolue coXxpaHeHHs, Ha BHELUHHHA
HocuTelb. MOJKHO TaloKe BBIMOJIHHTE MCTIPABIEHHS HA JKECTKOM JIMCKE, ECIIH Bbl
3HaeTe, YTO CeAyeT UCnpaBuTh. Bo BesakoM ciyuae, y Bac BCErja ecTh Halexkaa Ha
COXpaHeHHe BAaXCHbIX JaHHBIX B cilyvae cepbesHbix npobnem ¢ OC u Heobxonumo-
CTH €€ NepeyCTaHOBKH.

PazpaGoruuky kommiekra xuByT B Poccuu. PazpaGoTka He GecrninaTHa, HO ee LieHa
JOCTYNHa Kaxkaomy. ABTop npuobpen kommiekT aucker 3a 200 pybneid.

[lpu 3arpy3ke ¢ 3THX AMCKET Bbl MOJyuHTe nonHeli goctyn k Tomam NTFS, Bos-
MOCHOCTb pelaKTHUPOBAHUA TEeKCTOBLIX (ainoB, a TAKKE BHLINOTHEHHS Pa3THYHBIX
MpoLeayp ¢ AMCKaMH U dainamu.

Kpome noctyna K AHCKY, 3TOT KOMI/IEKT JMCKET MO3BOAAET MOAYUUTH JOCTYN K
peectpy Windows, npudem mans Beex npumensemsix ceitwac OC. Ectb Ha 3TOH
JMCKETEe Cpe/icTBa Ui paboThl ¢ AHCKAMH.

lNMpumevarHue

3arpyska BUPTYansHOrO KOMMLIOTEPA C 3TUX AUCKeT BeccmbicreHHa. BupTyanbHbi
KOMNbIOTEP UMEeT BUPTyanbHbI BuH4ecTep. OBpalyeHwsa nporpaMM KOMMNekTa
AOMKHO MPON3BOANTLCSH K peansHoMy (hUaUYEcKoMY AUCKY.

3arpy3ouHas gucKeTa ¢ fJOCTYNOM K CETH

Ha crpanuue http://www.nu2.nu/bootdisk/network/ ecte undopmaums o apyroi
JMCKETe, MpeHa3sHa4yeHHON Uid aBapHHBIX CUTyaUHd. DTa IWCKeTa UMEET OUYeHb
MHTEPeCHY10 0COOEHHOCTB: NPH 3arpy3ke ¢ Hee MOKHO MOJIYUHMTh AOCTYMN K ceTH!
[TpryeM B MONHOLEHHOM PEXHME, KOTIa MOXKHO 3aperucTpupOBaThCa AOMEHHBIM
MOJIL30BATENIEM H MOJIYYHTh JIOCTYN KO BCEM paspelieHHbiM pecypcam cetu. [lpu
HAZTMYUM TAKOW JMCKETHI Bl TMOJY4aeTe BO3MOMKHOCTH KOMWPOBATH BaX(HbIE NaH-
HbIE B CETEBOM KATAJIOr, YTO YAaCTO 3HAYMTENBHO ya00Hee, YyeM COXpaHeHHe KOMUH
Ha BHelHeM Hocurene. He mMeHee mone3Ho U TO, YTO MOXKHO oOpalarses K AMCT-
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puOyTHBaM, KOTOpbIE HAXOAATCA B CETH, KOMMPYS HX Ha JIOKAIbHYIO MAMIMHY.
Huckera pacnpoctpanserca becriaTHo!

OnucanHas MCKETa TOCHE CO3aHHA YIKE COJIEPIKHUT HEKOTOPOE YHUCIIo ApaiiBepos
ceteBbIX azantepoB. Ho npu HeoOXOAMMOCTH Bbl MOMETE 3arpy3uTh AOMOIHH-
TeAbHbIE ApPaHBephbl C CaifTa ABTOPOB JHCKETbLI, JOMOJHMB YyiKe CYLUECTBYIOUHI
komniekT. [lpu 3arpyske ¢ AMCKETHI YCTAHOB/IEHHBbIH CETeBOi aganTep MOXKeT
BeiTh Onpenenen aBTomMaTrueckd. MiMelolmniics Ha AMCKeTe KOMIJIEKT ApaiiBepoB
JloctatoHeH ¢ BoNbUIOH CTENEHbIO BEPOSTHOCTH,

HauGonee npocroii nyTts coznanua auckerst — ckavars apxus BFD full package
v1.0.7 (1.45MB). Oro apxuB (aiinos, gocTaTounblii 18 cozaanus paborocnocod-
HOWH JIHCKETDI.

Pacnaky#ite apxus B moGoii katanor, uamenute pacimmpenue aina bfd.sam wua
bfd.cfg.

W3 komanaHoH cTpoku 3anyctute Ha Bhinonnenude (paitn bfd.cmd ¢ napamerpom
msnet: bfd msnet.

Cnenyiite KOMaHaM Ha SKpaHe.
Bor u Bece. [Juckera rotopa.

Ha nuckere yxke npucyTcTByloT B ynakoanHom Buje (aiinst Volkov Commander.
Hns Toro 4robsl nporpamMmy MOAKHO GbL10 3aNYCTUTL MOC/E 3arpy3KH € AUCKETHI,
nobasste B Avtoexec.bat nocne metkn _skipcp ClIEAYIOUIHE CTPOKH:

if not exist %srcdrvi\lib\vc.cab goto : notvc
extract /y /1 %ramdrv¥\ /e %srodrvi\lib\vc.cab
:_rniotve

Caenyiomas crpoka aiina:
set path=%ramdrvi\bin;%ramdrvi\

[Tocne Takoro pesakTHpOBaHMA Bbl CMOJKETE 3arlyCTHTh (halioBblii MeHeKep
KOMaH10M vC.

[Tocne mepBoit 3arpy3ku nporpaMma NpeUIoKUT BHECTH AaHHbie ceTeBoit koHdu-
rypauuu. Ilpu 5TOM MOMHO COXPAHNTD B PasjiniHbie MPO(GUIN BAPHAHTEI 3arPy3KH
C pasIM4MHBIMH MOAKMIOMEHHAMH K CETEeBbIM Auckam, Hanpumep. K coxanenuio,
BAM HE YJACTCs MCHOJIb30BaTh 3TY HWCKETY JUls MOJAKTIOHEHHS K KOMIbIOTEpam
¢ Windows XP unu Windows Server 2003 . Ho k Windows 2000 Server, a Takxe
k mainnam ¢ Windows 98 1 Windows 2000 noaxniouerne npoHCXOAHT YCHEUIHO,
Ecnu B Bauieit cet ocHoBHbIM siBasiercs Windows 2000 Server, 1o nipu Heobxo-
JIMMOCTH Bbl CMOJKETE K HEMY MOAKIIIOHATLCA W CKOMUPOBATh HY)KHbIE (haiibl.
[TpaBaa, ecTh 3/1€Ch M JI0MKKA JAErTS: MPH 3arpy3Kke ¢ 3TOW AUCKETHI HET 0CTyna K
Tomam NTFS Ha nokanbHoH matuuse. Eciu Ha BHHYECTEpPE KOMIbLIOTEPA HET pas-
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aenos FAT unu FAT32, To B KauecTBe BPeMEHHOIH Mepbl MOXKHO TIOKIIOYHTS J10-
NOJIHUTENbHBIM BUHYeCTEP ¢ pasjenom FAT32, urobsl coxpanuts Gonbinoil o0bem
uHdopMaumMK Npu KonuposaHuu u3 cetd. MHTepec Moxer npeacTaBisTh ¥ TO, YTO
C 3TOH JAUCKETBI MOXKHO 3arpy3uTh BUPTYaJibHbI KOMNbIOTEP!

Wcnonb3oBaHue pecypcoB KOMMNbIOTEPOB CeTH
U paclunpeHne BO3MOXHOCTEN
pabouei ctaHuun

Camble HHTEpeCHbIe H300PEeTEHHS H OTKPBITHA JENAIHCh HA CThIKE PasiiHYHbIX 00-
nacTei TexHWueckux 3HaHui. Becbma 3amaHuMBLIE BO3MOXKHOCTH OTKPbIBAIOTCH
nepea NONb30BATENAMH MEPCOHANbHBIX KOMIMbIOTEPOB, €C/IM MOMBITATLCA MpUMe-
HHTH CETeBbIE TEXHONOrMH JUTA paboThl B JIOKAIILHOM peskuMe. AHAIH3UPYs Mpak-
THKY paboThl B ceTH, i OOHapy»Ku/, 4TO 3HauuTe/lbHas uyacTh pabor He Tpebyer
Hanu4Ks HacTosweH cetn. YacTo ceTb NO3BoAseT LD YCHIUTh BLIYHUCIHTEIbHbIE
BO3MOKHOCTH paboueit ctanumu. [Touemy 6bl He MPUMEHUTH HEKHE CETEBbIE TeX-
HOJIOrMM AS paboThl HA NIOKAJBLHOM KOMIbIOTEpE, KOTOPbIH BKIIOYEH B JIOKalb-
HYIO CeTb, HO MOXeT paboraTh camocTosTenbHO. KomnbioTep B 3TOM Cciiyvae aon-
KeH ObITh He coBceM 0ObIuHbIH. Ckopee 3T0 JABa KOMMbIOTEpa, cobpaHHbIe B OHO
uenoe. MHorue nonb3oBaTeNM MEPCOHANIbHLIX KOMIBIOTEPOB OOHOBJIAIOT CBOIO
TexHuKy. Ilpu 3TOM cTapbie KOMIMBIOTEPbI, OCTABAACH BHOJIHE paboTOCNOCOOHBIMH,
OKa3biBatoTCA He y jen. Tem He MeHee ecTh BO3MOYKHOCTb MPUMEHHTH 3TH Mallii-
Hbl ¢ GonbLIOH nonek3oi. Bonee Toro, nonk3a okasbiBaeTCA TAKOH CYLUECTBEHHOM,
YTO, BIOJIHE BEPOATHO, KTO-TO PEUIMT MPUMEHHUTH AN THX Uesei He crapblif, a
BIOJIHE COBPEMEHHBIH KOMMBIOTEP.

Jlna cozpanus MoAEpHU3KMpOBaHHOH paboveii cTanumMu noTpedyloTes ABa KOMMbIO-
tepa. OauH — o6biyHas pabouas cTaHuus, APYroi — BCHOMOraTelbHbIA KOMIb-
10Tep, KOTOPBIH MOMKET He MMETh MOHWTOPA, KJIABHATYPbI U MbILIH (K COXKATEHHIO,
HE BCE MAaTePUHCKHE MaaThl JOMYyCKaloT Takylo paboty). C BHEIIHUM MHPOM 3TOT
KOMMNbIOTEP cBA3aH AByma kabensmu. Butas napa coeiiMHseT ero ¢ COBpeMEHHBIM
KoMmnbioTepom, a kabens RS232 — c monemom. C TOMKM 3peHnsi MOCTOPOHHErO
yenoBeKa, TO MPOCTO OTAENbHO crosumii kopryc. JIns uaeHTudukaumu poneit
MPUCBOMM KOMIMbioTepamM WMmeHa. Komnbiotep ¢ monutopom Hazosem PIU (The
processor with the interface of the user, npoueccop ¢ uurepdeiicom nons3osare-
1), a oTAeNbHO cToswmit koMnbioTep Hasosem APEC (The auxiliary processor for
external connections, BcroMoraTe/ibHblif MPOLIECCOP 1S BHEIIHHX MOAKITIOHEHHIH).
Peanbho (hpyHKUHOHANBHOE HA3HAYEHHE ITHX KOMIMBIOTEPOB, KOHEYHO, IIHpE, YeM
yKa3aHO B KpaTkoM HMmeHH. KOHCTPYKTHBHO KOMNLIOTEpPbI MOTYT OBITH Kak OT-
JIeNbHBIMM YCTPOMCTBAMH, Tak ¥ cOOpaHHLIMH B OAHOM Kopryce. B oraenbHbix
ciiyuasx MoryT norpeGoBaThes I0MOMHUTENbHbIE YCTPOHCTBA.
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OGnacT npumeHeHns YCTpoicTsa (WM KOMNIEKCa YCTPOHCTB), O KOTOpOM pac-
CKasbIBAaeTCA B ITOi rjaBe, MOryT ObITb OHYeHb MHOTOOOpa3Hbl. Mbl paccMOTpUM
paboty ycrpodcTsa B kavectse oOwivHON paGouell cranuuu, obnajawouiei He-
0OLIYHBIMK CBOHCTBAMH.

[TpakTH4eckH KaXAOMY KOMIIBIOTEPY MPHUXOAHTCH B3aUMOJEHCTBOBATH C OKpY-
JKarolled ero TeXHUKOH crneuuanbHoro HasHavenus (puc. 6.14). 3to npuHTEpb,
CKaHepbl, MOaeMbl, KOMMYyTaTopbl (Xabbl) u Apyrue ycrpoictea, Kaxioe u3 Takux
YCTpOHCTB MMeeT CBOIO nporpammy (zpaiieep), obecrieunaiontyio ero pabory B
cpene ornepauMoOHHOM CHCTEMbI, YCTaHOBEHHOH Ha paboueit cranunu. Yem akTue-
Hee MCMONb3YETCHs KOMIBbIOTEp, TemM Go/bLue 3a7a4 B OJAMH W TOT )K€ MOMEHT eMy
TIPUXOANTCS peLaTs.

JIlokansHas
ceThb
fagahafafd
UHTepHeT
i e |
L2 [TpTep)|
Moaem
()
PIO + APEC  Cxanep

Puc. 6.14. PaGouan cTaHuWA u ee okpyxeHue

Jymaio, 410 Bam MpUX0AMIoch oOpalaTs BHUIMaHHE Ha TO, KAK KOMMBIOTEP HaYH-
HaeT "3ameanaThesa" BO BpeMs BBIMOJHEHWS TEX WIM MHbLIX 3ajav. A B mnpouecce
BBIMOJIHEHUS NofKIoueHns K MuTepHeTy, Bo Bpems BbiBOAa 0GBEMHBIX MaTepHa-
NI0B Ha nevarh, ooMeHa GonblMMU MaccuBaMu MHGOpMAUMHK 1Mo cetH paboTa Ha
KOMMNbIOTEPEe MPaKTHYECKH OCTAHABIWBAECTCA. A €ClM ellle MOCTOSHHO BKJIIOYEH
aHTUBHPYCHbIH MOHWTOP... He cekper, 4To 3HaunTeNbHAs HacTh 3apaXKeHus BUpY-
Camu MPOMCXOAUT B MOMEHT BPEMEHHOIO OTKJIIOYEHUS] AHTHBUPYCHOTO MOHHTOpA
BBHY MOMEX, KOTOpPbIE OH CO3/aeT HOpManbHON pabore komnbioTepa. Koraa xe
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Ha 3TOW MaUIMHE eLle MHUUIETCS W OTJAKHBACTCH NPOrpaMMHbIi Koz, "3aayMuu-
BOCTb" KOMMbIOTEPAa MOXKET CTaTh AOBOJIBHO pazapakaioium gakropom. MoxHO
HapalMBaTh BEIMHC/TUTE/IBHYIO MOLLHOCTE paboyeit ctanunu, npuobperas Bee 6o-
nee coBpeMeHHOe M mpousBoauTenbHoe obopyaosanue. Ho npu Beicoko# ueHe
TAKOTO CYNepCOBPEMEHHOTO KOMITLIOTEPA OKaXKeTCs, 4TO GOMBIIYIO 4AacTh BpeMeHH
€ro pecypcbl MCMoAb3yIOTCs HepauuoHanbHo. [Ipu atom "ycrapesiwias" TexXHUKa
Oyner neuuThea Boobue Ges nena. Ho ects apyroii BeIXoa w3 co3jaBlierocs no-
noxenust. Cnelyer peanbHO pasziesiiTh NPOLECCH, HyLlIHe B KOMMbIOTEpE, Ha He-
nepecekatoiuecs notokd. OfMH U3 BAPHAHTOB TAKOro pasfieleHHs — 3aryckaTh
3TH TMpOLeCChl B OTAENBHOM YCTPOWCTBE, BpeMeHHas neperpy3ka KOTOPOro He
NPUBEIET K TOPMOMKEHHIO MK OCTAHOBKE MpPOLIECCOB, KOTOPbIE BHHbLI MOJIb30Ba-
Temo. Takum ycTpoHCTBOM MOXET cTaTh NM00 oTAesnbHLIH KomnbioTep, NHGO n0-
MONHUTENTbHAS MATepUHCKAas MJIaTa, PacrofioKeHHas B OJHOM KOPIYyCe C OCHOB-
Hoi. Ha puc. 6.14 nHawe ycTpoiicTBO H300paskeHO B BHJIE CABOGHHOIO CHCTEMHOrO
6noka, 3akniovatoutero B cebe komnstorepsl PIU u APEC.

Kaxk Beskuii ysakatowmii cebs komnstorep, PIU u APEC nomkHbl HMETh KaXabIH
CBOIO ONepalHoHHyI0 cucTeMy. [IpH 3TOM coBeplueHHO He MMeeT 3HaueHHs, Kakas
KOHKPETHO cucTema paboTaeT Ha KaxaoM u3 HuX. Beibop onepaunonHo# cucTeMsl
3aBMCHT OT MHOXeCTBa (haKTOPOB, KOTOpbIE B HTOW rjiaBe HE paccMaTpPHUBAIOTCH.
EnuHcTBeHHO BajkHOE YCJIOBME, Onpejensioliee BbIGOp onepauHOHHON cHcTe-
Mbl, — OHa AOJbKHA Toaiepxkusats paboty B cet. Euie oaHo BaXkHOe ycioBue
s APEC, — nomkna GbiTh BO3MOXKHOCTB paboThl KoMnbioTepa 6e3 KnaBHaTypbl
M MOHHMTOPA, T. €. B TMPOLIECCE 3arpy3kH KOMIbIOTEP HE JAO/MKEH OCTAHABIMBATBLCH,
BbIIaBas COOOLUEHWE, YTO OH HE Halllel MOHMTOP MW Knasuartypy. [ns Toro uro-
6bl NPOBEPUTH 3TO, MOJKHO BKJIIOMHTH KOMIIbIOTEp G€3 MOHMTOpA ¥ KJIaBHaTyphl, a
3aTeM, MOMOXK/IAB, MOKa BUHYECTEP NMPEKPATHT NpOoueLypbl 3almMCH/uTeHHS, OCTO-
POXCHO MOAKMIOYHTL K BHACOAJANTEPY BbIKIIOYEHHbIH MOHHTOP W BKIIOYMTH €ro.
Ecsin Ha akpaHe Gyaer HopMaibHbIi pabGounii cTos WK npuraalieH1e BBECTH MNa-
ponb, TO ycnoeue BeinoaHgercs. Ecnu BaM He mose3no, u obsa3arensHo Tpebyerca
MOAK/ITHOHEHHE KaBHATYpbl H MOHHUTOpaA, TO MOXKHO NPUMEHHTL NaXe HE COBCEM
UcrpaBHble ycTpoicTea, 4ToObl AaTh BO3MOYKHOCTE KOMITBIOTEPY 3arpy3HThCA.

Cobepem PIU u APEC B eaunsiit kommieke. CnieunanbHbIX CTaHAApTOR WK Mpa-
BUJ1 15 0ObeANHEHHS KOMIBIOTEPOB HET, MHOrOE 3aBUCHT OT XapakTepa focTas-
NIEHHBIX 33/1a4 ¥ TEXHUYECKUX BO3MOXKHOCTeH. Kak BapuaHT, MOXKHO peKoMeHIo-
BaTh COGJIMHEHME JIByX MAllMH C MOMOLUBIO CeTeBOro kabesis W CeTeBbIX ajanTe-
pos. IIpu atom, koraa oba kommnbloTepa paboTaloT, CBA3b MEXIY HUMH BO3MOXKHA
MMEHHO MO CEeTH, MPOLECChl, HAYLIHE HA HUX, MPAKTHYECKN He B3aUMOIEHCTBYIOT
meskay coboit. Ecnu camu onepaunoHHble cucTeMbl ciabo noaBepsKeHbl 3aBUCa-
uuto (Hanpumep, Windows 2000), To nonyuMBuInicS KOMIUIEKC, KPOME BBICOKOH
HagexHoctn, Gyner obnajate LWMPOKMMM BO3MOXHOCTAMH TO pacnpesie/ieHuIo
3anau mexxay PIU n APEC.
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51 npeaqyBCTBYIO, YTO Y Bac coapen pesonublit Bonpoc: "Kak e mbl Oyaem pac-
NpeaenaTh 3aauu, ecii MoKeM 0011aThLes TOJIBKO ¢ OAHOH MaluHOH?"

C oTReTa Ha HTOT BOMPOC M HAUMHAETCH OIPOMHOC NONE IS SKCNEPUMEHTOB, KO-
TOpOEe MHOH TpOHACHO JIHWB € camMoro kpato. B unacrosulee Bpems cyuiecTByer
HECKOJIbKO CcrocoboB yAaleHHOro B3aUMOAEHCTRBHS ¢ pabounM CTOJIOM KOMIIbIO-
tepa. UcnbiTansl ¥ nokasanu cieaylomue npexpacHsie pesyabTarhl:

O yxke uzsecTHas Bam nporpamma Radmin;
O cepeep Tepmunainos B coctase Windows 2000 Server;
0O ynaneHHsiii goctyn k pabouemy crony 8 Windows XP.

Bo Becex Tpex ciyuasx onepaunoHHoM cuctemoii Ha PIU mokeT 6biTh nobas Bep-
cust Windows, naunnas ¢ Windows 95. Jina APEC — Bo Bropom n Tperbem ciy-
uae Buibop oueBMjeH, a B nepsoMm ciyuae — nobas OC Windows, HauuHas c
Windows 95 OSR2. Bo BTopom M TpeTheM Cilyyae npu A0CTaTOMHOCTH PECYpCOB y
APEC MOXKHO nons30BaThes OAHOBPEMEHHO Oonee 4eM OHWUM CeaHcoMm padoTsi
na APEC. D10 no3so/iser peliath HEKOTOpbIE crielM(prueckue 3a1auu, CBA3aHHbIe
C HENpepbIBHbIM KOHTPOJEM MPOLIECCOB MM NPOIOIKHTEIbHBIMH BbIYHCICHUIMM.

Hano ckasarb, 4TO CyLIECTBYIOT NPOrpaMmbl M U1 MEKIIATHOPMEHHOTO B3aUMO-
neicTeus KomrbioTepoB. B aTom ciy4ae Gyaer Bo3mokHa pabora BcrioMoraresb-
HOH Mawmnbl noa Linux, Hanpumep. Ho Mbl paccMOTpMM BapHaHT, yike MCHbITAH-
Hbll aBTOpOM, McnpaBHo paboTtaiomui Ha nporsienun asyx ner. Cocras Kom-
MjeKca clneaytoLuii:

O PIU — komnsioTep ¢ npoueccopom AMD, 500 MT'y, 256 MGaiit onepatusHoii
namati, HDD — 40 I'GaiiT. Onepaunonnsie cucremsl — Windows 98 SE u
Windows XP, ocHosHoe nporpammioe obecneuenne — Office 2000 Pro, naker
nporpamm s pabotsi ¢ rpaukoi, cpeaa pa3paboTku nporpamMmm;

O APEC — komnsiotep ¢ npoueccopom P-200, 64 M6aHT onepaTHBHOI MaMsaTH,
HDD — 20 I'Gaiit. Onepaunonsas cucrema Windows 2000 Pro. K sTtomy kom-
MBIOTEPY MOAK/IIOHEH BHELIHUIH MOIEM U NpUHTEp.

Oba komnbloTepa cHabkeHbl CETEBLIMU aJlanTepamMu.

s obecnevenus BosmoiHocTH OecniepeboiiHoii paGoTsl, HE3aBUCHMO OT ceTe-
BOrO MOAKMIOYEHHUS K CEPBEPY, KOMIbIOTEpaM npucBoeHsl (hukcupopadusle [P-
aznpeca.

Ha oba kommnbloTepa ycraHosiaena nporpamma Radmin, npuyem ans APEC —
B pexume cepBuca (3anyckaercs Mnpu 3arpy3Ke onepaunoHHoOR CUCTEMBY).

Ha APEC, kpome TOro, ycTaHOBIEHLI NpOrpamMMbl: NMPOKCH-CEPBEP, MOYTOBLIH
cepsep, Web-cepsep, FTP-cepsep, cepeep TOUHOro BpeMEHH, AaHTHBUPYCHas npo-
rpamma,
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Mouutop v knasuatypa noaxmouanucs kK APEC Tonbko B mpouecce HavaibHOMH
YCTAHOBKH cHcTeMb! U nporpamMel Radmin. B nanbneiiniem ang ymeuoiieHus Ha-
IPY3KH Ha CHCTEMY MpOorpaMmHo ObLI OTKIIIONEH BHACOamaNTEp.

Hdna oGecnevyexns ynoGHOro nOAKMIOYEHHS K JIOKANLHOW CETH HCINONL30BAJICH
KOHLIEHTPATOP, YePe3 KOTOPbIA OCYLECTBIISIETCH CBA3b MEXIY KOMNbIOTEPAMH, HO
[pH OTCYTCTBHH CETH KOMMBIOTEPLI MOMKHO COEIMHHTD C TMOMOILBIO TEPEKPECTHO-
ro kabens. Ecnu ceressie kapTsl umeioT BNS-pazbemsl, To BO3MOKHO COEAMHEHHE
H KOPOTKHM KOaKCHalbHbIM KabeneM.

3apauu, pewiaemMbie KOMNblOTEPaMM
PIU n APEC

IMonsrno, uro PIU ucnonesyercs, kak v GonbuinHCTBO pabovnX CTaHLMH, A0S pe-
LIeHUA eKenHeBHbIX 3aaa4. Crneuvduka Moel paboTel 3akiiovaeTcs B 4aCcToM 00-
pallleHH KO MHE COTPYIAHUKOB, MPH 3TOM HEODXOAMMO ONEPaTHBHO 3aMyCTHTh
KaKy1o-mMbo nporpammy, OTpeAaKTHPOBaTh WK CO3/IaTh JAOKYMEHT, TOJYYUTh OT-
yer u3 Gasel JaHHBIX, HA CO3/laHHE KOTOPOro MoeT ObITh 3aTPAueHO HECKOJIBKO
MHHYT, TOrj1a KaKk OCHOBHAs 3ajaya, BHIMOJHAEMAs HA HTOM KOMIbIOTEpe — pas-
paboTka NpHIOKEHHS — He J0JDKHA OCTAHABIHWBATLCA.

Ceasp ¢ HMureprerom y Hac obecrieuuBaercss no oObMHON TeneOHHOH NWHMH
(dial-up), npuyem Ka4ecTBO JIMHWHM OCTABJIAET JKeNaTh Jy4llero (8 Aymaio, 4To B
3ToM i He oMHOK). [lpouesypa OTNpPaBKU/TIONYHYEHHA MOMTHI MOKET 3aHHMAaTh
HECKOJIBKO JECATKOB MUHYT. PaHbllie B TAKME MOMEHTHI HUKAKMX APYTHUX ACHCTBUIH
Ha KOMIMBIOTEPE HE JIOMyCKAaNoCh, Ciy4aiHbiit c60i MOr npuBecTH K oGpbIBY CO-
€/IMHEHHS, J1a ¥ CaMO BBITIOJIHEHHE JIPYTHX 3a/1a4 B 9TO BPEMS OCJOMNKHEHO BbICO-
KoH 3arpyskoit npoteccopa. Temepsb 3amauu no OTNpaBKe W NOJYHEHHIO TOUTHI
B3an Ha cebs APEC. Ha PIU osra npouenypa 3anumaer BCcero mapy cekyHna, a
NajibLIe MOYTOBLIA CepBep caM PeryiapHO Mo PacinHCaHUI0 WIH NPH MOJyYeHUH
ouepeaAHOro coobLIeHHs 1S OTNPABKA 03BaHUBAETCS A0 MPOBAiaepa, OTIpasis-
er u noayyaer nouty. [lpu srom Ha PIU moxHo cnokoiino npojoxars pabory.
BuiBaer, uto Bo Bpems noakmoyeHus k MuTepHery pecypebl KOMNBIOTEPA pacxo-
JYIOTCA HACTOJIBKO aKTHUBHO, 4TO pabora ¢ ApYruMu NMPUITOKEHHIMH B 9TO BpeMs
neo3mokHa. CHora cnacaer APEC. [loka wner yctaHoBka CBA3W, MOXHO Cro-
koiHo pabortate. Kak TOJBKO CBA3bL YCTAHOBWIIACK, MOXKHO MOAKIIOHATECH K /IO~
bomy pecypey Murephera uepes npokcu-cepeep Ha APEC. [lpuuem, ecnu kom-
NJeKC BKIIIOYEH B CeTh, B OAHO W TO e Bpems B MHTEpHET MOKET BXOAMTL He-
CKOMbKO YeOBeK.

PaGora Ha kommblOTEpe BCerga COMpsXeHa ¢ PHCKOM NOTepu AaHHbiX. Jlna
YMEHBILEHUs 3TOr0 pPUCKa CNEAYET PEeryaspHO COXPaHATb KOMWM paboumx J0Ky-
MeHTOB. DTuM Toxke 3aHumaetca APEC B aBToMaTHUECKOM pexxume.
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YacTb 3azav no 05])&60'1‘1{8 AaHHbIX, KOTOPbIE MHE MPHXOAUTCH BLIMOJHATDL, 3aHH~
MaeT BecbMa NpoJosbKuTeNnsHOE Bpems. [Ipuuem HukakuxX AeACTBHI oT onepatopa
He TpeGyeTcs, ocTaeTcs TONbKO aath. [Tepenoxkus nogobHble 3anayu Ha rpouec-
cop 1 namsate APEC, moxHo npono/pkatk paGoTarh, He Tepss BpeMeHHW Ha OXKH-
AaHue.

Kpome Toro, spems ot Bpemern Ha APEC nponcxoaut cHHXpoHH3aLmMs ¢ yacamu
Ha cepeepe TOYHOro BpemeHW B MHTepHere. Mbl Bce y)ke NPUBBLIKIH K TOMY, YTO
Ha HallleM KOMTUIeKCe Bceraa TouHoe Bpems. Kak 910 HM CTPaHHO, paHbile Bpems
MOI'JIO OT/IHYATLCA OT TOMHOrO Ha ACCATKH MHHYT. HPOBGPBTE BpEMs Ha CBOEM
KOMIIBHOTEDPE. Ecnu BB He oﬁpamana Ha HEro BHUMaHHW#A CNEeLHalbHO, TO pe3yib-
TaT MOXKET Bac YIAHBHTbD.

Hobasum ko Bcemy, uto Ha APEC pabotaer aHTHBHPYCHBIH MOHHTOP, HE OTHM-
MaloLLKii pecypcos y PIU.

O6wenue ¢ APEC MoxeT npoHcXoanTh AByMs myTsMu. IlepBeiit myTh — oGbiu-
Hbl€ ceTeBble nanky. Bropoit myTe — noaxelit konTposs yepes Radmin. Ipu atom
Ha pabGoyeM crone PIU MoxkHO nepkath MUHHaTiOpHOe H300paxkeHue pabouero
crosna APEC. Ecau Heo6xoaumo, ero n1erko passepHyTh Ha Bech 3kpaH. [IpakTuye-
CKH, paboTas ¢ TAKHM KOMIJIEKCOM, TPYAHO MpeAcTaBuTh cebe, YTo UCnonb3yloTes
nea komretorepa. PaGoraer oaun komnaeke, peias obuiMe 3ana4d, HO HalU4Ke
ABYX TIPOLIECCOPOB M ABYX MATEPHHCKWX IUIAT MO3BOJIAET pellaTh 3TH 3a4a4M CO-
rnacoBaHHO M 6e3 HeMPUATHLIX 3aaepIkek U "3aBucaHuit".

[Tpencrasnser MHTEpec W TO, 4TO paspabateiBath U "oOkaTeiBaTh" ceTeBbie NMpH-
noKeHUs (ecnyu NpOrpaMMHUpOBAHWE BXOAMT B KPyr BALIMX WHTEPECOB W 3ajay)
MOXKHO Ha JokaneHoM pabouem mecte. Ecin Ha APEC ycranosuTh BTOpYIO ceTe-
BYIO MIATY ¥ HACTPOMTH MAPLIPYTH3ALMIO, TO MOXKHO BKIOYATH 3TOT KOMIEKS B
niobyto ceTb, He mepecTpanBas BHyTpeHHUX cBaseid. [Tpu atom PIU moxer Gbith
3aulMiieH OT HeGNaronpuaATHBIX BTOP)KEHWH W3 CeTH CYLUECTBeHHO Jyulue, 4Yem
NpH NPAMOM BIUTFOMEHHH Yepe3 KOHLIEHTPaTop.

TMons3ysck onucaHneM, HacTpouTb Radmin ans paboThl ¢ ABYMS KOMObIOTEpaMH
HecnokHo. Ho npumenss na APEC Windows XP, Bbl BeTpeTuTech ¢ CylecTBeH-
Ho#t npobnemoit: ecnu Ha 3kpaHe APEC (HeBMAMMOM [115 Bac) HE BbIBEAEHO TpH-
rnawenne Windows XP unu He ocyluecTB/ieH BXOA B CeaHC ToJib30BaTens, TO
Radmin He cpaboraer. B 310 Bpems Ha 3KpaHe KOMMBIOTEpa HAXOAWTCA CIUCOK
nonb3osatenedt, ¥ Radmin-server He 3arpyseH, npuyem Habaonaercs 310, Koraa
APEC He BKUIIOUYEH B IOMEH M MCHOJIb3YeTCHA BO3MOXKHOCTL OBICTpOro nepexsioye-
HUA Mexcay nonb3osarensmu. Ho Mel kak pa3 u ropopuin o pabore B JIOKaJbHOM
peKvMe, rAe HeT HMKakuX aoMeHoB. Ins Toro uto6bl Bbl MMETH BO3MOXKHOCTH
nponomkuTh akcnepumenTsl ¢ PIU u APEC, onuwiem npoueaypy noAKIO4eHHs
K KOMMbIOTEpPY MOA ynpaBieHueM onepauuoHHol cucrembl Windows XP ¢ no-
MOLLBLIO NPOrpamMMbl OCTYNA K yaalneHHoMY pabouemy cTony. B cripaBouHoit crc-
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Teme Windows XP a1oT Bonpoc ocBelleH HeCKOAbKO 3anyTaHHO JakKe VIS HMEero-
LHX oneiT paboThl ¢ cepBepom Tepmunanos B cucteme Windows 2000 Server, no-
3TOMY TPOHZIEM MOLIArOBO BECH MYTh HACTPOHKH J0CTYIA K YAaJIeHHOMY pabouemy
CTOIY.

Jlng npoBesieHNs OMHCHIBAEMbIX HACTpoeK Tpebyercs oOblYHbIH A0CTYN K KOMIb-
IOTEepy B JIOKAJILHOM peXXHMe C ero KOHCOIH (MOHMTOp, KllaBHATypa, Mbillb), a
Takxke HeoOX0AMMO OBIThH aIMMHHCTpaTOpOM KomnbioTepa. Ecin npeanonaraercs
UCMOTb30BAHHE KOMIJIEKCA HECKOMBKMMH TMOJb30BATENAMM, TO BCEX MX HA/O0 cje-
nate yneHamu rpynnsl Ionn3osaresn yaanenunoro paGouero crona (Remote
Desktop Users). Komnbtorep PIU moxer umersb m06yi0 onepalMoHHYIO CHCTEMY
cemeiicrea Windows, naunnas ¢ Windows 95.

OnucaHue HacTpoek APEC

Haunem ¢ Hactpoiiku APEC, ans yero Bblno/iHUM clieyloline AedcTBuA:

I. Ha naHenu ynpagneHus OTKpPOHTE KOMMNOHEHT YCTAHOBKA H yAaJlemue npo-
rpamm.

2. Haxmure kHonky Yeranoska komnonentos Windows.

3. BeiGepure komnoxent Internet Information Services (IIS) 1 HaxkmuTe KHON-
Ky Cocras.

4. B cnucke Internet Information Services — cocras BoiGepure anement World
Wide Web Service (Cny:x6a WWW) u naxmure knonky Coeras.

5. B cnucke Caymxba WWW — cocras ycranosute ¢nakok Remote Desktop
Web Connection (MuTepHer-noaxaiouenue K yaaieHnomy pabovemy crony) u
3aTeM HaxxmuTe kHonky OK (puc. 6.15).

B okue Mactepa komnonenro Windows naxkmure kHonky danee.

Orkpoiite aucnetyep ciyx6 Wurepuera. [1a sroro B Ilamenm ynpasaenus
ABaXK/bl LIEKHUTE HA 3HAa4yKe AJMuHHCTpuHpoBanue W Bbibepute Internet
Information Services ({ucneruep cay:k6 Mureprera). [Moasutes okHO, nokasaH-
Hoe Ha puc. 6.16.

PassepHuTe CTPYKTYpY Manok IO Mankd HMS_jOKaabHOro_Kommnelotepa\Be6-
yanel\BeG-y3en no ymonuanuio\tsweb.

LllenkHuTe Ha 3HauKe nanky tsweb npaso# kHonko# MeilM U BEIGEPUTE KOMAHY
CaoiicTna.

BeiGepure Bkiaaky BesonmacHocts Karajgora B auanorosom okHe CaoiictTsa
(puc. 6.17).

B rpynie AmoHHMEBIH J0CTYNl H NPOBEPKA NOAJIHHHOCTH HAKMUTE KHOMKY
H3meHnThb.
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Kamnornert Windows

Haciep goungnely s Windows:

B moxeTe pofasuTe Wi yaaMTE KoMnorenTe Windows XP.
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] o Word Wide Web Service 1.8 ME
b
mmunxam aduuﬂapmlwmw Serices clent
mtdomcwm Web
Towramos 22045 et )
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Puc. 6.15, Ycranoexa komnoHexTos Windows

"'z Internet Information Services

w I.ernethfnmeton senns 33 el
& £ HP-ADMIN (noxanetisit Komne:o! mbarh_mf

) ) Beb-ysmsi (9] bluebary gif ;
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Puc. 6.16. Qucnetyep cnywb WHTepHeTa

B nuanorosoM okxe MeToabl npoBepkH moaaunnoctH (puc. 6.18) ycraHosure
Gaaxok AHOHHMHLIH JoCTYN M ABaXKAkl LenkuuTe Ha kHonke OK.

Llenkuure Ha sHauke Cucrema 8 IMaunean ynpasienus.

Ha sknaake Yaaneunmoe ucrnons3oBaume (puc. 6.19) ycranosure ¢nawok Paa-
PEeIIHTH YAaJeHHbIH A0CTYI K 3TOMY KOMIbIOTEpY H HaxkmuTte kHonky OK.

B obGnacti JIncTanmnonnoe yupasjienne pabounM CTONOM HLKMUTE KHOMKY
BriGpaTs yaajnenHbIX N0bL30BaATENCH.
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Caoicrna: tsweb
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Pwuc. 6.17. Ceoiictea kaTtanora tsweb
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Puc. 6.18. Okro Meroasl NpoBepKy NOANWMHHOCTHA
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Puc. 6.20. OxHo MNMonb3osarenu yaanexHoro paGoyero crona

B nuanorosom okxe Ioawn3osaresn yaanenunoro pabGouero cronaa (puc. 6.20)
HaxMHTe KHONKY JloGaBHTE.
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lNMpumevyanue

Ecnu eauHCTBEHHBLIM MONL3OBATENEM 3TOr0 komnbioTepa Byaer ero agMuHUCTpa-
Top, To pobaenexve nonb3oeaTenei He TpebyeTcs.

B aunanorosom okne BuiGop: Moassosarean: (puc. 6.21) Hakmure kHonky Pas-
MellenHe, 4yTOObI 3aznartb o0macTe NoMcKa.

Hakmure kHonky Pasmemenne, uto6bl ykazaTs pasMellieHne (€M HET CETEBbIX
NONB30BATENSH, TO TOMBKO MOKANbHbIE YUETHBIE 3ATIMCH).

Haxwmure kuonky Tunei ob6bextoB, uroObl 0003HAYHTL THIBLI OOBLEKTOB, NMOWCK
KOTOpbIX TpeOyercs BbINOJHWUTE (AMeeTCs B BHAY — IPYNINsl WM OTIEJbHBIE
N0JIb30BATENH).

Bfscue wetothera:

C[femsomvens T - Iwwossesms.. |
 Bemapouswmecrs: =

* lppesctims jiMena '

" BpeuTe yuena eufiupaemsx o6berTon (Ipumeps):

Puc. 6.21. OxHo BeiBop: None3osarteny (CBepHyTo)

B none BeeauTe umena BhibHpaembiX 00LEKTOB (NpHMepBI) BBE/MTE HMEHA
HCKOMBIX 00BEKTOB.

Haxxmute kxonky IlpoepuTh nvena.

Haiina ums, naxmure knonky OK. Tenepb uMs nosiBUTCA B CMCKE M10J1b30BaTE-
neil 8 auanorosom okHe TosbzoBarenn yaanennoro pabouero croa.

V6eaurech B HaMYMKW HEOOXOAMMBIX paspelieHuii Ha YIajeHHOe MOAKIIOUeHHE
K JaHHOMY KoMIbloTepy W HaxmuTe kHonky OK.

OxHo BwiGop: Ioab3oBaTeam MOXKET BLIBOAWTHCH B JABYX BHAAX: CBEPHYTOM
(puc. 6.21) u passepuyToM (puc. 6.22). OkHO pa3BopauWBaeTCs MpPU HAXKATHH Ha
knonky Momosunrensno, B pazeepuyToM BUAE yueTHbLIE 3aMUCH NOJb30BaTENEH
MOXKHO HCKATh M BBIOMpaTh W3 CIUCKA, MPOKPYUUBAs €ro, a TakKe MNosBIseTca
BO3MOKHOCTH TMOMCKA M0JIb30BaTENEl MO Ha4ajibHBIM CHMBOAM HMEHH YUYETHOMH
3anucH (npu HakaTHH Ha kHonky Iouck).
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Butbop: NMonbsosarens
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B creayouem mece:

i pemsseice x] |

: ‘Q'J'!_;r._ei-u-uu‘ ]Mm _'_] I B - o R

1

e e Lt iy

Rx g L VI

] Administrator ~ HP-ADMIN
@ Guest HP-ADMIN
@ HelpAssisiant  HP-ADMIN
€1 1USR_HP-AD.. HP-ADMIN
€ IWAM_HP-A.. HP-ADMIN
@ SUPPORT 3., HP-ADMIN =
€5 SUPPORT b.. HP-ADMIN =

Puc. 6.22. OxHo Buibop: MNMons3osarenu (paseepHyTo)

Onucanue HacTpoek ans PIU

Beuinonnenue onucaHHelX panee npouenyp tpeOyercs we Beerpa. Ha oamoii us
mawnn ¢ Windows 98 okasanock 10cTaTouHbLIM BBECTH B CTPOKY azipeca B Opayze-
pe aapec MallMHbl IS MOAKIIOYEHHS, MOc/ie Yero HeoOXOAUMbIE KOMIOHEHTbI
aBTOMATHYECKH YCTAHOBWJIMCH C Moakouaemoit mawuuusl. Ho B cnpaBouHoit cue-
teme Windows Takas npoueaypa He onucaxa, noatomy Gyaem npuaepiusatbes

PEKOMEH/TYEMOH METOJUKH.
Hrak, BHINONAHKUM CAeaylolre aedcTrS:

1. Ha xomnbiorepe PIU, Ha KOTOpPOM ycTaHOBjEHA OMNEpalMOHHAs CHCTEMa
Windows 95, Windows 98, Windows NT 4.0 unu Windows 2000, BcrassTe B
JIMCKOBOJ yCcTaHOBO4HbIH KomnakT-auck Windows XP Professional.

2. [Ipn nosiBNeHHH Ha HKpaHe CTPaHHLIbI IPUBETCTBUS BoiOepHTE cebinky Buimoa-
HeHHe WHBIX 3a4a4, a 3aTeM BpiOepuTe BapuaHT YCTAHOBKA YAA/JEHHOr0

ynpapjienus pabounm cToJIoM.
3. CnemyiTe HHCTPYKLUHAM Ha SKpaHe.
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YcraHoBKa nogknioyeHus K pabouemy crony
komnbiotepa APEC

Hns nopkmovenns k Pabouemy crony xomnsiorepa APEC neoGxoaumo caenarts
cliepylouee:

1. YbeauTech, 4YTO BHITIONIHEHB BCe HEOOXOAMMbIE HACTPOHKH KOMILIOTEpa
APEC.

2. Y6enurech, uto PIU umeer axrusuoe noaxmovenne k APEC wm oba komne-
I0TEpa NOAKMIOYMEHbI K JIOKATbHOH CeTH.

lMMpumevyanue

CnpasouHas cuctema Windows XP roBoput o HeoBX0auMocTW NPUMEHEHUA B CETH
kakoro-nubo meToaa onpeaeneHns UMeH, HO 3To He oBA3aTensHo, AaXe HEBO3MOXK-
HO Npu nokansHoW pabote. EguHcTBEHHBIM HeyaoBcTBOM B aToM cnyyae Byger He-
obxoaumMoCTe MCnonb3oBaHWA uvucnoeoro |P-afpeca KOMNBIOTEPOB BMECTO CUM-
BONbHOTO.

3. Ha komnsiotepe PIU 3anycture nporpammy Microsoft Internet Explorer.

4. B none Aapec seaute IP-anpec karanora tsweb komnwiorepa APEC (aapec
3a/1a€TCA B BMJ/IC CTPOKM http://192.168.115.90/tsweb) H HAKMHUTE KJIaBHuly
<Enter>. Ha skpan Oynaer BbiBeaena crtpanviia Murepuer-noariiovuenne
K yaajgenuomy paGouemy croay (puc. 6.23).

lNMpumevyaHune

PasymeeTtcsn, 4TO KOHKpeTHOe 3HaveHune |P-agpeca AomkHO COOTBETCTBOBATL ajpe-
cy Bauwero komnsiotepa APEC. Agpec cTpaHuubl MOXHO coxpaHuTe B nanke W3-
BGpaHHoe ANA YCKopeHWs A0CTYNa K HER BNOCNEACTBMU.

5. B none Cepsep onsats eeaure IP-anpec komneiorepa APEC.

6. Ilpn HeoOXOAMMOCTH yKaxHTE pasmep skpaHa B none Pasmep u nocraebte
(pnaxkok OrnpaBHTL y4eTHbIe JaHHbIE LIS JAHHOT0 MOAK/TIOMeH s,

7. Haxmure knonky IoakmiounTs.

MpumevarHue

Ona pabGotel ¢ nporpammon MHTepHeT-noakni4YeHne K ynaneHHomy pabouemy
ctony Heobxogumo Hanuuue Internet Explorer 4.0 unu 6Gonee nosaxen sepcun. Ca-
ma nporpamma UHTepHeT-nogknoYeHMe K yaaneHHomy paboyemy cTony MOXET
BbiTh YCTAHOBNEHA Ha OAHOM U3 AOCTYMHLIX B CETW KOMNLIOTEPOB, Hanpumep, Ha
cepeepe, C KoTopkiM o6ecnevyera cBA3b yaaneHHbix paGoynx cronoe.

Jing NOAKMOYEHUs MOXKHO NpuMensTs ¥ nporpammy Ioakmouenne x yaanen-
nomy pabouemy CToJTy, KOTOpas SBASETCH YCOBEPLICHCTBOBAHHBLIM aHAJIOrOM
Knuenta cnyxk6 tepmunanos s Windows 2000 Server u MOxeT npHMEHATLCS
BMECTO Hero.

10 3ax. 1131
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Puc. 6.23. OkHo UHTepHeT-noaxknioYeHue kK ynaneHHomy paboyemy crony

Onuwem paboty ¢ nporpammoit IHoakaouenne k yianenuomy padouemy crouy:

1. Jins 3anycka naHHo# nporpaMmbl Hakmure kHonky Ilyek, nepeiiaure K nyHkTy
Iporpammel unu Bee nporpammst, Cranaaprasie, CBass u Buibepute npo-
rpammy IMoakmiovenne K yaajnennomy pabouemy croay. [lossurcs okHo, no-
KasaHHoe Ha puc. 6.24. JIns u3MeHeHHus napameTpoB MOJAKIOMEHUS (TAKHX Kak
pasmep dKpaHa, CBEICHHSA /11 aBTOMaTHYECKOro BXO/A W MapamMeTpbl Npou3Bo-
OUTENLHOCTH) Mepel MOAKMIOYEeHWEM Haxmute KHonky Ilapamerpbi
(puc. 6.26). IlponucTas BKIAIKH, MOXKHO HACTPOMTH AapamMeTpbli 0TOOpaXeHHs
W ynpaBieHWs yhaneHHbiM pabouum cTonoM. [l ycKopeHus aocTyna Bro-
cneacteuM Ha Bknaake O6mme HaxmuTe kHonky COXpaumuTh Kak, BBEAMTE
ums aiina napamMeTpoB NOAKIOUEHHUS H HaskmuTe kHonky Coxpanurtb. B no-
e Komnbiorep BBeaute uMms kommnbliotepa APEC (ecnuw B ceru paGoraer
cnyxba onpenenenns umeH) unu ero [P-aapec.

2. Haxkmure kHonky Hoak/aounTs.

Orkpsbiaercs auanorosoe okHo Bxoa B Windows B okte Yaanennbiii paGo-
ynii croa (puc. 6.25).

3. B aunanoroom okue Bxox B Windows BBeauTe uMs noib3oBarens, napoiib
nomen (ecnu Tpebyercs), a 3areM HaXXMuTe kHONKY OK.
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Puc. 6.25. OkHo Bxon B8 Windows (8 okHe YaaneHHeid paGounia cron)

[NoaxmoueHus coxpausiores B gaitnax ynanenHoro pabouero crona (¢ pacuupe-
uuem rdp). @aiin Tvna rdp COACPKUT BCE CBEACHWA O MOJKIIOYEHHH K cepBepy
TEPMHUHAIOR, BKJTIOHAs napameTphl, BBeaeHHbie Ha Biiaake Ilapamerpsi npu co-
xpaHenuu (aiina. Tlonb3oBaTennb MMEET BO3MOKHOCTbL CO3AaTh 11060€ KONHYECTBO
daiinos rdp, B ToM umcne Qaiibl NOAKIIOYEHHS K OTHOMY M TOMY ke cepBepy ¢
pasHbiMK HacTpoiikamu. Hanpumep, umeeTcs BO3MOXKHOCTL COXPAHUTE (aiin noa-
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KITIOUEHUs B MOMHOIKPAHHOM peikuMe W daiin noaKmoueHns ¢ pa3Mepom 3KpaHa
800x600. Maiinkl rdp MO yMONUAHUIO COXPAHAIOTCA Kak CKpbIThbie B nanke Mom
aokymenTsl. s pepakruposanus (akna rdp ¥ M3MEHEHHA CONEPIKALLUXCH B HEM
napamMeTpos MOAKMOYEHNS LWEeJKHHTE Ha WMeHH (aiina npasoit kHonko# u Beibe-
pute komanay HaMenursb.

'?"‘ no“lmm«-nm‘ K YZIANeHHoMNY mﬁ(neuy crany..
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Puc. 6.26. Owro MogknioueHue k ynanenHomy paGoyemy crony
€ passepHyTbIMI BKNaAKkaMi NapameTpos

Takum o6pa3om, Bbl umeere /Ba criocoba noakatoueHus Kk pabouemy crony APEC.
Hns cucrem ¢ Windows 9x npeanoururensHeil sapuant ¢ Opaysepom, ana
Windows XP — BapuauT ¢ nporpammoii Ioakmouenne ¥ yaanennomy paboue-
my croury. Ho 310 nuuib cyObekTHBHOE MHEHHE aBTOpa.

[Ipu noakmioveHuH K ynaneHHomy pabouemy cTONY MallWHbI, BKIIOYEHHOH B J10-
MEHHYIO CeTh (3aperMcTpUpOBAHHYIO HA CEpBEpe W HACTPOGHHYIO Ans paboTsl B
CeTH), TeKyIUMH ceaHc nonb3osatens Oaokupyerca. Ecau KoMnbloTep uMeer o-
KaJIbHbIH peskuM paboTshl, HO (U3MUYECKH BKIIOUEH B ceTh (aHanor pabotbl B UH-
TEpHETE), TO TEKYLUHid CeaHC CTAHOBMTCH HEAKTHBHbIM, & BCE 3aMylUEHHbIE Mpo-
rpaMMbl npoaosKaloT pabortath. Iloab3ysce 9THM CBOWCTBOM, Bbl MOXKETE MOA-
kmovatbes k pabouemy crony APEC noa pasHbiMM MMEHaMHM M 3aryckaTh He
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CBfi3aHHBIE JIPYF C APYroM nporpamMmel, npuuem 6e3 pucka ciy4ailHOro 3aKpbITHs
OJHOM U3 HHX.

lMpumevaHue

MpepcraenaeT uHTepec Takoi cakt: pabotaa ¢ yaaneHHbiM pabodunm CTonoMm, HeT
HeoBX0AMMOCTH BXOAUTL B CETb, Bbl MOXETe paboTaTh B CeaHce NnokankHoro nosb-
soearens. CnepfoeartensHo, paborare ¢ KOMNNEKCOM MOXHO B NOKANsHOM pexume
Bea HacTosLL el ceTu.

Ipw 3aBepuienun pabotsl ¢ ynanenubim pabouum cronom PIU (puc. 6.27) Bbl no-
Ny4aere BOIMOIKHOCTD BLIOOPA: MOMKHO 3aKpbITh ceaHc paboTsl ¢ pabouum cTooM
APEC, a MOXHO npocTo OTKIIOMHTLCH OT Hero. [lpu atom Bce nporpammel GyayT
npoao/KaTh (PYHKUHOHHPOBATH, TOT/A KAK Bbl MMEETE BO3MOKHOCTb HE3aBHCHMO
oT HUX paboTaTh ¢ pabouum crosom PIU.

T: 192168 11590 - ¥aancmisn pabouwsi cron

2w AT

Puc. 6.27. OxHo YnaneHHsid paGouni cton

Ha HacTpoeHHOM KOMILIEKCE MHOIMME 331241 MOTYT BbINONHATLCH B (JOHOBOM pe-
xume. Hanpumep, ecnn komnbiotep APEC nactpoen Ha npuem (akcos, Bam He
npuaeTcs OTBAEKATHCA OT PaboThl B MOMEHT MOJy4eHHs COOBLUEHHA MK JOKY-
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MEHTa, HO Bbl BCErJa MOXeTe MpoCMOTPEeTh MOJYyUYEHHbIE MATEPHAllbl, OTKPbIB pa-
Gouwnii cton APEC. axe ecnu y APEC nepocrarouno pecypcos i KOM(OPTHOH
paboThi NpH OJHOBPEMEHHOM BbIMOJIHEHWH HECKONBKHMX 3a[ad4, Bbl HE 3aMETHTE
sroro. Ha skpane PIU Bce Gyaer npoucxoauts Gsictpo. Ecau APEC Ha nporsike-
HHH HECKOJILKHX MHMHYT A03BAaHWBAJICA 10 MpOBaHiepa, 3aTeM HECKONbKO MHHYT
MosIy4an rnoyty, Bbl CMOXeTe, 3anycTHB nouTosblH kiuent Ha PIU, B nonu cekyu-
ABl NONYYHTH Bee coobuienus, uro 66 npuHatel Ha APEC. Ananoruuso, npu
OTHpaBKe 3HAYUTENbHOro o6bemMa MH(OPMALMK NO IEKTPOHHOH movTe Bam He
NpUaeTCs CMOTPEeTh, KAK MEJICHHO MPOMCXOIUT OTTIPABKA W MEepeXxuBaTh 1o mno-
BOZly npepBaBLIeiicsa CBSI3H, MOCKOJIbLKY TENEpb BCE MEANIEHHBIE MPOLIECCHl MOTYT
MPOUCXOANTL HE3aMETHO JUlA Bac.

Pa3paboTuuKOB TMPHUIOKEHHWIH KIUEHT-CEPBEP MOMKET 3aUHTEepecoBaTh BOIMOINK-
HOCTb paboThbl Cpasy ¢ ABYMs YacTAMHU MPUIOKEHHS — CEPBEPHON H KIHEHTCKOM.

anMBHﬂﬂ ONMUCaHHBIA KOMMNJIEKE Ha NPaKTHKE, Bbl Halinere Y HETO ELIE MHOMKECT-
BO MOJOYKHTETbHBIX Ka4€CTB.

He MmeHbLuyto nons3y pabora ¢ yaaneHHsIM paboyuM CTOIOM crnocobHa NpHHeCTH
1 B GoablLO# ceTH, a Takike npu paborte yepes MHTepHeT Wk TeneoOHHYIO CeTb.
HactpanBas mapameTphbl AOCTYNa, MOXHO MHHMMHM3HPOBaTh TPadHK M YCMELIHO
paborarh npu He caukom GeicTpoii cBa3M (MoaeM). Hekoropas MeaTHTebHOCTS
cBA3H GyleT KOMMEHCHpOBAaHA CAMOM BO3MOXKHOCTBIO MOAKIIOYATECS K CBOEMY
KOMMNBIOTEPY, HAXOAALLEMYCs B JIeCATKAX KunomeTpax ot Bac. [puaercs, npasna,
HacTpPOMThb cepeep yaanenHoro aoctyna. [ina Windows 98 npouenypbl HacTpoiiiu
OblIM OMMCaHbl I0CTATOMHO MOAPOOHO, PacCMOTPHM HACTPOIKY cepBepa ynaneH-
Horo poctyna ans Windows XP. B cnpaBouHO# cucTeme 370l onepauMoHHOM
CHCTEMBI OMUCHIBAETCA MOAKIIOUEHHE YAaNeHHOro A0cTyna K pabouemy mecty no
TeneonHo# nuHUK. YToGel co3naTh noaknOueHHe yAaleHHOro Joctyna k pabo-
yeMy MecTy no TeseoHHOH NHHUH, HaXkMuTe KHonky Ilyek, BeiGepure KoMaH/b!
Hacrpoiika u ITanens ynpasaenns, 3atem npaxabl uienkaure Ha 3navke Cere-
Bble noaxmovennst. B rpynne Tunuunsie 3axaun wmenkHure cebiiky Macrep
CeTeBOro MOAK/IOMEHNs M 3aTeM Haykmute kHonky anee. BuibGepure sapuant
IMoaxmiounTe K ceTH HAa paGovem mecTe U HaXkMuTe KHONKY Janee. YeraHosute
nepexniouarent B nonoxkenve [Moakaovenue yaajseHHoro XoCTyna, HakMuTe
kHonky JaJee u cneayiiTe yka3aHUsAM MacTepa HOBOrO MOAK/IIOYEHHS.

Y nanenHblt A0CTYN K KommnetoTepy obecneunsaercs ciyxboit Jucneruep aBro-
NOAKMIOYEHRIT YAANEHHOr0 J0CTYNAa, KOTOpas BKJIIOYAETCH M0 YMOJYAHHIO HA
komnetoTepax Windows XP Professional, He sBasiowuxcs 4neHamMu I0MEHOB, a
taoke B Windows XP Home Edition. Ecnu Baw koMnbioTep BKIIOYEH B JIOMEH,
v JIucneryep aBTONOAKJIIOYEHHI YIaJeHHOro J0CTyna OTK/II04EeH Mo Apyron
NpHYHHE, €ro HEeTPYAHO BKMOMHTb, YTobbl 3anycTuts Jlucmervep aBTo-
NOAKJIIYEHNH YAAJEHHOr0 J0CTYNa, OTKpoHTe nochenoparensHo Ilamens
ynpasjenus | AIMHHHCTpHpOBanue | Ynpapienne KomnbloTepoMm | CayxGoi
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1 npuaokenns | Cayx0Os1, B npaBoii naHenn okHa YnpasJenne KoMObIOTepoM
IEJIKHATE NpaBoil KHOMKOH MbiiM Ha ciyxbe ducneruyep aBTonoaxk/ 0OYeHMil
yaanenunoro gocryna v Bbibepute xomanay 3anycruts. B cronbue Cocronnue
nossutes nometka Paboraer.

B cpene Windows XP ne Gyner paborars nporpamma ServerOK, ¢ nomouibio Ko-
TOPOH MOXKHO GbINO BKIOYATH U BIKIIOUATH BO3MOXKHOCTD YAAJIEHHOIO J0CTYMNA K
komneioTepy noja ynpasnenuem Windows 98 (anpec nporpammsl B UHTEpHETE —
http://serverok.da.ru/). Ho Windows XP nossonser ynpasnsats cBouMu ciysxba-
MM U3 KOMaHAHO#M cTpoku. [l 3anycka u octaHoBKH ciy6sl Jincneruep aBTo-
NOAKJIIOMEHHI YAAAEHHOT0 A0CTYNA J0CcTaTOMHO B bat-haiin BiounTh KOMaHIy
sc start RasAuto MJIM sc stop RasAuto. [lpu 3TOM, ecnu Ball KOMMbIOTEpP Ha-
CTPOEH M Ha TpueM (pakcoB, a MOJEM He MOXET OTIHYHTh MOMBITKY YAAJEHHOro
JOCTYyna OT nepenaqu (akca, MOXKHO ynpaBnate W cayxOoi Fax, npumenus
KOMaHbl sc start Fax M sc stop Fax. Hamo ckasare, uto 8 Windows XP npak-
THYECKH Bce ¢y KObl 0MYCKalOT ynpasieHWe U3 KOMaHAHO#| cTpoku. BosmoxHa
aBTOMaTH3aLUs NPOLIECCOB BbI30BA M NpUEMa Bbi3oBa KoMnbioTepom. Jns Bknaio-
YeHHA BBI30Ba MO TeNleOHY MONKHO MCNONb30BaTh kKoMmaHay rasdial ¢ napamerpa-
MH, KOTOpbIe €CThk B CrpaBKe Nno aaHHoi komanae. Komanaa rasdial, seinonsenHas
6e3 napameTpoB, Noka3biBAET COCTOAHHE TEKYLIHX NOAKIIOYEHHH,

Jns paboThbl ¢ KOMMIEKCOM MOXKHO MPUMEHHTH NPOrpamMMbl W3 CNeAYIOLIero rne-
peuHs:

1. Touroskiit cepsep Courier Mail Server (CMS 1.56). Azapec nporpamMMmbi
http://courierms.narod.ru.

2. Radmin (Remote administrator). Aapec nporpamMmsl www.radmin.com.

3. Tlpoctoit Web-cepsep AnalogX Simple Server. Anpec nporpammsi
www.analogx.com.

4. Tlpocroii npokcu-cepsep AnalogX Proxy. Anpec nporpammsl www.analogx.com.

5. FTP-cepsep TYPSoft FTP Server. Anpec nporpammsl www.typsoft.com. I1pu
HeoOX0AMMOCTH MOXKHO MpoYMTaTh onucande Bepcuu 1.08 Ha pycckoM a3bike
no aapecy www.kadet.ru.

Bece nporpammsi (kpome Remote administrator, koTopas 6e3 perucTpaunu MOXeT
pabotars 40 gHeit) GecnaTHbl, COBMECTHMEI C JIIOOOH OnepauHoHHON cHCTEMOIH
cemeiicrsa Windows 1 onpoGoBatbi aBTOPOM B AEHCTBHM.

B onucaHHOM TaHAEMe KOMIBIOTEPOB [OMYCKAETCHd TNMPHUMEHATb BHUPTYalbHbIH
KOMMBIOTEP, KOTOPBIH CMOXKET BbINONHATh (PYHKLIMH, HE COBMECTHMbIE C TEMH, YTO
BBIMOJIHAIOTCSA HA pealibHOM KoMmIibloTepe. Ecni y peanbHOM MaliMHbl 0CTATOYHO
pecypcoB, TO B BHPTYQIbHOM BHIE MOryT paboTaTh [OMONHUTENbHbIE CEpBEpbI
CETH, KOTOpBIC B JajbHEHIIeM, NMPH HATHYHUH CPEICTB, MOKHO "mepecenuTs” Ha



296 nasa 6

peajibHble KOMILIOTEPDI. To €CTb, 3TO OTNUYHBIA MOJWIOH AN 3KCMNEPHMEHTOB
B CETH.

Kak yie ormeuanoch pasee, nposos Jiio0bie HaCTPOHKH Ha cepeepe, HeoOXOIUMO
JAOKYMEHTUPOBATh BCE W3MEHEHHs. YBNEKIIHCh IKCIIEPHMEHTOM, JKenas A00UTheS
pesyabTata Kak MOxHO ObicTpee, Bbl Moxere "sabnyaumteca" B napamerpax
ceoiicTeax. O6Hapy:KHB noc/ie HeyJa4HoOro 3KCrepuMeHTa, MTO B CeTH YTO-TO Me-
pecrano paborarb, BaM NpUAETCH O4EHb J0JT0 MCKaTh NPHYHHBI NPOGNEMBI, ecan
He JIOKYMEHTHPOBAH BeCh MyTh BAaLUUX 3KCnepumMeHToR. Baiu 3anucu, kak knybok
B CKa3Kax, MOKaXKyT BaM BBIXO/ M3 He3Hakomoro "neca'.

[lpoBoas 3KCNEepUMEHTBI aKKypaTHO, Bbl HalzeTe Ui CBOGH CETH MHOXECTBO Mo-
JIE3HBIX H MPOCTLIX CPEJCTB, NOMOraloUKUX peLllaTs 3a/lavH, KOTopbie, Ha l'IethIﬁ
B3rNIA, TPEOYIOT 3HAUMTENBHBIX 3aTPAT /114 CBOEH peanH3allii. |



MPUNOXEHUE

CnpaBou4Hble cBepeHus

PaboTas B nokanbHOM ceTH, Bbixoas B MHTepHeT, HACTpanBas MapupyTH3auuio u
APYrHe CEPBHUCHI CETH, Bbl MocToRHHO Oynete uMers Jeso ¢ IP-agpecamn, mackamu
nojcery. Eciu He B 00bIuHOM pescume paboThl CETH, TO BO BpeMs IKCNIEPHMEHTOB
B HEW Bbl MOXKETE CTONKHYThCA ¢ KoHnnkTamu IP-agpecos, PaGora cny:x6 DHCP
u WINS, a taxske DNS-cepsepoB nomoraer opraHm3oBaTh azpeca CETH M MpUBS-
3aTh K NOHATHBIM WmeHam. Ho camu IP-anpeca He mMoryT ObITh NPON3BOILHO Ha-
3HAYeHbl KOMMbIOTEPAaM MM APYruM ycrpoiicTeam, pabotaiomum B ceti. [lis yse-
peHHoli opueHTauud 8 npoctpancrse [P-anpecos HeoOX0AMMO 3HATL AWANA30HBLI,
Ha kotopele pasbuthl IP-aapeca, a Takike 06nacTh NPUMEHEHHS TOrO WM HHOIO
nuanasona. Kpome cobeTenHo aapeca, npumenseTcsa Takoe croifctso [P-anpeca,
KaK macka nozcetd. Paborarth ¢ 9TOH XapakTepucTHKOH Oyner HamHOro nerve,
€cny BHUKHYTh B ee cyTh. Ho ans 3Toro npuaercs npuMeHHMTh JBOHYHYIO M
LIECTHAALIATEPHYHYIO CHCTEMBbI cuucieHus. Marepuansl, npuBeaeHHbIe aanee,
NoMOryT Bam B ocBoeHnH pabotel ¢ IP-anpecamu.

MpoTtokonbl TCP/IP

IMportokonsl TCP/IP oreeyator 3a nepeaauy uHpopmaliuy, npoxojsieii no ceTu, 1
nansHeituuit ee npuem. Iporokon TCP genut BClO MH(POpMAUMIO, NOANEKALLYIO
nepezaave, Ha otaenbHble 610k — nakerst. [TpoTokon IP aTH nakeTsl Hymepyer U
MOCHIIAET MO 3apaHee ornpejeneHHoMy LHdpoBOMY ajipecy B BHAe Kazapa uHbop-
MallM¥ — T1aKeTa, B KOTOPbI BNOXKEH rnakeT, coznaHHulii no npotokony TCP. Ha
MPUEMHOM KOHLIE Tpoueaypa Bbinoatsercs 8 obparnom nopsake. Nakerst npuHn-
MaloTCsl, COPTUPYIOTCA M cobupatoTest B uexoaHom covetanuu. Lludposoii, a sep-
nee |P-anpec npeacrasnsier coboil verbipex6aiTHYIO NocnenOBATEIBHOCTE YHCE,
3anUchIBaeMbIX 0ObIYHO B JACCATHUHOM BHlE, Hanpumep, Tak: 192.168.55.3. Cetu
YCJIOBHO AETATCA HA KNACChI, KAKJAOMY H3 KOTOPLIX COOTBETCTBYET CBOM AManasoH
azapecos (tabn. I11).
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Ta6nuya 1. Juana3oHsl agpecos /1A KNaccos ceted

Knace | Macka 3apezepBupoBaHHble
ceTu | nogceTtu Bvnniason agpeca
A 255.0.0.0 01.0.0.0 —126.0.0.0 10.0.0.0
127.0.0.1
B 255.255.0.0 128.0.0.0 — 191.255.0.0 169.254. X.X
C 172.16.0.0
no 172.31.0.0
C 255.255.255.0 | 192.0.0.0 — 222.0.0.0 C 192.168.0.0
no 192.168.255.0
D 255.0.0.0 224.0.0.0 — 239.255.255.255
255.0.0.0 240.0.0.0 — 247.255.255.255

Anpec 127.0.0.1 3ape3epsupoBan JUis opraHu3anuu o6paTHON CBA3M NPH TECTHPO-
BaHWH paboTel nporpammHoro ofecrneuenus ysa 6e3 peanbHO# OTTIPaBKH nakera
1o ceTH. ITOT aapec umeeT Hazsanue loopback.

Macka noaceTy ykaspigaeT Ha OuThI, NpeaHasHaueHHbie Juis o0ozHaueHus anpeca
CETH, B OCTAJILHBIX MO3HLMAX JOJUKEH pacrofiarathes aapec komnsiotepa, [puse-
AeHbl TaKoke MPUMEHAEMBbIE MANAa30Hbl APECOB JUTA KAXKIOro KJlacea, a Takke 3a-
pesepsupoBaHHbie Ans oco0bIX Ciydaee ajapeca, He npumensemslie B Hutepuere.

CrpykTypa anpeca craHoBuTcs Gosiee NMOHATHOM, ecii 3anucaTh ero B JABOMYHOM
kope. Hanpumep, macka 255.255.255.0 B 1gBOMYHOM KOJe BBIFNAIHT TakK:
ITIT11T 1111011 0.11111111.0. Bee mosuumu, npeaHasHadeHHbie [0S 3arucu
ajapeca ceTH, 3aHATHl eauHuuamMu. Agnpec 198.168.55.1 BeirnsguT Kak:
11000110.10101000.110111.1. Tlo TaGauue MOKHO OMPEANUTb, YTO 3TO ALPEC
cetH knacca "C", m aapec KoMnbioTepa BhIpaxkeH eAuHULECH. Yem Boile Knace ce-
TH, TeM DOJIblLIE MOJKET CYLIECTBOBATEL AJPECOB CETH W TEM MEHbLE KOMIbIOTEPOB
MOJKET HaXOAWThCs B TakoH ceTH. Tak, B kiacce A MoxkeT ObiTh 126 cereld, B Kaxk-
J0i U3 KoTopbIX — 254x254x254 xomneioTepos, a B knacce C— 30x254x254
ceTeit, B KXAOM M3 KOTOpbIX 254 KOMNBIOTEpa. DTOT pacyeT oueHb NPUOIU3U-
TeJIbHbIHM, NMOCKOJIbKY HE YUMTBHIBAET BbiAENECHHUS TPYNi aApecoB BHYTPH AUana3o-
HoB. Ka<ibli KOMNBIOTEP B CETH WMEET CBOH YHHMKANbHbIH ajipec, Ha3HaYeHHbIH
aJIMMHHUCTPATOPOM HMJIH MoJy4eHHbIH aBTomaTnyeckd. MIMeHHO Takue ajapeca Boc-
npuHUMaeT nportokoi IP.

Jaxke B camoii cOXKHOM ceTH, Jonyckalouleit nepenady MHdopmalmu no Hanbonee
KOPOTKOMY WJIH HAMME@Hee 3arpy)K€HHOMY B HACTOSILIMIT MOMEHT MYyTH, NaKeThl Ha
MPHEMHOM KOHLE COPTHPYIOTCA B MOCNEN0BATENBLHOCTH UX MEpeaaY, B TO BpeMA
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KaK peajbHas nocaeaoBaTe/bHOCTb NPHEMa MOKET CYLIECTBEHHO OTJIMYMATHCA OT
ucxoHoH. TeM He MeHee uckaxkeHHH HHGOPMALIMK HE NPOMCXO/HT.

OnucaHune paclumpeHuit Macok rnoaceTn

B oraensHbIX cayuasx GeiBaeT y06HO MCMonb30BaTh 3HAYEHWE MACKH MOACETH C
paciuupenuem. ITo N03BOJISET JIOTHYECKH Pa3ieNInTh CeTH OIHOTO KJjlacca, a Mak-
CHMaJIbHOE 3HAYEHHE ajipeca CeTH B IBOMYHOM KOJe NpPEeCTaBAeHO HENpepbiBHBIM
panoM eaunuil. Camo pacuiMpeHHe — 3TO YHCIO ABOMUHBIX €JUHHLL B 3HAYEHHUH
macku mnoacetd (Tabn, I12). Jlnana3oH aapecoB, NpHMEHAEMbIH Ui JIOKab-
HbIX ceTed ¢ BbIXosioM B MurepHer: ¢ 192.168.0.0 no 192.168.255.0. 3anucs
192.168.0/24 nokasbiBaet cerb ¢ aapecamu 192.168.0.x ¢ ABymACTaAMH NATHIO-
NECATHIO HEThIPbMS BO3MOXKHBIMM afipecamu y3nos, 3anuck — 192.168.0/25 roso-
put 0 noacet ¢ 127 yanamu, Kak u 3anuch 192.168.128/25. Tlpu atom 3anucsh aa-
peca cermenTa cetd —192.168.0/16 roBoput o ceTH, KOTOpas MOXKET COAEPHaTh
64 516 y3nos. Ina ofiiero npyMeHeHNs Takue 3Ha4YeHHs aPecCOB HE PEKOMEHI0-
BaHbl, HO B 3aKPBITBIX CeTAX MX MOXHO MCnoab3oBarbh, kak W aapeca 10.0.0/24.
Paciuiupenue, Takum o6pazom, nosponser Gonee TOUHO ykasaTh HA3HAYEHHE ajape-
ca, He3aBUCHMO OT MPHHATHIX JOrOBOPEHHOCTEH O MPHMEHEHWM QMana3oHOB aj-
pecoB.

Tabnuya N2, PaclumpeHue Macok nogcetn or 24 go 32

Macka nogcern 255.255.255.0 /24 (11111111.11111111.11111111.00000000)

1 noacers

HaumeHbwwuii IP

Hauwbonswwi IP

HaumeHblunin lF;

Hawbonswwi IP

x.x.%.0

X.X.X.255

Macka noacern 255.255,255.128 /25 (11111111.11111111.11111111.10000000)

2 nogcetum

HaumeHbwumia IP

HauBonbwwi IP

HaumeHbwwn IP

HauBonbwwui IP

x.%x.x.0

x.X.x.127

X.X.X.128

XX X205

Macka nogcern 255.255.255.192 /26 (11111111.11111111.11111111.11000000)

4 nogcety

HaumeHbwun IP

Hau6onbwwui IP

HaumeHbwwia IP

Haubonbwwun IP

X.X.x.0

X.X.X.63

X.X.X.128

X.X.X.191

X.X.X.64

wXXA27

x.%x.x.192

X.X.X.255
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Ta6nuya N2 (npogomxexue)

Macka nopceTn 255.255.255.224 /27 (11111111.11111111.11111111.11100000)

8 noacerein

Haumenblwmui IP

HawGonswui IP

HaumeHbwmwn IP

Haubonewwun IP

X.X.x.0 X.X.x.31 X.X.x.128 x.X.x.159
X.X.%.32 X.x.x.63 X.X.X.160 x.x.x.191
X.X.X.64 X.X.x.95 X.X.x.192 X.X.x.223
X.X.%.96 x.x.x.127 X.X.X.224 x.x.x.255

Macka nogcetn 255.255.255.240 /28 (11111111.11111111.11111111.11110000)

16 noaceren

HaumeHbwwis IP

HauBonewun IP

HanmeHbwwn IP

HauBonbwui IP

x.x.x.0 x.x.x.15 X.X.X.128 X.X.x.143
X.X.X.16 X.X.x.31 X.X.x.144 X.x.x.159
X.X.x.32 X.X.x.47 X.X.x.160 X.x.X.175
X.X.X.48 X.X.x.63 X.X.x.176 x.x.x.191
X.X.X.64 X.X.X.79 x.x.x.192 X.x.x.207
x.x.x.80 x.X.X.95 x.x.x.208 X.X.X.223
X.X.X.96 xx.x.111 X.X.X.224 X.X.X.239
X.X.x.112 x.x.x127 X.X.X.240 X.X.X.255

Macka nogcetn 255.255.255.248 /29 (11111111.11111111.11111111.11111000)

32 nopcetv

HaumeHbwui IP

Hau6onbwwni IP

HavmeHbwwnn IP

HauBonbwwuii IP

x.x.x.0 X.X.X.7 X.X.X.128 X.X.x.135
X.X.X.8 x.X.x.15 x.X.x.136 Xx.X.x.143
X.X.X.16 X.X.x.23 X.x.X.144 X.X.x.151
X.X.X.24 x.x.x.31 X.X.X.152 x.x.x.159
X.X.x.32 x.x.x.39 x.X.X.160 x.X.x.167
X.X.x.40 X.X.x.47 X.X.X.168 X.X.x.175
X.X.X.48 x.X.x.55 XX.X.176 Xx.x.x.183
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Ta6nuya M2 (npogomxerue)

HavmeHbwuii IP

Hau6onbwuin IP

HaumeHbwni IP

Haunbonbwwi IP

X.X.X.56 X.x.x.63 X.X.x.184 X.x.x.191
X.X.X.64 XXX 71 X.X.X.192 X.x.x.199
X.X.X.72 XX.X.79 x.x.x.200 X.X.x.207
x.%.%,80 X.x.x.87 X.x.x.208 X.x.x.215
x.X.x.88 X.X.x.95 x.x.X.216 X.x.x.223
X.X.X.96 x.x.x.103 X.X.X.224 X.x.x.231
X.x.x.104 x.x.x.111 X.X.X.232 X.X.X.239
x.x.x.112 x.x.x.119 X.X.x.240 X.X.X.247
X.X.X.120 X.X.X.127 X.X.X.248 X.X.X.255

Macka nogcern 255.255.255.252 /30 (11111111.11111111.11111111.11111100)

64 nogcetn

Haumenswuia IP

Hauwbonbwmnn IP

Haumenbwmuia IP

Haubonbwwun IP

x.x.X.0 X.X.%.3 X.X.X.128 X.x.x.131
X.X.X.4 X.X.X.7 x.x.x.132 x.x.x.135
X.X.X.8 x.x.x.11 X.X.X.136 X.x.x.139
xxx:12 xx.x.15 x.x.x.140 X.X.X.143
X.x.x.16 X.x.x.19 X.X.x.144 x.x.x.147
X.x.x.20 XXx:23 X.X.x.148 X.X.%.151
X.X.X.24 X.x.x.27 x.x.x.152 X.X.X.155
X.X.X.28 x.x.x.31 X.X.X.156 x.x.x.159
X.X.X.32 x.x.%.35 X.X.x.160 X.x.x.163
X.X.X.36 x.x.x.39 X.X.x.164 X.X.X.167
X.X.x.40 X.X.x.43 X.X.X.168 x.X.x.171
X.X.x.44 X X.X.47 X.X.X.172 Xx.X.x.175
X.X.x.48 x.%.x.51 X.X.X.176 X.X.X.179
X.X.X.52 x.x.x.55 X.x.x.180 x.x.x.183
XXX.56 x:x:x.59 x.x.x.184 x.X.x.187
X.X.x.60 x.X.X.63 x.x.x.188 x.X.x.191
x.X.x.64 XX X.67 x.X.x.192 X.X.X.195
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Ta6nuya M2 (okoHuyaHue)
Haumenbwwui IP | HanGonbwun IP Haumenbwwui IP HauGonswwi IP
X.X.X.68 XA T1 X.X.X.196 Xx.X.x.199
X.X.X.72 X.X.X.75 X.x.x.200 x.x.x.203
X.X.X.76 X.X.X.79 X.X.X.204 X.X.x.207
x.x.x.80 X.X.X.83 X.x.X.208 xx.x.211
X.X.x.84 X.X.X.87 xX.x.212 Xx.X.x.215
X.X.x.88 X.X.X.91 X.X.X.216 x.x.x.219
x.X.X.92 X.X.X.95 X.x.x.220 X.X.X.223
X.X.X.96 X.x.x.99 X.X.X.224 X.X.X.227
x.%x.x.100 Xx.%.%x.103 X.X.X.228 X.X.%.231
X.x.x.104 x.X.x,107 X.X.X.232 X.X.X.235
X.X.x.108 xx.x.111 X.X.X.236 X.x.x.239
x.x.x.112 x.Xx.x.1156 X.X.X.240 X.X.X.243
x.X.x.116 x.x.x.119 X.X.X.244 X.X.X.247
x.x.x.120 X.X.X.123 X.X.X.248 X.X.%x.251
X.x.x.124 x.X.X.127 X.X.x.252 x.x.x.255

B Ttabn. T3 nokazaHa cBS3b MeXIy paciiUpeHHEM MAcKH MOJCETH, ABOMYHOM
3anucbio Macku M nobaiiToBoiil 3anuckio ans 32-pa3psaaHsiX agpecos. B konue
CTPOKM YKa3aHO KO/IMYECTBO ceTeH M MX KJ1acc, KOTOpble MOryT ObiTh CO3JaHbl C
TIPUMEHEHHEM AAHHONW MACKM.

Tabnuya 3. CeAsb MeXay paclumpeHnemM Macku rnogeerty,
JIBOWYHOU 3arnckI0 Mackiy U NobanToBol 3annckio

rocu. | Moo oo Moairones o | Ko | ks
10 00000000.00000000.00000000.00000000 | 0.0.0.0 256 A
n 10000000.00000000.00000000.00000000 | 128.0.0.0 128 A
12 11000000.00000000.00000000.00000000 | 192.0.0.0 jil 64 A
13 11100000.00000000.00000000.00000000 | 224.0.0.0 32 A
14 11110000.00000000.00000000.00000000 | 240.0.0.0 16 A
/5 11111000.00000000.00000000.00000000 | 248.0.0.0 8 A
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Tabnuya I3 (oxoH4aHue)

| | i npencrasnawne | Kon: | Knace

/6 11111100.00000000.00000000.00000000 | 252.0.0.0 4 A
7 11111110.00000000.00000000.00000000 | 254.0.0.0 A
18 11111111.00000000.00000000.00000000 | 255.0.0.0 1 A
19 11111111.10000000.00000000.00000000 | 255.128.0.0 128 B
/10 11111111.11000000.00000000.00000000 | 255.192.0.0 64 B
11 11111111.11100000.00000000.00000000 | 255.224.0.0 32 B
/12 | 11111111.11110000.00000000.00000000 | 255.240.0.0 16 B
/13 11111111.11111000.00000000.00000000 | 255.248.0.0 B
114 11111111.11111100.00000000.00000000 | 256.252.0.0 4 B
15 | 11111111.11111110.00000000.00000000 | 255.254.0.0 B
/16 11111111.11111111.00000000.00000000 | 255.255.0.0 1 B
n7 11111111.11111111.10000000.00000000 | 255.255.128.0 128 Cc
18 11111111.11111111.11000000.00000000 | 255.255,192.0 64 Cc
19 11111111.11111111.11100000.00000000 | 255.255.224.0 32 c
/20 11111111.11111111.11110000.00000000 | 255.255.240.0 16 c
/21 11111111.11111111.11111000.00000000 | 255.255.248.0 8 C
122 11111111.11111111.11111100,00000000 | 255.255.252.0 4 c
123 11111111.11111111.11111110.00000000 | 255.255.254.0 2 c
124 11111111.11111111.11111111.00000000 | 255.255.255.0 1 C
125 11111111.11111111.11111111.10000000 | 255.255.255.128

/26 | 11111111.11111111.11111111.11000000 | 255.255.255.192

127 11111111.11111111.11111111.11100000 | 255.255.255.224

128 11111111.11111111.11111111.11110000 | 255.255.255.240

129 11111111.11111111.11111111.11111000 | 255.255.255.248

/30 11111111.11111111.11111111.11111100 | 2565.255.255.252

/31 11111111.11111111.11111111.11111110 | 255.255.255.254

132 11111111.11111111.11111111.11111111 | 255.256.255.255
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ITpumep Toro, kak npeobpasosars asouunoe 3nauenue 11000000 B gecsruunoe
npeacraenenue (192):

11000000 Bin = 128x1 + 64x1 + 32x0 + 16x0 + 8x0 + 4x0 + 2x0 + 1x0
=128+64 +0 +0 +0 +0 +0 + 0
=128 + 64
=192

CooTBeTcTBME PYCCKUX M aHINUACKUX
HauMeHOBaHuii O6bEKTOB CUCTEMbI

B zaBucumocty ot Bepeun OC, yeTaHOBIEHHBIX NakeTOB 0OHOBNEHUI, BAPHAHTOR
JIOKAJIM3aLMH, A TAKXKe OT HEKOTOPLIX JIPYTHX NMPHYMH UMeHa 00LeKTOB, Ha3BaHUA
OKOH ¥ MEHIO MOTYT BCTPeYaThCs ¥ Ha PYCCKOM, W HA AHTIMHCKOM A3bike.
B Tabn. [14 npuseseH cnucok COOTBETCTBHA HEKOTOPBIX PYCCKHX H aHTIHHCKHX
HAaUMEHOBaHUH, KOTOPbIE MOTYT ObITh NPHBE/ICHBI B OKHAX H MEHIO NO-aHTJTHHCKH,
HecMoTps Ha 1o, uto OC pycuduuuposana.

Ta6nuya 4. CooTBeTCTBUE HEKOTOPBLIX aHITIMACKUX U PYCCKUX HaUuMeHOBaHWi
aneMeHToB uHTepgberica

AHMNMUIUCKOe HaMMeHoBaHne

Pycckoe HaumeHoBaHne

Action

[Levictene

Active Directory

Cnyxb6a karanoros Active Directory

Administration

AAMUHWCTPUPOBaHWE

Choice computer

Bbibop komnbioTepa

Common resources

OBwwme pecypcsl

Computer Management

YnpaeneHue KoMNbIOTEPOM

Domain

Homen (OBnacTtb cetv)

Internet Information Service

CnyxGbl UuTepHeTa

Local Security Setting

JlokanbHble napameTpkl GeaonacHocTu

Open OTKpbITE

Start Myck

Subnet mask Macka nogcetu
World Wide Web Service CnyxBa WWW




CnpaBoyHbie cBefjeHNA 305

OB6b14HO Yy HAYHHAIOUWMX AAMHHHCTPATOPOB BOZHUKAIOT 3aTPYAHEHNS NPH TIOHCKE
Heobxoaumoi ciyxk6el B okte Ciryx6ni (Services). Yncno cayi6, kotopble nepe-
YUCIEHBI B 3TOM OKHE, MOXKET M3MEHATBCA B 3aBMCHMOCTH OT YCTAHOBJIEHHBIX
KOMTOHEHTOB CHCTEMBI M Apyrux nporpamm. Haumenosanus cnyx6, kak u camoro
OKHa, MOTYT OBITh PYCCKMMH MW anrinickumu, s ynpouienns noucka neobxo-
AuMoit ciyxObi B Tabn. T15 npuBe/ieHbl COOTBETCTBAA PYCCKHX M AHITIHHACKUX Ha-
umeHosaHuid. Hekoropbie ciyxObl HE HMEIOT PYCCKOro MMEHH, a Jpyrue Haume-
HOBAHMS HE BCET/a ABAIOTCA TOYHBIM MEPEBOIOM AHMIINIICKOTO BapHaHTa.

Ta6nuya 5. AHrnuickue n pycckue HaumMeHoBaHus cryxe6

HaumeHoBanWe aHrnuickoe HaumenoBanme pycckoe

1 | Alerter Onosewarens

2 | Application Layer Gateway Cnyxba wnio3a ypoBHA NPUINOXEHUR
Service
Application Management Ynpaenexue npunoxeHuamm
Automatic Updates AsTomaTuyeckoe o6HoBneHWe
Background Intelligent Transfer ®DoHoBas MHTENnekTyansHana cnyxba
Service nepegaqu

6 | ClipBook Cepsep nanku obmeHa

7 | COM+ Event System Cuctema cobbituit COM+

8 | COM+ System Application Cuctemuoe npunoxenne COM+

9 | Computer Browser O6oapesarens KOMNLIOTEPOB

10 | Cryptographic Services Cnyx6bl kpunTorpadun

11 | DHCP Client DHCP-knuent

12 | Distributed Link Tracking Client KnneHT oTcnexvusaHns U3MEHUBLLMXCH CBA3ER _

13 | Distributed Transaction KoopauHaTtop pacnpeneneHHbix TpaH3akuwi
Coordinator

14 | DNS Client DNS-knuent

15 | Error Reporting Service Cnyx6a pervctpauuv owmnbok

16 | Event Log WypHan cobbitui

17 | Fast User Switching Compatibility Coamemuocth BbICTPOro nepexnioveHmns

nork3osarenew

18 | Fax Service Cnyx6a chakcos

19 | Help and Support Cnpaska u nogaepxxa

20 | Human Interface Device Access Oocryn k HID-ycTponcTeam
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MpunoxeHue

Tabnuya 5 (npogonxexne)

HaumeHoBaHue aHrnuinckoe ] HaumeHoBaHwe pycckoe

21 | IMAPI CD-Burning COM Service Cnyx6a COM sanucu komnakt-guckos IMAP]

22 | Indexing Service Cnyx6a nHaekcMpoBaHua

23 | IPSEC Services Cnywxbel IPSEC

24 | Logical Disk Manager Lunenetyep norudeckux AUCKOB

25 | Logical Disk Manager Cnyx6a agMUHUCTPUPOBaHWA AucneTyepa
Administrative Service NOrM4yecknx AUCKOB

26 | Messenger Cnyxba cooblieHni

27 | Net Logon Cetesoli Bxoq B cUCTEMY

28 | NetMeeting Remote Desktop NetMeeting Remote Desktop Sharing
Sharing

29 | Network Connections CeTesble NOAKNIOHEHUA

30 | Network DDE Cnyx6a cetesoro DDE

31 | Network DDE DSDM Lucnetyep ceteroro DDE

32 | Network Location Awareness Cnyx6a cetesoro pacnonoxenus (NLA)
(NLA)

33 | NT LM Security Support Provider | MNMoctaswuk nogaepxiu 6esonacHoctu NT LM

34 | Performance Logs and Alerts XypHans! 1 onoeeleHus

NpoM3BoANTENBLHOCTH
35 | Plug and Play Plug and Play
36 | Portable Media Serial Number CepwiiHkIl HOMep NepeHocHoro Megua-
YCTPOMUCTRA

37 | Print Spooler [ucnetyep ouepeau nevatu

38 | Protected Storage 3aumueHHoe xpasunuue

39 | QoS RSVP QoS RSVP

40 | Remote Access Auto Connection [AucneTyep aBTONOAKNIOYEHWA YAaNEHHOTo
Manager poctyna

41 | Remote Access Connection [ueneTyep noakroHeHWi yaaneHHoro
Manager Aocrtyna

42 | Remote Desktop Help Session [lucneTyep ceaHca cnpaekv Ans yAaneHHoro
Manager paboyero ctona

43 | Remote Procedure Call (RPC) YaaneHHbiW Be1308 npoueayp (RPC)

44 | Remote Procedure Call (RPC) INokatop yaaneHHoro Bui3osa npoteayp
Locator (RPC)
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Ta6nuya M5 (npogonxerune)
HaumeHoBaHuWe aHrnuinckoe HaumeHoBaHue pycckoe
45 | Remote Registry Service YaaneHHelih peectp
46 | Removable Storage CremHble 3Y
47 | Routing and Remote Access MaplpyTusauusa n yaaneHsHsin goctyn
48 | Secondary Logon BTopuyHbIA BXOA B CUCTEMY
49 | Security Accounts Manager [ucnetyep y4eTHbix 3anuceil GesonacHocTv
50 | Server Cepeep
51 | Shell Hardware Detection OnpepeneHve obopyaosaHus 060NoYKK

52

Smart Card

CmapT-KapTbl

53

Smart Card Helper

Moayne noaaepmkn cMapT-kapT

54 | SSDP Discovery Service Cnyx6a obHapyxenun SSDP

55 | System Event Notification YBeaoMneHne o cucTemHblx cobbimusx

56 | System Restore Service Cnyx6a BocCTaHOBNEHWA CUCTEMBI

57 | Task Scheduler MnaxupoBLUKK 3aaaHUNA

58 | TCP/IP NetBIOS Helper Service Moayns noanepxku NetBIOS yepea TCP/IP
59 | Telephony Tenedonus

60 | Telnet Telnet

61 | Terminal Services Cnyx6ul TepMuHanos

62 | Themes Tembl

63 | Uninterruptible Power Supply WcTounuk BecnepeboiiHoro nuraHua

64

Universal Plug and Play Device
Host

Yaen yHueepcanbHbix PnP-ycTpoicTe

65 | Upload Manager Aucnetyep oTrpyaku

66 | Volume Shadow Copy TeHeBoe KONMpoBaHWe Toma

67 | WebClient Beb-knueHt

68 | Windows Audio Windows Audio

69 | Windows Firewall/Internet Bpanamayap UHTepHeTa (ICF) /O6wmin

Connection Sharing

pocrtyn kK MHTephety (ICS)

70 | Windows Image Acquisition (WIA) | Cnyxb6a aarpyaku naobpaxenuia (WIA)
71 | Windows Installer Windows Installer
72 | Windows Management WHcTpymenTapuii ynpasnenus Windows

Instrumentation
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Tabnuya 5 (okoH4yaHue)

HaumeHoBaHue aHrnuickoe HaumeHoBaHue pycckoe
73 | Windows Management Pacwupexus gpansepos WMI
Instrumentation Driver Extension
74 | Windows Time Cnyx6a spemeHu Windows
75 | Wireless Zero Configuration BecnpoBoaHana HacTpolika
76 | WMI Performance Adapter Apnantep npovasogutensHocTy WMI
77 | Workstation PabGovasn craduus

Haznauenue ciyx6b1 npuBoautes B okHe CayxObl. D10 onucaHue Toxke MOKET
ObiTh HAa aHrIHACKOM A3bIKe. ECi 970 TaK, TO BAM NpUAETCS NEepeBecTH ero camo-
CTOATENLHO WM 00paTuThes K APYrdM JIOKyMEHTaMm, Ifle MPHBOAMTCS Takoi
nepeBoa.

MopTsl

He meHee Ba)KHO MOHWMATh, YTO UM paboThl NPOrpaMM MIIW BUPYCOB B CETH He-
0OX0IMMO HE TONBKO UMETH AAPEC HAZHAYEHUS, HO U NOPT, YEPe3 KOTOPbIH MOKHO
MpoHUKHYTL B cuctemy. [Topramu 3tiMu noassytores kak TCP-nporokon, Tak
UDP-nporokon (User Datagram Protocol, none3osaTtensCkuii npoTokos JaHHbix),
KOTOPbIH I0CTATOYHO YACTO UCMOB3YETCA MPHIOKECHHAMH IS NEpe/lavi AaHHbIX.
B Hurepnere moxno naliti GonblumMe CNMCKW NMOPTOB, KOTOPbLIE MCHONL3YIOT-
ci BMpYycamH, Hanpumep, no ajapecy http://www.sans.org/resources/idfaq
/oddports.php.

Ho, npocmarpuBas uX, Bel YBHJIMTE, YTO JIy4lle 3aKpbITh BCE JIHLIHHE (HE HCMOJb-
3yeMbl€ NPHIOKEHUAMHN) MOPThI, YTOOBI 3aUHTHTL KOMIbIOTEp OT arak u3 Unrep-
nera. Cnucok Haubonee pacnpocTpaHeHHbIX MOPTOB, KOTOPbIE MOTYT NPUMEHATH-
Cs Pa3/IMuHLIMH H3BECTHBIMH MPHIOKEHHIMH, y4ylle 3HATh €CH HE HAaW3yCTh, TO
"6nu3ko Kk Tekcty". YMcno MOpPTOB, KOTOPBIE MOrYT HCMONL30BATLCS TPHIIONKE-
HUAMH, O4eHb Beluko — 65 336. Droro uMcna A0CTATOMHO 1718 TOro, utobbl Y Ba-
wero KoMmneiotepa Beerga Ouinu cBOBOAHBIE NOPTHI, HeoOXxoauMbie ans paboTsl
pa3nM4HBIX NPOrpamMM CBA3M, HanpuMep. TeM He MeHee ecTb OnpeaeneHHbIH Crn-
COK MOPTOB, KOTOPbIE PEKOMEHAO0BAHO MCNOABL30BATHL M1 CTAHAAPTHLIX CEPBHUCOB
ceru. Jlns Takux cepBucor orseiaeHsl nepsoie 1024 nomepa. Cambie pacnpocTpa-
HeHuble cepsuchl, Takue kak FTP, Telnet, SMTP, Time, DNS, TFTP, HTTP,
POP3, NNTP o6biMHO HMCRoOnb3yloT MOPThl, HOMEpa KOTOPbIX TIPHBEAEHLI B
Tabn. I16.
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Tabnuya 6. Hanbonee pacrpocTpaHeHHele HoMepa NnopToB

Homep Cepeuc Mpotokon
20 FTP-data TCP
21 FTP TCP
23 Telnet TCP
25 SMTP TCP
37 Time TCP
53 DNS UDP
69 TFTP ubP
80 HTTP TCP
110 POP3 TCP
119 NNTP TCP

B HeKoTOpbIX CiyYasx, KOrja peKomeHayemblii ana paboTsl nporpaMmel nOpT 1o
KakoM-nubo NpuunHe NPUMEHHUTH HElb3s, CIeIyeT UCTIONL30BATL U MOPTHI U3 MpH-
BEJIEHHOI0 CriMCKa, ec/ii HeT nporpaMm, KoTopble MX Hcnonb3yior. Hanpumep,
coanasass VPN, Bbl MOKeTe CTOJNIKHYTLCH C CHTYalWeH, Korja 3anjaHupOBaHHbIH
JUIsl TIPUMEHEHHS MOPT 3aKPbIT HA OJIHOM M3 CEPBEPOB, Hepe3 KOTOPbIH A0/KHA
OCYUIECTBIAATLCA CBA3b. B 3TOM ciiyuae MOMKHO NPUMEHHTH MOPT, NPeAHA3HAYEH-
Hbli 1 paboThl CTaHAApTHBIX CEPBHCOB, KOTOPbIH HABEPHAKA OTKPBIT HA BCEX
cepsepax nposaiiaepos Mureprera.



Kau 3ac1anmb
mrarepum

soitline’

Cambiii nonHeii Katanor «corar

Yrobm rextHka npasiasHo paborana, efl He-
obxoaHMe NpapHieHbie NparpamaM. Jiuren-
Ka karanoroa SoftLine-direct npepnaraer
sam NporpaMmMyoe obecneusHne o7 BefyillHX
MHpOBBIX nNpoHanopuTensh. Odhopmure
BECITATHYIO noanicky, u 8w ncerga 6yge-
Te B Kypte HOBHHOK M TeHaeHuMi IT-pairka.
Camniit npocroll ¥ Hagemmsiil cnotob
KynuTe CohT — 3aka3ats ero no Karanory
Softline-direct.

119991 Mockaa, ya. MyGkuua, B. Ten. /daxc: (095) 232 00 23

E-mall: quo.uﬂl[n-.nl http:/ /www.softline.ru

MMllmnl!mOTm.m
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Monsk-BparuHckuii A. B.
Cetb cBOMMM pyKamu, 2-e usfaHue

MaraauH "HoBasa TexHuyeckKasn KHura"
CIe6., Uamaiinoeekuii np., a. 29, ven. (812) 251-41-10

OTABII ONTOBbIX NOCTaBOK

e-mail: opt@bhv.spb.su

JU1st TeX, KTO peLnl caMOCTOATENILHO CO3AaTh CeTh Y
cebst noma M B oduce, 3Ta KHUra CTaHET Hezame-
HHUMBIM MOMONIHUKOM. B Hell JeTanbHO pacecmorpe-
HBl BCE BOMPOCHI OPTaHH3alMKM H 00CNYyKHBAHUA JIO-
KaJlbHBIX ceTedi: oT BeIOOpa anmapaTHOH YacTd H
MOHTa)a CETH JI0 HACTPOMKH ONEpalMOHHON cHCTe-
MBI M MOCJELYIOIEro ee agMHBUCTpHpoBaHHs. Oco-
OeHHO 00CTOATENBHO M3JTOKEHBI METO/BI COTJIacoBa-
HUSL B OIHO CeTH CTaphiX M HOBBIX KOMITBIOTEPOB,
paboTarommx ¢ pasHbIMA ONEepaliHOHHBIMH CHCTEMa-

MM, a TAaKK€ OpraHM3al{H YAAJEeHHOTO JOCTYNa K CEeTH H 3alUThl OT
HECAHKIMOHMPOBaHHbIX AeicTBuil. Cchliki Ha pecypcesi MHTepHeTa, moj-
pOoOHBIE HHCTPYKIIMH 110 HACTPOHKE MPOTPAMMHOrO W arnmapaTHoro obecre-
YEHHs! TIOMOTYT COKOHOMHTE BPEMs H CPEJICTBA 1PH pa3BepThIBAHHM coOCT-
sennoro JIBC. Kaura npeanasnadeHa Ui KBaTH(pULUHPOBAHHEIX TOJIB30BA-
Tenel 1 HaYMHAIOIHMX aMUHHUCTPATOPOB.

Moasik-Bparunckuii Anexcanap BuaauMupoBHY, HavalbHUK OTAENA
KOMIBIOTEPHOTO ofecreyeH s, CriellHaIuCT B 06/1acTH OpraHu3aliy | 3KC-
TUTyaTalli¥ MajelX M CPEIHHX JIOKAIbHBIX ceTei, aBTop KHUTrH «CeTh noj
Windows» u psijia crareii B xypHane «Mup [TK».



Monsak-BparnHckuii A. B.
Cetb nop Microsoft Windows

www.bhv.ru

MaraauH "HoBas TexHu4eckasn KHura"
CI6., Namaiinosckuii np., a. 29, Ten. (812) 251-41-10

Oraen onToBbIX NOCTaBOK
e-mail: opt@bhv.spb.su

it & | Opeanuszanyus A0KWILHOT CEmu CeOUMU PYKAMU
Kak co3gath ¥ HACTPOMTH JIOKANLHYIO CeTh Joma, B o(u-

CETb ce, Ha npeanpuatuu? Yro Heobxoaumo 3HaTL s oOec-

gt rnieueHus ee HaaekHoit u a(dekTuBHON paboTel? Orseuaer
anII'IdOWS Ha BCE 3T BONpockl npoteccnonan, umetommii Sonbuon
OTBIT OPraHU3allHK M KCTITYaTALMK MASBIX M JOKANbHBIX
cereil. ABTOp JIaeT npakTUYECKHe PEKOMEHAALUH 10 Bbi-
Gopy u ycranoske cetesoro ofopynoBanus, nojapobusie
MHCTPYKLIMHM 10 HACTPOiiKe KOMMbLIOTEPOB U aiMUHHCTPH-
poBaHUIO ceTeM, paccMaTpuBaeT Hawbonee THNHYHbIE He-
nonaaku U criocobul uX ycrpaHeHus. MHOrovuciaeHHble
MPUMEPbI MOMOTYT YHTATENAM CaMOCTOATEIbHO OCBOWTH MPOLEAYpPhI NOAKITIOYE-
HHS W HACTPOMKH KOMILIOTEPOB, NPHHTEPOB M APYroro o6opyaoBanus, no3Hako-
MAT ¢ METOJaMH OpraHu3alMH Mojib30BaTenel B rpynnbl M pacnpeaelieHus ux
npae B ceTH, ofyuar npuemaMm agMHHMCTpUpoBanui. B kHure npusoasatcs Heol-
XOUMbIE TEOPETHYECKUE U CIIPABOYHbBIE CBENCHUS, 4 TAKKE CChUIKH HA MHTEpHeT-

pecypchbl.




Cronnwunre B.
KomnbioTepHbie ceTu, NpOTOKObI
n TexHonornm MHtepHera
(+CD-ROM)

Mara3auH "HoBas TexHuveckan KkHura"
Cne6., Usmaitnosckuin np., A. 29, Ten. (812) 251-41-10

Ortpen onToBbIX NOCTaBOK
e-mail: opt@bhv.spb.su

KOMALIOTEPHbIE CETH, KommbioTepHbie ceTH, MPOTOKOJIBI M TEXHOJIOTHH

APETOKONb liﬁ*ﬂ’ﬁg?{: Hureprera — HOBEHmas KHUra MOMyIAPHOro aBropa
Bunpsama CronnuHrca, Kotopas AaeT HCHEPMLIBAIO-

IMH U HarIsAHLIH 0630p BHIMHCIMTENBHBIX CETEH H
NepeIoBLIX HHTEPHET-TEXHOJIOTHH. ABTOP HCIONb3Y-
€T HHUCXOJSIINH IMOAXO/ B BHJE MOAYABHOH CXEMBI,
KOTOPBIH TI03BOJIAET MpernojaBarelsM H HayYHBIM
paboTHHKAM NPOEKTHPOBATh KypChl M IUIAHUPOBATH
obydeHue, OTBevarollee MX COOCTBEHHBIM IIOTped-
HOCTSIM.
ConpoBoxaatonme Matepuansl Web-caiita Mmo3BosisitoT TMPenojaoBaTesisam
UCIOJB30BaTh UX HEMOCPEACTBEHHO B CBOMX KypcaxX M ITOMOTalOT CTY/EH-
TaM H Hay4HBIM pabOTHUKAM IpU U3yYeHHH Npo6aeM NpoU3BOAUTEIEHOCTH
B peaJibHLIX MPOEKTAaX.
B xnure naercsa coBpeMeHHslH 00630p pa3paboTok NPOTOKONOB H alNTOPHT-
MOB, OCHOBaHHEIX Ha UuTepHeTe.

Buabsam CTOUIMHIC BHEC BBIJAIONIMICS BKIIAJl B TEXHOIOTHIO pa3paboTku
BBIMMCANTENBHBIX CETEH M KOMIBIOTEPHOH apXUTEeKTypsl. ABTOp |8 KHHT,
OH ILLIECThb Pa3 MOJIyYHJI IPU3 3a JIy4IIHii yueOHHK roja no KOMIbIOTEPHbIM
HayKaM M MHXKEHEpHH AcCCOIMallMH aBTOPOB y4eOHMKOB M aKaJleMHYECKHX
H3/laHuil. B Hacrosiee Bpems SABIACTCA HE3ABHCHMBIM KOHCYIBTAHTOM,
B YHCJIO KJIHEHTOB KOTOPOro BXOZAT MPOH3BOAMTENH M [10J1b30BATENH MPO-
rpaMMHOro obecrieueHHs M KpYNHEHIHe rocylapcTBEHHbIC HHCTHTYTHI.
B. CrommHrce wumeer cTemeHb JOKTOpa Hayk MaccauyceTckoro
TEXHOJIOTHYECKOT0 HHCTHUTYTA B 00JACTH BEIYUCITHTETBHOM TEXHUKH.



CruseH [1x. Burenoy
Certu: nouck HeucnpasHoCTeM,
noaaep>XKa u BOCCTaHOB/IEHUe

MarasuH "HoBas TexHuyeckas KHura"
Cne6., Uamaitnosckuin np., A. 29, ten. (812) 251-41-10

Otaen onToBbIX NOCTaBoOK
e-mail: opt@bhv.spb.su

LAl Peuwaiite Bce cBon manennkue u Gonbiuve ceressie npo-
OJ1eMbl C MOMOLUBIO 3TOW ABTOPUTETHON W BCEOOBEMIIO-

CET" wer kuuru! B pykoBoacTBE, HANMCAHHOM W3BECTHLIM

Vi .l copellmg CMeLMHaNuCTOM MO yCTpaHeHWio HeucnpasHocTeid CTue-
e el  HOM Burenoy, paccMOTpeHbl apXWTeKTypbl, NMPOTOKOJbI,
: OMepaLHOHHbIE CHCTEMDbI, & TaKzKe Bee 0COBEHHOCTH ceTe-
Boro ofopynosanus: kaGenel, cereBnlX KapT, Hakonure-
neil, ananrepoB, XaboB, pPOyTEpOB H MHOTMX [APYrHX.
Kpome usyuenus obumx NPHHUMIOB MOUCKA HEMCNpaB-
HOCTeli M OMWUCAHWS COTeH CreUM(UUECKUX NPHU3HAKOB
HeMCrpaBHOCTEH, Bbl TaKOKe OBNANEeTe NPAKTHYECKHMH
npHeMaMH CeTeBOr0 AaAMMHHMCTPHPOBAHHA, PE3epBHPOBAHMA W BOCCTAHOBIEHWA
naHHbIX, oGecneyeHus 6e30nacHOCTH.

P

Crusen /I, Burejioy, onbITHbIH MHXEHEP-211EKTPOHUIMK, OCHOBATENb W MPe3H-
nent pupmbl Dynamic Learning Systems, cneunanusupyiolueiica B oGnactn 06-
cayxusanus K, nepudepuiinoro u ceresoro o6opynoBaHus. ABTOp HECKOIBKNX
BecrcennepoB u3 o6NACTH KOMMBLIOTEPHOW NUTEpPaTYphl, BKIIOMAS NATL W3AaHWi
«Troubleshooting, Maintaining & Reparing PCs», peaaktop >xypuana «The PC
Toolbar Newsletters.
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N3aTeNbCTBO KOMNLIOTEPHOW NUTEpaTyphi “bXB-NeTepbypr"

SHAKOMbI ECb,

CUCTEMHBIN

ADMMHUCTPATOP

KHuru aToin cepuv noMoryT

B COBEpLUEHCTBE OBnaaeTb
COBpPeMEeHHbIMU KOMMNbIOTEep-
HbIMU TEXHOMOruaAMK, BbIGpaTh
onTuMareHble ¥ 3hPeKTUBHbIE
peLUeHusi NpU NPOEeKTUPOBaHUK
U BHeapeHuu ceteit, obecne-
YUTb UX UHPOPMaLMOHHYIO
6e3onacHOCTb U KBanupuLu-
poBaHHOE aAMUHUCTpUpOBaHUE.

Cankr-lNetepBypr, 190005, Wamaiinosckuid np., 29
Ten.: +7(812) 251-4244; 251-6501
e-mail:info@bhv.ru
www.bhv.ru

OnbIT U 3HaHWA CNeuuanucToB BbICLLIE KBanudukauum




Kuurn usparenscrea "BXB-lerep6ypr”
B npopaxe:

www.bhv.ru

MaraauHd "HoBan TexHnveckas kuura": Cr6., Wamannosckwii np., a. 29, ten. (812) 251-41-10
Otnen onvoBbiX noctagok: e-mail: opt@bhv.spb.su

BHecepuiiHbie KHUr

Mandrakesoft. Ycraroska i ucrionsaosarue Mandrakelinux 10,0 (+CD-ROM) 144 c.
Angpuaros B., Cokonoe A. ABTOMOBUNbHbIE OXPaHHbIE CUCTEMBI, 272c.
CnpasouHoe nocobue

borpavoB-KaTtekos H. CtpyiiHbie npuHTepsl ANA AomMa u ocuca 224 c.
Bokos B. @uauka marHetukos. YuebHoe nocobue gna Bysos 129.¢.
Bytukoe E. Ontuka: YuyebHoe nocobue ana cTyAeHToB chUan4eckux 480 c.
cneuuansHocreii Byaos, 2-e u3g.

Buikoe A. u ap. ADEM CAD/CAM/TDM. YepueHue, MoflepHU3aLIAA, 320 c.
MexaHoobpaboTka (+CD-ROM)

laccounpg [1. Crpoku, aepesbs W NocnefoBatensHoCTU B anropurMax 654 c.
nacc I, 3ibne K. Unix ana nporpammucToe U nonssoearenei, 3-e uag, 848 c.
Monsawreiin b. Crex npotokonos OKC?7. MNogcucrema ISUP. CnpaeoyHuk 480 c.
lonbawreith b. Untepcpeiicsl V5.1 u V5.2. CnpaBoyHuk 28Bc.
lonbpwrein B. Cuctemsl KoMmmyTauum, 2-e uag, 318 c.
FNonsawreiin B. Call-ueHTpsl U KOoMNblIOTEpHan TenecoHus 372c.

lNyposa A. l'epou mMeua u maruu. Mo MoTUBaM OQHOUMEHHON KOMNbloTepHOl urpsl 320 c.

Hopot B., Houkos ®. TonkoBbiii cnoeapk COBpeMeHHOW KOMMNbloTepHOI nekcuku, 608 c.
3-e u3n.

3binb C. QNX Momentics: ocHosbl npumererus (+CD-ROM) 256 c.

3binb C. OnepauuoHHas cuctema peansHoro spemerHu QNX: 192c.
OT TeOpUU K NpakTike, 2-e usa. (+CD-ROM)

MeaHos K. C6opHUK 3aia4 no sneMeHTapHoi MatemaTuke ana abutypuextos, 4-e 352 ¢,
uap.

Kantoposuu J1., Akunos . @yHKUMOHANLHLIA aHanua, 4-e usp. 816c.
Kapniok B. MS Windows XP Professional. OnsiT caaun ceptuchukaumoHHoro 528 c.
sksamena 70-270

KopHees B., Kucenes A. CoBpeMeHHble MUKponpoueccopsl, 3-e uap. 448 c.
Koxace K. 3agauu CaHkr-lMetepbyprckoil onumMnuaabl LLKONbHUKOB Mo 224 c.
matematuke 2003 ropa

Koxace K. 3apaun Cankr-lNevepbyprckoid onumnuagsl LWKONLHUKOB Mo 224 c.

martemaTtuke 2004 roga
Kynbtun H. Visual Basic. Oceoii Ha npumepax (+CD-ROM) 288 c.



Makapos B. u ap. MabpauHble 3anauu no BeWecTBEHHOMY aHanuay, 2-e uaf.
MansixuHa M. Basbl naHHbIX: OCHOBbI, NPOEKTUPOBaHUe, UCMONb30BaHUe

Manmep M., Cunknep P. lNpoekTupoBaHue U BHeflpeHUe KOMMbIOTEPHLIX CeTeil.
YuebHblii Kypc., 2-e uag.

Metpos 10. HoBbie rnaesl Teopun ynpaeneHus U KOMMLIOTEPHLIX BbIMUCTIEHUIA
Muporos B. Accembnep. YuebHulit kypc. 2-e uag,
Mor [1. MS Windows XP Home Edition: HepokyMeHTUpOBaHHbIe BO3MOXHOCTI
Moropenos B. AutoCAD 2005 ana HaunHaoLwmx

Monoeko A. UHrepnonauus. Metogbl u KOMNbIOTEPHLIE TEXHONOMMU UX peanuaaLuu

Monoe A. AgMuHucTpuposanue Windows ¢ nomousio WML u WMIC (+CD-ROM)
Monos C. AnnapatHele cpeacTaa MynsTumeaua. Bugeocucrema PC

MpasuH O, MNpasunkHLIA camoyyutens pabotsl Ha kKoMMbloTEpE, 2-€ Uas.
[Mpoxopoe A. iHTepHeT: kak ato paboraeTt

Pob T1. Cuctembl 623 AaHHbIX: NPOEKTUPOBaHUeE, peanuaalus U yrnpaenexue, 5-e uag,

Po6 IN. Cuctemsl 6a3 gaHHbIX: NpoeKTupoBaHue, paspaboTka U ucnonb3aoeaHue
PoBauesckuil A. OnepauuorHas cuctema UNIX

Pomaxosckuii W. [luckpeTHblit aHanus, 3-e uag.

Cknapos [. ickyccTBo aaluTsl U B3noma uHcpopmauum

Coxkonos A., AHapuaros B. AnbTepHaTtuea coToBOR CBA3U:
TPaHKUHroBble CUCTEMBI

Cokonos A., CrenaHiok O. 3awura or KoMnblOTepPHOro Teppopuama
Conomeruyk B., Conomendyk lN. XKeneso MK 2004

Cysopos K., HYepemHbix M. Cnpasoyxuk Delphi. basosbie kKnaccwl
Turren 3., Yennen J1. TCP/IP. YuebHsiit kypc (+CD-ROM)

@enuuu [, Tunorpacuka: WpudT, BepcTKa, Auaaitd

®neHoe M. Bubnua Delphi (+CD-ROM)

®neHor M. Mporpammuposarue 8 Delphi rnasamu xakepa (+CD-ROM)
©neHos M. MNporpammuposaHue Ha C++ rnasamu xakepa (+CD-ROM)
Opeit [. AutoCAD u AutoCAD LT pna HauuHaloLwmx

YacTukoe A. ApXUTEKTOPBI KOMNBIOTEPHOTO MUpa

Auok O. OcHoBel rpathuueckoro ausaiiHa Ha 6ase KOMMBIOTEPHBIX TeXHONOT U
(+CD-ROM)

624 c.
512'¢.
240 c.

192 c.
1056 c.
768 c.
400 c.
320 c.
752 c.
400 c.
496 c.
280 c.
299 c.
1200 c.
528 c.
320 c.
288 c.
448 c.

126 c.
368 c.
576 c.
976 c.
360 c.
880 c.
368 c.
336 c.
680 c.
384 c.
270 c.
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Cepus «[pocheccuoHansHoe nporpaMmmupoBaHmnes

ByropuH [1. MS Agent u Speech API 8 Delphi (+CD-ROM) 448 c.
Mainnykoe C. OpenGL. NpodeccuoHansHoe nporpaMMupoBaHue TpexmMepHoi 736 c.
rpachuku Ha C++ (+CD-ROM)

lopHakos C. DirectX 9. Ypoku nporpammuposatus Ha C++ (+CD-ROM) 400 c.

Knumoe A. MS Agent. pachuseckue nepcoHaxw ana untepceiicon (+CD-ROM) 352 c.
KopHunos E. MporpammuposaHue waxmar u Apyrux norudeckux urp (+CD-ROM)  272c.

Koptsakos B. MNporpammuposarue gokymeHTos u npunoxenuit MS Office 8 Delphi 496 c.
(+CD-ROM)

Marpa 0. WcnonbaosaHue accembnepa gna ontumMmUsaLun nporpamMm Ha C++ 496 c.
(+CD-ROM)

Mepxesud E. Yckopenue paboTbl caiita 384 c.
Muxaiinos A. 1C:lNpeanpuatue 7.7/8.0: cuctemHoe nporpaMMuposaHue 336 c.
Heceuxckuii B. MNporpammuposarue annapartHeix cpeacte B Windows 880 c.
(+CD-ROM)

Memiowkun A. HTML 8 Web-gusaiine 400 c.
Muporoe B. MS SQL Server 2000: ynpageneHue U NporpamMmupoBaHue 608 c.
Mnayrep N. STL — craHpaptHas 6ubnuoreka wabnoHos C++ 656 c.
Monskos A., BpyceHues B. Mporpammuposanue rpachuku: GDI+ u DirectX 368 c.
(+CD-ROM)

LWungr I'. MckyccTeo nporpammupoeaHua Ha C++ 496 c.

Cepus «AnnaparHbie cpegcrsa»

Arypos . UHtepdcpeiic USB. NpakTuka ucnonb3osaHua u NporpaMmuposaHins 576 c.
(+CD-ROM)

Cepusa «CUcTeMHbIN agMUHUCTpaTop»
Burenoy C. CeTtu: Nouck HelcnpaBHocTell, NoOepxKa U BocCTaHOBNEHWe 1200 c.
CraxHoB A. CeteBoe agmuHucTpuposaHue Linux (+CD-ROM) 480 c.



“KOMIbIOTEPHBIX KHUT

YBaxaemble rocnogal

Waparenscrao “bXB-Metepbypr” npurnawaer cneunanucros 8 obnactu
KOMMbIOTEPHbIX CUCTEM U  UHGOPMALMOHHBIX TEXHONoruit  Ana
COTPYAHUYECTBA B KA4ECTBE ABTOPOB KHUI N0 KOMMNbIOTEPHOIA TEMATUKE.

Ecnu Bul 3HaeTe 1 ymMeeTe 1o, YTo He 3HaloT Apyrue,
ecnu y Bac MHoro ugeit 1 TBOPYECKUX NNaHOB,
ecnu Bam He HpaBuTCs TO, YTO YXe HanUcaHo...

HanuwuTe KHUry
BMecte ¢ “BXB-lletepbypr”

’Knem B HallleM uafatensCTee Kak OnbiTHbIX, TaK U HauMHAIOLLMX aBTOPOB
A HafleeMCA Ha MNOAOTBOPHYIO COBMECTHYIO pabory.

C npepnoxeHuamy obpalliaidtecs K rmasHoMy peaaxktopy
Ekarepute KoHgykoBoii
Ten.: (812) 251-4244, 591-6243
E-mail: kat@bhv.ru

Poccus, 199397, Cankr-Metepbypr, a/a 194,
www.bhv.ru




MarasuH-caHOH

“HOBAFI TEXHVI‘-IECKAH KHUTA”

190005, Canm‘-l‘lerepﬁypr, WamaiinoBckuu np., 29

B marasuHe npencraBneHa nureparypa no
KOMMNbIOTEPHbLIM TEXHONOIUAM
paguoTexHUKe U INeKTPoHUKe

thusuke U MaTtemaTuke
3KOHOMMKE
MeauLuHe

u ap.

Huskue ueHbl
lMpAMbie NOCTaBKM OT U3[ATENLCTB
ExenHeBHOe nononHeHue accopTUMeHTa
Mopapku U CKMAKK NOKynarenam

Maza3zuHn pabomaem c 10.00 do 20.00
6e3 o6edeHHO20 nepepkiea
8bIX0O0HOU GeHb — 80CKpeceHbe

Ten.: (812)251-41-10, e-mail: trade@techkniga.com




